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The illusive interface between business and the open source 
community is difficult to define or even describe to the uniniti-
ated. No one who was writing the management textbooks back 
when I was in college would believe the mysterious melding of 
community and commerce that is an everyday part of the 
FOSS ecosystem today. Conventional wisdom would claim the 
community isn’t really a community or that a business helping 
to build this community could only be acting as some kind of 
PR-inspired charity. The whole idea that investing in commu-
nity is a healthy and enlightened way to pursue vital business 
interests is lost on many in the business world even now, 
which is why it is important to celebrate when real businesses 
do real good things for the open source community.

Tag1 is a consulting company that does a lot of web develop-
ment. Much of their work is with the Drupal open source con-
tent management system. Drupal has an active and vibrant 
user community around the world that gets together online 
and in person – at the popular DrupalCon conference series. 
But the developers, designers, and webmasters at Tag1 real-
ized the Drupal community was missing something important: 
a magazine. Although they had no previous experience in pub-
lishing, Tag1 launched Drupal Watchdog, a print magazine for 
the whole Drupal community. Drupal Watchdog covered the 
whole spectrum of the Drupal experience, from design, to de-
velopment, to daily tasks, to the management and marketing 
that surrounds the web content industry – and the emphasis 
was on the whole community. Drupal Watchdog had authors, 
and even advertisers, who worked for other consulting compa-
nies, but the Tag1 team wanted to reach everyone. Drupal 
Watchdog quickly became a favorite at the DrupalCon Confer-
ence, and readers subscribed and signed up for back issues 
through the Drupal Watchdog website.

After 10 semi-annual issues, Tag1 realized Drupal Watchdog 
was ready for a change. A company that was only interested in 
narrow, short-term goals could have stopped publishing right 
then. They were, after all, a company of consultants, not edi-
tors and publishers. They also could have sold off all the 
pieces, as the management textbooks would probably have 
advised them to do: maximize the return by liquidating the 
mailing list, the newsletter names, and the website. But Tag1 
wanted Drupal Watchdog to keep growing and flourishing. So 
they went to extra effort and expense to find a professional 
publishing company that understood the open source commu-
nity and help Drupal Watchdog reach a new audience of read-
ers around the world.

And that company is … our company: Linux New Media, pub-
lishers of Linux Magazine, Linux Pro Magazine, Ubuntu User, 
and other publications that serve the FOSS community. We’re 

proud to welcome Drupal Watchdog to the Linux New Media 
family and excited to consider all the synergies we’ll stir up 
with the Drupal community as we make Drupal Watchdog into 
a regular quarterly and send it out through our global distribu-
tion network.

If we succeed with our efforts to take Drupal Watchdog to the 
next level, it will help the whole Drupal community, which will, 
in turn, help Tag1 and all other Drupal consultants. You and I 
know it, and Tag1 knows it: Community works! We’ll just have 
to be patient and wait for those old-school authors of the man-
agement textbooks to catch up.

Welcome Drupal Watchdog, and here’s to Tag1 for going the 
extra mile.

THE EXTRA MILE

Joe Casad,  
Editor in Chief

Dear Linux Pro Reader,
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Cloud Encryption Tools
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levels of security for synchronizing your 
data to the cloud.
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● �Updated GNU toolchain

● �Apt privilege separation

● �systemd init

● �Linux kernel 4.4 SEE PAGE 6  
FOR DETAILS

16.04 Desktop (32-bit)
CC BY-SA 4.0

16.04 Desktop (64-bit)
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On the DVD

[1]	� Xenial Xerus: http://​www.​ubuntu.​com/​desktop

[2]	� Ubuntu 16.04 release notes: https://​wiki.​ubuntu.​
com/​XenialXerus/​ReleaseNotes

[3]	� Mate: https://​ubuntu‑mate.​org/​
what‑is‑ubuntu‑mate/

[4]	� Mate 16.04 release notes: https://​ubuntu‑mate.​org/​
blog/​ubuntu‑mate‑xenial‑final‑release/

     ADDITIONAL RESOURCES

Ubuntu 16.04 (64-bit)
The newest long-term support (LTS) version of Ubuntu (Xenial 
Xerus) now arrives with search lens off by default for increased 
privacy. From the command line, the new Snap container packag-
ing system resides alongside the legacy DEB system (do sudo apt 
dist‑upgrade first). The Software Center is gone, and Ubuntu Soft-
ware Store (from Gnome Software) now handles GUI software 
search and installation chores. Xenial Xerus also sports numerous 
bug fixes and improvements.
•	 systemd init
•	 Linux kernel 4.4
•	 Updated GNU toolchain
•	 Apt privilege separation

Ubuntu 16.04 Mate (32-bit)
Ubuntu Mate is designed for “those who want the most out of 
their computers and prefer a traditional desktop metaphor.” The 
Mate desktop, which is based on Gnome 2, is full-featured enough 
for the modern user but still accommodates older computers with 
modest hardware profiles. In this version of Mate, you’ll find many 
updates and improvements.
•	 Reduced CPU requirements
•	 First Mate LTS version
•	 One-click installs
•	 Extended systemd support

Defective discs will be replaced. Please send an email to cs@linuxpromagazine.com.
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 �OwnCloud Founder Resigns
Frank Karlitschek, the founder and CTO of ownCloud has resigned from the company 
that he founded some four years ago. He resigned due to conflicts between the inter-
ests of the company and the interests of the ownCloud community.

According to Karlitschek, the company failed to recognize the contributions and 
achievements of the ownCloud community. He said that the company has “a tendency 
to control the work too closely and discuss things internally.”

Announcing his resignation, Karlitschek wrote in a blog post, “I thought a lot about 
this situation. Without sharing too much, there are some moral questions popping up 
for me. Who owns the community? Who owns ownCloud itself? And what matters 
more, short-term money or long-term responsibility and growth? Is ownCloud just an-
other company, or do we also have to answer to the hundreds of volunteers who con-
tribute and make it what it is today? These questions brought me to the very tough de-
cisions: I have decided to leave my own company today. Yes, I handed in my resigna-
tion and will no longer work for own-
Cloud, Inc.”

Karlitschek will continue to lead the 
open source ownCloud project, as long as 
the community allows him to do so. The 
conflict between the community and the 
company creates the possibility for an 
ownCloud fork.

 �Ubuntu 16.04 LTS Released
Canonical has announced the arrival of Ubuntu 16.04. The new release is a long-term 
support (LTS) release that’s suitable for servers and enterprise customers. LTS releases 
are supported for five years, whereas regular releases are supported for nine months.

Ubuntu 16.04 comes with many new technologies and features aimed at enterprise 
users. This release introduces snaps, a new package format for containerized Ubuntu 
apps. Snaps will continue to co-exist with .deb-based packages for a foreseeable time. 
Canonical has added new redundancy features to the ZFS filesystem. The company 
has also added LXD, a pure container hypervisor with support for the recently released 
OpenStack Mitaka. With this release, Ubuntu is now available on IBM’s z Systems and 
LinuxONE mainframe machines.

On the desktop, Ubuntu 16.04 comes with Unity 7.x, which disables the Dash online 
search by default. Users now have the ability to customize the appearance of menu 

08	 OwnCloud Founder 	
	 Resigns

	 • �OwnCloud Founder Resigns

	 • �Ubuntu 16.04 Released

09	 Visual Studio Code 	
	 Available 	

	 for Linux
	 • �Microsoft Visual Studio 

Code v1.0 Is Available for 
Linux

	 • �Open Container Initiative 
Announces Image Format 
Project

	 • �Qualcomm Bug Threatens 
Millions of Android Devices

	 • �More Online

10	 Windows 10 Pro Loses 	
	 Critical Features

	 • �Windows 10 Pro Loses 
Critical Features

	 • �JBoss Vulnerability 
Could Lead to SamSam 
Ransomware

	 • �More Online

8 JULY 2016	 ISSUE 188	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

THIS MONTH’S NEWS

NEWS
Updates on technologies, trends, and tools 



Off the Beat • Bruce Byfield
Why the Ubuntu Tablet Matters
I am not generally a technophile. I don't 
obsess over hardware stats, and I judge 
hardware on how well it does its job. Yet 
recently, I found myself anticipating the re-
lease of three pieces of hardware. One is the 
pi-topCEED, the Raspberry Pi-based computer 
for education.

Hating Microsoft
Hating Microsoft has been part of open 
source from the start. Infamous for its execu-
tives calling Linux unAmerican, the equiva-
lent of communism and a cancer, Microsoft 
has been the arch-enemy, working behind the 
scenes in reality almost as much as in the 
minds of conspiracy theorists, the proprietary 
and corporate antithesis of everything that 
open source is about.

The Satisfactions of a Free License
Offer free software developers money, and 
they are practical enough to accept it. How-
ever, what keeps many of them at work are 
the intrinsic rewards, not the external ones.

Ordering a custom computer
"You can't customize your computer," a sysad-
min once admonished me. "The parts need to 
be carefully matched with one another, and 
that's not a job for an amateur." Despite this 
advice, I have ordered customized worksta-
tions for over two decades.

Paw Prints • Jon “maddog” Hall
Brazil: Free and Open Source Culture Is 
Economics, Not Politics
Over the years people have accused Free 
and Open Source Culture (FOSC) of being 
a “religion.” Other people have used FOSC 
as a political tool, assigning the advocacy 
of FOSC to one political party; usually the 
“left,” “liberal” or (as some people call them) 
“progressive” party. FOSC is none of these.

Productivity Sauce • Dmitri Popov
Ansiweather: Weather in the Terminal
Sometimes the simplest tool can also prove 
to be an indispensable one. Take Ansiweath-
er, for example: This one-trick pony displays 
the current weather conditions and forecast 
right in the terminal, and that's all it does.

items and can change the location of the Unity Launcher through the Unity Tweak tool. 
With this release, Ubuntu has dropped the homegrown Ubuntu Software Center and 
moved to Gnome Software.

Ubuntu 16.04 and its official flavors are available for download immediately.

 �
Microsoft Visual Studio Code v1.0  
Is Available for Linux

Microsoft has released the first stable version of Visual Studio Code (VS Code) for 
Linux and Mac OS X. The company claims that more than 500,000 developers are ac-
tively using VS Code each month. Visual Studio Code is Microsoft’s code editor, which 
the company recently open sourced. Visual Studio Code is based on the Atom Shell 
(now known as Electron) framework, which is developed by GitHub and used in 
GitHub’s text editor Atom.

Microsoft is offering the stable version of VS Code in .deb and .rpm binaries. The 
company is also offering Insider builds to provide developers with early access to new 
features and extensions currently in development.

In a blog post, the Visual Studio Code team writes, “VS Code was initially built for de-
velopers creating web apps using JavaScript and TypeScript. But in less than 6 months 
since we made the product extensible, the community has built over 1000 extensions 
that now provide support for almost any language or runtime in VS Code.”

 �Open Container Initiative Announces  
Image Format Project

Open Container Initiative (OCI), a Linux Foundation Collab-
orative Project, has announced a new initiative called the 
OCI Image Format project. The primary goal of the new 
project is to create a software container image format 
spec with security and federated naming as key compo-
nents. The OCI Image Format project is hosted on GitHub.

According to the announcement, “This represents an 
expansion of the OCI’s first project, OCI Runtime Spec, 
that focuses on how to run containers. Industry leaders 

are collaborating to enable users to package and sign their application, then run it in any 
container runtime environment of their choice -- such as Docker or rkt. With the devel-
opment of the new OCI Image Specification for container images, both vendors and 
users can benefit from a common standard that is widely deployable across any sup-
porting environment of the user’s choice.”

Jonathan Boulle of CoreOS, a company that develops a lightweight Linux distribution 
for container deployment, praised the formation of the OCI Image Format project and 
wrote in a blog post, “An open, and openly implementable container image format 
specification underpins all the portability goals of containers, allowing users to build 
and package a container once, sign it, and run it in a variety of vendor implementations 
and platforms, in the cloud and on-premises.”

 �Qualcomm Bug Threatens Millions  
of Android Devices

FireEye, a cybersecurity firm, has found a flaw in Android devices running Qualcomm 
chips. The vulnerability has existed in Android devices for the last five years, and it af-
fects devices with Qualcomm processors running Android 4.3 and older Android sys-
tems. Devices running newer versions of Android take advantage of SEAndroid, but 
FireEye says they are still affected to some extent.

According to a FireEye blog post, “This vulnerability allows a seemingly benign appli-
cation to access sensitive user data, including SMS and call history, and the ability to 

Linux Pro Magazine
www.linuxpromagazine.com	
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perform potentially sensitive actions, such as changing system settings or disabling the 
lock screen.”

FireEye informed Qualcomm of the bug in January, and Qualcomm released a fix by 
April, making it available to all vendors. Google pushed the fix to Nexus devices in May. 
Although Google secured its own Nexus devices, the company has no control over the 
rest of the Android ecosystem. Carriers and Android hardware vendors control soft-
ware updates on their own Android devices, and users of these devices will remain vul-
nerable unless these companies update the software.

 �Windows 10 Pro Loses Critical Features
Business customers running Windows 10 Pro will no longer be able to use the 

Group Policy feature to restrict employees from accessing the Windows Store. Micro-
soft made this change last month with the upgrade to version 1511 of Windows 10. 
After this upgrade, users can’t disable Windows Store access through Group Policy. 
According to Microsoft’s support page, “This behavior is by design. In Windows 10 ver-
sion 1511, these policies are applicable to users of the Enterprise and Education edi-
tions only.”

A Microsoft spokesperson told ZDNet “Windows 10 Pro offers a subset of those ca-
pabilities and is recommended for small and mid-size businesses looking for some 
management controls, but not the full suite necessary for IT pros at larger enterprises.”

Businesses need tighter control over their systems, and Microsoft is encouraging 
enterprise customers to 
use the Windows 10 Enter-
prise edition, which lets 
customers restrict access 
to Windows Store through 
AppLocker or Group Policy.

 �JBoss Vulnerability Could Lead to  
SamSam Ransomware

Researchers at Cisco Talos found a vulnerability in JBoss that can be exploited by 
SamSam ransomware. Cisco Talos said in a blog post, “As part of this investigation, we 
scanned for machines that were already compromised and potentially waiting for a ran-
somware payload. We found just over 2,100 backdoors installed across nearly 1600 IP 
addresses.” The research firm says they estimate over 3.2 million machines are at risk.

SamSam is distributed through compromised servers and then holds victim systems 
for ransom. Attackers are using the JexBoss open source tool to test and then exploit 
JBoss application servers. Once they gain access to the network, they start encrypting 
Windows systems using SamSam.

Cisco Talos suggests that if your server is vulnerable, the first piece of advice is to re-
move external access to the server. “Ideally, you would also re-image the system and 
install updated versions of the software,” the firm said in the blog post.

 �New Exploit Bypasses Windows AppLocker
A new Windows vulnerability allows attackers to install any application on Windows sys-
tems, bypassing AppLocker. AppLocker is a feature of Windows 7 and Windows Server 
2008 R2 that allows admins to manage application access to users. This serious flaw 
targets business users and not just home users, and it affects the latest Windows 10 
systems, as well as earlier versions of Windows going all the way back to Windows 7.

The vulnerability was accidentally discovered by Casey Smith, who realized that the 
Windows command-line utility Regsvr32 can be exploited to bypass AppLocker by reg-
istering and unregistering DLLs. Because this method doesn’t touch the system regis-
try, system admins won't find any trace of changes to the system.

Microsoft has not yet released a fix for the vulnerability; however, users can mitigate 
it by blocking Regsvr from the Windows Firewall.

Prune Your Photo Library with fdupes
If your photo library contains thousands of 
photos, chances are it has duplicate files 
lurking in its corners. But finding and remov-
ing these unwelcome guests can be tricky, 
unless you use the fdupes tool for the job.

Instant Pronounceable Passwords  
with passwds.ninja
The passwds.ninja web app can come in 
rather handy when you need an easy-to-
remember password.

ADMIN HPC
http://hpc.admin-magazine.com/	

Interview with the Developer of Singularity •  
Jeff Layton
Sometimes we see the names of people 
working on the Linux kernel or other high-
profile projects, but we don't hear much 
about these people working behind the 
scenes that are contributing their knowledge 
for the greater good.

A Container for HPC • Jeff Layton
Containers have become an important part 
of the IT industry because (1) they are more 
efficient than full (hardware-level) virtualiza-
tion and (2) the container workflow readily 
supports DevOps.

ADMIN Online
http://www.admin-magazine.com/	

Backups Using rdiff-backup and rsnapshot • 
Georg Schönberger
The first step in ensuring comprehensive 
backups is to consider where the backups 
should be stored; therefore, a separate 
backup server is often used that connects to 
other computers and initiates the backups.

Integrating FreeIPA with Active Directory •  
Thorsten Scherf
A directory service usually provides a wealth of 
information on top of the classic user and group 
accounts, including machine and service accounts, 
security rules, and possibly DNS information and 
other data that administrators would like to store 
centrally to deliver to clients in the domain.

Freeing your Data from Ransomware •  
Thomas Gronenwald and Stefan Becker
One of the latest trends among cyber crimi-
nals is to encrypt files on a network, forcing 
the user to pay a ransom for the decryption 
of their data.
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Centralized log management with Graylog

Watching  
the Logs
System logs offer clues for tracking intruders and troubleshooting problems. If you’re 
in charge of a whole network, wouldn’t you rather monitor all your logs from a single 
central point? Graylog and its companion components let you manage all your logs from 
a single interface. By Thomas Gronenwald, Giuseppe Dispinzeri, and Michael Classes

L ogfiles chronicle the state of the system, and experienced admins know to 
check the logs for messages when a problem arises. If you only administer one 
computer and it is sitting on your desk, the task is easy. But if you’re taking 
care of several systems on a diverse network, keeping up with all the logfiles 

can be a major chore.
Several commercial tools fill the role of managing and monitoring log messages 

across the network, but you don’t have to spend big to get big-time log monitoring 
capabilities. This article describes how to configure network monitoring using a con-
figuration centered around the Graylog log server.

Logging Server Architecture
Graylog is an open source log management tool, providing central storage, process-
ing, and analysis of log messages from servers, clients, or network devices. The Gray-
log log server is based on Java and offers a means for combining several server nodes 
in a cluster for high availability and scalability.

The architecture of a typical Graylog implementation is shown in Figure 1. Central 
elements for the Graylog central logging systems include:

Figure 1: Simplified schematic diagram of a Graylog architecture.
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•	 Graylog server (graylog‑server): 
Receiving and processing log messages 

and alarms.
•	 Web interface (graylog-web-interface): Web-based access to 

the log management software in a browser for administra-
tion, configuration, and monitoring of Graylog.

•	 MongoDB: Storage of configuration and metadata of the 
Graylog server.

•	 Elasticsearch: an index and search server that offers a conve-
nient interface for accessing log messages.

As you will learn later in this article, many users prefer to im-
plement Graylog in a cluster configuration with a load balanc-
ing tool to distribute the log messages across the Graylog serv-

ers (as shown in Figure 1). See the box titled 
“Clusters” for more on configuring Graylog in a 

cluster configuration.
The Graylog web interface (graylog‑web‑inter‑

face) lets you authenticate the user with a separate 
user account or LDAP. Communication between the web 

interface and the Graylog server (graylog-server) relies on 
the REST protocol (HTTP-based), which you can protect 

using HTTPS.
Computers on the network act as clients, transmitting 

their messages to the log server. Log messages are transmit-
ted via TCP or UDP in GELF (Graylog extended log format) 
or syslog format, and you can use TLS to encrypt the com-

Figure 2: The Graylog components operate in clusters for scalability and high availability.

Operating the Graylog server as a cluster will help with scalabil-
ity and high availability (HA). Adding more Graylog server nodes 
will let you handle a higher number of log messages per minute. 
Load distribution is carried out by an upstream load balancer, 
which distributes the log messages for processing to the individ-
ual servers. The extra nodes also increase resilience, because 
the logging server continues to work if one Graylog server fails.

The Elasticsearch server and MongoDB database can also oper-
ate with multiple instances (Figure 2). The configuration de-
scribed in this article supports a MongoDB database as a replica 
set, with the first instance of the database (MongoDB1) running 
in “Master” mode and the second instance (MongoDB2) in 
“Slave” mode. The master database is configured so that it is 
automatically replicated to the second instance. The replica set 
of the database boosts data availability, and you can easily ex-
tend it to include more database instances.

CLUSTERS
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•	 elasticsearch_max_docs_per_index = 20000000: Number of log 
messages to keep per index. This value is the default and re-
lates to the Elasticsearch component.

•	 elasticsearch_max_number_of_indices = 20: Total number of 
indexes. The value of 20 is the default and relates to the Elas-
ticsearch component. The total number of possible log mes-
sages that can be stored is calculated by multiplying the con-
figuration parameter elastic‑search_max_docs_per_index by 
the elasticsearch_max_number_of_indices.

•	 elasticsearch_shards = 2: The total number of shards (i.e., allo-
cation of indexes to systems with the Elasticsearch component). 
The value depends on the number of Elasticsearch components.

•	 elasticsearch_replicas = 1: The total number of original cop-
ies of the indexes. The value of this parameter depends on the 
Elasticsearch component. A value of 1 creates a copy of all log 
messages on the master VM, as well as on es‑node1.

•	 mongodb_*: Change the following configuration parameters for 
integrating the MongoDB database:

mongodb_host = *IP_address of "graylog‑ms"*

mongodb_database = graylog2

mongodb_port = 27017

You can leave the remaining MongoDB configuration param-
eters as the defaults.

For the graylog‑node1 VM, modify the /etc/graylog/server/
server.conf configuration file with all the same settings you 
configured for graylog‑ms, except for the following parameters:
•	 is_master = false
•	 rest_listen_uri = http://graylog‑node1:12900/ (URI of the 

interface REST API, which must be accessible when using a 
cluster.) Replace the name of the graylog‑node1 system with 
the IP address of the system or define it in your /etc/hosts 
configuration file.

•	 mongodb_*: Change the following configuration parameters for 
integrating the MongoDB database:

mongodb_host = *IP_address of "graylog‑node1"*

mongodb_database = graylog2

mongodb_port = 27017

For a detailed description of each Mon-
goDB configuration parameter, see the 
Graylog documentation [1].

Graylog Web Interface
For the graylog‑web-interface VM, you 
need to make some changes to the /etc/
graylog/web/web.conf Graylog configura-
tion file:

graylog2‑server.uris=U

  "http://graylog‑ms:12900/,U

   http://graylog‑node1:12900/"

Replace the names graylog‑ms and gray‑
log‑node1 with the IP addresses of the 
systems or define them in the /etc/hosts 
configuration file.

munication between the Graylog server and its back end, a 
MongoDB database.

You’ll need to run the Graylog server on a Linux system with 
Java 7 or later.

Installing Graylog
Setting up Graylog starts with retrieving the component 
packages. I will configure the various components as virtual 
machines running a Debian 7 (wheezy) operating system as a 
basis.

Follow the installation steps in Listing 1 for graylog‑server 
on graylog‑ms (master) and graylog‑node1 (slave) instances; 
then, set up the MongoDB database. To set up MongoDB, run 
the commands in Listing 2 for the VMs graylog‑ms and gray‑
log‑node1.

After you install Graylog, the next step is the configuration. 
For the graylog‑ms master VM, perform the following changes 
to the /etc/graylog/server/server.conf configuration file:
•	 is_master = true: The virtual machine graylog‑ms is the mas-

ter. If you use several graylog‑server systems, only one sys-
tem can be the master.

•	 rest_listen_uri = http://graylog‑ms:12900/: URI of the in-
terface REST API, which must be accessible when using a 
cluster. Replace the name of the graylog‑ms system with the 
corresponding IP address of the system or define it in your 
/etc/hosts configuration file.

•	 password_secret = complex password: Password required for 
encrypting other passwords and for generating random 
strings (salts). The value used for password_secret must be 
identical on all graylog‑server instances. You can create a 
complex password, for example, with the

pwgen n 1 s 96

command.
•	 root_password_sha2 = SHA2 hash value: Hash value of the 

password for logging via the web interface with the user 
name admin. Create the hash value using

echo ‑n MyComplexesPassword | shasum ‑a 256

$ �wget https://packages.graylog2.org/repo/packages/graylog‑1.0‑repository‑debian7_

latest.deb

$ sudo dpkg ‑i graylog‑1.0‑repository‑debian7_latest.deb

$ sudo apt‑get install apt‑transport‑https

$ sudo apt‑get update

$ sudo apt‑get install graylogserver

LISTING 1: Installing Graylog

$ sudo apt‑key adv ‑‑keyserver keyserver.ubuntu.com ‑‑recv 7F0CEB10

$ sudo apt‑get install lsb‑release

$ �echo "deb http://repo.mongodb.org/apt/debian "$(lsb_release‑sc)"/mongodb‑org/3.0 

main" | sudo tee /etc/apt/sources.list.d/mongodb‑org‑3.0.list

$ sudo apt‑get update

$ sudo apt‑get install ‑y mongodb‑org

LISTING 2: Setting up MongoDB
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Use the following command

Application.secret=<complex password>

to enter the password required to encrypt other passwords and 
generate random strings (salts).

Configuring Elasticsearch
The Elasticsearch tool lets you index, organize, and search 
on the log messages in the Graylog message database. To 
configure the Elasticsearch component, you need to set up 
on the es‑master and es‑node1 VMs with the following com-
mands:

$ wget https://download.elastic.co/elasticsearch/elasticsearch/U

  elasticsearch‑1.5.2.deb

$ sudo dpkg ‑i elasticsearch‑1.5.2.deb

To access the logging server, you will need the web interface. 
Set this up on the graylog-web-interface VM:

$ wget https://​packages.graylog2.org/​U

  repo/​packages/​graylog-1.0-repository-U

  debian7_latest.deb $ sudo dpkg ‑i U

  graylog-1.0-repository-debian7_latest.deb

$ sudo apt-get install apt-transport-https

$ sudo apt-get update

$ sudo apt-get install graylog-web

For the master VM, make the following changes to the configu-
ration file /etc/elastic‑search/elasticsearch.yml:
•	 cluster.name: graylog‑production – Unique identifier of the 

cluster for the Elasticsearch component.
•	 node.name: es‑master – Unique name of the node in the clus-

ter of the Elasticsearch component.
•	 node.master: true –The node acts as a master in the Elastic-

search cluster.
•	 node.data: true – The node (Elasticsearch component) stores 

data.
•	 index.number_of_shards: 2 – See elasticsearch_shards in the 

Graylog server configuration.
•	 index.number_of_replicas: 1 – See elasticsearch_replicas in 

the Graylog server configuration.
•	 discovery.zen.ping.multicast.enabled: false – Disable the 

multicast discovery function to avoid sending multicast re-
quests to determine the nodes in the cluster.

•	 discovery.zen.ping.unicast.hosts: ["es‑master:9300", 
"es‑node1:9300"] – A list of nodes that make up the Graylog 
production cluster. Replace the names in /etc/hosts or use 
the IP addresses for your systems accordingly.

You will find the complete and detailed description of each 
configuration parameter in the documentation [1].

Make all the same changes to the /etc/elasticsearch/elas‑
ticsearch.yml configuration file for the es‑node1 VM except for 
the following:
•	 node.name: es‑node1 – Unique name of the node in the clus-

ter of the Elasticsearch component.
•	 node.master: false – The node does not act as master in the 

cluster.

Setting Up the Load Balancer
The Zen load balancer will distribute the log message traffic 
among the Graylog servers. We used the Zen load balancer 
community edition [2]. The current stable version at the time 
of this article was version 3.05.

You can use the Zen administration panel web interface to 
configure the load balancer. The web interface is reachable at 
https://​IP_address_of_load_balanceer:444. The username and 
the password are admin by default.

To configure the load balancer so log messages are split 
across two Graylog servers, you need to create a farm in the 
web interface. A farm is a profile that contains the configura-
tion for a specific network protocol (such as TCP, UDP, or 
HTTP) and an algorithm for load balancing. After you have 
created a new farm, adjust the additional configuration param-
eters by adding the Graylog servers that receive the log mes-
sages and entering their IP addresses and ports.

This example assumes the load balancer is configured to bal-
ance the load between two Graylog servers that receive log 
messages from clients via UDP with nxlog and syslog. The IP 
addresses and associated ports of the systems are as follows:

IP address "graylog‑lb": 192.168.15.86

IP address "graylog‑ms": 192.168.15.86

IP address "graylog‑node1": 192.168.15.86

UDP port "nxlog": 12201

UPD port "syslog": 1514

Each UDP port has a farm. The names for the farms are Graylo‑
gL4xNAT‑UDP‑12201 and GraylogL4xNAT‑UDP‑1514. The config-
uration parameters for the Graylog​L4x​NAT‑​UDP‑​12201 farm are 

Figure 3: Configuration parameters for a farm – the UDP transport 

protocol is an important setting.
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$ sudo dpkg ‑i nxlog‑ce‑x.x.x_debian‑wheezy.deb

The NXLog configuration syntax is identical on Windows 
and Linux. On Windows platforms, the configuration file 
usually is located under C:\Program Files(x86)\nxlog\conf\
nxlog.conf. The default installation configuration file is 
below /etc/nxlog/nxlog.conf on Debian 7. To transfer all the 
log messages stored in the event log of a Windows 7 client 
to the log server, you need an nxlog.conf configuration file 
that looks like Listing 3.

GELF [6] offers a number of advantages over syslog. See 
the entry for the IP address (192.168.15.86) and UDP port 
(12201) of the graylog‑lb load balancer in Listing 3 (lines 20 
and 21).

To transfer all the log messages stored in the Debian Linux 
logfile /var/log/messages to the Graylog server, add the entries 
in Listing 4 to the nxlog.conf configuration file.

For details on the individual configuration parameters, see 
the documentation for NXLog [4].

Setting Up the Graylog Inputs
For the Graylog server to receive graylog‑ms and graylog‑node1 
log messages from the clients, you need to create and configure 
inputs. To select an input, choose System in the Graylog web 
interface. Under the Inputs heading, select an input from the 
drop-down menu.

As you can see in Figure 4, the input setting specifies the net-
work protocol used and the format of the log messages – you 
create a new input by clicking Launch new input. You then spec-
ify the configuration parameters, such as the port to use to finish 

shown in Figure 3. Note that you select the UDP network pro-
tocol as the Protocol type. For load balancing, I have set the al-
gorithm to Weight connection linear dispatching by weight as 
an example. Load distribution depends on the weighting; you 
set up the weighting in the next step for the two Graylog serv-
ers. Then enter the IP addresses and the corresponding ports of 
the two Graylog servers and set the weighting or priority ac-
cording to the load distribution. (See the detailed description of 
each configuration parameter in the Zen documentation [3].)

Transferring Log Messages
Once you get the Graylog server up and running, you’ll need a 
way for the other systems to forward their log messages to 
Graylog. Syslog (via TCP or UDP) is a useful choice as a client 
tool because it is available on most Linux systems and is typi-
cally supported by managed network devices such as routers, 
switches, and firewalls.

For systems that do not use syslog by default (e.g., Windows), 
you’ll need the NXLog client software. NXLog Community Edi-
tion [4] supports multithreaded log management and various log 
message formats (syslog, CSV, GELF, JSON, XML, Windows 
EventLog). In addition to several Windows platforms, NXLog 
runs on several versions of Linux, as well as BSD and Android. 
NXLog, an open source program available free of charge [5], is a 
good option for mixed networks with a both Window and Linux 
clients. Linux – Debian 7 (wheezy) here – offers an up-to-date 
version available as a DEB package” (nxlog-ce-x.x.x_debian-
wheezy.deb). Use the following command to install:

01 �define ROOT C:\Program Files (x86)\nxlog

02 �Moduledir %ROOT%\modules

03 �CacheDir %ROOT%\data

04 �Pidfile %ROOT%\data\nxlog.pid

05 �SpoolDir %ROOT%\data

06 �LogFile %ROOT%\data\nxlog.log

07 �

08 �<Extension gelf>

09 �     Module xm_gelf

10 �</Extension>

11 �

12 �<Input in>

13 �       Module im_msvistalog

14 �# For windows 2003 and earlier use the following:

15 �# Module im_mseventlog

16 �</Input>

17 �

18 �<Output out>

19 �       Module om_udp

20 �       Host 192.168.15.86

21 �       Port 12201

22 �       OutputType GELF

23 �</Output>

24 �

25 �<Route 1>

26 �       Path in => out

27 �</Route>

LISTING 3: nxlog.conf

01 �User nxlog

02 �Group nxlog

03 �

04 �LogFile /var/log/nxlog/nxlog.log

05 �LogLevel INFO

06 �

07 �<Extension _syslog>

08 � Module xm_gelf

09 �</Extension>

10 �

11 �<Input in>

12 � Module im_file

13 � File "/var/log/messages"

14 �</Input>

15 �

16 �<Output fileout1>

17 �       Module om_udp

18 �       Host 192.168.15.86

19 �       Port 12201

20 �       OutputType GELF

21 �</Output>

22 �

23 �<Route 1>

24 �       Path in => fileout1

25 �</Route>

LISTING 4: nxlog.conf Additions
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attempts. You can see an example of a 
stream for failed logon attempts detected 
on the Windows Remote Desktop (RDP) 
service in Figure 6.

To add a rule, select Add stream rule. 
Then set values for the fields Field, Type, 
and Value. The values for the first rule in 
the example are: Field: Channel, Type: 
match exactly, and Value: Security.

You will want to decide which events 
to classify as critical in advance of im-
plementation and then define them as 
stream rules.

Conclusion
With a suitable stream and ruleset, you 

can analyze critical log messages in real time and define appro-
priate escalation measures in the advent of trouble. In combi-
nation with an audit policy, you can handle a large volume of 
information.

Graylog and its flotilla of related applications provide a power-
ful, elegant, and inexpensive solution for centralizing log man-
agement on a diverse network.  nnn

creating the input. Figure 5 shows finished inputs for the UPD 
ports 12201 (GELF format) and 1514 (syslog format), which are 
available on two Graylog servers.

Collecting Data with Streams
Now that the infrastructure is completed, it is time to start col-
lecting data. To keep track on specific events in log messages, 
such as failed login attempts in SSH or Windows Remote Desk-
top from Graylog, you need streams. A stream is a function in 
Graylog that analyzes log messages in real time based on de-
fined criteria to classify them into predefined categories. For 
example, a rule might tell Graylog to collect all messages that 
include the string “root.”

Streams are also the basis for defining Graylog alerts. In a 
stream, you can define conditions, such as, when to notify via 
email. For example: “If more than eight failed attempts to log 
in to the SSH service are made within one minute, generate 
and send an alert.”

Streams are set up in the Graylog web interface in the 
Streams menu, by selecting Create stream. Then, choose a title 
for the new stream, and optionally a description, and click on 
Create stream and continue. Now define the rules (Stream 
rules) for detecting certain log messages, such as failed logon 

Figure 4: Selecting an input in the Graylog web interface.

Figure 5: Summary of the inputs created in Graylog. Figure 6: Tracking failed RDP logon attempts.

[1]	� Graylog: https://​www.​graylog.​org/

[2]	� Zen Load Balancer: https://​www.​zenloadbalancer.​com/

[3]	� Zen Load Balancer Administration Guide: https://​www.​
zenloadbalancer.​com/​zlb‑administration‑guide‑v305/

[4]	� NXLog Community Edition Reference Manual: http://​nxlog.​
org/​docs/​nxlog‑ce/​nxlog‑reference‑manual.​html

[5]	� NXLog: http://​nxlog‑ce.​sourceforge.​net/​download

[6]	� Graylog Extended Log Format:  
http://​docs.​graylog.​org/​en/​latest/​pages/​gelf.​html

    INFO
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Tool tests on the fast track By Uwe Vollbracht

Tool Tips
CertMgr 0.2.49
Manage SSL certificates
Source: http://​sourceforge.​net/​projects/​certmgr
License: GPLv3
Alternatives: Xca, Kleopatra

Many admins manage their SSL certificates in the classic way 
from the shell using openssl. If you are searching for a graphi-
cal solution, you should give the Java program CertMgr a 
chance. CertMgr requires at least Java 8.

The interface shows a summary of the available certificates, 
the data from the certificate selected, and a list of the tasks exe-
cuted, along with timestamps. CertMgr manages the certifi-
cates in what it calls stores. Users define a validity, the algo-
rithm, and a key length. Each new certificate that lands in this 
store then receives these standard values. Admins have the op-
tion to adjust the values for each certificate individually.

CertMgr offers functions for importing and exporting and can 
re-sign or disable existing certificates. We were unable to create 
new certificates with the current version in our lab tests. The 
Java program stubbornly displayed the progress bar and had 
not completed even after 45 minutes.

★★☆☆☆ Maintaining existing SSL certificates is an ex-
tremely smooth process. For creating new certificates, however, 
admins are better off sticking to the proven command-line 
tools.  nnn

Tiny Applications 20130215
Toolkit for admins
Source: http://​sourceforge.​net/​projects/​tinyapps
License: GPLv3 and AFLv3
Alternatives: None

The Tiny Applications collection contains more than 60 short 
scripts and programs that aim to make working life easier for 
administrators. Tips for compiling or starting the tools are 
mostly located in the comments; only a few of the tools come 
with man pages. The readme file delivers a short description of 
all the tools.

The collection includes helpful applications from a variety of 
areas. For example, arpping contacts IP addresses using the 
ARP protocol, cdiff colorizes diff output, and cpuload.sh 
shows the CPU load. Similarly useful utilities include genpass 
for creating complex passwords and moz2elinks.pl for convert-
ing Mozilla bookmarks for use in the ELinks text-based 
browser. A few tools are well-known as independent applica-
tions.

Admins who want to contribute a script to the set can con-
tact the developer; the email address is available in the readme 
file.

★★☆☆☆ The Tiny Applications collection is well ar-
ranged and contains some useful aids for system operators. 
Points must be deducted for the documentation, which is not 
up to date, and the docs cover scripts that are no longer in-
cluded in the most recent collection.  nnn
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Difftree 0.5.8
Compare directories with one another
Source: http://​www.​uberadmin.​com/​Projects/​difftree
License:GPLv3
Alternatives: Diff, Rsync

Difftree compares the contents of two directories. According to 
statements from its developer, this command-line tool primar-
ily wins points for its speed. Difftree is not just fast, however; it 
also includes a few extras. The tool can contrast several folders 
on request. To contrast folders, users run dt and then enter the 
directories to be compared, separating them with a space.

In its output, as well as the folder name, Difftree displays the 
owner, the access privileges, the size, and all timestamps. The 
parameter ‑q can optionally accelerate all of this, in which case 
Difftree only detects differences in the size and new and re-
moved files.

The tool can calculate MD5 or SHA256 checksums on re-
quest, and the results can then be written to a text file with the 
‑w command. Users can retrieve these files for comparison in 
future uses of the program. In combination with Cron, you can 
thus create your own monitoring routines in a very elegant 
way.

★★★★★ Difftree is convincing due to its speed, flexibil-
ity, and simple operation. Numerous examples on the project 
site and man page help out with the first steps.  nnn

Scriptform 1.0
Generate web forms

Source: https://​github.​com/​fboender/​scriptform
License: GPLv3
Alternatives: None

If you need to create interactive websites with form fields, 
along with a web server, you require a scripting language like 
PHP or Perl. Scriptform steps up to ease these tasks for pro-
grammers. The Python tool comes with its own web server, so 
learning a scripting language is no longer necessary. Instead, 
users render the page structure in JSON format and pass in this 
file upon running Scriptform.

As long as users do not define any other port when opening 
the program, the server is accessible on localhost:80, which 
requires root privileges. Alternatively, the server runs with sim-
ple user privileges on a port higher than 1024.

In addition to simple entry fields, Scriptform also allows 
more complex forms with access restrictions via the use of HT 
Auth. Users have the option to assign preset entries to form 
fields. The archive contains meaningful examples, which can 
serve as models. Even starting programs or scripts is possible 
with JSON forms.

The programs run on the underlying operating system with 
Scriptform’s privileges. The Python tool automatically gener-
ates protocols. Users can find the log files in the directory from 
which they started the tool.

★★★★☆ Scriptform is a useful little helper for creating 
simple or complex web forms. If you do want to work with the 
Python tool, however, you will need to become accustomed to 
using JSON format.  nnn
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Xplico 1.1.1
Forensic network analysis
Source: http://​www.​xplico.​org
License: GPLv2
Alternatives: Wireshark, Sysdig

On Linux, several programs can record data traffic, including 
tcpdump, nmap, Wireshark, or Snort. The applications rely on the 
free programming interface Pcap to capture packets directly on 
the network interface.

Xplico assists users during the subsequent filtering of the re-
cords. The tool extracts data from TCP and UDP packets and 
can operate at the command line or in a web interface. Xplico 
supports more than 100 different application layer protocols, 
including SMTP, POP, IMAP, and HTTP, as well as various mes-
senger and VoIP protocols.

From the shell, users run xplico and then define an input 
type using ‑m. The tool accepts individual Pcap files and whole 
directories. Additionally, real-time analysis of a network inter-
face is possible; the wiki explains all options in detail. Xplico 
stores its analyses in the directory xdecode and organizes them 
in subdirectories below that path by IP address and protocol.

In the web interface, users first create a new case and open a 
session that loads the selected Pcap file. Xplico shows several 
categories for the individual protocols. An Apache sample con-
figuration for the Xplico interface is provided by the documen-
tation.

★★★★★ Xplico is convincing across the board – in the 
shell and in the browser. The tool processes the data clearly, 
making it easier for users to analyze recorded network traffic.  
nnn

Duply 1.11.1
Console wrapper for Duplicity
Source: http://​duply.​net
License: GPLv2
Alternatives: Duplicity

The Duplicity backup tool creates encrypted backups on re-
mote systems and is well suited for saving data in potentially 
insecure environments. The Duply shell script aims to simplify 
working with Duplicity. Duply saves recurring settings in pro-
files, automates the process of importing and exporting GPG 
keys, and lets you run scripts before or after running Duplicity.

Before the first backup, you can create a new profile with the 
duply <Name> create command. Duply generates a subdirectory 
with the profile name and stores in it a rudimentary configura-
tion file, which you can later edit in the text editor. You need to 
enter the source and target directory and can optionally create 
entries for the GPG key.

If you prefer to do without encryption, you can set the vari-
able GPG_key to disabled. The setup file also stores the maxi-
mum size of the archive and the number of full backups. duply 
<Name> backup then creates the first backup copy.

The script also supports additional parameters. For instance, 
status provides information about the available backups, and 
purge removes obsolete ones. You will find use cases and a 
manual on the project website, although a man page is lacking.

★★★★☆ Duply makes it significantly easier to work with 
the proven backup tool Duplicity and supports users who are 
creating profiles or managing their backup copies.  nnn
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Because the workstation is on a sepa-
rate network, Whonix keeps it from 
being contaminated by viruses or other 
malware and keeps your IP address 
from becoming public. The Whonix-
Workstation can only access the Inter-

M any Internet users want to 
protect their privacy on the 
Internet, without disclosing 
personal information unnec-

essarily. The special Linux distribution 
Whonix [1], which incorporates The 
Onion Router (Tor) network, lets you do 
so for free.

If you want to try out Whonix, your 
best bet is to install it on a virtual ma-
chine (VM). Although physical hard-
ware would work just as well – and 
you don’t even need particularly new 
or powerful hardware – you would 
need two machines, because Whonix 
consistently separates the Internet 
physically from the computer on which 
you work, either with the use of two 
VMs or two separate physical systems. 
It is easy to set up and use Whonix: 
You only need to import two VMs, and 
a wizard then connects them to the Tor 
network.

The Architecture
Two VMs or two computers form the 
basis of the Whonix Linux distribution. 
One machine used as the connection 
gateway to the Tor network [2] is known 
as the Whonix-Gateway on the Whonix 
network. The other machine accommo-

dates the applications with which you 
work. To begin, you set up the gateway, 
and it then sets up the connection to the 
Internet instead of connecting directly to 
the Internet; the wizard can also connect 
the gateway via a proxy server.

Camouflaged operating system: Whonix

The Whonix desktop operating system lets you use the web 
without revealing your identity. By Thomas Joos

Figure 1: Importing Whonix VMs into VirtualBox. Le
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net via the Tor router installed on the 
Whonix-Gateway.

Installation and Setup
Qubes, KVM, and VirtualBox can virtual-
ize the environment; unfortunately, VM-
ware vSphere and Qemu cannot. The 
easiest way to install the two VMs, both 
available as OVA files, is in VirtualBox. 
To do so, you only need to import an ap-
pliance (Figure 1) by setting up the gate-
way in the first step and the workstation 
in the second step.

After the installing the environment, a 
setup wizard helps adapt the two ma-
chines to your requirements, where you 
can change such settings as the number 
of processors for the VM or the size of 
available memory. When first set up, 
Whonix launches a setup wizard that 
creates the connection to the Tor net-
work (Figure 2). Also, you can define 
here whether Whonix should update au-
tomatically in the future.

In the course of the setup, you can 
also decide which repository to use. If 
you will be deploying Whonix in a pro-
duction environment, the best choice is 
the Whonix Stable Repository. Alterna-
tively, you can choose the Whonix Tes-
ters Repository or the Whonix Developers 
Repository.

After all the options are set up, the 
connection to the Tor network is opened 

automatically. If necessary, Whonix also 
downloads updates in the background. 
To access the latest versions, it is advis-
able to update the repositories first. On 
Whonix, you can do this by typing:

apt‑get update

apt‑get upgrade

The gateway needs to be running for you 
to use Whonix; you can iconize the win-
dow without worry because there’s 
nothing to configure.

Clicking the WhonixCheck icon makes 
sure everything is working and that the 
gateway is up to date and connected to 
the Tor network. If several workstations 
are connected to the Whonix-Gateway, 
the traffic can be monitored with the 
Arm-Tor Controller desktop shortcut. 
When launched, the tool shows statistics 
about current uploads and downloads 
(Figure 3).

Whonix integrates a firewall that can 
be set up with the Global Firewall Set-
tings desktop shortcut. The settings are 
password protected – the default pass-
word is changeme – and configuration 
changes are by finalized by clicking on 
the Reload Firewall desktop shortcut.

With the Whonix Setup icon, you can 
launch the wizard for connecting to the 
Tor network, which is necessary, for ex-
ample, if you want to use a different In-
ternet gateway for the connection. It is 
also possible to connect the gateway to a 
proxy server through the wizard.

Working with Whonix
Once the gateway is running, every-
thing else happens on the Whonix-
Workstation, which is also imported 

Figure 2: During installation, Whonix establishes a connection to the Tor network to guaran-

tee anonymous surfing on the Internet.

Figure 3: Via the Whonix-Gateway, you can monitor the use of the Tor Internet connection 

from the Whonix-Workstation.
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also be used as a secure online banking 
solution. The distribution also offers a 
screen keyboard.

By pressing the Tor icon and selecting 
Preferences, you can set up a proxy server 
in Tails. With the help of the Live DVD, 
users can install the system on a USB 
stick or an SD card. To do this, use the 
Applications | Tails | Tails Installer menu 
item.

Rating
Users or administrators who need a se-
cure and anonymous Internet connec-
tion and want to use it not just once, but 
permanently, can take advantage of the 
options that Whonix offers. The security 
distribution can be set up very efficiently 
with VirtualBox. Of course, the ability to 
install the gateway on a physical com-
puter is also useful on professional net-
works. Multiple workstations can thus 
be connected securely to the Internet.

For those who do not have compre-
hensive knowledge of Linux or want to 
use a secure Linux system on Windows 
workstations, Whonix is perfectly suited 
to the task. After the initial setup, 
through which an easy-to-use wizard 
guides you, you can securely and anony-
mously surf the Internet. Additionally, 
the gateway offers a connection option 
for other Linux distributions, whether 
virtualized or physical, and you do not 
need a license.  nnn

into VirtualBox as a VM, just like the 
gateway. To work without interruption, 
you will want to assign the workstation 
more virtual CPUs and more memory. 
The default username is user and the 
password, again, is changeme. The Tor 
browser downloads automatically when 
you first start the workstation and pro-
ceeds to install itself (Figure 4).

After launching the browser, you can 
see the successful connection to Tor at 
top right. Also, you can see that the “No 
Script” extension is installed, which pre-
vents scripts running on Internet pages 
without permission.

In addition to your own workstation 
opening connections to the Internet via 
the Whonix-Gateway, any computer or 
virtual machine can use this gateway for 
the same purpose. For this to happen, 
the gateway has two network adapters. 
One of the adapters communicates with 
the public Internet, and the other 
adapter is for private communication 
with the connected workstations. 
Through this network interface, multiple 
VMs or multiple physical computers can 
connect to the Internet via the Whonix-
Gateway without problem.

Tails Alternative
One alternative to Whonix is Tails [3]. 
With this Debian-based distro, you can 
access the Internet anonymously via a 
Live DVD or USB stick, but without the 

same level of security because Tails lacks 
the physical separation of the compo-
nents that Whonix offers.

Because Tails, in contrast to Whonix, 
runs as a Live system, it is up and run-
ning even faster and is already protected 
from attacks at startup because it runs 
from a DVD (Figure 5). The download 
size is approximately 910MB, so the sys-
tem is not intended to replace your cur-
rent operating system; rather, it serves as 
a mobile surfing environment or secure 
environment for sensitive missions.

You can activate Windows Stealth 
Mode in Tails, during which time the en-
vironment behaves just like a Windows 
8 system on the Internet. The connection 
to the Internet is set up via the Tor net-
work. Like Who-
nix, Tails does not 
allow direct Inter-
net connections. 
Programs are ac-
cessed via Appli-
cations in the Start 
menu.

In addition to 
the Tor browser, 
the email tool 
Claws Mail and 
several instant 
messaging pro-
grams are avail-
able on the Tails 
desktop. Tails can 

Figure 4: When you first start the Tor browser, the application downloads from the Internet 

and then installs automatically.

Figure 5: Tails, an alternative to Whonix, is ready faster, but it does 

without the two-component safety principle.

[1]	� Whonix: https://​www.​whonix.​org

[2]	� Tor: https://​www.​torproject.​org

[3]	� Tails: https://​tails.​boum.​org/​index.​en.​
html
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encryption”: The encrypted container 
can embed a hidden inner container 
(Figure 1). Should you ever be forced to W hen the TrueCrypt develop-

ers dissuaded people from 
further use of its software 
with an ominous security 

warning [1], many users were confused 
and concerned about their privacy, espe-
cially in the Windows camp, where 
TrueCrypt was a popular open source 
encryption solution (see the “TrueCrypt” 
box).

In the meantime, TrueCrypt fork Ve-
raCrypt [2], which dates back to 2013, 

has inherited its predecessor’s followers 
and introduced Linux support in 2014. 
Given that the Linux kernel already ci-
phers directories or entire partitions, 
why would Linux users want to embrace 
a program with a black spot in its his-
tory? VeraCrypt provides some solid rea-
sons for doing so.

Plausible Reasons
One strong motive for the use of VeraC-
rypt is its guaranteed “plausibly deniable 

Encryption with VeraCrypt

The VeraCrypt encryption software comes with a handy graphical interface, and the ability 
to hide a container in an encrypted volume adds a unique professional feature: plausibly 
deniable encryption. By Peter Kreußel

By the spring of 2015, the open source and 
free encryption software TrueCrypt stood 
alone. Some users, however, were dis-
turbed because the developers were never 
identified, leading to speculation. At the 
end of May 2015, the developers termi-
nated the project and advised users to 
switch to non-open-source Windows on-
board encryption with the words, “Using 
TrueCrypt is not secure as it may contain 
unfixed security issues.”

Clarity about the actual security of the 
software was achieved by an independent 
security audit [3]. However, except for 
some problems with Windows drivers, 
the examiners only objected to the low 

number of hash iterations required to de-
rive the key, which was too small for the 
computing power of its day. This failed to 
slow down attackers attempting to brute 
force passwords; containers with weak 
passwords were therefore easier to crack. 
VeraCrypt improved this point promptly, 
but it also made mounting encrypted ob-
jects take considerably more time.

Google employees finally found two criti-
cal vulnerabilities that were not directly re-
lated to encryption, allowing attackers on 
Windows [4] – given certain conditions [5] 
– to gain administrative privileges. The 
Windows version of VeraCrypt ironed out 
these weaknesses in the meantime.

TRUECRYPT

Figure 1: In free space in a VeraCrypt con-

tainer pre-formatted with white noise, you 

can hide another container. Without knowl-

edge of a separate password, users cannot 

view metadata about its extent or the 

encrypted container itself. Le
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reveal your encryption password, you 
could do so for the outer container only 
(see the box “Plausible Deniability”).

Without the second password, you 
cannot even prove the existence of an 
inner container. After unlocking the 
outer container, it appears to be a blank 
space. Information relating to its extent 
is encrypted with the second password 
in a special reserved memory space. The 
metadata, like the entire inner container, 
looks like random values before you un-
lock them separately.

Although standard Linux tools dm-
crypt and eCryptfs [8] are well suited 
for integration with the operating sys-
tem (e.g., to encrypt the entire system 
or the home partition), in contrast, the 
VeraCrypt GUI lends itself to opening 
containers for particularly security-

critical files as needed. To do this, you create a file-based 
container with a few mouse clicks (Figure 2); the container 
can be used not only on Linux, but also on Mac OS X and 
Windows.

The simple user interface (Figure 3) also handles the task of 
mounting encrypted volumes, which the program mounts trans-
parently in the filesystem below /mnt or /media. Alternatively, 
VeraCrypt encrypts entire partitions. The command-line option 
‑‑text eliminates the need to start the graphical user interface; 

Some countries (e.g., the UK) by law com-
pel computer owners to disclose their pass-
words on demand for encrypted data [6]. 
With the standard Linux encryption tools 
dm-crypt/​LUKS [7], you could be in trouble. 
A partition encrypted in this way can be 
identified readily, and the user would not 
be able to deny its existence (Figure 4) and 
thus the presence of encrypted data.

The same is true for normal VeraCrypt vol-
umes: Good encryption does not allow any 
conclusions as to the encrypted data; the 
content of a container thus looks from the 
outside like a random numeric sequence. 
By contrast, unencrypted data (text, video, 
images) always exhibits certain regulari-

ties. The difference can be demonstrated 
statistically, thus revealing encrypted files.
Precisely the quality that reveals the ex-
istence of encrypted filesystems gives 
VeraCrypt the ability to create a secure 
hiding place in an inner container. The 
inner container looks like a random bit 
sequence and transitions seamlessly and 
undetectably past statistical analysis into 
the outer container.
In practice, when creating the outer con-
tainer, VeraCrypt first overwrites the in-
tended disk space with a random number 
sequence. A second step embeds a hidden 
container with its own password. When 
opening a VeraCrypt volume, you then de-

cide with the choice of a password whether 
to unlock the outer or inner container.

In the outer container, you will want to 
store a sufficient number of alibi files as 
camouflage. The inner container hides in 
the free space, remaining invisible, unless 
you know the corresponding password. 
This is also true of VeraCrypt itself: The 
content of the outer container will over-
write the hidden volume without warning if 
it becomes too big. To prevent this, you 
enter a kind of mixed mode in which you 
enter the passwords of both containers: 
Only then will the software detect the posi-
tion of the inner container and prevent 
overwriting.

PLAUSIBLE DENIABILITY

Figure 2: The intuitively designed VeraCrypt dialog lets you create encrypted containers, even 

without prior knowledge or studying the manual.

Figure 3: The VeraCrypt GUI mounts the encrypted volume and pro-

vides access to all other functions.

Figure 4: Partitions encrypted with the Linux on-board solutions 

dm-crypt/​LUKS appear in the partition table as such.
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sha512sum. Compiling the software turns 
out to be difficult at present: The current 
openSUSE and Ubuntu releases include a 
compiler that uses the new C++ ABI by 
default, but not all of the utilities you 
need are available in this format.

Handy
The current documentation [12] for Ve-
raCrypt leaves no questions unanswered. 
The basic functions of the software can 
be used without reading the manual 
anyway, thanks to the intuitively de-
signed graphical interface. The Create 
Volume button starts the Volume Cre-
ation Wizard. You first need to decide 
whether you want to create a container 
or encrypt a hard disk partition. Then 
the wizard asks whether you want to 
create a standard volume or a container 
with an embedded hidden partition for 
plausibly deniable encryption (Figure 5).

You always need to create a standard 
outer container. To do so, stipulate a file 
path in which the software will create the 
container or the device file of a disk parti-
tion (e.g., /dev/sda3). In the Encryption 
Options dialog, the Encryption Algorithm 
default is AES and the Hash Algorithm 
default is SHA-512, which offer good run-
time performance and impeccable secu-
rity features from today’s perspective.

Alternative encryption algorithms 
(Figure 6) are available in line with the 
common practice in cryptography of 
keeping all sensitive components inter-
changeable. Should future attack vectors 
compromise the current secure process, 
you can then change the algorithm but 
continue using the familiar software.

After entering the desired volume size, 
type your password twice or select one 
or more keyfiles, which may consist of 
any number of files. For the filesystem, 
VeraCrypt uses the system global default, 
FAT; more sophisticated filesystems, 
such as NTFS and ext2/​3/​4, are also 
available for use. Of course, selecting an 
ext filesystem will impair compatibility 
with Windows. In the final dialog box, 
click on Format to start the process of 
generating the container.

Key Function
To mount a volume, just access the con-
tainer or device file of a disk partition in 
the main dialog by clicking Select File or 
Select Device. In the list box in the upper 
half of the window, you then select a 

you can control all the functions from the 
command line or with a script.

Secure?
Features like plausibly deniable encryp-
tion or a practical GUI are of little use if 
the underlying encryption method 
proves to be insecure. As always with se-
curity issues, you can only follow cir-
cumstantial evidence with known fac-
tors; potentially unknown vulnerabilities 
remain undetected.

To the best of my knowledge and belief, 
the security of VeraCrypt looks good. The 
software has a long history in open 
source: It is based on TrueCrypt, which in 
turn was based on Encryption for the 

Masses (E4M), launched in 1997 [9]. The 
TrueCrypt heritage might initially cause 
some concern, but the VeraCrypt devel-
opers understandably explain how they 
ironed out its known vulnerabilities [10]; 
in any case, they only affected the Linux 
version in part. The developers also sub-
jected the code to two static analyses, 
which revealed some critical program-
ming errors. An expert audit of VeraC-
rypt itself is still pending.

The software is available from Source-
Forge [11] in the form of an installer, 
which only installs a binary and some 
additional files. As always with secu-
rity-related software, it pays to verify 
the integrity of the installation files with 

Figure 6: VeraCrypt lets you choose between various proven encryption algorithms.

Figure 5: After choosing the Hidden VeraCrypt volume option as the Volume Type, the wizard 

generates both the outer and an embedded hidden container in one pass.
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volume under Slot. On Linux, you de-
fine a slot number (<n>) in the mount-
point /media/veracrypt<n>, and on Win-
dows, a drive letter. If you want to 
mount the object in a different directory, 
click Options in the Mount dialog, and in 
Mount at directory, enter the target path.

Then specify the password or keyfile. 
Whether you mount the outer container 
or – if available – the inner container, is 
decided exclusively by the password and 
keyfile. As explained in the “Plausible 
Deniability” box, you will always use the 
inner volume in daily operation, but if 
you mount an outer container with an 
embedded inner container, in Options 
you need to check the Protect hidden vol-
ume when mounting outer volume box 
and enter the password for the inner 
container, too (Figure 7).

Clicking Dismount unmounts the de-
vice, and VeraCrypt explicitly clears the 
password from memory. Besides this, 
VeraCrypt offers a Dismount All button, 
which closes all open containers as soon 
as possible. Because the software needs 
the password constantly during opera-
tion, you cannot prevent it remaining in 

memory while containers 
are active. This also ap-
plies to both of the Linux 
on-board solutions.

If the system crashes 
with open containers, 
you face a residual risk: 
In case of memory 
shortage, the operating 
system writes sections 
of the main memory to a 
swap file on the hard 
disk. Under certain cir-
cumstances, the pass-
word for active VeraC-
rypt volumes could thus 
survive a system power 
off – if you suspend to 
disk, this happens in 
any case. However, this 
usually only proves to 
be risky if it falls into 
the hands of a forensics 
professional with appro-
priate knowledge of the 
system.

You can avoid this risk 
with full system encryp-
tion (e.g., as set up by the 
Linux installer on 
Ubuntu) because this 

also encrypts the swap partition.

Systematically Hidden
On Windows, VeraCrypt’s capabilities go 
much further: In the hidden inner con-

tainer on Windows you can install a sec-
ond hidden operating system whose ex-
istence is not demonstrable (Figure 8). 
The special bootloader used for this does 
not work with Linux, and a posting from 
the VeraCrypt forum suggests that this 
situation is not likely to change any time 
in the near future [13].

Of course, the free operating systems 
offer many well-known solutions: 
cryptsetup, a tool that offers full system 
encryption and comes with many Linux 
installers, has been able to unlock Ve-
raCrypt volumes since version 1.6.7 
from spring 2015. However, both 
Ubuntu 15.10 and openSUSE 42.1 still 
use older versions; only Arch Linux al-
ready uses the current Cryptsetup re-
lease. It relies on a shell script to unlock 
the root filesystem embedded in the ini-
tial ramdisk, which is a file archive the 
kernel mounts provisionally as root at 
bootup. This archive contains kernel 
modules for the filesystems and a shell. 
Scripts create the conditions for mount-
ing the final root filesystem.

To cooperate with VeraCrypt volumes, 
you need to extend the standard version 
of this script; for users with shell skills, 
this is not too difficult. The initial ram-
disks of other distributions [14] work in 
a similar way to those for Arch, which is 
why the process can be transferred in 
principle to this script [15].

Listing 1 shows a section of the /usr/
lib/initcpio/encrypt shell script, which 

Figure 7: You need to know the passwords of both the outer 

and the hidden containers to enable the protected mode that 

prevents the inner container from being overwritten.

Figure 8: On Windows, VeraCrypt supports encrypting a complete operating system in a hid-

den partition. The Linux version does not have such a function.
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in Listing 1 with the code shown in List-
ing 3 for this. You can download the 
complete vencrypt script file for Arch 
Linux online [16].

Now the question arises as to how to 
install Arch Linux instead of Windows in 
a hidden VeraCrypt partition. The easiest 
way is by preparing an Arch Linux ma-
chine with the VeraCrypt GUI in a parti-
tion on a second hard drive and mount-
ing the hidden container. It must be at 
least the same size as the current sys-
tem. You need to consider whether you 
want to set up an alibi system in the 
outer container when defining the size 
of the container.

Installing on a second disk is safer 
because you do not need to touch the 
bootloader of the old system. You de-
cide in the BIOS/​EFI which system 
boots. An Rsync call [17] transfers the 
current system to the mounted Vera
Crypt partition – in the example in List-
ing 4, to /mnt/veracrypt1.

In addition to the root partition, an en-
crypted system needs an unencrypted 
boot partition, for which you need to 
create another 100MB partition. Format 
it with:

mkfs.ext4 /dev/sd<xN>

You replace <xN> with the identifier for 
the matching device file and copy to it 
the contents of the /boot directory from 
the current system.

Startup Aid
What now follows are some steps al-
ready familiar to Arch Linux users from 
the initial installation of their system. On 
the mirrored system, first change the 
fifth line in <Mountpoint>/etc/default/
grub to:

GRUB_CMDLINE_LINUX=U

  "cryptdevice=/dev/sd<xN>:veracrypt1 U

   vera=1"

The cryptdevice keyword points to the 
partition encrypted with VeraCrypt. The 
colon is followed by the name of the 
mapper in /dev/mapper/ (e.g., veracrypt1 
here), which VeraCrypt uses to access 
the currently mounted partition.

Copy the modified vencrypt script avail-
able online [16] to the <Mountpoint>/usr/
lib/initcpio/hooks/ directory. To be 
able to install in the initial ramdisk, 

asks for the password that will unlock 
the root filesystem. Line 5 shows the call 
to dm-crypt via cryptsetup with the pa-
rameter ‑‑type luks, which is the most 
common encryption format for Linux 
partitions.

To use VeraCrypt instead of LUKS, you 
just need to replace the parameter ‑‑type 
luks with ‑‑type tcrypt ‑‑veracrypt for 
a TrueCrypt container with the VeraC-
rypt sub-format. To ensure that encryp-
tion with LUKS still works, all you need 
is a simple if clause to check for the ex-
istence of the vera=1 boot parameter and 

store the container type in a variable 
(Listing 2).

In the Cryptsetup call, simply replace 
‑‑type luks with the ${type} variable. 
Dm-crypt does not automatically 
search for a hidden container; instead, 
you need to stipulate the additional 
‑‑tcrypt‑hidden option. The script thus 
handles the task of checking for both 
versions. In the tuned version, it tries 
the first password entered for the outer 
container. If it fails to unlock the con-
tainer, it again prompts for a password, 
but now tries this on the inner con-
tainer, then again on the outer con-
tainer, and so on.

This process is not particularly conve-
nient, especially because it takes time 
for VeraCrypt to reject an incorrect pass-
word. However, at least this process does 
not reveal any evidence of the hidden 
container. You need to replace the code 

01 �if [ ${dopassphrase} ‑gt 0 ]; then

02 �  echo ""

03 �  echo "A password is required to access the ${cryptname} volume:"

04 �  #loop until we get a real password

05 �  �while ! eval cryptsetup open ‑‑type luks ${resolved} ${cryptname} 

${cryptargs} ${CSQUIET}; do

06 �    sleep 2;

07 �  done

08 �fi

LISTING 1: Unlocking LUKS

if [ ‑n "${vera}" ]; then

  type="‑‑type tcrypt ‑‑veracrypt"

else

  type="‑‑luks"

fi

LISTING 2: Using VeraCrypt

01 �#loop until we get a real password

02 �hidden=""

03 �while ! eval cryptsetup open ${type} ${hidden} ‑T1 ${resolved} ${cryptname} 

${cryptargs} ${CSQUIET}; do

04 �  if [ ‑n ${vera} ] && [ "${hidden}" == '' ]; then

05 �    hidden="‑‑tcrypt‑hidden"

06 �  else

07 �    hidden=""

08 �  fi

09 � sleep 2;

10 �done

LISTING 3: Unlocking VeraCrypt

$ �rsync ‑aAXv ‑‑exclude={"/dev/*","/proc/*","/sys/*","/tmp/*","/run/*", 

"/mnt/*","/media/*","/lost+found","/boot/"} / /mnt/veracrypt1

LISTING 4: Using a Second Disk

/dev/sdb5               /boot  ext4  rw,relatime,data=ordered  0 1

/dev/mapper/veracrypt1  /      ext4  rw,relatime,data=ordered  0 1

LISTING 5: /etc/​fstab
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loader is fine for both systems and 
therefore does not require any further 
modification.

Conclusions
VeraCrypt impresses in three scenarios: 
(1) Access to VeraCrypt-encrypted ob-
jects is possible across platforms with 
Linux, Mac OS X, and Windows; (2) 
the GUI is ideal for volumes unlocked 
only when needed, whereas the Linux 
on-board tools play to their strengths 
with system-integrated, permanently 
mounted filesystems; (3) hidden Ve-
raCrypt containers cannot be demon-
strated to exist “by design,” which 
adds security that you might need de-
pending on the political situation in 
your country.

VeraCrypt comes with a bootloader 
that starts Windows systems in hidden 
containers. However, with an up-to-date 
Cryptsetup binary and some modifica-
tions to the initial ramdisk, this function 
can be emulated under Linux, too. Inci-
dentally, VeraCrypt on Linux uses the 
kernel’s dm-crypt mechanism for en-
cryption on the fly, as do the Linux on-
board methods, thus removing the need 
for a separate kernel module that could 
compromise system stability.  nnn

you need to duplicate <Mountpoint>/
usr/lib/initcpio/install/encrpyt as 
vencrypt.

Now register the modified vencrypt 
script under <Mountpoint>/etc/ 
mkinitcpio.conf; optionally, replace the 
existing original Arch Linux encrpyt ver-
sion. The HOOKS line responsible for 
this [18] might then read as follows:

HOOKS="base udev autodetect modconf U

       block filesystems keyboard U

       keymap vencrypt fsck"

The order is important: vencrypt needs 
to follow filesystems and keyboard but 
must occur before fsck. The keymap lets 
you change the keyboard mapping if 
needed; otherwise, leave any existing 
hooks in your system unchanged.

Now it is time to use chroot (change 
root) to change to the new system. The 
arch-chroot script from the Arch Linux 
installation medium [19] handles this 
task; you can call it with ./arch‑chroot 
<Mountpoint>. The Ubuntu guide for fix-
ing GRUB [20] also starts a chroot envi-
ronment. Now you should change /etc/
fstab as shown in Listing 5.

Now mount /boot and install GRUB on 
the new disk. On BIOS systems, use the 
grub‑install /dev/sd<X> command; for 
EFI systems, check out the Arch wiki 
[21]. Next, generate a grub configuration 
with the parameters inserted into /etc/
default/grub with:

$ grub‑mkconfig ‑o /boot/grub/grub.cfg

The only thing missing is the initial 
ramdisk, which you can created with 
mkinitcpio ‑p linux. Now the en-

crypted system should boot from the 
second hard drive. Acknowledge the 
first password prompt after the GRUB 
menu by pressing Enter; the password 
is for the outer volume and will fail ac-
cordingly. After entering the password 
for the hidden volume at the second 
prompt, the system derived from the 
unencrypted original system boots 
(Figure 9).

For maximum deniability, use Rsync 
to mirror a Linux system in the outer 
container as well, and give it the same  
/etc/fstab file. The entry in the boot-
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[9]	� E4M: https://​en.​wikipedia.​org/​wiki/​E4M

[10]	�Security fixes: https://​veracrypt.​
codeplex.​com/​discussions/​569777

[11]	�Installation: http://​sourceforge.​net/​
projects/​veracrypt/​files/

[12]	�Documentation: https://​veracrypt.​
codeplex.​com/​documentation/

[13]	�Windows bootloader:  
http://​sourceforge.​net/​p/​veracrypt/​
discussion/​technical/​thread/​a010f9bc/

[14]	�Ubuntu initramfs:  
https://​wiki.​ubuntu.​com/​Initramfs

[15]	�openSUSE dracut:  
https://​www.​kernel.​org/​pub/​linux/​utils/​
boot/​dracut/​dracut.​html

[16]	�Code for this article:  
ftp://​ftp.​linux‑magazine.​com/​pub/​
listings/​magazine/​188

[17]	�Full-system backup with Rsync:  
https://​wiki.​archlinux.​org/​index.​php/​
Full_system_backup_with_rsync

[18]	�Initcpio hooks: https://​wiki.​archlinux.​
org/​index.​php/​mkinitcpio#​HOOKS

[19]	�Chroot helper script:  
https://​projects.​archlinux.​org/​arch‑​in‑
stall‑scripts.​git/​tree/​arch‑chroot.​in

[20]	�Fixing GRUB in Ubuntu via chroot: 
https://​help.​ubuntu.​com/​community/​
Grub2/​Installing#​via_ChRoot

[21]	�EFI in Arch wiki: https://​wiki.​archlinux.​
org/​index.​php/​Unified_Extensible_
Firmware_Interface

    INFO

Figure 9: You’ve done it! Arch Linux is running in a hidden VeraCrypt container mounted 

under /dev/mapper/veracrypt1.

VeraCrypt
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Firewall Protection
From a network perspective, a firewall’s 
primary objective is selecting and limit-
ing the network packets that reach a net-
work via a monitored interface on an-
other network. In practice, firewalls are 
deployed not only as software directly 

E very administrator has to deter-
mine how to protect a network 
reliably against unauthorized ac-
cess and ensure that the (sub)

network fulfills its task as expected and 
is not misused as a starting point for 
malicious activities. At the network 
level, you have various ways and means 
at your disposal, including, for example, 
managing credentials for authenticating 
users (e.g., via PAM and LDAP), the ap-
propriate selection of correctly config-
ured services, and correct network de-
vice configurations.

Routers and firewalls are often used to 
isolate individual network segments, 

and the Linux kernel manages the fire-
wall rules in the system’s RAM. I dem-
onstrate different methods for perma-
nently storing your firewall settings by 
using iptables, thus removing the need 
to enter them again whenever you re-
boot.

Automatically restore firewall filter rules

 Reloaded
The Linux iptables packet filter lacks an easy way to load rules automatically after restarting 
a system, but you can automate this process several ways. By Frank Hofmann

01 �# iptables ‑F

02 �# iptables ‑P INPUT  DROP

03 �# iptables ‑P OUTPUT DROP

04 �# iptables ‑P FORWARD DROP

05 �# iptables ‑A INPUT ‑p tcp ‑‑dport 22 ‑s 192.168.45.0/24 ‑j ACCEPT

06 �# iptables ‑A OUTPUT ‑‑sport 22 ‑d 192.168.45.0/24 ‑‑state ESTABLISHED ‑j ACCEPT

LISTING 1: Typical iptables
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on the system to be protected, but also 
in the form of separate hardware appli-
ances that often combine various ser-
vices under one roof.

In short, a firewall is a packet filter. 
Filtering is performed, for example, on 
the basis of (1) the IP address, (2) the 
connection state, (3) the MAC address, 
or (4) the payload of a packet. 

The iptables package by the Netfilter 
project [1] includes the iptables com-
mand, which covers cases 1 and 2; for 
case 3, ebtables [2] steps in. In the fu-
ture, nftables will combine the iptables, 
ip6tables, ebtables, and arptables proj-
ects under one roof. For case 4, evaluat-
ing and limiting user traffic, you need 
an application-level firewall, such as 
the Squid [3] proxy. In this article, I 
only look at iptables.

Operations
The iptables command works in chains 
with rules (filters) and actions (targets). 
On the basis of these criteria, the soft-
ware fields packages (ACCEPT) and dis-
cards (DROP or REJECT) or forwards and 
rewrites them (MASQUERADE).

Listing 1 shows a typical call se-
quence. In this example, only connec-
tions via port 22 with a source IP ad-
dress between 192.168.45.0 and 
192.168.45.255 are allowed to pass. The 
entry in line 1 clears all the existing 
rules; the commands in lines 2 to 4 set 
the default behavior.

Line 5 adds a filtering rule to the chain 
for received packets. This limits the ac-
cepted packages (‑j ACCEPT) to TCP 
packets (‑p tcp) for the target port 22 
(‑‑dport 22) from the subnet 
192.168.45.x (‑s 192.168.45.0/24). Line 
6 allows also the corresponding response 
packets (‑j ACCEPT) – original from port 

22 here (‑‑sport 22) to the target net-
work 192.168.45.x (‑d 192.168.45.0/24) 
and only for existing connections 
(‑‑state ESTABLISHED).

To apply these commands to IPv6, you 
need to use the new ip6tables, which 
uses the same syntax.

Validity
As mentioned previously, the iptables 
rules apply only as long as the system is 
running. The software does not store the 
rules persistently; it only keeps them in 
main memory. If you turn off the com-
puter or reboot it, the current firewall 
settings will be lost. To prevent having to 
enter them every time you reboot, you 
need to store the rules permanently and 
enable them automatically when the 
computer starts up.

The variants discussed here are based 
on my own experience and the firewall 
entries from the Debian wiki [4]. The in-
tent was to use only built-in tools. The 
variations also show a selection of solu-
tions – you can decide which best fit 
your purposes.

Manual
With the manual version, you use the 
iptables commands and tools. The ipta‑

# iptables‑save > /etc/rules

# cat /etc/rules

# Generated by iptables‑save v1.4.21 on Tue Dec 8 23:03:26 2015

*filter

:INPUT DROP [3:604]

:FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

‑A INPUT ‑s 192.168.45.0/24 ‑p tcp ‑m tcp ‑‑dport 22 ‑j ACCEPT

‑A OUTPUT ‑d 192.168.45.0/24 ‑p tcp ‑m tcp ‑‑sport 22 ‑j ACCEPT

COMMIT

# Completed on Tue Dec 8 23:03:26 2015

[...]

# iptables‑restore < /etc/rules

LISTING 2: iptables Manual Method

01 �allow‑hotplug eth0

02 �iface eth0 inet dhcp

03 �  pre‑up /usr/local/sbin/firewall‑on.sh

04 �  post‑down /usr/local/sbin/firewall‑off.sh

LISTING 3: Customized

Figure 1: The iptables‑xml tool converts iptables rules to an XML structure that you can reuse 

in other applications.
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up for it, because the firewall rules do 
not take it into consideration under 
normal circumstances. 

Access would also be possible via a 
KVM switch, which acts as a toggle 
switch that connects a set of devices 
(keyboard, video, mouse) to more than 
one computer. In this way, you can 
control multiple computers with one 
keyboard, mouse, and monitor.

The iptables‑xml script contains fire-
wall rules in XML format. Several graphi-
cal tools for firewalls understand and 
process this format. Figure 1 shows an 
example of an XML file generated by this 
tool.

The iptables‑converter program is 
useful, as well. It converts iptables 
statements to the format that ipta‑
bles‑save and iptables‑restore use. 
Thus, you can convert existing shell 
scripts with sequences of iptables state-
ments directly to the required format. 
The graphical fwbuilder (Firewall 
Builder) tool [6] also reads the files and 
generates customized package checks 
(Figure 2).  nnn

bles‑save command reads the current 
firewall rules. Because the program 
sends them to standard output, you need 
to redirect the output to a file by using 
the (>) redirection operator (Listing 2). 
This file has a specific, compact format.

You can restore these rules later with 
the command iptables‑restore (Listing 
2, last line). This approach is simple and 
clear-cut, but still not automated. How-
ever, you can manage that task with the 
variations that follow.

Automated
Runlevels contain shell scripts that run 
with a system runlevel change. To load 
the previously stored firewall rules, you 
need to create an appropriate shell 
script. In it, you can either call ipta‑
bles‑restore or create a separate call to 
iptables in the desired order for each in-
dividual rule.

The variant presented here is far more 
customized. It involves expanding the 
entries for the network interfaces in the 
/etc/network/interfaces file. The entries 
allow you to specify a script or com-
mand that runs when the system acti-
vates or disables a network interface 
(Listing 3).

The first command in line 3 is speci-
fied after the keyword pre‑up and exe-
cutes the command before activating the 
interface. The post‑down statement in 
line 4 refers to the time after disabling 
the interface. Therefore, the firewall only 
processes certain rules when a particular 
interface is switched on.

Resourceful Debian developers also 
identified the problem and devised a so-
lution, which they dubbed iptables‑per‑
sistent [5]. It has been included since 
Debian 5 “squeeze” and combines the 
variants featured in Listing 3.

For this to happen, iptables‑persis‑
tent creates two files – /etc/iptables/
rules.v4 for IPv4 and /etc/iptables/
rules.v6 for IPv6 – and stores the cur-
rent firewall rules during package con-
figuration. Additionally, it creates a 
suitable init script named /etc/init.d/
netfilter‑persistent, which you can 
call via service netfilter with the 
usual switches: start, stop, reload, and 
restart.

Future Useful Information
In the context of iptables, several small 
programs facilitate everyday admin life. 
They include iptables‑apply and ipta‑
bles‑xml, both of which are part of ipta-
bles, as well as iptables‑converter.

The iptables‑apply shell script helps 
you test firewall rules remotely. It al-
lows you to roll back rule changes if 
they would take down the current con-
nection. 

To do this, the script asks whether 
the changes to the rules are okay. If you 
do not respond within a certain period 
of time, it rolls back the changes. This 
reduces the risk that you lock yourself 
out when changing the firewall rules, 
although you still have the option of 
communication via the serial interface, 
but only if the remote computer is set 

Figure 2: Graphically editing rules in Firewall Builder. You can see the imported rules created 

by iptables‑converter.

Frank Hofmann (http://​www.​efho.​de) 
works in Berlin, Germany for Büro 2.0, 
an open source expert network, as a 
service provider specializing in printing 
and layout. Since 2008 he has also co-
ordinated the regional meeting of the 
Berlin-Brandenburg region Linux user-
group. He is the co-author of the 
Debian package management book 
(http://​www.​dpmb.​org).

    AUTHOR

[1]	� Netfilter: http://​www.​netfilter.​org

[2]	� ebtables: http://​ebtables.​netfilter.​org

[3]	� Squid: http://​www.​squid‑cache.​org

[4]	� Debian firewall wiki: https://​wiki.​
debian.​org/​DebianFirewall

[5]	� Saving iptables firewall rules perma-
nently: https://​www.​thomas‑krenn.​
com/​en/​wiki/​Saving_Iptables_Fire‑
wall_Rules_Permanently

[6]	� Firewall Builder:  
http://​www.​fwbuilder.​org

    INFO

The author thanks Werner Heuser and 
Axel Beckert for their criticism and sug-
gestions in the run-up to this article.

THANKS

36

Persistent iptables

JULY 2016	 ISSUE 188	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

FEATURES

http://www.efho.de
http://www.dpmb.org
http://www.netfilter.org
http://ebtables.netfilter.org
http://www.squid-cache.org
https://wiki.debian.org/DebianFirewall
https://wiki.debian.org/DebianFirewall
https://www.thomas-krenn.com/en/wiki/Saving_Iptables_Firewall_Rules_Permanently
https://www.thomas-krenn.com/en/wiki/Saving_Iptables_Firewall_Rules_Permanently
https://www.thomas-krenn.com/en/wiki/Saving_Iptables_Firewall_Rules_Permanently
http://www.fwbuilder.org




Klaus Knopper is an engineer, creator of 
Knoppix, and co-founder of LinuxTag 
expo. He works as a regular professor at 
the University of Applied Sciences, 
Kaiserslautern, Germany. If you have a 
configuration problem, or if you just want 
to learn more about how Linux works, 
send your questions to: klaus@linux-
magazine.com 

    KLAUS KNOPPER

UEFI Boot Problems
I just bought a new Lenovo Note-
book, and I'm trying to start Knop-

pix from USB flash disk. Knoppix seems 
to start to a certain point, but then I get 
no graphics, just a black screen. None of 
the cheatcodes seem to help. What hap-
pens, how to fix?

With the recent versions, Knoppix 
supports booting on UEFI-enabled 

computers. However, the graphics card 
in UEFI boot mode is set to a VESA 
graphics mode by the firmware, not to 
“text mode” as known for non-UEFI 
systems. A visible indication of this is 
the missing boot logo and the fact that 
after the kernel has loaded, the usual 
text messages that indicate progress 
during the Knoppix boot are missing 
until the mode setting kicks in and re-
sets the screen resolution. Because the 
graphics chipset had been in a VESA 
mode previously, the X server can fail 
to set the native resolution; hence, the 
“black screen” or system freeze effect 
that you observed.

The only workaround I found so far is 
disabling UEFI and reverting to Legacy or 
CSM (compatibility support module) 
boot mode, which re-enables text mode 
for the bootloader and puts the graphics 
card in a default mode that lets Xorg 
start normally. Some notebooks, espe-
cially MacBooks with DVD drives, do not 
boot in UEFI mode automatically when 
selecting to boot from CD or DVD. For 
this purpose, the Knoppix “boot-only” 
CD is useful. An ISO for the CD resides 
in the KNOPPIX folder. The boot-only CD 

starts the bootloader and kernel from the 
CD, then searches for other drives that 
contain the KNOPPIX folder (e.g., a USB 
flash disk), and continues booting from 
there.

Joining PDFs
Is there a simple way to concatenate 
several hundred PDF files into a sin-

gle, continuous PDF under Linux?

The easiest way that requires no 
special program is using the Post-

Script/​PDF interpreter Ghostscript di-
rectly. The original command line is 
somewhat lengthy, so I usually put this 
in a script (e.g., pdfcat.sh):

#!/bin/bash

gs ‑q ‑sPAPERSIZE=a4 U

      ‑dNOPAUSE U

      ‑dBATCH U

      ‑sDEVICE=pdfwrite U

      ‑sOutputFile=‑ "$@"

If you need a different paper size than 
A4 (e.g., letter), change the PAPERSIZE 
option accordingly.

The syntax for concatenating all files 
in a directory is:

pdfcat.sh directory/*.pdf > all.pdf

By Klaus Knopper

Klaus Knopper answers your Linux questions

 Ask Klaus!
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http://www.facebook.com/linuxpromagazine
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vantages and disadvantages (see also the 
“Boxcryptor” box).

PanBox
One candidate goes by the name of Pan-
Box [4]. The software was released in 
early 2015 and was funded by Germany’s 
Federal Department of Justice and Con-
sumer Protection. The developers of the 
program, the Fraunhofer Institute for Se-
cure Information Technology and Sirrix 
AG, emphasize that privacy by design 
was an important precondition. In other 
words, the software model is not privacy 
by policy, which would have to rely on 
the existence of benevolent operators or 
laws. Instead, its strength is its verifiabil-
ity and design. The sources are available 
from a public archive on GitHub [5], so 
the code is open to examination for bugs 
and verification of safeguards with re-
gard to the security of the software.

PanBox is available under GPLv3. In ad-
dition to the open source variant, an Enter-
prise version of PanBox specially targets 
public authorities and companies [6], of-
fering access to a directory service (LDAP) 
and a public key infrastructure (PKI).

A ZIP file for Linux and other operat-
ing systems, which you just download 

B acking up data in the cloud 
sounds easy and useful; little 
wonder then that many individ-
uals and companies take advan-

tage of this opportunity. Companies that 
offer these services take your locally 
stored data and sync it with a storage 
service on the Internet – often automati-
cally. In this way, you keep your directo-
ries synchronized without having to 
worry about backups. Of course, such 
services offer not only benefits but also 
risks. The burning issue to consider is: 
Who has access to you data?

Sometimes cloud providers automati-
cally scan the uploaded files to check 

them for unacceptable content (e.g., 
child pornography or copyright infringe-
ment) [1]. In the first case, suspicious 
data is sent to investigating authorities, 
and in the second, the algorithm locks 
the sharing feature. If you opt for a free 
version of a service, you might start re-
ceiving advertisements based on the 
content of your evaluated files.

As the Snowden documents reveal, the 
NSA is also interested in data of any 
kind. From the beginning, administrators 
of cloud services also have had access to 
user data. Additionally, many companies 
in Europe are increasingly unsure about 
what happens when they offload their 
personal data onto servers elsewhere in 
the world.

Key Services
One solution is end-to-end encryption, 
wherein the user encrypts all the data on 
the local machine (with exclusive pos-
session of the key) and then uploads to 
the cloud server. Some applications 
promise to handle the encrypted data in 
an easy and user-friendly way, but Linux 
also has on-board resources to help you 
achieve your goal. Here, I present a 
range of programs and discuss their ad-

Synchronizing your data in the cloud is practical, but it’s risky if you don’t encrypt your data. 
Desktop encryption utilities offer various levels of security and ease. By Jens Kubieziel
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One of the more popular encryption pro-
grams is Boxcryptor [2]. Although the 
classic version [3] still supports Linux, 
the current versions do not. As the man-
ufacturer states on its website: “It will 
not be supported on upcoming versions 
of these operating systems. Therefore, 
we can’t guarantee that the Classic ver-
sion will work on them.” In this article, I 
only mention the software for the sake 
of completeness, because you have 
many other alternatives.

BOXCRYPTOR

Local data encryption for cloud storage

 Cloud Master

40

FEATURES

JULY 2016	 ISSUE 188	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

Cloud Encryption Tools



and unpack into a subdirectory, is avail-
able for download from the Sirrix AG site 
[7]. After installing and launching for 
the first time (see the box “Installing 
PanBox”), the software checks to see 
whether an identity already exists on the 
computer. If not, it wants to know the 
first name, last name, and email address 
of the user. In the next dialog, PanBox 
asks you to enter a device name. This 
name lets you map to devices easily. The 
hostname is preset.

Finally, you need to enter a password. 
According to the manual [9], the pass-
word must be at least eight characters in 
length and “include a random combina-
tion of upper/​lower case letters, digits, 
and special characters.” In the test, eight 
characters was the only discernible limit; 
passwords comprising only numbers or 
letters were accepted by PanBox without 
comment. After entering the password, 
the software displays the previously en-
tered data and generates the identity in 
the next step. Finally, it opens the appli-
cation window (Figure 1).

At first launch, PanBox will detect a 
Dropbox installation, at which time it 
looks for your existing Dropbox folder 
and launches a second setup wizard that 
proceeds to integrate your Dropbox 
share. The wizard requires an access 
token, which is a kind of password that 
tells the Dropbox service that PanBox is 
allowed to access your Dropbox account. 
Clicking on Refresh launches a browser, 
and a Dropbox website asks whether 
PanBox is allowed to access the service. 
If you allow this, the page displays the 
access token which you need to copy 
and enter in PanBox at the end of the 
configuration.

Although the press releases for PanBox 
promise a simple and user-friendly ap-
proach, I had some irreconcilable differ-
ences with the application. I began with 

a fresh installation of Ubuntu 15.10 as 
the basis. After starting the application, 

a white window without any menus and 
the tray icon appeared. The application 
window did not respond to my attempts 
to close it; even clicking on Exit in the 
tray icon resulted in no discernible re-
sponse. Working on Ubuntu 15.10 was 
therefore impossible.

Under Debian the software launched 
and opened a functional application 
window. During use, it crashed repeat-
edly when I tried to change the language 
(Figure 2). Apparently, the interface still 
needs some work. Under the vastly sim-
plified Directory share, the application 
shares a folder of your choice set up in 

Because PanBox 1.1.0 is a Java application, you need a current version of Java. The de-
velopers recommend the Java version by Oracle. Because the software uses strong en-
cryption, you also need the Java Cryptography Extension (JCE), which is available in the 
download section of Java SE [8].

You still have to satisfy other dependencies. In the ZIP file, a README lists the libraries 
required in Ubuntu, Arch Linux, Fedora, and Gentoo. I used Ubuntu 15.10 for the article 
and thus installed the following additional software:

su�do apt‑get install dbus‑java‑bin python‑appindicator python‑nautilus 

libbluetooth‑dev python‑notify python‑gtk2 python‑dbus

To launch the software, you run the start.sh script.

INSTALLING PANBOX

Figure 1: PanBox encrypts files on the desktop and then passes them on to Dropbox. The 

software is available in open source and Enterprise versions.

Figure 2: More than once PanBox froze in the middle of its activity for no particular reason.

FEATURES
Cloud Encryption Tools

41LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM	 ISSUE 188	 JULY 2016



key (KEK) calculated in this way to de-
crypt the master key.

For other cryptographic actions, Cryp-
tomator uses the AES algorithm relying 
on cypher block chaining (CBC) or coun-
ter (CTR) mode. The SHA-256 hash algo-
rithm is used as the basis for further op-
erations and is a good choice, because it 
rules out many attack vectors.

A window with the mascot of the soft-
ware (Figure 3) appears after installation 
(see the box “On Disk”). Adding a vault 
begins in the lower left corner. A vault is 
a folder in which the encrypted content 
is stored as well as the key. Although the 
key cannot be used easily for decryption 
because of the key generation process al-
ready mentioned, it would appear to be 
safer to store it outside of the directory. 
The vault then lies withn a folder hosted 
by the cloud provider.

To create the vault, you need to spec-
ify a directory. In the second step, you 
create a password. The software has no 
restrictions in terms of the length or the 
characters used. Minimum requirements 
would be desirable: After all, despite a 
good derivation function such as Scrypt, 
simple passwords can be guessed pretty 
quickly. 

Before Cryptomator opens the vault, it 
prompts you again for the password you 
just composed. At the same time, it acti-

the Shares) tab. The program distin-
guishes between a Dropbox share, which 
works only with Dropbox integration, 
and a Directory share, which is for users 
with any other cloud provider. Unfortu-
nately, I was unable to test the imple-
mentation because of the problems al-
ready described.

Cryptomator
Cryptomator [10] offers another solution 
to encrypting data for the cloud. Devel-
oper Sebastian Stenzel mainly works on 
the software, which is available under 
the MIT license. The source code is on 
GitHub [11]. If you look at the project 
homepage, you will note that the authors 
go to great lengths to explain the crypto-
graphic contexts. That and the fact that 
it is free software ensure confidence and 
allow third parties to develop programs 
that interact with Cryptomator.

Apparently the developers have put 
much thought into how they want to 
protect the software. To begin, Crypto-

mator generates a 
key from your 
password and a 
random value 
(salt). For this, it 
uses the scrypt 
key derivation al-
gorithm [12], mak-
ing it difficult to 
brute-force the 
key. Usually, a 
hash function 
(MD5, SHA-1, 
SHA-256) picks up 
the password to-
gether with the 
salt. The output 
from the hash 
function is the key.

With the use of special hardware and 
algorithms, attackers can try several mil-
lion values per second and very quickly 
guess a password under certain circum-
stances. The Scrypt algorithm therefore 
performs the hash function multiple 
times and also uses a large amount of 
RAM. As a result, its slows down at-
tempts to guess the password. 

If the operator selects the correct pa-
rameters for Scrypt, even special hard-
ware will not achieve more than a few 
hundred attempted guesses per second. 
The system later uses the key encryption 

Figure 3: The Cryptomator mascot appears on launch; an update 

function is also offered.

Figure 4: Cryptomator graphically displays the encryption activity when receiving a file. Below 

you can see the WebDAV server integrated in Gnome Files.

Two possibilities exist for installing of 
Cryptomator on Linux: The developers 
offer a ready-made package for Debian-
based systems that can be installed with:

dpkg ‑i <filename>

The package stores the software in the /
opt/Cryptomator directory. For other sys-
tems, you can launch the software’s jar 
file by calling:

java ‑jar <filename>

Alternatively, you can run the file /opt/
Cryptomator/Cryptomator.

ON DISK
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vates a local WebDAV server on a ran-
dom port in the background. Nautilus 
and Gnome Files (file manager) support 
WebDAV and automatically display the 
new directory. 

For the command line, you need a pro-
gram like Cadaver [13] to your manage 
files. When you move files from your 
hard disk to the WebDAV directory, 
Cryptomator encrypts them automati-
cally and places them in the vault (Fig-
ure 4). After a short learning curve, 
Cryptomator was easy to use, with no 
appreciable defects, such as crashes, in 
the lab test. Another positive aspect is 
that the developers are still actively 
working on the software.

Old Companions
In addition to the programs designed for 
encrypting data in the cloud, Linux of-
fers other cryptotools, including GnuPG 
[14] and the obsolete TrueCrypt [15], al-
though it is now available as a fork 
named VeraCrypt [16].

GnuPG is typically used to encrypt 
email (e.g., for use with Enigmail [17]). 
Thanks to the tool, any Linux user can 
encrypt files locally and drop them into a 
cloud folder to synchronize the data. 
However, this solution requires some 
manual work. For example, you need to 
make sure not to send unencrypted con-
tent to the cloud folder or decrypt files in 
the wrong folder and then accidentally 
sync them to the cloud. If you still want 
to use GnuPG, you should think about 

using scripts that handle the important 
work steps, thus preventing errors.

Using TrueCrypt or its successor Ve-
raCrypt (Figure 5), you can create en-
crypted containers that a folder intended 
for the cloud can then synchronize. Only 
users who know the password and have 
the container mounted will see the con-
tent. The disadvantages are that small 
changes to the files in the container af-
fect the entire container, which means 
that unless the provider supports block-
level synchronization, the service syncs 
the complete container, even if just one 
character changes in a file.

eCryptfs [18], which Ubuntu uses 
[19], is also worthy of mention. The ker-
nel-based encrypted filesystem is 
mounted on an existing filesystem (e.g., 
ext4). eCryptfs then creates two directo-
ries (~/Private and ~/.Private) by de-
fault and writes the encryption informa-
tion to the headers of the files to be en-
crypted. eCryptfs automatically stores 
files that the user saves to ~/Private as 
encrypted files in ~/.Private. From 
there, you can upload to the cloud. How-
ever, you can customize the software to 
suit your own needs and locate the en-
crypted folder in Dropbox. eCryptfs is 
not foolproof, however, because an at-
tacker that gets hold of the password can 
read the encrypted user directories.

Conclusions
Programs that have been designed espe-
cially for encrypting cloud data seem to 

offer the better approach all told. Cryp-
tomator is currently only available as a 
beta version; nonetheless, it still demon-
strated the strongest performance in the 
lab. It also appears to be the easiest to 
use of the tested programs. 

PanBox offers more features and 
therefore also requires more time for 
training. Assuming that the bugs en-
countered during testing are resolved in 
the future, PanBox also seems to be a 
strong candidate for handling data for 
the cloud.  nnn

Figure 5: After the developers gave up on TrueCrypt, VeraCrypt took over.

[1]	� “Is your cloud drive really private? 
Not according to fine print” by Rosa 
Golijan, NBC News, March 15, 2013:  
http://​www.​nbcnews.​com/​
technology/​your‑cloud‑​
drive‑really‑private‑​not‑​
according‑fine‑print‑1C8881731

[2]	� Boxcryptor:  
https://​www.​boxcryptor.​com

[3]	� Boxcryptor with Linux support: 
https://​www.​boxcryptor.​com/​en/​
classic

[4]	� PanBox: https://​www.​sirrix.​com/​
content/​pages/​66722.​htm

[5]	� PanBox code:  
https://​github.​com/​Sirrix‑AG/​PanBox

[6]	� PanBox Enterprise: https://​www.​
sirrix.​com/​content/​pages/​67191.​htm

[7]	� PanBox download: https://​www.​
sirrix.​de/​content/​pages/​66538.​htm

[8]	� Oracle Java: https://​www.​oracle.​com/​
java/​index.​html

[9]	� PanBox manual:  
https://​cybersecurity.​rohde‑schwarz.​
com/​sites/​default/​files/​download/​
panbox_benutzerhandbuch_‑_en.​pdf

[10]	�Cryptomator: https://​cryptomator.​org

[11]	�Cryptomator source code:  
https://​github.​com/​cryptomator/​
cryptomator

[12]	�Scrypt:  
https://​www.​tarsnap.​com/​scrypt.​html

[13]	�Cadaver:  
http://​www.​webdav.​org/​cadaver/

[14]	�GnuPG: https://​www.​gnupg.​org

[15]	�TrueCrypt: http://​truecrypt.​sf.​net

[16]	�VeraCrypt:  
https://​veracrypt.​codeplex.​com

[17]	�Enigmail: https://​www.​enigmail.​net

[18]	�eCryptfs: http://​ecryptfs.​org

[19]	�eCryptfs in Ubuntu:  
https://​help.​ubuntu.​com/​community/​
EncryptedPrivateDirectory
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Bayesian tools to assign each token the 
possibility that it indicates spam, biasing 
them slightly in favor of not being spam 
to minimize false positives. By examin-
ing the top 15 tokens in the header and 
body of each new email message, he cal-
culated the possibility that it was spam. 
If the probability was greater than 0.9, 
the message was considered spam.

According to Graham, the advantage 
of this statistical approach is that it re-
fers to something real – the probability 
of being spam – and worked with both 
neutral and spam-indicating words.

However, he also recognized that the 
more personalized the filter was, the 
more accurate it would be. For this rea-
son, he also included the possibility of 
using white lists to indicate non-spam, 
or “ham,” and black lists to indicate 
spam.

After reading Graham’s essay, Eric S. 
Raymond founded the Bogofilter project. 
Today, Bogofilter is maintained by other 

T hese days, the choice of spam fil-
ters comes down to Bogofilter [1] 
and SpamAssassin [2]. Other 
choices, like DSPAM [3], are no 

longer in development. A few other 
choices (e.g., SpamBayes [4]) are avail-
able, but when an email reader offers a 
plugin, it is almost always for either Bog-
ofilter or SpamAssassin.

What is less often discussed is which 
filter is the best to use in which circum-
stances. Instead, most users simply nod 
solemnly when they read that both in-
volve “Bayesian filtering.” Most of us – 
including many who use the phrase – 
have no idea what Bayesian filtering is, 
but it sounds scientific and reassures us 
that either choice is acceptable.

In fact, learning that Bogofilter and 
SpamAssassin are “Bayesian” is useless 
for choosing between them. To call 
them Bayesian means nothing more 
than their structure is based on the 
18th-century work of Thomas Bayes [5] 

in statistics and probability. More spe-
cifically, both apply Bayes’ work by col-
lecting words and assigning a probabil-
ity that each word indicates spam. The 
more suspect words contained in an 
email, the greater the chance it is spam. 
However, to make an informed choice 
between spam filters requires consider-
ably more detail.

Bogofilter
Bogofilter has its roots in “A Plan for 
Spam” [6], a 2002 essay by English de-
veloper Paul Graham. After trying to de-
velop filters based on the identifying 
characteristics of spam, Graham con-
cluded that beyond a certain point, the 
more rules he added, the more false pos-
itives he obtained – that is, the more 
email messages that were incorrectly 
identified as spam.

Graham’s solution was to parse his 
samples of spam and non-spam into to-
kens, or individual words, and use Le
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Spam Filter Mechanics

Wise Choice
Spam filters have different modes of operation. Understanding how they work can help you 
choose which to use. By Bruce Byfield
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developers,and has refined Graham’s 
calculations based on Gary Robinson’s 
suggestions [7]. The modern refinements 
include recognizing MIME types, treating 
each hostname and IP address as a sepa-
rate token (rather than dividing them up 
into separate words), and ignoring dates 
and Message-IDs as irrelevant. However, 
the basic approach remains that advo-
cated by Graham.

The mathematically inclined can learn 
more about how Bogofilter assigns the 
probability of an email being spam by 
following the links and reading the man 
page for the filter. However, the most im-
portant point for the average user is that 

Bogofilter relies on statistical probability, 
supplemented by each user’s list of spam 
and ham. Advocates of this approach 
emphasize its simplicity, as well as its 
lower number of false positives once it is 
trained – that is, once the white and 
black lists are produced. These lists are 
contained in the .bogofilter folder in 
your home directory.

SpamAssassin
SpamAssassin takes a different approach 
from Bogofilter. SpamAssassin’s main 
approach is to identify the characteristics 
of spam and then run tests to locate 
them. Many tests, although not all, rely 

heavily on regular expressions to catch 
variations of words and phrases.

You can view the Perl scripts used by 
SpamAssassin in /usr/share/spamassassin 
(Figure 1). More than 50 are listed in my 
current installation of Debian Stable. 
From their number alone, you can tell 
they are a varied lot, but they include 
tests for the common indicators of spam 
in headings, in the bodies of email, and in 
HTML code, as well as tests for recogniz-
ing offers for anti-viruses, drugs, and por-
nography. In the English version, some 
basic tests for French, German, and Ital-
ian are also included. The scripts also in-
clude a Bayesian probability test similar 

Figure 1: SpamAssassin includes more than 50 tests to detect spam.
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prefer to minimize train-
ing, SpamAssassin is 
probably the filter you 
want.

Another consideration 
is how many false posi-
tives you have once your 
filter of choice has been 
trained. My experience 
is that, once trained, Bo-
gofilter has fewer false 
positives. Just as Gra-
ham observed,adding 
more rules, the way 
SpamAssassin does, be-
yond a certain point 
seems to increase false 
positives.

Still another consider-
ation is that SpamAssas-
sin is reactive. It adds 
tests in response to the 
latest tactics used by 
spammers but appears 

to be slower to discard tests that are no 
longer needed – if it does so at all. Simi-
larly, if new spamming tactics appear, 
you might temporarily have less effec-
tive filtering until a new software release 
is made. However, because Bogofilter re-
lies on probability rather than on spam 
characteristics, it might not have the 
same problems – at least not to the 
same extent.

As you can see, the decision of which 
filter to use has no absolute answer. 
However, once you understand how both 
filters work, you can at least make a 
more informed choice to accommodate 
your preferences and your needs. If 
nothing else, you can choose the lesser 
of two evils.  nnn

to Bogofilter’s, as well as white and black 
lists for individual customization.

Additionally, /etc/spamassassin in-
cludes a test developed for Debian that 
looks for spam involving anacron, cron, 
and debconf (Figure 2), as well as plugins 
installed with each recent version. Each 
test assigns an email message a positive 
or negative value, which is added to the 
results of other tests to determine 
whether the email is ham or spam. Un-
like Bogofilter, exactly what these values 
represent is uncertain, although consid-
ering many users probably have no un-
derstanding of Bayesian analysis, much 
the same could also be said for Bogofil-
ter, of course.

With all these tests, SpamAssassin ex-
emplifies the basic security principle of 
“defense in depth.” Unlike Bogofilter, it 
does not rely on one or two approaches, 
but on a wide variety of defenses. A 
piece of spam might slip by a single 
SpamAssassin test, but the odds of it 
slipping by all of them is unlikely.

Context Is Everything
Both Bogofilter and SpamAssassin are 
available as plugins for major email 
readers and generally require little cus-
tomization. Both also have high success 
rates. However, because black and white 
lists greatly improve each filter’s accu-
racy, be wary of the various comparisons 
online. Your own results are likely to be 

very different from those posted, espe-
cially before you have trained the filter 
to suit your personal email.

In fact, the filters are so different in 
their approaches and so dependent on 
how they are trained that deciding in any 
objective sense which one is most effec-
tive is almost impossible. To some extent, 
your decision as to which filter to use 
may depend on whether you prefer Bogo-
filter’s single, all-encompassing approach 
or SpamAssassin’s defense in depth.

Even more importantly, your choice 
will depend on context. To start, if the 
speed of filtering matters, Bogofilter is 
much faster than SpamAssassin for the 
simple reason that it runs fewer tests. If 
you ordinarily receive several hundred 
email messages in the first download of 
the day, SpamAssassin runs so many 
tests that you might be unable to access 
your email for five minutes – a delay 
that you might consider worse than 
manually deleting spam.

By contrast, in my experience, Bogofil-
ter requires several days of training be-
fore it reaches full effectiveness. On one 
hand, stopping to train Bogofilter in the 
middle of other tasks can be a nuisance, 
especially because it seems to require 
several examples before it recognizes 
posts on a mailing list as ham. On the 
other hand, SpamAssassin is so compre-
hensive that it generally identifies spam 
more accurately without training. If you 

Figure 2: Debian adds its own SpamAssassin tests to the already comprehensive list.

[1]	� Bogofilter: http://​bogofilter.​
sourceforge.​net/

[2]	� SpamAssassin: http://​spamassassin.​
apache.​org/

[3]	� DSPAM: https://​en.​wikipedia.​org/​
wiki/​DSPAM

[4]	� SpamBayes: http://​spambayes.​
sourceforge.​net/

[5]	� Thomas Bayes: https://​en.​wikipedia.​
org/​wiki/​Bayesian

[6]	� “A Plan for Spam” by Paul Graham: 
http://​www.​paulgraham.​com/​spam.​
html

[7]	� Robinson’s refinements: http://​www.​
linuxjournal.​com/​article/​6467
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boxes and arrows with ASCII symbols, 
such as plus and minus signs, (back-)
slashes, and pipes. Naturally, at some 
point, various ASCII graphic victims 
have written tools – but none are as easy 
and intuitive to use as Asciiflow [2].

Asciiflow is a website that at first 
looks like a blank sheet of graph paper. 
In a toolbar at the top, you can select 
boxes, lines, arrows, text, and so on, 
and then simply draw on the blank 
sheet using the mouse (Figure 2). Once 
you are happy with your work, you 
just press the export symbol and – hey, 
presto – the finished ASCII graphic ap-
pears in your clipboard. Asciiflow also 
has an import function. My verdict on 
it: \o/​.  nnn

O ne weapon for command-line 
warriors is Prettyping [1], a 
shell script that wraps around 
the ping command. It reads its 

tasks, keeps a record of run times and 
packet losses, and shows at the com-
mand line in block graphics the average 
values since starting the tool and for the 
past 60 seconds (Figure 1).

The script runs on any system with 
Bash and Awk (i.e., also on OS X and 
probably also in the new Linux environ-
ment on Windows 10). Prettyping de-
tects whether it is running in a terminal 
and how wide the terminal is, then 
scales the output accordingly. If you 
think the output is a little too clownish, 
you can switch to a more staid mono-
chrome display using ‑‑nocolor. Prettyp-
ing passes on to ping any parameters 
that it isn’t familiar with.

Everything <--|__ASCII__|
If you read RFCs, you will occasionally 
see small ASCII graphics that show con-

nections more compactly than is possi-
ble with sentences. Authors typically 
painstakingly create such charts with 

The sys admin’s daily grind: Prettyping and Asciiflow

 Block Heroes
Columnist Charly is delighted that people still program useful tools for the terminal. Here, 
he looks at one tool that transforms boring ping data into colorful statistics and another 
that publishes a construction set for ASCII graphics on the network. By Charly Kühnast

Charly Kühnast is a Unix operating system administrator at the Data Center in Moers, 
Germany. His tasks include firewall and DMZ security and availability. He divides his 
leisure time into hot, wet, and eastern sectors, where he enjoys cooking, freshwater 
aquariums, and learning Japanese, respectively.

    CHARLY KÜHNAST

[1]	� Prettyping: http://​denilson.​sa.​nom.​br/​
prettyping/

[2]	� Asciiflow: http://​asciiflow.​com
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Figure 2: A few boxes drawn in Asciiflow 

often say more than a thousand words.

Figure 1: It’s a colorful world folks: Prettyping visualizing ping statistics in the terminal.
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style checkers as well. The analysis is 
based on commonly accepted coding 
style guides (e.g., the PEP 8 [1] stan-
dard, in the case of Python). Some tools 
generate statistics and make suggestions 
for improvements. For example, if the 
analyzer detects many identical rows, it 
can advise the developer to outsource 
them into a separate function.

Most static code analyzers are com-
mand-line programs, so the developer 
can include them in (shell) scripts or 
their own toolchain. Only a few tools in-
clude a front end, which usually just 

A dministrators are likely to throw 
together a shell script quickly 
during the stress of everyday 
admin life, but sometimes it 

takes only a few days before the script 
self-destructs. Meticulous, time-consum-
ing, and typically hectic troubleshooting 
commences. Thank goodness for static 
code analyzers.

Code analyzers examine source code 
for errors and typical problems, such as 
typos that a human is likely to overlook 
– from uninitialized variables to incor-
rectly used semicolons. Predefined test 
rules decide whether an 
error exists, and program-
mers can specify their 
own test criteria in some 
cases.

These code analyzers 
are referred to as “static” 
because they only see the 
source code; they cannot 
make any guesses about 
future performance. Some 
tools that perform data 

flow analysis and track variables through 
the program code can find unused or un-
necessary variables.

For dynamically typed languages, such 
as Python, the variable type is only de-
fined at run time, so the analysis tools 
need to guess what data could eventu-
ally reside in what variables. The result 
is that they sometimes mark as an error 
what is actually correct (false positive).

Linty
Many static code analyzers evaluate bad 
programming practices and thus act as 

Admins daily use scripts to automate tasks, generate web content, collect and parse data, 
and perform many other tasks. A few sophisticated tools can tell admins where script 
problems lurk. By Tim Schürmann

Name License URL
Closure Tools Apache 2.0 https://​developers.​google.​com/​closure/

Flow BSD http://​flowtype.​org

ESLint MIT http://​eslint.​org

JSHint MIT Expat and JSON http://​jshint.​com

JSLint Modified MIT (open source, non-free) http://​jslint.​com

JSPrime MIT https://​github.​com/​dpnishant/​jsprime

plato MIT https://​github.​com/​es‑analysis/​plato

TAJS Apache 2.0 https://​github.​com/​cs‑au‑dk/​TAJS

TABLE 1: JavaScript Static Code Analyzers
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Static code analyzers for JavaScript, PHP, Python, and the Linux shell

 Script Doctor
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shows the output of the command-line 
version. Ideally, the tools integrate text 
editors and IDEs, so the programmer 
sees coding errors when entering the 
code.

Lint, which was one of the first static 
code analyzers, took a close look at C 
programs, and its name prompted the 
similar naming of other tools. For exam-
ple, Pylint takes cares of Python pro-
grams. Apart from the names and goals, 
these “linters” have nothing in common.

JavaScript
JavaScript has several linters (Table 1), 
such as JSLint by Douglas Crockford 
(Figure 1). The tool is written in JavaS-
cript, and you can try it out directly on 
the home page; the source code is on 
GitHub [2]. JSLint checks the style of 
programming in addition to syntax and 
reveals some structural problems.

The tool takes a more restrictive ap-
proach, in that it enforces version 6 of 
the ECMAScript 
standard, which 
means a semicolon 
at the end of each 
statement and no al-
lowance for the == 
operator. JSLint is 
released under a 
modified MIT li-
cense. Users can use 
the tool only for 
good, but not for 
“evil purposes.” The 
Free Software Foun-
dation classifies the 
license as non-free.

The alternative JSHint, like JSLint, 
checks syntax, complains about bad pro-
gramming style, and reveals typical 
problems, such an implicit type conver-
sion. JSHint in the current version sup-
ports ECMAScript 3, 5.1, and 6. You can 
try JSHint directly at the project homep-
age (Figure 2). Developers can integrate 
JSHint into their own web pages as a Ja-
vaScript module.

A command-line version of JSHint re-
quires Node.js. JSHint feels at home in 
many text editors, such as Vim, Emacs, 
Sublime, Atom, and Brackets. The tool is 
released under the JSON license, which 
has provisions similar to the license used 
with JSLint.

ESLint is released under a plain vanilla 
MIT license. In contrast to JSLint and 
JSHint, the ESLint tool packs each check 
rule into a separate plugin that the pro-
grammer can enable and disable as re-
quired – even at run time. Users can con-
tribute their own plugins, as well. The 

supplied rules cover syntax errors, check 
for best practices (e.g., the use of 
eval()), complain about overly complex 
constructs, and point out bad program-
ming style.

The tool supports ECMAScript 6; 
however, users need to enable support 
for the standard explicitly. You can test 
ESLint directly on the website [3]; a 
command-line version is also available 
that requires Node.js.

Google provides various tools for Ja-
vaScript programmers as closure tools, in-
cluding the Closure Compiler (Figure 3). 
Closure Compiler converts JavaScript 
statements into “compact, high perfor-
mance” code and also performs syntax 
checks and variable type checks, warn-
ing you about common problems.

Closure Compiler is available online 
on Appspot [4], and it runs locally as a 
Java program in a command-line version 
or via the REST API. It supports ECMAS-
cript 3, 5, and parts of version 6. As a 
supplement, Google provides the Closure 
Linter, which investigates programming 
style [5] according to the Google JavaS-
cript style guide [6] and calls foul in case 
of missing semicolons, among other 
problems.

Flow, developed by Facebook, primar-
ily focuses on data flow and examines 
variable content and type. It complains, 
for example, if a function tries to com-
pute something the programmer has as-
signed to a string. That said, Flow only 
checks JavaScript files that the developer 
has identified with an appropriate com-
ment. What’s more, you need to add an-
notations to the variables to state their 
desired types.

Using the appropriate plugins, you can 
integrate the tool with Vim, Emacs, and 

Figure 1: Enter the JavaScript code in the large text box on the JSLint website and press the 

JSLint button to run a check.

Figure 2: JSHint is an alternative to JSLint, which also runs in a browser. The software detects bad programming style 

and implicit type conversions.
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errors, suboptimal code, unnecessarily 
complicated expressions, and unused 
parameters or methods. PHPMD out-
puts the results either in text, HTML, 
or XML format. Although the tool has 
been around since 2009, the developers 
still consider it a young project and 
apologize for the sparse number of 
rules supplied.

Phan, another contender programmed 
entirely in PHP7, really is quite young. 
Among other things, Phan tests whether 
source code will run in PHP7. In its anal-
ysis, Phan also considers PHPDOC com-
ments, such as @depricated or @param, as 
well as generics, namespaces, traits, and 
variadic functions.

RIPS was popular for many years. Un-
like the other tools, RIPS is a web appli-
cation written in PHP. The PHP program-
mer uses a form to pass in the script you 
wish to test, and RIPS then outputs a va-
riety of facts with a colorful layout (Fig-
ure 6). In particular, it looks for vulnera-

Nuclide. Moreover, you can run a Flow 
server in the background and incremen-
tally re-investigate JavaScript files as 
they are changed. The tool itself is writ-
ten in OCaml.

The development of JSPrime has al-
ready been on ice for two years; how-
ever, the tool explicitly checks JavaScript 
code for some security vulnerabilities. 
Additionally, JSPrime can handle mini-
fied Java code. You control JSPrime via a 
web client.

Many other tools available on the In-
ternet simply leverage other applica-
tions. For example, TAJS relies on the 
Closure Compiler, whereas Plato puts 
the JSHint and ESLint team to work.

PHP
PHP developers can also rely on various 
helpers (Table 2). PHP checks the source 
code itself for syntax errors by calling a 
.phpfile with the ‑l parameter set.

PHPLint [7] goes beyond this capabil-
ity, handling both PHP5 and PHP7 ap-
plications (Figure 4). In addition to 
searching for syntax errors, PHPLint  
also starts data flow analysis, ensures 
that exceptions are correctly handled, 
verifies function signatures, and en-
sures consistent types.

Developers can help PHPLint by add-
ing comments to the code that explicitly 
state the variable types. As a bonus, the 
tool will generate documentation on re-
quest directly from the source code. 
PHPLint is written in PHP and requires 
the PHP CLI command-line interpreter; 
some distributions put the command-
line interpreter in a separate package.

PHP mess detector (PHPMD; Figure 5) 
positions itself as an alternative to 
PHPLint. The mess detector is based on 
the JMD static code analyzer for Java [8]. 
PHPMD searches the source code for 

Figure 3: The Closure Compiler removes all unnecessary characters from source code and 

corrects it at the same time: Here, it has removed and added semicolons.

Name License URL
Phan MIT https://​github.​com/​etsy/​phan

PHP_CodeSniffer BSD https://​github.​com/​squizlabs/​PHP_CodeSniffer

PHPLint BSD http://​www.​icosaedro.​it/​phplint/​index.​html

PHPMD BSD https://​phpmd.​org

RIPS GNU GPLv3 http://​rips‑scanner.​sourceforge.​net

TABLE 2: Static Code Analyzers for PHP

Figure 4: You can try out PHPLint directly in the browser: Drop PHP code into the input field 

and then run the parser by pressing the button bottom at right.
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bilities, including SQL injections, cross-
site scripting, and code execution.

The founder of RIPS stopped develop-
ing the tool in 2013, and only a few bug 
fixes have been incorporated in the past 
few years. Originally, a completely new 
version 1.0 was supposed to be devel-
oped, but there are no signs of it materi-
alizing. Because RIPS is not familiar with 
current attack techniques and cannot 
handle modern versions of PHP, you can 
only use it for an initial assessment.

Strictly speaking, PHP_CodeSniffer 
does not belong to the group of static 
code analyzers. The tool checks to see 
whether the source follows one or multi-
ple coding standards. Among others, the 
PEAR standards, PSR-1, and PSR-2 are 
available. PHP_CodeSniffer also tests for 
a few typical sources of error, such as 
functions not properly declared. The tool 
returns the results either as a simple text 
message or in another format, such as 
XML, CSV, or JSON. Users can even de-
fine test settings in php.ini. For example, 
a call to

phpcs ‑d include_path=U

  .:/php/includes test.php

would add the /php/includes directory to 
the include path when checking the 
test.php file. PHP_CodeSniffer can pro-
cess PHP7 applications and, as a bonus,  
can even parse JavaScript code, with 
some restrictions.

Python
Among the various Python linters (Table 
3), Pylint is undoubtedly one of the clas-
sic static code analyzers. On request, the 
tool checks code for compliance with 
the PEP 8 Style Guide for Python Code. 
Pylint also helps with refactoring by 
tracking double code, among other 
things. On request, Pylint generates ap-
propriate UML diagrams from the Py-
thon code. An optional type parameter 
even checks whether all of the parame-
ters accepted by the Python script are 
consistent and properly documented for 
later users. Pylint also produces a vari-
ety of statistics that list the number of 
duplicate rows, for example.

Programmers can use plugins to ex-
tend the functionality of the tool. On re-
quest Pylint uses multiple CPU cores at 
the same time, speeding up the process, 
especially for large-scale source code. 

Figure 5: Developers need to tell PHPMD the file to be examined, the output format, and the 

desired rule set. Here PHPMD checks variable names.

Figure 6: RIPS is a web application written in PHP; above all, it identifies vulnerabilities.

Name License URL
Bandit Apache 2 https://​github.​com/​openstack/​bandit

Flake8 MIT https://​pypi.​python.​org/​pypi/​flake8

Prospector GNU GPLv2 https://​github.​com/​landscapeio/​prospector

Pyflakes MIT https://​github.​com/​pyflakes/​pyflakes

Pylint GNU GPLv2 https://​www.​pylint.​org

TABLE 3: Python Static Code Analyzers

Figure 7: Bandit investigates Python code for security vulnerabilities. The tool comes from the 

OpenStack universe, where Python plays a supporting role.
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gramming style to discover 
whether as many shell in-
terpreters as possible can 
handle the script. On re-
quest, ShellCheck can be 
integrated with Vim, 
Emacs, Sublime, and Atom. 

The tool presents the results either as 
plain text, XML data, or in JSON format.

If you only want to check whether 
your shell script will run on as many in-
terpreters as possible, you can use 
checkbashisms as an alternative. The 
tool is part of the devscripts package in 
some distributions and as a separate 
package in others. Checkbashisms com-
plains about all constructs that are not 
POSIX compliant.

Finally, bashate from the OpenStack 
developers performs a few style checks 
and checks for a few dangerous com-
mands and discouraged commands.

Conclusions
Static code analyzers quickly identify er-
rors that script programmers can easily 
overlook in the heat of battle. However, 
the tools are only as smart as their rules, 
and they usually only cover a small part 
of all possible problematic constructs.

The tools presented in this article do 
not examine program logic. In other 
words, they will not understand whether 
an online shop needs to multiply the 
prices in the shopping cart or just add 
them. Developers should thus not con-
sider static code analyzers as a panacea, 
but merely as a useful building block in 
a comprehensive test plan.  nnn

You can also integrate Pylint with vari-
ous IDEs and text editors, such as 
Emacs, Vim, and Eclipse, and it can be 
used with continuous integration tools 
such as Apycot, Hudson, or Jenkins. Its 
development is significantly driven by 
Logilab, a company that offers commer-
cial services related to Pylint.

One alternative to Pylint is Pyflakes. 
Although it works faster than its compet-
itors, Pyflakes does not check program-
ming style. Also, the tool individually in-
spects each script file, so it does not see 
the bigger picture, meaning that it dis-
covers fewer errors.

Its competitor Bandit (Figure 7) exam-
ines Python code for typical vulnerabili-
ties; thus, it is recommended on top of 
Pylint and Pyflakes. The tool, which 
comes from the OpenStack universe, 
particularly examines XML processing, 
network code (e.g., FTP, Telnet, HTTP, 
and SSL connections), problematic SQL 
queries, and encryption. Users can en-
able and disable the completed tests in-
dividually or add their own tests.

Several tools for Python also harness 
other competitors for their analysis. For 
example, Flake8 tests Python scripts fed 
to it for errors with the help of Pyflakes, 
relying on PEP 8 for style checking and 
Ned Batchelder’s McCabe script for gen-
erating statistics. Prospector deploys up 
to eight additional tools on top of Pylint 
and Pyflakes to check the source code 
and prepares output from these tools.

Shell
That just leaves the shell, for which a 
few helpers also exist (Table 4). Most 
shell interpreters support the ‑n com-
mand-line parameter, which is used to 
test the script passed in for syntax errors. 
The ‑u parameter tells the shell to stop 
working as soon as it discovers an unde-
fined variable.

ShellCheck (Figure 8) reveals many 
more script errors, including incorrectly 
used quotes, problematic test queries, 
typical newbie mistakes, and even fre-
quently used but sub-optimal com-
mands. ShellCheck also checks the pro-

Name License URL

bashate Apache https://​pypi.​python.​org/​pypi/​bashate/

checkbashisms GNU GPLv2 http://​ftp.​halifax.​rwth‑aachen.​de/​debian/​pool/​main/​d/​devscripts/

ShellCheck GNU GPLv3 https://​github.​com/​koalaman/​shellcheck

TABLE 4: Shell Script Static Code Analyzers

Figure 8: On the ShellCheck website, developers can even test their program code directly. The 

evaluation is carried out while typing.

[1]	� PEP 8 – Style Guide for Python Code: 
https://​www.​python.​org/​dev/​peps/​
pep‑0008/

[2]	� Source code for JSLint: https://​
github.​com/​douglascrockford/​JSLint

[3]	� ESLint online: http://​eslint.​org/​demo/

[4]	� Closure Compiler online: http://​
closure‑compiler.​appspot.​com/​home

[5]	� Closure Linter: https://​developers.​
google.​com/​closure/​utilities/

[6]	� Google JavaScript Style Guide: 
https://​google.​github.​io/​styleguide/​
javascriptguide.​xml

[7]	� PHPLint online:  
http://​www.​icosaedro.​it/​phplint/​
phplint‑on‑line.​html

[8]	� JMD: https://​pmd.​github.​io

    INFO
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mands and command sequences with 
which you can execute specific tasks. Ad-
ditionally, another module facilitates run-
ning Linux commands. As soon as you 
initiate tasks with the master, the tool 
monitors execution on the minions and 
subsequently displays the outcome.

It does not matter whether you only 
use Salt on Linux, run different distribu-
tions on the master host and the target 
systems, or even go with FreeBSD. Salt 
supports a wide range of operating sys-
tems, although some of them (e.g., Win-
dows) only as minions [3]. A list of all 
the operating systems in question can be 
found online [4]. You can deliver stan-
dardized commands with the modules 
supplied, and the modules on the min-
ions then translate these into platform-
specific commands.

Installation
As the master, you use a physical or vir-
tual machine; even for large installa-
tions, the requests are so small that the 
master does not overtask the minions. 
Usually, you can install both the master 
and the minions from the official reposi-
tory. However, where differences are too 
large, the available Salt versions can run 
into compatibility problems because of 
different module packages. You are bet-
ter off running all minions compatibly 
with the same version of Salt. For the 
sake of ease in my tests, I prepared a set 

E ven in smaller IT environments, 
managing systems as consistently 
as possible pays dividends. The 
effort required to learn and use 

massive tools for configuration manage-
ment (e.g., Ansible, Chef, Puppet) rarely 
pays off, because you frequently need to 
complete simple, one-time tasks; when 
these present themselves, writing recipes 
(Chef) or manifests (Puppet) wastes too 
much time.

Alternatively, many admins use self-
made scripts, which they execute to 
hosts in rotation from a list that is labori-
ous to maintain. Although these methods 
work, you must take the particulars of 
the respective platforms into account and 
cope with possible timeouts while open-
ing connections. This effort can be re-
duced by turning to a proven solution. 
The right tool should be able not only to 

abstract the differences of distributions 
and operating systems but also to pro-
vide its own communication channel and 
offer modules with pre-built commands 
and macros. Normally, projects from the 
orchestration and remote execution envi-
ronment offer something similar. Thanks 
to its simple operation, speed, and scal-
ability, SaltStack [1] stands out from the 
competition in these cases.

SaltStack
The systems and software architect 
Thomas S. Hatch faced the challenge of 
centrally maintaining an infrastructure 
that was partly inconsistent. To master it, 
he wrote his own software in Python; 
SaltStack (Salt, for short) emerged and 
was eventually published as an open 
source project in March 2011.

SaltStack is based on a central master, 
whose commands are executed on the 
target systems by Salt “minions.” The 
communication between the master and 
the minions does not take place via SSH; 
rather, it relies on the well-known Ze-
roMQ [2] message bus library using an 
asynchronous approach. By design, vari-
ous modules offer a full palette of com-

Professionals often turn to SaltStack to manage server farms 
in parallel. When used properly, the same technology also 
saves work in small networks. By Valentin Höbel
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of virtual machines (VMs) that can see 
one another. An Ubuntu system hosts the 
master, and SUSE, Debian, and Fedora 
VMs serve as minions. You can see a 
more detailed overview along with OS 
versions and IPs in Table 1. 

On Ubuntu 14.04, you can install the 
master with the

sudo apt‑get install salt‑master

command. To install the correct minion 
on Debian 7, modify the package sources 
by adding the following line to the /etc/
apt/sources.list file

deb http://debian.saltstack.com/debian U

    wheezy‑saltstack main

and updating with sudo apt‑get update. 
The minion is then installed by typing 
one of the following commands,

# On Debian

sudo apt‑get install salt‑minion

# On openSUSE 13.2

sudo zypper install salt‑minion

# On Fedora 23

sudo dnf install salt‑minion

depending on your Linux installation.

Configuration
On startup, the minions try to connect to 
the master by default. If they have not 
configured a target of this kind, the soft-
ware automatically searches the DNS do-
main for a salt entry. You can therefore 
either create a corresponding A record 

that points to the 
master (in my 
test, the target 
was the IP address 
192.168.178.39), 
or you can config-
ure the Salt min-
ions manually.

On any system running a minion, you 
can edit the /etc/salt/minion configura-
tion file and search for the line that be-
gins #master:. You then remove the com-
ment character and modify the line to

master: 192.168.178.39

(Figure 1). Replace the IP address from 
the example with any address that shows 
on the master in your network. After the 
changes, you need to restart the minion.

If the local system or network has a 
firewall that potentially filters the com-
munication between master and min-
ions, open TCP ports 4505 and 4506 on 
all systems involved. In case of ques-
tions or problems, your best option is to 
check out the appropriate section in the 
official documentation [5].

The connection between the Salt mas-
ter and its minions is encrypted, and both 
sides authenticate. Before the minions 
can accept commands from a master, 
they first need to store their keys on the 
master, and the master has to accept the 
keys. When a minion connects to a new 
master for the first time, this exchange oc-
curs automatically. On the master, you 
can view the list of minions (Figure 2) 
that have submitted your key using:

sudo salt‑key ‑L

If you trust these minions straightaway, 
you can accept all keys in one fell swoop 
with the

sudo salt‑key ‑A

command and confirm by typing Y. If 
you want to check the identity of the in-
dividual minions, on the other hand, 
help with salt‑key can be found on the 
man page. Running sudo salt‑key ‑L 
again verifies acceptance (Figure 2).

All minions listed in green beneath 
Accepted Keys will accept commands 
from the master. For test purposes, you 
should check that the master sees the 
minions online, using the

sudo salt‑run manage.status

command. Figure 3 shows the result.

Choice of Target
Someone with an army of subordinates at 
their command will either direct their or-
ders to all the group’s members, or just a 
selection. The same holds for a Salt master: 
here, too, it decides which minions it com-
municates with. 

Hostname OS IP Role

ub1404 Ubuntu 14.04 192.168.178.39 Master

deb7 Debian 7 192.168.178.40 Minion

linux-x3b4 openSUSE 13.2 192.168.178.41 Minion

fedora23 Fedora 23 192.168.178.44 Minion

TABLE 1: Lab VM Overview

Figure 1: If automatic configuration fails, set the Salt master’s options manually.

Figure 2: Verification procedure: Salt makes 

sure the components know one another.

FEATURES
SaltStack

57LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM	 ISSUE 188	 JULY 2016



tivity checking. Further functions of test 
can be found in the online documenta-
tion [6]. Likewise, if you want to take a 
comprehensive look at the choice of tar-
get systems on Salt, there are relevant 
documents on the web [7].

Attributes
A Salt minion is aware of certain infor-
mation about the system on which it is 
running and stores this in so-called 
grains. Among other things, grains pro-
vide information about the operating 
system, the network configuration, the 
hardware, or the BIOS. 

In the following example, the first 
command delivers a list of all grain 
names on all minions, whereas the sec-
ond command provides their values, as 
seen in Figure 4:

sudo salt "*" grains.ls

sudo salt "*" grains.items

Sometimes you only need certain infor-
mation, so you only need to retrieve sin-
gle grains, such as the operating system:

$ sudo salt “*” grains.item os 

deb7:

  os: Debian

linux-x3b4.site:

The primary command you will use on 
SaltStack is built to that effect. After enter-
ing the command (salt), you name the tar-
gets (choose all with "*") and specify a 
<module>.<function> pair, which in this 
case checks the connections with the 
minions:

$ sudo salt "*" test.ping

linux‑x3b4.site:

  True

fedora23.fritz.box:

  True

deb7:

  True

Targeting the minions (i.e., choosing the 
targets) is one of two central elements in 
working with the command. Salt pro-
vides a wide range of options just to 
reach a particular host:

$ sudo salt "deb7" test.version

deb7:

  2015.5.3

With Salt, you can also select minions 
using regular expressions and patterns. 
For example, entering d* lets you incor-
porate all systems whose names begin 
with the letter d. 

Alternatively, file[1‑5] can be applied 
to the minions with the file1 to file5 
identifier. 

To address the three minions in the 
test configuration shown here, for in-
stance, you could use the starting letters 
of their names, after which any character 
string could follow:

$ sudo salt "[d,l,f]*" test.version

linux‑x3b4.site:

  2014.1.11

deb7:

  2015.5.3

fedora23.fritz.box:

  2015.5.5

You can link together almost any number 
of criteria to select a system on what Salt-
Stack calls compound matchers. Activate 
these keywords with ‑C before choosing 
the targets. Inside the quotes, you are free 
to enter several pieces of information, 
linking them with and or and not. This 
simple example shows how to select all 
minions then exclude the Debian host:

$ sudo salt ‑C "* and not deb*" test.ping

linux‑x3b4.site:

  True

fedora23.fritz.box:

  True

You can select minions on the basis of at-
tributes like the operating system, the IP 
address, and many other factors. More 
information can be found in the “Attri-
butes” section. 

Incidentally, if you get the impression 
that a minion name is not optimal, you 
can set the name in the /etc/salt/min‑
ion_id file. Generally, you can assign any 
name, although for day-to-day use, a 
fully qualified domain name (FQDN) or a 
combination of role and number have 
proven successful.

The test module used here mostly 
does not see day-to-day use. Instead, it 
helps with debugging and fast connec-

Figure 3: If you have registered the minions 

properly on the master, nothing stands in 

the way of communication between the 

computers.

Figure 4: By design, Salt recognizes numerous important attributes of a system on which a 

compatible minion is running.
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  os: openSUSE

fedora23.fritz.box:

  os: Fedora

Furthermore, minions can be addressed 
on the basis of grains, which makes it 
possible to target minions across several 
relevant conditions, such as those with a 
specific CPU architecture or those with 
984MB of working memory that do not 
have the same name as the openSUSE 
test system:

$ sudo salt ‑G "cpuarch:x86_64" test.ping

$ sudo salt ‑C "mem_total:984 U

  and not linux‑x3b4.site" test.ping

By default, Salt has been designed to de-
fine a few important grains, but in many 
cases, it will make sense to add your 
own definitions (e.g., with information 
about the computers’ locations or roles). 
SaltStack lends support with its compre-
hensive documentation [8].

Variety of Modules
Although SaltStack lets you send shell 
commands directly to minions, in prac-
tice most administrators will tend to rely 
on pre-made modules that cover a multi-
tude of scenarios, from managing users 
or packages to interacting with data-
bases. All of the modules offer com-
mands tailored for the various platforms 
and options for processing the output if 
needed. For this reason, you will want to 
give modules preference over shell com-
mands, as long as they offer the desired 
functionality.

A complete list of all available Salt 
modules can be found online [9]. Please 
note that different numbers of modules 
are available depending on the Salt ver-
sion you use. Only the latest version sup-
ports all the modules. If you are looking 
for more of a challenge, you will find tips 
in the documentation to write and inte-
grate your own modules [10]. Salt also 
supports virtual modules. When you de-
ploy these modules, you will not be able 
to tell the difference, but under the hood, 
these extensions run other modules that 
then complete the required tasks.

One such virtual module, for instance, 
is the pkg package module: A look at the 
official documentation [11] shows that it 
forwards commands to standard mod-
ules, which Salt selects according to the 
platform on the target system. As soon 

as you look into using a module, it is a 
very sensible idea to discover all the ex-
tension’s functions by reading the offi-
cial documentation.

The pkg module contains numerous im-
portant calls, such as letting you install or 
remove repositories across multiple plat-
forms, manage repositories, and handle 
pending updates. A full overview of the 
commands can be found online for sys-
tems with the Apt package manager [12].

The calls from this sub-module are, in 
fact, broadly comparable under the hood 
to the modules that work with Yum or 
Zypper. To discover across multiple plat-
forms whether a certain package is in-
stalled on a system, simply request the 
version:

$ sudo salt "*" pkg.version grep

deb7:

  2.12‑2

linux‑x3b4.site:

  2.20‑2.4.1

fedora23.fritz.box:

  2.21‑7

To reinstall a package, run pkg.install 
(Listing 1). You can tell from the output 
whether the package was already in-
stalled, updated, or reinstalled, as the 
case may be. If a system provides no re-
sponse at all, the 
package was al-
ready available in 
its up-to-date ver-
sion. If you want 
to update the 
package lists ex-
plicitly (apt‑get 
update), simply 
add the option 
refresh=True be-
fore the name of 
the package.

Processing files 
on Salt is simple, 
just like managing 
packages. Using the 
file module [13], 
you can not only 
request metadata 
on files (e.g., the 
current Linux privi-
leges, the owner, 
the file size, and a 
few other facts), 
but also delete, ap-
pend, or manipu-

late them using regular expressions. One 
module.function pair that proves to be 
very useful is file.append, with which you 
can append one or more lines to the file. 
Using file.comment and file.comment_line, 
you can comment out the lines of a file, 
and file.rename lets you can change its 
name. In the online documentation [13], 
you will find many examples demonstrat-
ing how to manipulate files simultane-
ously on multiple systems.

Listing 2 shows how to add one entry 
to the /etc/motd file. If you want to build 
up your knowledge with Salt, one exper-
iment to follow this would be to reverse 
the change by first commenting out the 
newly added lines with a file module, 
then deleting them with another call.

Managing Users
If you manage several systems but do not 
use a directory service, you still might 
want to manage users centrally. Unsurpris-
ingly, Salt offers a module, pw_user, that 
lets you add new users, delete user ac-
counts, and modify individual attributes, 
such as the home directory [14]; you can 
even rename existing users. Listing 3 
shows how you can create a new user 
with the user, rather than the pw_user, key-
word. Before deleting a specific user, you 
could first list the users on all the systems.

$ sudo salt "*" pkg.install refresh=True unzip

linux‑x3b4.site:

        ‑‑‑‑‑‑‑‑‑‑

fedora23.fritz.box:

        ‑‑‑‑‑‑‑‑‑‑

deb7:

        ‑‑‑‑‑‑‑‑‑‑

        unzip:

            ‑‑‑‑‑‑‑‑‑‑

            new:

                6.0‑8+deb7u5

            old:

                6.0‑8+deb7u4

LISTING 1: Reinstalling a Package

$ �sudo salt "*" file.append /etc/motd  

"This system is managed by Salt."

linux‑x3b4.site:

  Wrote 1 lines to "/etc/motd"

deb7:

  Wrote 1 lines to "/etc/motd"

fedora23.fritz.box:

  Wrote 1 lines to "/etc/motd"

LISTING 2: Adding a Line to a File

SaltStack
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very much under your command, regard-
less of whether you need to manage 
users, keep your systems up to date, or 
just get an overview of particular servers.

Even in heterogeneous networks with 
Windows machines, you can use Salt. 
Thanks to its built-in software adminis-
tration, you can install standard pro-
grams like Firefox on Windows clients, 
and other functions from Linux are also 
available. Salt proves to be a versatile 
talent: It makes the use of many tools 
and DIY scripts redundant.  nnn

Note that Salt offers a module (ssh) to 
manage the SSH service, so when creat-
ing users you can combine modules if 
you need to generate an SSH key for a 
new user (ssh‑keygen ‑t rsa) and roll it 
out to all the existing systems. The mod-
ule’s documentation [15] demonstrates 
how that works. If you want to do more 
than just monitor your systems (e.g., col-
lect status information), take a look at 
the status module [16]. Running status.
all_status returns all status data (a lot) 
for the minion specified. To access the 
hard disk data in a targeted way, use 
status.diskusage, and to check the load 
status, use status.loadavg.

If Salt does not offer a module for a 
functionality of interest, you can simply 
run shell commands on the systems by 
using the cmdmod module [17], which 
takes the form cmd.<function>. The cmd.
run pair takes a command you pass in 
between double or single quotes (Fig-
ure 5) and returns the output. Make sure 
you run the functions from this module 
with cmd and not with cmdmod.

More than Modules
In addition to modules, Salt offers a few 
commands that cover other functionality. 
The salt‑cp command, for example, cop-
ies data from the master to the minions 
(Listing 4, first line), allowing you to main-
tain /etc/hosts, /etc/motd, or other config-
uration files centrally. However, this com-
mand was only intended as an emergency 
solution. Generally, you will be able to ma-
nipulate existing files in the most targeted 
way with the file module or use the man-
agement module for configuration files.

The salt‑run command interacts with 
Salt; for example, it can be used to create 
a list of unreachable minions:

sudo salt‑run manage.down

On Salt, every use of a module is dubbed 
a job, and salt‑run lets you generate a list 
of the last jobs (Listing 4, second line). If 
you would like to see the output of a cer-

tain Salt job again, 
specify the job ID 
(Listing 4, last 

line). For the individual commands, 
salt‑run makes use of its own modules, 
called “runners” [18].

Conclusions
SaltStack offers almost unlimited system 
management possibilities because of its 
large number of integrated modules. Even 
without the use of in-house configuration 
management, your computers will be 

Figure 5: In many cases, it makes sense to run shell commands directly.

$ salt‑cp "*" "/home/vhoebel/motd" "/etc/motd"

$ sudo salt‑run jobs.list_job

$ salt‑run jobs.lookup_jid "20140408130655508732" | less

LISTING 4: Other SaltStack Commands

[1]	� SaltStack project:  
http://​SaltStack.​com/​community/

[2]	� ZeroMQ: http://​zeromq.​org/

[3]	� Windows minions:  
https://​docs.​SaltStack.​com/​en/​latest/​
topics/​installation/​windows.​html

[4]	� Supported operating systems:  
https://​docs.​SaltStack.​com/​en/​latest/​
topics/​tutorials/​salt_bootstrap.​html#​
supported‑operating‑systems

[5]	� Opening ports for Salt:  
https://​docs.​SaltStack.​com/​en/​latest/​
topics/​tutorials/​firewall.​html

[6]	� test module: https://​docs.​SaltStack.​
com/​en/​latest/​ref/​modules/​all/​salt.​
modules.​test.​html

[7]	� Targeting minions:  
https://​docs.​SaltStack.​com/​en/​latest/​
topics/​targeting/

[8]	� Defining grains:  
https://​docs.​SaltStack.​com/​en/​latest/​
topics/​targeting/​grains.​html

[9]	� Built-in Salt modules:  
https://​docs.​SaltStack.​com/​en/​develop/​
ref/​modules/​all/​index.​html

[10]	�Writing your own modules:  
https://​docs.​SaltStack.​com/​en/​latest/​
ref/​modules/

[11]	�pkg module: https://​docs.​SaltStack.​
com/​en/​latest/​ref/​modules/​all/​salt.​
modules.​pkg.​html

[12]	�Package module for Apt-based sys-

tems: https://​docs.​SaltStack.​com/​en/​

latest/​ref/​modules/​all/​salt.​modules.​

aptpkg.​html#​module‑salt.​modules.​

aptpkg

[13]	�file module: https://​docs.​SaltStack.​

com/​en/​latest/​ref/​modules/​all/​salt.​

modules.​file.​html

[14]	�User management with Salt:  

https://​docs.​SaltStack.​com/​en/​latest/​

ref/​modules/​all/​salt.​modules.​pw_user.​

html

[15]	�SSH commands:  

https://​docs.​SaltStack.​com/​en/​latest/​

ref/​modules/​all/​salt.​modules.​ssh.​html

[16]	�status module: https://​docs.​SaltStack.​

com/​en/​latest/​ref/​modules/​all/​salt.​

modules.​status.​html

[17]	�Shell commands with Salt:  

https://​docs.​SaltStack.​com/​en/​develop/​

ref/​modules/​all/​salt.​modules.​cmdmod.​

html

[18]	�Integrated runner modules:  

https://​docs.​SaltStack.​com/​en/​latest/​

ref/​runners/​all/​index.​html

    INFO

$ sudo salt "*" user.add intern shell=/bin/bash

deb7:

  True

linux‑x3b4.site:

  True

fedora23.fritz.box:

  True

LISTING 3: Creating a New User
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ister as a developer with eBay, I wrote a 
screen-scraper that extracts the current 
feedback score from the slew of HTML 
on the feedback page, before saving the 
counter and raising the alarm during 
subsequent runs if the value has in-
creased.

When I click on my username on 
eBay.com, the browser lands on the 
feedback page in Figure 1. Selecting 
view‑source in the browser shows the 
HTML code from Figure 2, and a text 
search for the string 362 (the current 

I f I ever get around to writing my 
memoirs, I am going to include a 
lengthy chapter about my life’s 
motto, which is: “Anything you 

don’t constantly monitor is guaranteed 
to go belly up when you least expect it.” 

True to this motto, I wrote a script 
this month to receive an email 

immediately when one of 
my eBay customers has 

left feedback about a 
transaction.

Simply 
Scraping
As a quick and 

dirty solution, 
and to first 
avoid hav-
ing to reg-

Perl script monitors payments and feedback in eBay sales

 Watchful 
Seller

We show how to use a screen-scraper and an application for 
the official eBay API to trigger an alarm on incoming eBay 
customer feedback and detect errors in the monthly billing 
statement. By Mike Schilli

Mike Schilli works as a software engineer 
in the San Francisco Bay Area. He can be 
contacted at mschilli@perlmeister.com. 
Mike’s homepage can be found at  
http://​perlmeister.​com.

    MIKE SCHILLI

Figure 1: The score for previously received customer comments is on 

eBay’s feedback page – in this case, it is 362.

62

FEATURES

JULY 2016	 ISSUE 188	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

Perl – Monitoring Payments

http://perlmeister.com


mended for those wanting more flexibil-
ity. Because I already replaced /usr/bin/
mail on my Linux box at home with a 
Perl script that can cope with my ISP’s 
requirements, I left things as is. Figure 3 
shows the email that landed in my Gmail 
inbox.

Before firing it up, the parameters in 
the script header still need to be tuned 
to match the local conditions. In line 8, 
the $nick variable receives the name as-
signed to the eBay user, whose feed-
back counter will be monitored by 
ebay‑feedback. The URL is valid for US 
eBay accounts, whereas UK accounts 
run on ebay.​co.​uk instead. Finally, in 
the $mail_to variable, line 23 requires 
the email address of the user to whom 
the alerts should be sent.

feedback score) shows that this number 
is found in a markup tag of the mbg‑l 
class:

<span class="mbg‑l">( 362<img src="...

An XPath processor such as 
HTML::TreeBuilder::XPath can easily re-
trieve the content of this tag. The query

/html/body//span[@class="mbg‑l"]

locates all span elements in the HTML 
body that have a class attribute with a 
value of mbg‑l. The double slash in the 
expression indicates that the requested 
elements can exist at an arbitrary nesting 
depth beneath the HTML body tag.

The XPath query then spits out a 
string such as ( 362) (.... From there, 
with a regular expression in Perl, extract-
ing the score is child’s play. Listing 1 
does exactly this in the feedback_fetch 
function in line 70, and then saves the 
score that was found in a cache file. 
Then, on the next run, it compares the 
value with the one obtained at that 

point, and fires off an email if the num-
ber has increased [1].

Email at Your Command
Writing and reading the cache data, 
which saves the feedback score con-
firmed during the last run as its only 
value, is handled by the slurp and blurt 
functions. These are from the CPAN 
Sysadm::Install module, which exports 
them in line 3. To retrieve the eBay page, 
the script uses the slimmed-down 
LWP::Simple module, whose get method 
simply runs an HTTP request for the 
specified URL and, if successful, returns 
the content of the page that was found.

On Linux, it is often very easy to send 
mail with the /usr/bin/mail utility; the 
CPAN Mail::DWIM module is recom-

Figure 2: The feedback score is found in an HTML element of the mbg‑l class: here, 362.

01 �#!/usr/local/bin/perl ‑w

02 �use strict;

03 �use Sysadm::Install qw(:all);

04 �use LWP::Simple ;

05 �use HTML::TreeBuilder::XPath;

06 �use Log::Log4perl qw(:easy);

07

�08 �my $nick      = "my‑ebay‑name";

09 �my $ebay_url  =

10 �  "http://feedback.ebay.com" .

11 �  "/ws/eBayISAPI.dll?ViewFeedback2" .

12 �  "&userid=$nick";

13

�14 �my( $home )   = glob "~";

15 �my $data_dir  = "$home/logs";

16 �my $cache     =

17 �  "$data_dir/ebay‑feedback.cache";

18 �my $log_file  =

19 �  "$data_dir/ebay‑feedback.log";

20

�21 �  # mail prefs

22 �my $mailer    = "/usr/bin/mail";

23 �my $mail_to   = 'my@email.com';

24

�25 �mkd $data_dir if !‑d $data_dir;

26

�27 �Log::Log4perl‑>easy_init( {

28 �  level => $DEBUG,

29 �  file => ">>$log_file" } );

30

�31 �my $last_feedback;

32

�33 �if( ‑f $cache ) {

34 �  $last_feedback = slurp $cache;

35 �}

36

�37 �my $feedback = feedback_fetch();

38

�39 �if( !defined $last_feedback or

40 �  $last_feedback != $feedback ) {

41

�42 �  $last_feedback ||= 0;

43

�44 �  INFO "New feedback: $feedback";

45 �  INFO "Sending mail to $mail_to";

46

�47 �  open PIPE,

48 �    "| $mailer ‑s 'New Ebay Feedback: " .

49 �    "$feedback' $mail_to";

50

�51 �  print PIPE <<EOT;

52 �Ebay feedback changed: It's $feedback now

53 �and was $last_feedback yesterday:

54

�55 �    $ebay_url

56

LISTING 1: ebay-feedback
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center a while ago on a different issue 
and spent a half hour talking to a rep-
resentative from overseas to report a 
discrepancy of a few cents. I will save 
this one-cent complaint for a very spe-
cial day.

Auditor
The script in Listing 2 helps to automat-
ically conduct this audit every month. It 
relies on the official eBay API, identify-
ing itself with a token for the eBay web 
service and retrieving the previous 
month’s invoice as an XML document. 
The line items are found there under 
the NetDetailAmount tag, as is the total 
amount under InvoiceBalance. The 
pipelined invoice‑check in Listing 3 is 

Monitoring the Monitor
How can you monitor whether the 
script is still functioning, or whether 
eBay has changed its page layout? List-
ing 1 records all the operations for that 
purpose via Log::Log4perl in the log file 
~/logs/ebay‑feedback.log. Additionally, 
for instance, a daily Nagios script could 
trawl through the data that show up 
there based on a pattern such as “OK” 
under the current date, and sound the 
alarm if it is not found.”

eBay Can’t Add
You might not realize that some people 
out there actually add up the individual 
line items of a computer-generated in-
voice and check whether the bottom line 
is right. But, I must confess, sometimes I 

cannot resist – especially for the monthly 
eBay invoice when just four items are 
listed, as in Figure 4.

Every second grader with a calculator 
could verify in a breeze that 4.40 + 0.45 
+ 1.00 + 0.39 adds up to the total sum 
of $6.24. Yet, eBay’s Java jockeys are ap-
parently not aware of the article on float-
ing-point arithmetic that every program-
mer should read [2]. Otherwise, they’d 
realized that CPUs save floating-point 
numbers inaccurately; for that reason, 
astonishing rounding errors can arise 
during addition.

That explains why eBay brazenly 
charged me $6.25, although the total 
sum for the line items should, without 
a doubt, have come to $6.24. I had al-
ready called into the customer service 

Figure 3: A message informs the user about the newly arrived feedback from a buyer.

Figure 4: On eBay, 4.40 + 0.45 + 1.00 + 0.39 

does not come to $6.24, but $6.25.

�57 �Greetings!

58

�59 �Your faithful Ebay feedback scraper.

60 �EOT

61 �  close PIPE;

62

�63 �  blurt $feedback, $cache;

64

�65 �} else {

66 �  INFO "Feedback unchanged ($feedback).";

67 �}

68

�69 �###########################################

70 �sub feedback_fetch {

71 �###########################################

72 �  INFO "Fetching $ebay_url";

73

�74 �  my $content = get $ebay_url;

75

�76 �  if( !defined $content ) {

77 �    ERROR "Fetching $ebay_url failed";

78 �    return undef;

79 �  }

80

�81 �  my $tree= HTML::TreeBuilder::XPath‑>new;

82 �  $tree‑>parse( $content );

83

�84 �  my( $text ) = $tree‑>findvalue(

85 �      '/html/body//span[@class="mbg‑l"]');

86

�87 �  if( $text =~ /\s*(\d+)/ ) {

88 �    return $1;

89 �  }

90

�91 �  ERROR "Pattern in page not found";

92 �  return undef;

93 �}

LISTING 1: ebay-feedback (continued)
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then able to check whether eBay calcu-
lated the sum of the line items correctly 
(Figure 5).

Key to the Kingdom of Data
An application that reads or writes eBay 
user data must identify itself to the plat-

form with a token. 
To accomplish 
this, the developer 
must register with 
the eBay Develop-
ers Program and 
enter an applica-
tion name. In the 

normal flow for a smartphone app, for 
example, the user would be guided 
through the login process on eBay, and, 
upon confirmation, receive a token that 
the app can use going forward. If devel-
opers only need a token for test purposes 
and for their own account, they can in-
stead click the Sign in to Production 
button on the eBay Developer Program 
sign-up page and receive a token this 
way (Figure 6) [3].

01 �#!/usr/local/bin/perl ‑w

02 �use strict;

03 �use LWP::UserAgent;

04 �use DateTime;

05 �use Path::Tiny;

06

�07 �my $dt_today = DateTime‑>today;

08 �my $dt = DateTime‑>new(

09 �  year  => $dt_today‑>year,

10 �  month => $dt_today‑>month,

11 �  day   => 1,

12 �);

13 �my $invoice_date =

14 �  $dt‑>subtract( days => 1 )‑>ymd;

15

�16 �my $ua = LWP::UserAgent‑>new;

17

�18 �$ua‑>default_header(

19 �  "X‑EBAY‑API‑CALL‑NAME", "GetAccount" );

20 �$ua‑>default_header(

21 �  "X‑EBAY‑API‑COMPATIBILITY‑LEVEL", 863 );

22 �$ua‑>default_header(

23 �  "Content‑Type", "text/xml" );

24 �$ua‑>default_header(

25 �  "X‑EBAY‑API‑SITEID", "0" );

26

�27 �my $token = path( "token" )‑>slurp;

28 �chomp $token;

29

�30 �my $body  = <<EOT;

31 �<?xml version="1.0" encoding="utf‑8"?>

32 �<GetAccountRequest

33 � xmlns="urn:ebay:apis:eBLBaseComponents">

34 �<RequesterCredentials>

35 �    <eBayAuthToken>$token</eBayAuthToken>

36 �</RequesterCredentials>

37 �<AccountHistorySelection>SpecifiedInvoice 
</AccountHistorySelection>

38 �<InvoiceDate>$invoice_date</InvoiceDate>

39 �</GetAccountRequest>

40 �EOT

41

�42 �my $resp = $ua‑>post(

43 �  "https://api.ebay.com/ws/api.dll",

44 �  Content => $body );

45

�46 �if( $resp‑>is_error ) {

47 �    die $ua‑>message;

48 �}

49

�50 �print $resp‑>decoded_content;

LISTING 2: ebay-invoice

01 �#!/usr/local/bin/perl ‑w

02 �use strict;

03 �use XML::Simple;

04 �use Math::Currency;

05

�06 �my $xml   = join "", <>;

07 �my $ref   = XMLin( \$xml );

08 �my $total = 0;

09 �my @items = ();

10

�11 �for my $entry ( @{ $ref‑>{

12 � "AccountEntries" }‑>{ AccountEntry } } ) {

13

�14 �    # ignore payments

15 �  next if $entry‑>{ ItemID } == 0;

16

�17 �  my $amount = $entry‑>{

18 �    "NetDetailAmount" }‑>{ content };

19

�20 �    # ignore free items

21 �  next if $amount == 0;

22

�23 �  my $mc = Math::Currency‑>new( $amount );

24 �  print "$mc\n";

25 �  $total += $mc;

26 �}

27

�28 �my $invoice_amount =

29 �  $ref‑>{ AccountSummary }‑>{

30 �    "InvoiceBalance" }‑>{ content };

31

�32 �print "Total:   $total\n";

33 �print "Invoice: \$$invoice_amount\n";

LISTING 3: invoice-check

Figure 5: Two scripts fetch the last eBay invoice and check its veracity.
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example, into the 20160331 format, 
which the eBay API recognizes if the 
SpecifiedInvoice value is entered in the 
request under AccountHistorySelection. 
The date of this invoice must then be 
added with InvoiceDate.

The script looks for the sensitive auth 
token in a file named token, from which 
it reads it in line 27, removing a potential 
newline character at the end of the file in 
line 28 and then integrating the key into 
the XML blob via the $token variable as 
of line 35. The date of the invoice is 
found in the $invoice_date variable and 
is also added to the XML; line 38 interpo-
lates the value.

If an error occurs during the retrieval 
of data, line 47 aborts the script and 
prints the error report from eBay. Typical 
problems include the portal reacting 
badly to unwanted spaces and line 
breaks in the XML data, although it does 
fortunately describe them in detail in its 
error reports. If all goes smoothly, line 50 
prints the returning XML to the standard 
output, where the next stage of the pro-
cessing pipeline accesses the data.

Adding Up (Correctly)
The script in Listing 3 grabs the XML 
blob from Listing 2 and searches inside 
it for the line items (Figure 8) and the 
total, relying on the XML::Simple CPAN 
module to do so. It then verifies 
whether the addition of the line items 
produces the total sum listed. The 
beauty of XML::Simple is that it converts 
the entire XML into a huge Perl data 
structure in which a script can labor 
away at its convenience. Tags are con-
verted into hashes, and it creates Perl ar-
rays from lists of single entries. For text 
that occurs between two XML tags as 
their content, XML::Simple creates a hash 
entry named content. Using this name, for 
instance, in line 30 in Listing 3, the script 

This token is then valid for the ac-
count actually in live production, as op-
posed to the sandbox in which develop-
ers can test out their apps until they are 
sure that they are ready for production 
(Figure 7).

Requests for personal data then re-
quire the token to be included, embed-
ded in the RequesterCredentials tag in 
the request’s XML (see Listing 2, line 
35). It consists of an 872-character hex 
string that must be placed between the 
eBayAuthToken tags without line breaks.

Saint Bureaucratius
The documentation on the eBay Devel-
opers Program pages [3] is organized 
quite chaotically; the individual APIs 
overlap for historical reasons. The API 
Reference page for the GetAccount re-
quest [4] shows which parameters it 
needs to retrieve an invoice created on a 
specific date.

As Listing 2 shows, the post request 
sent over the eBay API will then still re-
quire a few HTTP header values alongside 
the XML body. The X‑EBAY‑API‑SITEID 
header value determines which eBay de-
partment and country the request is sent 
to, and the 0  value is valid for eBay.com 
in the United States, whereas applica-
tions can reach eBay.co.uk with the 
number 3.

The X‑EBAY‑API‑COMPATIBILITY‑LEVEL 
header specifies the lowest version of the 

web API with which the client is able to 
work. Currently, version 959 is the most 
up to date; the value entered in the 
script (863) is for academic purposes 
only. To get the output in XML, line 22 
sets the Content‑Type header to text/xml. 
The fact that the application runs the Ge‑
tAccount server method is already stated 
in the XML body of the post request, but 
Saint Bureaucratius demands that it ap-
pear again in the X‑EBAY‑API‑CALL‑NAME 
header in line 19.

eBay always generates bills at the end 
of the month. To jump from the current 
day to the last day of the past month 
(i.e., the last billing date), Listing 2 sets 
the value for the current day to 1 (i.e., 
the first of the current month); then it 
subtracts one day from there. It therefore 
lands on the last day of the past month.

The DateTime function ymd converts 
the date for the March 2016 invoice, for 

Figure 6: Developers can get a token for their own eBay account for test purposes.

Figure 7: After login, eBay asks whether the developer really trusts their app.
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ing the line items on my receipt when I 
next visit the supermarket. Who would 
notice if the total shown there was a 
few cents off from the sum total of the 
line items? No one, except me, of 
course! I’ve already made a plan to 
monitor them with a script that gob-
bles up the OCR data from the receipt 
and runs the test. Potentially some-
thing you can look forward to reading 
in a future column.  nnn

extracts the invoice’s total amount from 
the InvoiceBalance tag.

As I already said, you are strongly ad-
vised not to simply add up dollar (or 
Euro) and cent amounts as floating-point 
values [2]. Instead, careful programmers 
should calculate everything in cents and 
process these as integers to subsequently 
separate the last two numbers from the 
result and account for them in cents.

The Math::Currency CPAN module 
does this correctly and formats the result 
attractively, even if the input data isn’t 
provided correctly, as in Ebay’s one-digit 
decimal-point format (e.g., $1.6). How-
ever, the course of time has taken its toll 
on the CPAN module; its last release is 
six years old, and the test suite it in-
cludes rattles through the test with 

creaks and groans and fails in the end. 
The module does work, however, so I 
simply forced the CPAN shell to install it 
by typing:

cpanm ‑‑force Math::Currency

The XML invoice contains not only the 
line items and the running total, but also 
the amounts already transferred to eBay 
by the customer from previous bills. Line 
15 acknowledges by looking for ItemIDs 
with a value of 0, screening out all fees 
unrelated to individual item sales.

Monitoring the Checkout 
Assistant
The error in the eBay invoice brought 
me around to the idea of also monitor-

Figure 8: The invoice in XML format lets you add single entries to verify whether the total is 

correct.

[1]	� Listings for this article:  
ftp://​ftp.​linux‑magazine.​com/​pub/​
listings/​magazine/​188/​Perl

[2]	� “What Every Computer Scientist 
Should Know About Floating-Point 
Arithmetic”:  
http://​docs.​oracle.​com/​cd/​E19957‑01/​
806‑3568/​ncg_goldberg.​html

[3]	� eBay Developers Program applica-
tion keys: https://​developer.​ebay.​
com/​my/​keys

[4]	� API documentation for GetAccount to 
retrieve an account’s monthly eBay 
invoice: http://​developer.​ebay.​com/​
Devzone/​xml/​docs/​Reference/​ebay/​
GetAccount.​html
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M any experienced PC users 
help family and friends man-
age and maintain their com-
puters. However, if their 

family and friends live far away, they 
usually use remote access programs 
(also known as remote desktop pro-
grams). The software displays the re-
mote computer’s desktop on the local 
screen (in simplified form) so that the 
helper can work on the remote com-
puter as if sitting in front of it. Typical 
functions of this type of software in-
clude screen sharing, remote mainte-
nance, and file transfer; they also often 
allow audio and video chats.

Competition
The proprietary software TeamViewer [1] 
is the top dog among remote desktop ap-
plications. The company has developed a 
comfortable position in the market in re-
cent years and provides its software free 
of charge for private use. Around two 
years ago, competition arose from within 
the company’s own ranks: Three former 
employees put the proprietary tool Any-
Desk [2] on the market. The developers 
wholeheartedly claim that AnyDesk is the 
fastest remote desktop application in the 
world and that it provides new dimen-
sions for working on remote computers. 
The company behind the software, phi-
landro, sees the software as the first of a 
series of products that aim to protect pri-
vacy and put cloud services back into pri-
vate hands.

After the end of the one-year beta 
phase for the Windows version in the 
summer of 2015, a beta version was re-

Remote control software is frequently used to work on 
remote computers and for group work. AnyDesk wants to 
gain a foothold in this niche with an innovative technical 
concept. By Ferdinand Thommes

Ferdinand Thommes lives and works as a 
Linux developer, freelance writer, and 
tour guide in Berlin.
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leased in November for Linux and BSD derivatives. Despite being a beta version, the 
Linux version now has the same version number 2.1.1 as the Windows release. Any-
Desk provides its software as a tarball with sources, as well as in the form of pack-
ages for Debian and its offshoots, various Fedora versions, Red Hat Enterprise Linux 
(RHEL), Mageia, openSUSE, and SUSE Linux Enterprise Server (SLES). Versions for 
other platforms, including Mac OS X, iOS, and Android, are already under develop-
ment, although the developers have not yet named a release date.

Comparative Values
I tested the latest version for Debian and Windows in conjunction with various Linux 
guests and Windows 7 and 10. I didn’t bother with benchmarks between the candi-
dates: They aren’t actually necessary for determining whether the candidate works 
faster and more stutter-free than its competitors or displays a clearer picture.

The manufacturer provides its own benchmark results in a PDF document that is 
available for download [3], which you should, however, treat with caution for obvi-
ous reasons. TeamViewer, RDP, Google Remote Desktop, Screenhero, Splashtop, and 
AnyDesk all compete with each other in this space.

Optimized Image Processing
The higher performance of AnyDesk in several areas is mainly apparent in two key 
areas. AnyDesk with DeskRT [4] uses a video codec specifically developed for 
transmitting graphical desktop interfaces for all platforms. It transmits screen con-
tent in a special compression process with up to 60 images per second, although 
the software is limited to the modified screen captures. AnyDesk also keeps up to 
100 screen images in a buffer, which can be used when needed rather than being 
retransmitted.

DeskRT has been optimized further to compress large areas of color, high contrasts, 
sharp edges, repetitions of pixels, and moving image content, as are often found in 
graphical user interfaces. Additionally, the deep integration in the respective operat-
ing system, the optimization of multiprocess architecture, and AnyDesk’s zero-copy 
design aim to ensure that the image data is transferred to the screen in as few pro-
cessing steps as possible.

The server infrastructure, which allows the networking of AnyDesk participants 
outside the LAN, has also been optimized for using failsafe telecommunications ap-
plications. Based on the Erlang programming language, it provides a run-time system 
and a substantial set of libraries (OTP) for constructing high-availability systems.

A second point only concerns the 
Linux version. The AnyDesk developers 
created a native Linux application 
based on GTK, which is available for 
most distributions as both a 32-bit and 
64-bit version. TeamViewer, on the 
other hand, relies on Wine as an inter-
mediate layer – providing only half-
hearted support for Linux and resulting 
in some disadvantages. However, per-
haps spurred by the competition, the 
manufacturer has promised an increase 
in efficiency of up to 30 percent and file 
transfers that are 15 times faster in the 
new TeamViewer 11.

The Right Settings
Working with AnyDesk is pretty easy. In 
Windows, all you need to do is run the 
1.7MB EXE file. At the end of the ses-
sion, the software will ask whether you 
want to install the program. If you copy 
it onto a USB flash drive, the software 

Figure 1: The settings allow silent remote access to the computer – in theory. This often fails in 

practice, because the software doesn’t always note the access password.
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can be used anywhere. However, ac-
cording to the developers, such a stand-
alone version will not be available for 
Linux in the foreseeable future.

After starting up the interface, open 
the Settings (Figure 1), which are hid-
den in the top-right corner behind the 
horizontal lines. Here you can activate 
the password-protected silent mode, 
which allows you to access an unat-
tended PC remotely – the only require-
ment is that AnyDesk is running on 
both machines.

The software also lets you log in to the 
computer without entering a password. 
This is an option when first starting in 
silent mode when entering the password.

The Interface
AnyDesk’s main window appears self-
explanatory at first glance and is divided 
into two areas: This Desk and Remote 
Desk (Figure 2). The former is usually 

the host name of the computer at which you are sitting.
To establish a connection with another computer on the LAN, you need to enter its 

hostname or IP address in the second input field. This creates a direct session via the 
7070/​TCP port without the need to go through an external AnyDesk server. On the 
other hand, AnyNet (AnyDesk’s network) handles sessions outside the local network. 
To do so, the software on the other side generates a unique key when started, and 
you can enter this key in the input field next to Remote Desk.

Once the connection is established, a window opens on the computer to be ad-
ministered that indicates the connection request. The other side can then also 
specify the permissions (Figure 3). The functions that are always available are 
controlling the remote computer, using the clipboard, and file sharing. A small 
symbol next to the settings icon also makes it possible to exchange text messages 
(Figure 4).

Mainly Bright
AnyDesk left a mixed impression during test-
ing with the beta version for Linux. The 
good news: In terms of security, the tool uses 
TSL 1.2, better known as SSL, in the latest 
version. The program cryptographically veri-
fies all connection participants. Both the 
speed and the quality of the display were im-
pressive with limited strain on bandwidth. 
Basic access to computers worked reliably in 
the test, whether on remote PCs or on the 
local network.

However, several errors currently affect 
working with AnyDesk. For example, I re-
corded several disconnections in the Linux 
network, after which I had to terminate the 
AnyDesk process using the kill command be-
fore I could restore the connection.

It wasn’t possible to use silent mode on 
the LAN, either – apparently because Any-
Desk hadn’t saved the stored password. 
These errors occurred more frequently in 

Figure 2: AnyDesk’s main window is essentially limited to input on the computer to which you 

want to connect.

Figure 3: AnyDesk requires explicit 

approval of the connection setup on 

the remote computer. This is where the 

permissions granted are specified.
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environments based on the Qt framework; GTK environments had significantly 
fewer errors.

Conclusions
AnyDesk is certainly currently suitable for brief repair sessions. Unlike TeamViewer, 
noticeable input delays rarely occur. One particular highlight is the option to operate 
AnyDesk via terminal [5]. However, the errors mentioned above currently make 
group work or work over longer periods difficult on another computer in the local 
network – at least in the Linux version.

AnyDesk therefore has a technically good foundation. However, the developers still 
need to make some improvements in the Linux version to make it serious competition 
for TeamViewer. These improvements might take some time because of the complexity 
of the application, but I’ll definitely take another look at AnyDesk later in the year.  nnn

Figure 4: The integrated chat function makes it possible to exchange messages directly.

[1]	� TeamViewer:  
https://​www.​teamviewer.​com

[2]	� AnyDesk:  
http://​anydesk.​com/​remote‑desktop

[3]	� AnyDesk benchmark:  
http://​anydesk.​com/​benchmark/​
anydesk‑benchmark.​pdf

[4]	� DeskRT video codec:  
http://​anydesk.​com/​technology

[5]	� Starting Anydesk via terminal:  
http://​support.​anydesk.​com/​
knowledgebase/​articles/​
441867‑command‑line‑interface
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F ile synchronization and hosting 
applications come in all shapes 
and sizes, but if simplicity and 
speed are your primary require-

ments, then Osync and Freehold are 
right up your alley. Both tools are light 
on resources, easy to deploy, and 
straightforward in use.

File Syncing from the 
Command Line with Osync
Rsync is probably the most popular com-
mand-line backup tool on the Linux plat-
form. Even though mastering rsync ba-
sics doesn’t require a lot of effort, things 
can quickly become somewhat tricky 
when you move beyond simple backup 

commands and scripts. Enter Osync [1], 
a Bash shell script that acts as a user-
friendly wrapper for rsync and lets you 
make the most of rsync’s functionality.

Osync has no other dependencies be-
sides rsync, and the latter is available in 
the software repositories of all main-
stream Linux distributions. To install 
rsync on Ubuntu and its derivatives, run 
the sudo apt‑get install rsync com-
mand. Note that Osync is designed for 
Bash, and the script might not work with 
other shells like Zsh or Fish. Osync 
comes with an installer script that sim-
plifies the process of deploying the tool 
on a Linux system. Clone the project’s 
GitHub repository and then run the sup-
plied installer script (the last command 
must be run as root):

git clone https://github.com/deajan/osync

cd osync/

./install.sh

The installer copies a handful of scripts, 
including osync.sh, to the /usr/local/bin 
directory and creates the osync‑srv script 
for starting Osync on boot. To check 
whether Osync has been installed prop-
erly, run the osync.sh command, which 
should return the current version num-
ber and usage info (Figure 1).

Unlike rsync, which supports only one-
way synchronization, Osync can sync the 
contents of two directories in both direc-
tions. This means that all changes (i.e., 
modifications, additions, and deletions) in 
Directory A are mirrored in Directory B, 
and vice versa. Better still, Osync handles 
file deletions in a rather intelligent man-
ner: When a file is deleted in one directory, 
Osync moves its copy in the other direc-
tory to the special .osync_workdir/deleted 
folder instead of simply deleting it. This 
ensures that you can always retrieve the 
deleted files, if needed. To purge the de-
leted files after a specified period of time, 
you can use a dedicated Osync option 
(more about it later).

To perform synchronization, Osync re-
quires two parameters: ‑‑initiator (path 
to the source directory) and ‑‑target 
(path to the target directory):

osync.sh ‑‑initiator=/path/to/source U

  ‑‑target=/path/to/target

Like any other command-line tool, 
Osync supports several useful options. 

Sync files and host them on the web with a minimum of 
effort using Osync and Freehold. By Dmitri Popov

File synchronization with Osync and Freehold

Sync and Host
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The ‑‑dry option, for example, can be used to test synchronization commands before 
actually running them, and ‑‑verbose generates a detailed output during synchroniza-
tion. The ‑‑on‑change option performs synchronization automatically when the con-
tents of the source directory are changed. And, if you set up a cron job to run Osync 
at a specified schedule, you should use the ‑‑silent option to suppress all output.

In addition to the command-line options, you can also specify Osync-specific pa-
rameters. For example, Osync supports the CREATE_DIRS parameter. When enabled, 
it instructs Osync to create the target directory if it doesn’t exist. Unlike the regular 
options, Osync-specific parameters must be specified before the Osync command:

CREATE_DIRS=yes osync.sh ‑‑initiator=/path/to/source ‑‑target=/path/to/target

Because Osync is powered by rsync, the tool supports remote synchronization via 
SSH. To make use of this feature, you need to specify the SSH URL as part of the 
target directory path:

osync.sh ‑‑initiator=/path/to/source ‑‑target=ssh://user@remotehost.com:port//U

  path/to/target

Specifying options and parameters on the fly is fine for occasional synchronization, 
but if you plan to use Osync on a regular basis, it makes sense to create a configura-
tion file and point Osync to it. You also can use the supplied sync.conf file as a tem-
plate. At the very minimum, you need to specify the correct paths for the INITIATOR_
SYNC_DIR and TARGET_SYNC_DIR options.

If the target directory is on a remote host, you also need to add the path to your pri-
vate SSH key to the SSH_RSA_PRIVATE_KEY option. You can tweak several other useful 
options to your liking. For example, if you want to exclude certain files from being 
synced, you can create a file containing exclusion rules and add its path to the RSYNC_
EXCLUDE_FROM option. Osync comes with an exclude.list.example example file you can 
use as a starting point. Keep in mind that the exclusion file must be in the same direc-
tory as the configuration file.

Osync also supports several options that control backup and deletion. Although 
there is probably no need to tweak them, understanding what they do can give you a 
better idea how Osync handles synchronization conflicts and deletions. When the 
CONFLICT_BACKUP option is enabled, Osync saves backup copies of files that have been 
modified in the source directory in the special .osync_workdir/backups folder inside 
the target directory.

Enabling the CONFLICT_BACKUP_MULTIPLE 
option effectively adds no-frills version-
ing capabilities to Osync; whenever you 
edit a file in one directory and perform 
synchronization, Osync creates a backup 
version of the file in the other directory. 
With this feature activated, you can 
quickly end up with a large number of 
backup files. Fortunately, Osync has the 
dedicated CONFLICT_BACKUP_DAYS option 
that purges the backup copies after a 
specified number of days.

Osync can also send email alerts, 
which can come in rather handy when 
you run Osync unattended. To enable 
this feature, configure the required op-
tions (email addresses and SMTP con-
nection info) in the ALERT OPTIONS section 
of the configuration file.

Once you’ve configured all the op-
tions, save the configuration file under 
the osync.conf name in the /etc/osync Figure 1: Run the osync.sh command to view brief usage info.
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directory and move the exclusion file 
there, too. Then, run Osync using the 
osync.sh /etc/osync/osync.conf com-
mand.

This is all fine and dandy, but what if 
you need to sync multiple source and 
target directories? The osync‑batch.sh 
script can help you with that. It reads all 
configuration files in the specified direc-
tory and performs synchronization for 
each profile. So, to keep multiple source/​
target directories sets in sync, you need 
to create a .conf profile for each set as 
described above and point the 
osync‑batch.sh script to the directory 
where these configuration files are 
stored:

osync‑batch.sh ‑‑path=/etc/osync

Besides running Osync manually and via 
a cron job, you can configure the tool to 
run on boot using a systemd service. To 
do this, make sure that the osync.conf 
file is properly configured and stored in 
the etc/osync directory, and then run the 
systemctl enable osync‑srv@osync.conf 
command as root.

Freehold: Synchronization 
and Hosting Combo
Written in Go, Freehold [2] has two things 
going for it: simplicity and speed. This ap-
plication is very light on resources and 
runs blazingly fast even on modest hard-
ware like Raspberry Pi. Better still, Free-
hold is distributed as a ready-to-go binary, 
so you can deploy it in a matter of min-
utes. Grab the appropriate tarball from 
the project’s website, extract the archive, 
switch to the resulting directory, and run 
the ./freehold command. By default, 
Freehold runs on port 80, but you can 
easily change that by editing the port op-
tion in the ~/.config/freehold/settings.
json file. Point your browser to your Free-
hold installation, specify the desired user 
name and password, log in using the cre-
ated credentials, and you should see the 
application’s dashboard.

Before you can start using Freehold, 
you need to add the Admin Console and 

Explorer apps to it (Figure 2). The former allows you to manage users, backups, 
and application settings, and the latter is used to manage files. Installing both apps 
is a matter of hitting the Install button next to each item in the Available to Install 
section.

Populating Freehold with files couldn’t be easier. Launch the Explorer app, switch to 
the files section in the navigation sidebar, and drop the files from your machine onto the 
main area to upload them. Alternatively, you can use the dedicated Upload Files button.

Figure 2: Freehold comes with several apps including Admin Console and Explorer.

Figure 3: Editing file properties.

Figure 4: Files in Freehold can be shared via automatically generated links.
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Click on the Properties icon next to the file item, and you can tweak the file’s prop-
erties in the Properties window (Figure 3). Here, you can star the file, modify its per-
missions and owner, and change the default color and handling behavior. The latter 
two properties are global (i.e., they apply to all files of the same type). The Sharing 
section of the Properties window lets you generate a sharable link to the current file 
with a single press on the New Link button (Figure 4). The system automatically sets 
an expiration date for the link, but you can remove it, if necessary.

Files in Freehold can be organized into folders and subfolders, and you can 
switch between the icon and list views. You can also sort items by name, owner, 
modification date, and size. A search feature is available for finding specific files 
and documents.

The Admin Console app provides access to administrative functions, such as add-
ing and managing user accounts, viewing logs, tweaking Freehold’s settings, and 
creating backups. All features in the administration dashboard are straightforward 
in use. Creating a user account, for example, is a matter of pressing the New User 
button under the Users tab and filling out the required fields. Because Freehold 
works perfectly well with the default configuration, there is no need to tweak the 
settings. However, if you decide to do that, brief descriptions provide clues to what 
each configuration option does.

In addition to hosting and sharing files, Freehold can act as a synchronization plat-
form courtesy of the dedicated Freehold-Sync tool (Figure 5). Like Freehold, the sync 
client is written in Go, and it requires no installation. Grab the Freehold-Sync client 
for your platform, unpack the downloaded archive, switch to the resulting directory, 
and run the ./freehold‑sync command.

Point your browser to 127.0.0.1:6080, and you should see Freehold-Sync’s dash-
board. Hit the New Profile button to create and configure a synchronization profile. 
Add paths to the local directory and a remote Freehold folder you want to keep in 
sync, specify a syncing direction, and give the profile a name. Press the Advanced 
button if you want to modify the default conflict resolution behavior and add an ig-
nore rule. Hit New to save the profile and the client will keep the specified directories 
in sync.

Final Word
Both Osync and Freehold are really nifty tools. Osync transforms rsync into a capable 
bidirectional synchronization tool that boasts a range of genuinely useful features 
and is supremely easy to use. Freehold, in turn, is a no-nonsense platform for hosting 
and sharing files that can be deployed in a matter of minutes even on modest hard-
ware like Raspberry Pi. Better still, the accompanying Freehold-Sync client provides 
an easy way to keep your data in sync across multiple machines.  nnn

[1]	� Osync: github.​com/​deajan/​osync

[2]	� Freehold:  
tshannon.​bitbucket.​org/​freehold

INFO

Figure 5: Freehold-Sync client turns Freehold into a synchronization platform.
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Get to know the fsck command

Situation Normal, 
All Fscked Up

T he fsck command [1] is often 
used as a euphemism for a well-
known swear word – and not just 
because it is a four-letter word 

that starts with f and ends with k. Typi-
cally, the command becomes relevant 
only when a filesystem needs repairing 
before the computer will finish booting 
or starting a graphical interface, and the 
repair work requires human interven-
tion. In such circumstances, users may 
feel like swearing as they try to cope 
with their limited knowledge of the com-
mand. However, with more knowledge 
of fsck’s background and options, such 
moments become much less alarming.

An abbreviation of FileSystem Consis-
tency Check, fsck is installed by default 
on Linux systems as part of the util-linux 
package. Properly speaking, it is not a 
separate command at all, but a front end 
for filesystem-checking commands such 
as e2fsck, dosfsck, and fsckvfat, all of 

which work in very similar ways, usually 
in close association with /etc/fstab [2], 
which lists the available filesystems. 
These commands can still be run sepa-
rately, but, thanks to fsck, users no lon-
ger need to remember each of them. In-
stead, in most cases fsck calls the appro-
priate command as needed, and the indi-
vidual commands are only needed in ad-
vanced circumstances that few users are 
likely to encounter.

For convenience, either run fdisk ‑l 
(Figure 1) or else run less /etc/fstab 
before using fsck (Figure 2). Either com-
mand gives you a list of partitions on the 
systems, which can help you ensure that 
you make all necessary repairs. Make 
sure you run fsck on the correct drive. 
Finding the correct drive is essential, be-
cause it is possible to bypass fsck’s de-
faults and run on a mounted drive, 
which can permanently corrupt the 
drive. Instead, use umount [3] to un-
mount the filesystem first. Should the 
filesystem not be unmountable – as 
often happens with the root partition at 
boot time – start a Live DVD such as 
GParted to run fsck.

If you forget to unmount a drive before 
checking it, fsck will start to run, but it 
will warn you before proceeding about 
what you are doing. Usually, a drive that 
is used mainly for storage can be 
checked without being unmounted, as 
long as you close other applications that 
are running. However, checking active 
filesystems – like /root or /usr – can 
crash your system and even permanently 
corrupt it. On the whole, you should err 
on the side of caution and pay attention 
to fsck’s warning about mounted drives, 
no matter how they are used (Figure 3).

Fsck has a standard command struc-
ture of:

[COMMAND] [OPTIONS] [FILESYSTEM]

Filesystems can be added to the com-
mand in a comma-separated list, and 
each can be specified as a device: such 
as /dev/sda1, a label, or a mountpoint. 
Add the ‑A option to check all drives 
without naming any filesystem in the 
command, or type the command without 
any mount point to run fsck one filesys-
tem at a time, in the order they are listed 
in /etc/fstab.

You can continue running the com-
mand, but you do risk making a change 

Learn how to use fsck’s capabilities to solve filesystem 
problems. By Bruce Byfield
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that may crash your system. As you 
work, you might notice that fsck does not 
include any GNU options, with specific 
names and two hyphens before them. 
This lack does not affect functionality but 
presumably reflects the fact that fsck was 
written long after the basic GNU/​Linux 
system. Also, the command is intended 
not for ordinary users. Instead, it is in-
tended for administrators, who in theory 
do not require built-in guides of GNU op-
tions to functionality in their options.

Filesystem Selection Options
About half of fsck’s options set how the command selects the filesystems to run upon. 
The most important of these options is ‑A, which tries to save time by checking all file-
systems listed in /etc/fstab in a single pass instead of by running the command multi-
ple times. By itself, ‑A begins with the root filesystem, than moves on to others accord-
ing to fstab’s sixth column, pass_no. Filesystems with a pass_no of 1 follow the root sys-
tem, then those with a pass_no of 2. Filesystems with the same priority are checked in 
parallel, if possible. By contrast, filesystems with a pass_no of 0 are not checked at all.

One limitation of ‑A is that it cannot run in parallel on RAID systems or encrypted 
disks. An even more important one is that it does not detect filesystems not listed in 
/etc/fstab, which means that it might fail to detect a filesystem that has a problem.

Two other options modify ‑A. When ‑P 
is included, the root filesystem is checked 
in parallel with the other filesystems. The 
man page for fsck warns that if ‑P is used 
and the root filesystem requires repairs, 
other commands, such as e2fsck may be 
corrupted, although normally the practice 
might save time. By contrast, ‑R is much 
safer, because it signals to skip the root 
filesystem. This is useful if you know that 
it has already been mounted – as gener-
ally happens if a problem emerges while 
the system is booting.

Figure 1: Before running fsck, run fsck ‑l to see a list of available partitions.

Figure 2: Opening /etc/fstab provides useful information, including the filesystems, their UUID, and, in the sixth column for each filesystem, 

the order in which to check them.

Figure 3: The fsck command warns when you are about to check a mounted drive.
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Additionally, multiple filesystems can be set to run one after another with the 
‑s option. This option is especially useful when fsck runs in interactive mode (see 
below), asking for your input before performing any repairs.

Repair Options from e2fsck
For repairs, fsck borrows options from the commands for which it fronts. That is es-
pecially true in the cases of e2fsck, which repairs the popular ext2/​3/​4 filesystems.

By default, fsck runs interactively, asking for confirmation before attempting any re-
pairs. However, users can change this behavior to suit themselves. For example, when 
‑p is added to the command, the command repairs (or preens, in the jargon of fsck) 
problems that can be fixed without the user making any decision. If the option encoun-
ters a problem it cannot handle, then it prints a description of the problem and exits. 
The ‑a option acts the same way, but it exists only for backward compatibility with 
older releases. The man page advises that ‑p be used whenever possible rather than ‑a.

Neither ‑p nor ‑a can be used with ‑n or ‑y. With ‑n, all requests for decisions by 
the user are answered automatically with "No", whereas with ‑y, all requests are an-
swered automatically with "Yes". Running ‑n causes few problems, because any prob-
lems are simply printed out as the command runs, and users can simply try running 
fsck again with other options. However, ‑y could aggravate the problems, so it should 
be used carefully.

Options to Change fsck’s Behavior
Other options for fsck affect how the command runs rather than where. As in most 
commands, verbosity (‑V) assures users that the command ran successfully or else 
helps pinpoint problems. Advanced users also have the ‑r option, which lists such 
statistics as the exit status, the time fsck took to run, and the user and system CPU 
time in a comma-separated list.

Usually, the filesystem format can be read from /etc/fstab. However, if you want 
fsck to run on a filesystem not listed in /etc/fstab or have any other dificulty, you 
can hard-code its format with ‑t FILESYSTEM.

All in all, fsck can be a tricky command to run, and adding options can sometimes 
make the situation worse. Under these circumstances, using ‑M to skip mounted filesys-
tems can sidestep the most common problems. Similarly, once you have decided on 

which options to use, you should use ‑N to simulate 
the command without actually doing anything, so 
that you can avoid unexpected, or even fatal results 
(Figure 4).

Environmental Variables
Environmental Variables can have as much effect on 
fsck’s behavior as the available options. The com-
mand’s man page includes these variables:

•	 FSCK_FORCE_ALL_PARALLEL: Sets fsck to run in parallel. This setting helps fsck to run on 
RAID systems or on filesystems on the same device.

•	 FSCK_MAX_INST: Sets the maximum number of filesystem checks that can run at the 
same time so that system resources are overloaded. 0 means that no limit is set and is 
currently the default, although the man page hints that might change in later releases.

•	 PATH: Sets the directories where fsck should look for filesystem checkers. Fsck searches 
/sbin, /sbin/fs.d, /sbin/fs, /etc/fs, and /etc, then the directories in the path.

•	 FSTAB_FILE: Sets an alternate location for /etc/fstab, allowing users to test fsck 
with less worry over consequences.

Taking Control
Faced with the need to check a filesystem, many users – including me – often simply 
enter the filesystem. Sometimes, that is all that is needed, but it leaves you helpless if 
the problem remains unsolved.

If you learn more about fsck’s capabilities, however, you can consider the options 
systematically instead of panicking. Just remember that, when all repairs are made, 
you should remount each filesystem or else reboot.  nnn

Figure 4: The ‑N option simulates running fsck without actually running it. Here, 

fsck simulates running the ‑A command. Notice the use of square brackets.

[1]	� fsck: https://​en.​wikipedia.​org/​wiki/​Fsck

[2]	� fstab:  
https://​en.​wikipedia.​org/​wiki/​Fstab

[3]	� mount (Unix): https://​en.​wikipedia.​
org/​wiki/​Mount_Unix

INFO
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T he video editing software Light-
works [1] organizes files into 
projects. Creating a correspond-
ing directory at the filesystem 

level to access video, audio, and image 
files will avoid problems later. If you 
copy any material to this new directory 
that you will want to use later, you will 
be able to access it quickly and easily via 
the Import dialog.

You don’t need to give too much 
thought to the file formats, because 
Lightworks supports a wide range from 
the professional and consumer sec-
tors [2]. However, the output format de-
pends on the software version you are 
using (see the “Versions” box for more 
information).

Importing Media
Lightworks is organized into various lev-
els – with the top level called the project 
(Figure 1). On startup, a dialog appears 
either displaying existing projects or 
prompting you to create a new one. You 
just need to enter a name in the text box, 
possibly supplemented with a particular 
frame rate – the default here is always 
Auto.

The interface initially appears to be 
clearly organized. You will see just one 
small field with a few icons on the left-
hand edge (Figure 2). The second sym-
bol from the top is for the Import func-
tion. Here, you will the find the Places 
entry, which lists some default directo-
ries, as well as local and removable 
media.

At the bottom of the window, you will 
see the Create Link entry. Here, you can 
set whether the software copies the se-
lected files to a local directory or leaves 
them in their storage location.

Now, you can select a file and import 
it. The program then displays an over-
view of the media in the Content Man-
ager, which lists all the media and media 
sections you are using in the project. 
Double-clicking an entry opens a pre-
view, which provides the option to de-
fine the desired section.

Creating a Scene
Next, you can use the toolbar on the 
edge of the screen to open a first edit. 
This is the area where you can arrange 
and cut media, effects, and titles. Now 
drag and drop the first file from the Con-
tent Manager into the editor.

The individual tracks will appear 
there – usually one video and two audio 
tracks (audio tracks in waveform view). 
You will see the video and some tools in 
a slightly smaller preview.

You can perform simple cuts fairly 
quickly here: If you just want to cut a bit 
from the start and end of a clip, first 
move the cursor to the start. Then, place 
a start or in mark in the preview or edi-
tor. Next, move the cursor to the position 
you want to cut the clip. Finally, you can 
define an out mark (Figure 3).

You’ll see two delete functions in the 
editor window: You can either remove 
the selected area and replace it with 
“Black” or delete it and leave it to the 
program to close the gap. The latter 
proves to be the easiest option in many 

The free editing program Lightworks Free makes small 
video editing projects easy. If you need more, use the 
Pro version. By Andreas Reitmaier

Cut videos and add effects using Lightworks

Quick Step
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cases. Conversely, you can add new clips this way, provided you move the other 
components.

Preparing the Opening Credits
You usually only deal with components like the opening and closing credits once 
the project is mostly complete. In this test, however, I dealt with them first. In 
larger projects, these steps should be considered the final tasks or be performed in 
separate edits.

In this test, a cut sequence served as a background video for the opening credits. 
You might prefer to use a still image or a photo, because they are calmer and distract 
less from the title. If you use a video sequence, optimizing the clip is worthwhile. You 
can use a simple filter to make the background blurry, so it doesn’t distract.

An Effects button can be found at the bottom right of the timeline window. The soft-
ware provides a pretty wide selection of filters. The Blur effect used in this example is 
in the Video | Stylize section. Drag the filter onto the clip to which you want to apply 

Figure 1: Lightworks organizes the work into projects – and you can work on several projects 

at once. The application keeps track of all media, settings, and the window arrangement.

Figure 3: Select the section of a clip you want to use in the editor with in and out marks. You 

can choose multiple sections of a file.

Figure 2: Lightworks initially requires only a 

minimal set of commands. You can access all 

other options using keyboard shortcuts, the set-

tings in each window, or context menus.

Two versions of Lightworks are available: 
Free and Pro. You can choose to buy a 
subscription or purchase the software out-
right for the Pro version. The price for the 
subscription is $24.99 per month or 
$174.99 per year. Purchasing a license out-
right costs $437.99.

The main difference between the Free and 
Pro versions is the export options. The 
Free version only creates MP4/​H.264 vid-
eos with a resolution of 720p. The Pro ver-
sion supports more video formats, diverse 
formats for exchange with editing sys-
tems and cameras, and direct Blu-ray and 
DVD export. Lightworks Pro also provides 
some special options for editing.

VERSIONS
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the effect. The program then opens the Effects editor, which you can use to change the 
strength of the blur filter, as required. Other filters also provide more options.

If you want to customize or remove the effect later, right-click the corresponding 
section of the video. Effects, the top entry in the context menu, now appears with var-
ious options (Figure 4).

Creating the Opening Credits
Next up are the opening credits or title. For these, you need to access the effects selec-
tion. You’ll find text objects in the Video section under Titles and Video | Lower 
Thirds. The software provides simple titles, which can, however, move through the 
image to some extent. Lower Thirds contains typical information that shows mes-
sages within a video.

As with the blur effect used previously, you can drag the selected title effect 
(e.g., the Roll effect) onto the video clip over which you want to display the text. As 
before, you can edit the content of the effect in the corresponding editor window.

The text slides onto the image from the bottom to the top, so you can enter multi-
ple lines of text. You can also determine the font type, select Bold or Italic, and spec-
ify the Size and Opacity of the font. You can even animate both the size and opacity 
of the font. This process is relatively simple: Just put the playback cursor where you 
want to insert a keyframe – that is, a point at which an animation is activated.

Now find the controller whose values you want to animate. This value is Opacity in 
the example. You’ll find a small button to activate between the name and the control-

Figure 4: In the selection of effects, you will see a rough preview applied to the clip in the current cursor position.

Figure 5: The program lets you animate many effects. An editor opens as soon as you activate the effect and lets you control elements such as 

position, opacity, and color.
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ler. As soon as you move the slider, the software will place a keyframe with the speci-
fied value at the point the cursor is resting.

These markings are at the bottom in the Effects editor. There, you have the option 
to edit them or even save them as a template for future videos. This can be quite 
handy for the opening credits if you plan to produce similar projects.

The text effect has other parameters that also animate the software to a large ex-
tent. For example, you’ll find color settings under Face, which you can also control 
using keyframes. Position provides more precise settings for positions and intervals. 
Shadow and Outline determine the appearance of each letter (Figure 5).

The color effects are not perhaps crucial for practical use. However, the progress 
controller, which you’ll find under Position, saves you from having to split the open-
ing credits into several suitable pieces.

A title doesn’t usually start at exactly the same time as the film. In Lightworks, you 
can use the Position | Progress function for a delayed start. Just place the cursor in the 
position at which the software should incorporate the title.

Then, you can activate the button for the keyframes and drag the progress control-
ler to 100 percent. You should also place a keyframe with 100 percent in the position 
where the title should end. Then, add a keyframe with 0 percent at both the begin-
ning and the end of the clip.

Cutting Scenes
Next up is the process of inserting additional clips into the project. You have two options 
for dealing with film material: If the material already consists of lots of little clips, and you 
want to use all of them, just drag them into the editor window. For a more complex ar-
rangement, first create the number of required video and audio tracks. Right-clicking will 
take you to the context menu with the command Add Tracks.

However, the simple method for stringing clips together is usually the one to use 
when dealing with the software for the first time. To begin, open the next video in the 
clip editor by double-clicking it from the Content Manager. Under the video, you’ll 
find various controls and buttons for placing in and out markers. You can use them to 
define the start and end of the section you want to add to the film.

You now have two options to integrate the selected part: The button with the down-
ward arrow inserts the selection at the point where the cursor is and overwrites the ex-
isting material until the clip comes to an end. The button with the outward arrow in-
serts the selection in the same place, but this moves the existing material backwards.

Dissolving
You can create a transition in the same way as the effects you made use of for the 
opening credits. Just open up the Effects palette (which is the button at the bottom 

Figure 6: To create a transition between two clips, drag the selected effect from the palette 

onto the interface between the clips.
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right of the timeline window). You’ll find a handful of transition effects in the Video | 
Mixes section. Lightworks tries to show a preview of the transition in the effect selec-
tion, although this isn’t always particularly useful.

Now drag the desired effect into the interface between two clips (Figure 6). As be-
fore, you have the option to configure the effect in the editor – sometimes with multi-
ple parameters, depending on the type. Transitions make it possible to animate most 
options.

Working with Sound
The software handles audio files much like their video counterparts: An audio 
clip contains audio tracks with a black background whose video track is essen-
tially disabled. You can also just use the audio part of videos by disabling the 
video track.

To do so, open a clip in the Content Manager by double-clicking it. You’ll find the 
track display in the bottom-right corner of the editor with the markers V1, A1, and 
A2. You can select the in and out points of the audio clip for the video track. Then, 
you can replace this selection with an existing audio track or insert the selection as 
described for the videos (Figure 7).

A small, integrated mixer for audio files can be used to adjust the film’s sound as 
required. Just open up the Settings menu – either via the button with the gear icon 
in one of the windows or via the context menu. Then, choose the Audio Mixer 
Panel entry.

Using this button, you can set the input channels to mix channels, which you can 
in turn assign to the left or right output and thus control the corresponding volume 
everywhere. This way, you can coordinate a video’s background music and original 
sound, among other things.

Export
The biggest limitation with the free version of Lightworks is its export function. 
You can open the Export dialog via the toolbar (Figure 8), and two options are 
available under Format: the Lightworks archive is for saving projects for process-
ing later, and YouTube is Lightworks’ name for MP4/​H.264 files. These are again 
limited to 720p format. Only the Pro version allows you to export files to other, 
more professional formats.

Choose the YouTube export format. Then, set the Frame rate and resolution. Under 
Destination, you can determine a location on the hard disk and give the file a name. 
You can then start the export by clicking Start, or you can upload the video directly to 
the video platform.

You just need to enter your username and password. In testing, I experienced some 
issues with the direct upload option, which occasionally terminated. This isn’t Light-
works’ fault, but rather the fault of the 
website’s interface. Exporting onto a 
hard disk before uploading via the 
browser is thus an easier option.

Conclusions
Lightworks is generally aimed at profes-
sional filmmakers. However, the attractive 
pricing means anyone can cut videos pro-
fessionally for free as long as they don’t 
need a full HD output format. People 
swapping from other editing programs 
might need a bit of time to get used to it, 
because not every mouse click appears 
logical at first. Those using the program 
frequently, however, will quickly achieve 
their goal using Lightworks, and they can 
refer to numerous tutorials [3] and a de-
tailed manual [4] for additional help.  nnn

Figure 8: The free version of Lightworks pro-

vides only a single file format for video 

export. If you need professional formats, 

you need to pay for the Pro version.

[1]	� Lightworks: https://​www.​lwks.​com

[2]	� Features: https://​www.​lwks.​com/​
index.​php?​option=com_content&​
view=article&​id=102&​Itemid=213

[3]	� Tutorials: http://​www.​lwks.​com/​index.​
php?​option=com_content&​
view=article&​id=162&​Itemid=246&​
start=v12_5

[4]	� Manual: http://​www.​lwks.​com/​index.​
php?​option=com_docman&​task=doc_
download&​gid=198

INFO

Figure 7: The audio mixer provides a quick 

mix down, but you can create more complex 

situations pretty easily.
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F or months, the technical news media has been tell-
ing us how much Microsoft is “Open.” They point 
to announcements from Microsoft about how they 
are cooperating with The Linux Foundation on put-

ting code into the Linux kernel that will allow Linux hypervi-
sors to support Microsoft virtual environments better. They 
point to the number of patches they have contributed to the 
Linux kernel and how they work with Canonical to put “Linux” 
functionality on top of Windows 10.

Companies that were almost crushed by Microsoft in the 
early days are now partnering with the Redmond giant. People 
whom I have known for years and are otherwise well respected 
in the “Open Source” community take these crumbs of code 
and crow that Microsoft has seen the light.

Nothing could be further from the truth. Microsoft only has 
one partner: Microsoft. And nothing demonstrates this more than 
Microsoft’s attempts to restrict the browser for Windows 10 to 
Edge, because Edge will work better with Windows 10 and be in-
tegrated better with Cortana, and Edge will integrate better with 
the rest of Windows 10 applications, or so they say. This stinks of 
the browser wars of years ago, spawned by Internet Explorer.

Microsoft’s “love for Open Source” did not start with the rise to 
power of their latest CEO. It started years ago when Microsoft 
started attending and sponsoring Free and Open Source Software 
(FOSS) events such as OSCON. Tim O’Reilly, the publisher of 
many books that Open Source people know and love, would in-

vite Microsoft to his events. Microsoft never recipro-
cated by inviting FOSS people to their confer-

ences to talk about the value of Free and 
Open Source, however. That might have 
caused too many Microsoft customers to 
question why their favorite vendor was not 
following Open Source best practices, but 
rather forcing them to go from one disastrous 
operating system upgrade to another.

Through the years, many “Open Source” 
leaders have contacted me and tried to tell me 

how much money Microsoft was 
spending in “Open Source” lab-

oratories with people and 
machines. This did not im-

press me, because my 
own company (Digital 
Equipment Corpora-
tion) spent over a bil-
lion dollars a year 
with equipment and 

engineers to turn out a fine Unix operating system, only to show 
that their main goal in life was to sell OpenVMS and Windows NT. 
When you have a lot of money, you can afford to have some dalli-
ances. And, you might even learn a thing or two for your own 
products, but it does not show an understanding of Open Source.

Openness also has to do with your business tactics, and that 
is another place where Microsoft really fails. For years, they 
have been quietly approaching licensees of Android and de-
manding royalties on patents that they claim are their own in-
ventions. Part of the settlement for these “patent infringe-
ments” is that the victim cannot make public which pieces of 
code that Microsoft claims are infringing. Friends of this prac-
tice (and of Microsoft) state that Microsoft has a right to be 
compensated for their work through the patents. With this 
point I have no argument. However, one of the traditional bal-
ances of patent law is that if some other non-patented way can 
be determined to do the same thing, the victim of the patent 
suit should be able to choose that different path. Because Mi-
crosoft has never approached the Linux community as a whole, 
the developers of the Linux kernel (including Android) have no 
knowledge of which pieces of code would have to be replaced.

Other pundits of Open Source (such as my friend Simon 
Phipps) have pointed out that Microsoft should join the Open In-
vention Network (OIN), which allows members to use patents 
for self-defense or to get patent royalties from closed source com-
panies who do not share the values of Open Source. OIN simply 
says (and I paraphrase here) “if the code that is violating the pat-
ent is part of an open source project, then you cannot sue them 
or the end user for patent infringement, and they (in turn) can-
not sue you for patent infringement on your open source code.”

Even if the CEO of Microsoft loves Open Source and secretly 
uses GNU/​Linux in his home office, what really spells love for 
Open Source is embracing it for your customer’s needs and uses. 
My observation of Microsoft sales and management teams in 
various countries shows that there is much to be developed in 
good Open Business Practices.

“Open Source” involves more than just giving out a few pieces 
of code to an Open Source project or deciding that your closed 
source product (Microsoft SQL) will sell more copies on top of 
GNU/​Linux than it will just running on your own platforms.  nnn

Open Source means more than just giving out a few pieces of code 
to an Open Source project; maddog explains. By Jon “maddog” Hall

Jon “maddog” Hall is an author, educator, computer scientist, 
and free software pioneer who has been a passionate advocate 
for Linux since 1994 when he first met Linus Torvalds and facili-
tated the port of Linux to a 64-bit system. He serves as president 
of Linux International®.

    THE AUTHOR

New Love
A look at Microsoft’s love for Linux
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B ruce Byfield has been the writer of the Command Line 
column for Linux Pro Magazine (LPM) since mid 
2009. In addition to his “Off the Beat” blog he writes 
for us at the LPM website [1], he keeps a personal 

“Off the Wall” blog [2], where he addresses art, specifically Pacific 
Northwest art and First Nations artists, writing, feminism, and life 
in general.

Bruce recently published Designing with LibreOffice, a book in 
which he guides the reader through the style, template, typography, 
and design tools available in LibreOffice to create precise and visu-
ally comprehensible documents. He says, “By taking advantage of 
styles and templates, you can concentrate on self-expression, rather 
than format” [3].

LibreOffice [4] is a popular free office suite that includes word 
processing, spreadsheet, multimedia, drawing, database, and math 
editing applications. This set of programs is so feature rich, that 
most users take advantage of a very small subset of its capabilities.

Writing a book that helps writers grasp the software’s vast func-
tionality is not a venture many would be willing to attempt. Bruce describes how he 
came to the project:

“I was at OSCON in 2000 at which Sun Microsystems released the code that 
would become OpenOffice.org, and later LibreOffice. I knew right then that I 
would like to write about the code, but I didn’t know how to manage or struc-
ture such a large project. I made four tries with one editor and finally admitted 
that I didn’t know what I was doing. I was left with 1,400 unpublishable pages, 
which I cannibalized for short articles for years.

“But I always wanted to write that book. Finally, talking about styles and de-
signs gave me the unifying topic that would allow me to shape the book and 
contain it to a decent length, so it’s a very heady feeling to see it in print after 
three years of work.”

To find out more about his book, I asked Bruce a few questions.
LPM: Designing with LibreOffice came out in March 2016. Were you commissioned 

to write this book, or was it an independent project?
Bruce Byfield: A bit of both. Jean Hollis Weber, who until March 2016 was man-

aging the LibreOffice documentation volunteers, asked me to write a book about 
styles and templates. I went a little crazy and went far beyond that original topic. 
Luckily for me, she thought what I was doing was worth encouraging.

LPM: As a professional writer, how challenging was this project? Did you run into 
any problems, or was it smooth sailing?

By Rita L. Sooby

Wr�iting  
with Style

An Interview with the author of Designing with LibreOffice
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BB: I soon learned that writing a 
90,000-word book was vastly different 
than writing the 1,200-word articles I 
usually write. I had to do much more 
planning, and finding a suitable struc-
ture for talking about both LibreOffice 
and typography took an unexpected 
amount of revision.

However, the biggest problem is elimi-
nating typos and other errors. I copy-
edited it, and so did Jean. We even got 
Lee Schlesinger, my former editor at 
Linux.com, to read the final manuscript 
so we could get a fresh perspective. Yet 
all three of us still missed a lot. I swear 
the typos breed in the night after a file is 
saved.

LPM: You released your book under 
a Creative Commons Attribution Share-
alike License [5], sometimes also 
known as “copyleft.” Share with us 
what this means and why you decided 
to publish your work in this way.

BB: The license means that anyone 
can copy, share, and revise the contents 
as they please, so long as they give me 
credit and release any work that changes 
or borrows the content under the same 
license.

I have been writing about free soft-
ware and free licenses for almost 15 
years, so I would be a hypocrite if I pub-
lished any other way.

Moreover, free software has shaped a 
good part of my life. I have sometimes 
criticized its shortcomings, especially the 
lack of diversity, but the truth is that free 
software gave me a sense of direction 
when I badly needed one and has al-
lowed me over the years to hobnob with 
brilliant and talented people. I thought I 
was overdue to give something back, 
and, having criticized for so long as a 
writer, to make myself a target for once.

Also, I was curious. Would having free 
downloads affect sales of the hard copy 
book? What would the ratio of download 
to sales be? Since Jean gave me an ad-
vance, I am able to explore such questions.

Mostly, however, offering a free book 
is its own reward. Like volunteer coders, 
much of my immediate pay for the book 
is in credit, and since the book was re-
leased, I’ve received an embarrassing 
amount of that. The enthusiasm from 
others for what I wrote is unexpected, 
but very welcome.

LPM: The title alerts the reader that 
this is not a how-to book for LibreOffice. 

Rather, you address design or, more spe-
cifically, typography. What clues did you 
see that indicated a need for this kind of 
book?

BB: Thanks mainly to Jean, LibreOf-
fice has some of the best documentation 
in free software. However, the limitation 
of any manual is that, while it explains 
everything you can do, it doesn’t explain 
when or why you should choose differ-
ent types of formatting. In a large appli-
cation like LibreOffice, that means that 
people have a hard time taking full ad-
vantage of the features.

Also, people often talk about LibreOf-
fice as if it were just another office suite. 
However, Writer is not just a word pro-
cessor, but an intermediate desktop pub-
lisher as well. Users can do far more in 
Writer than they ever could imagine in 
Microsoft Word. When I was a technical 
writer, I did several manuals of well over 
500 pages in OpenOffice.org, its prede-
cessor. I’m not sure that would be even 
possible in Word, but if it is, the experi-
ence would be nightmarish. I wanted 
more people to know what the capabili-
ties were.

Another clue was that people often 
think of typography as design that calls 
attention to itself, with pages full of 
garish colors and decorative fonts for-
matted into illegibility. That was un-
derstandable when the personal com-
puter first came in, and everyone 
wanted to experiment with all the 
new tools that were available, but al-
most forty years later, we need to 
get beyond that type of excess. I 
wanted to stress that typography is 
about design that works quietly in 
the background.

In addition, I wanted to explain 
that part of effective design is fea-
tures that allow easy editing and 
revision over a long period of time. 
That’s one reason why styles are 
so important. Similarly, the hum-
ble Hide feature in Paragraph and 
Character styles allows you to 
maintain two different versions of 
a document in one file, which 
makes keeping the versions in 
sync over several versions much 
easier.

LPM: In the Introduction you 
mention that, for the most part, 
typography should be “hidden.” 
What do you mean?
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whether the recipient has the fonts in-
stalled that you use.

I should also mention the Typography 
toolbar extension, which makes ad-
vanced features easier to apply. In effect, 
it changes Writer from an intermediate 
desktop publisher to an advanced one.

LPM: Creating esthetically pleasing 
documents is often considered an art 
practiced by specially trained graphic 
artists. With the help of your book, how 
challenging do you think it will be for 
the average reader to understand and 
apply the concepts you present?

BB: Design takes practice, of course. 
What I’ve tried to do is give the back-
ground so that users can practice on 
their own.

I suspect that many users will probably 
dip into the sections they want. However, 
if they read the book from the beginning, it 
shows how, by beginning by choosing 
fonts and their line spacing, you can have 
a framework for many of your other de-
sign choices. With this approach, users do 
not have to rely on vague impressions or 
random choices. Instead, design becomes 
more of a science, and less of an art. I 
hope that this approach will demystify de-
sign and give users more confidence in set-
ting up their own designs.

LPM: Share any other thoughts you 
might have, and tell us where we can get 
your book.

BB: The book’s reception has ex-
ceeded all expectations. I thought it 
might receive a few thousand downloads 
in the first year. Instead, in six weeks, it 
had over 13,500 downloads, with an-
other 8,500 to be distributed on a DVD 
that comes with a magazine, and offers 
for French, German, Spanish, and Chi-
nese translations. I feel like I’ve fallen 
down a rabbit hole, and any minute now 
I’m going to see Alice and a white rabbit 
hurrying by.

The next step is to release parts of the 
book in smaller volumes, for those who 
only want part of its information. This 
step is also a good way of revising the 
book, which I otherwise would feel too 
overwhelmed to attempt.

You can download the book at the 
book’s website [3]. The Download/​Buy 
tab also has a link to Lulu.com, where 
you can order a hard copy of the book. 
In whichever medium readers see the 
book, I hope that readers find it educa-
tional and useful.  nnn

BB: People sometimes ask why I used 
the Sun Yat-Sen Garden in Vancouver, 
Canada, as a motif. If I’m feeling flip-
pant, I reply that if O’Reilly can use cov-
ers unassociated with the subject matter 
of its books, then so can I.

However, the real reason is the anal-
ogy between typography and the philos-
ophy of feng shui on which Chinese 
Classical gardens are based. Everything 
in a Classical garden is meticulously 
planned – the positioning of rocks and 
tiles, the angle of corridors, the contrast 
between plants and trees, and absolutely 
everything else. In the Imperial Gardens 
that the English burned, even the exact 
position of ornaments on shelves was 
determined. Yet the end result is sup-
posed to look absolutely natural, so that 
anyone strolling through the garden 
doesn’t notice how carefully planned ev-
erything is. I thought that a good analogy 
for what typography is supposed to do, 
so much so that I personally paid for per-
mission to use photos of the Garden.

LPM: You wrote an article in 2004 
called “Replacing FrameMaker with OOo 
Writer,” which implied that you could use 
LibreOffice’s predecessor OpenOffice.org 
for desktop publishing (DTP). What ele-
ments did OpenOffice have then that 
made it suitable for DTP, and what addi-
tions have been made to LibreOffice since 
then that improve on this capability?

BB: Right from the days when the code 
was part of StarDivision, it has always 
had formatting features that are far ahead 
of other word processors. Writer allows 
control and precision that is more charac-
teristic of DTP than of word processors.

The story I heard from a Sun Micro-
systems employee years ago is that the 
original programmers for StarDivision, 
the proprietary office suite that became 
OpenOffice.org then later LibreOffice, 
were told that they would have to use 
what they wrote for their own docu-
mentation. I’m not sure whether the 
story is true, but it would explain why 
Writer is so sophisticated compared to 
most word processors.

At any rate, very few changes have 
been needed. However, LibreOffice has 
cleaned up the code and made the fea-
tures available for different types of 
styles more consistent. A major head-
ache was removed by including an op-
tion to embed fonts, which means you 
can share documents without worrying 

[1]	� Off the Beat:  
http://​www.​linuxpromagazine.​com/​
Online/​Blogs/​
Off‑the‑Beat‑Bruce‑Byfield‑s‑Blog

[2]	� Off the Wall:  
https://​brucebyfield.​com

[3]	� Designing with LibreOffice:  
http://​designingwithlibreoffice.​com

[4]	� LibreOffice:  
http://​www.​libreoffice.​org

[5]	� CC BY-SA 3.0:  
http://​creativecommons.​org/​
licenses/​by‑sa/​3.​0/
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 Zack’s Kernel News

The Linux kernel mailing list 
comprises the core of Linux 
development activities. 
Traffic volumes are immense, 
often reaching 10,000 
messages in a week, and 
keeping up to date with the 
entire scope of development 
is a virtually impossible task 
for one person. One of the 
few brave souls to take on 
this task is Zack Brown.

     ZACK BROWN

 Zack’s Kernel News
Chronicler Zack 
Brown reports on 
the latest news, 
views, dilemmas, 
and developments 
within the Linux 
kernel community. 
By Zack Brown

newly deployed systems from ‘cloud’ images 
generate keys using /dev/​urandom (for sshd 
for example) on boot, and it is unknown to 
these applications whether they operate with 
uninitialized seed.”

Nikos liked the rest of Stephan’s implemen-
tation, but he felt that if /dev/random was going 
to be replaced, any new implementation 
should ensure “that the kernel seed buffer is 
fully seeded prior to switching to userspace.”

Stephan reassured Nikos that the getran-
dom() system call would block until the ap-
propriate amount of seed data had been ob-
tained; after which, he said getrandom() 
would behave like /dev/urandom. Alterna-
tively, he said, “you may use the /proc/​sys/​
kernel/​random/​drbg_minimally_seeded or 
drbg_fully_seeded booleans. If you poll on 
those, you will obtain the indication whether 
the secondary DRBG feeding /dev/​random is 
seeded with 112 bits (drbg_minimally_
seeded) or 256 bits (drbg_fully_seeded). 
Those two booleans are exported for exactly 
that purpose: allow user space to know about 
initial seeding status of the LRNG.”

Nikos pointed out that user code would 
need to have some way to tell whether get-
random() existed on a given system. “Today,” 
he said, “due to libc not having the call, we 
can only use /dev/​urandom and applications 
would most likely continue to do so long time 
after getrandom() is introduced to libc.” 
Stephan explained:

Implement the syscall yourself with sys-
call(). If you get ENOSYS back, revert to your 
old logic of seeding from /dev/​urandom.

If you know you are on kernels >= 3.14, you 
could use the following steps in your library:

1) poll /proc/​sys/​kernel/​random/​entropy_
avail in spaces of, say, one second and block 
your seeding process until that value becomes 
non-zero 2) if you unblock, seed from /dev/​
urandom and you have the guarantee of hav-
ing a /dev/​urandom seeded with 128 bits.

Nikos didn’t like that explanation at all. He 
replied, “That’s far from a solution and I 
wouldn’t recommend to anyone doing that. 
We cannot expect each and every program to 
do glibc’s job. The purpose of a system call 
like getrandom is to simplify the complex use 
of /dev/​urandom and eliminate it, not to 
make code handling randomness in applica-
tions even worse.”

Random Number Generation 
on Modern Systems
Stephan Müller recently pointed out that /dev/
random has been showing signs of age relative 
to modern environments like embedded sys-
tems, solid-state drives, massively parallel sys-
tems, and virtualized systems. The problem is 
how to identify good sources of entropy on all 
systems, so that /dev/random really does pro-
duce random numbers that are equally random 
across all environments.

Stephan’s approach, LRNG (Linux Random 
Number Generator), seeks to solve that prob-
lem and especially to provide proper entropy 
sources during boot time. He also wanted 
LRNG to have a lower performance effect on 
parallel systems and allow accelerated crypto-
graphic primitives. Crypto primitives are sim-
ple, reliable tools that are used as building 
blocks of larger scale security systems. Mas-
sively parallel systems have to implement se-
curity protocols on all nodes, and having good 
cryptographic speed can benefit that.

Stephan gave a link to a scholarly article 
he’d written that described his approach [1]. 
Beyond the technical details, Stephan chose to 
release his design under a dual license – either 
the GPL (version number unspecified) or a 
more BSD-ish license that allowed closed-
source binary distribution.

In terms of implementation, Stephan ex-
plained, “The patches do not replace or even 
alter the legacy /dev/​random implementation 
but allows the user to enable the LRNG at 
compile time. If it is enabled, the legacy /dev/​
random implementation is not compiled. On 
the other hand, if the LRNG support is dis-
abled, the legacy /dev/​random code is com-
piled unchanged. With this approach you see 
that the LRNG is API and ABI compatible with 
the legacy implementation.”

Nikos Mavrogiannopoulos read the PDF and 
noticed that in both the traditional /dev/random 
implementation and Stephan’s LRNG imple-
mentation, the random number generator 
would be “minimally” seeded 112^6 bits of en-
tropy. Nikos said, “Unfortunately one of the is-
sues of the /dev/​urandom interface is the fact 
that it may start providing random numbers 
even before the seeding is complete.” And 
based on the text, Nikos concluded that LRNG 
suffered from this problem as well. He said, 
“That’s a serious limitation […], since most/​all 
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Theodore Ts’o replied, “Yes, but if glibc is falling down on the job and refusing to 
export the system call (I think for political reasons; it’s a Linux-only interface, so 
Hurd wouldn’t have it), then the only solution is to either use syscall directly (it’s not 
hard for getrandom, since we’re not using 64-bit arguments which gets tricky for 
some architectures), or as Peter Anvin has suggested, maybe kernel developers will 
have to start releasing the liblinux library, and then teaching application authors to 
add ‑linux to their linker lines.”

But Nikos felt that the “political” issue was significant. If the system call wasn’t 
available on a given system, “they have an almost impossible task to simulate getran-
dom() on kernels which do not support it. One may agree with their concerns, but 
the end result is that we have not available that system call at all, several years after 
it is there.”

Ted rejoined, “The whole *point* of creating the getrandom(2) system call is that it 
can’t be simulated/​emulated in userspace. If it can be, then there’s no reason why 
the system call should exist.” He suggested a range of technical implementation pos-
sibilities. Or, he said, “you can let the application author specify some kind of ‘I want 
to run in insecure mode’, via some magic glibc setting. You could probably default 
this to ‘true’ without a huge net reduction of security, because most application au-
thors weren’t getting this right anyway.”

Elsewhere, Ted had his own objections to Stephan’s code. He pointed out that 
some of the entropy sources might not contain true entropy and would therefore 
lead to insecure random number generation. Stephan replied that any individual 
source of entropy, such as the “jitter” source Ted mentioned, could be removed to 
satisfy Ted’s concerns.

Sandy Harris spoke out in favor of the jitter source, saying, “Jitter, 
havege and my maxwell(8) all claim to get entropy from variations in 
timing of simple calculations, and the docs for all three give argu-
ments that there really is some entropy there.” He gave a link to a 
PDF discussing the issue [2].

Pavel Machek also had some objections. He noticed that 
Stephan’s code seemed to be dependent on the hardware having 
a high-resolution clock on board. He asked, “What goes on if 
high resolution timer is not available?” Stephan replied, “If there 
is no high-resolution timer, the LRNG will not produce good en-
tropic random numbers.” He listed the 14 architectures for 
which the Linux kernel did not implement a high-resolution 
timer and pointed out that none of those were large-scale ar-
chitectures. He said, “Please note that also the legacy /dev/​
random will have hard time to obtain entropy for these envi-
ronments. The majority of the entropy comes from high-reso-
lution time stamps. If you do not have them and you rely on 
Jiffies, an attacker has the ability to predict the events mixed 
into the pools with a high accuracy. Please remember the out-
cry when MIPS was identified to have no get_cycles about two 
or three years back.”

But Stephan added, “the patch I offer leaves the legacy /dev/​
random in peace for those architectures to not touch the status 
quo.” Pavel replied, “… that’s the major problem – right? Makes it 
tricky to tell what changed, and we had two RNGs to maintain.” 
Stephan said:

I would rather think that even the legacy /dev/​random should not re-
turn any values in those environments. The random numbers that are 
returned on these systems are bogus, considering that the only noise 
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source that could deliver some entropy 
excluding timestamps (if you trust the 
user) are the HID event values. And for 
those listed systems, I doubt very much 
that they are used in a desktop environ-
ment where you have a console.

If everybody agrees, I can surely add 
some logic to make the LRNG working on 
those systems. But those additions can-
not be subjected to a thorough entropy 
analysis. Yet I feel that this is wrong.

My goal with the LRNG is to provide a 
new design using proven techniques that 
is forward looking. I am aware that the 
design does not work in circumstances 
where the high-res timer is not present. 
But do we have to settle on the least com-
mon denominator knowing that this one 
will not really work to begin with?

By the end of the discussion, most of 
the objections to Stephan’s code seemed 
on track to finding decent solutions or 
workarounds. This is one of those situa-
tions where an older implementation of 
a kernel feature just isn’t cutting it any-
more because the industry has moved in 
directions that hadn’t been predicted 
(massively parallel systems, etc.), and so 
the code needs to be updated to do the 
best it can to support what exists in the 
world. Because of that, even if Stephan’s 
code ends up having missing pieces and 
other remaining problems, it’s likely to 
still go into the kernel in one form or an-
other, just as an improvement over what 
was there before. After that, future 
patches would continue to address the 
remaining problems where possible.

Randomizing Memory 
Locations to Secure 
Against Attack
Thomas Garnier implemented ASLR (Ad-
dress Space Layout Randomization) for 
kernel memory on x86-64 systems. ASLR 
is used to prevent attackers from writing 
security exploits based on a known loca-
tion of code in memory. A weak form of 
ASLR has existed in the Linux kernel 
since 2005 and has been supplemented 
by various patch sets for use in security-
oriented Linux distributions ever since. 
Thomas wanted to bring proper ASLR to 
the main tree itself. Thomas explained, 
“This security feature mitigates exploits 
relying on predictable kernel addresses. 
These addresses can be used to disclose 
the kernel modules’ base addresses or 
corrupt specific structures to elevate 

Tracking Removable 
Devices
Wade Mealing posted some patches to 
implement a new “audit subsystem,” 
that would log when devices were added 
to or removed from a running system. 
Along with the subsystem, he included a 
set of user tools to sift through the audit 
logs and track specific devices or events. 
For his initial implementation, he in-
cluded support for USB devices only, al-
though he hoped to extend that to other 
subsystems as well.

Oliver Neukum felt that the project 
might not be worth it and should at least 
be publicly debated before anything seri-
ous was implemented. In terms of spe-
cific implementation, he suggested that 
Wade stick to generic functions rather 
than being quite so USB specific.

Bjørn Mork agreed that the project 
needed a public debate. Specifically, he 
pointed out that there had already been 
earlier discussions, with different con-
clusions from Wade’s proposal. He said:

Greg has already asked the obvious 
questions and made the obvious ‘do this 
in userspace using the existing uevents’ 
proposal. I did not see any followup to 
his last message, so I assumed this audit 
thing would return to the drawing board 
with a userspace implementation [4].

It was quite surprising to instead see a 
USB specific kernel implementation du-
plicating existing device add/​remove 
functionality. Why? The provided reason 
makes absolutely no sense at all. User-
space tools are as intelligent as you make 
them. And ‘decoded, filtered or ignored’ 
implies policy, which IMHO has no place 
in the kernel in any case.

Bjørn concluded, “I think the generic 
layer implementation is already there. 
The proposed USB specific solution adds 
nothing, as pointed out by Greg the last 
time this was discussed.”

Greg Kroah-Hartman joined in the 
chorus of implementing Wade’s patches 
in userspace and to catch all device 
types rather than just USB.

Steve Grubb, however, spoke out par-
tially in favor of a kernel-based imple-
mentation, saying, “The audit system 
has to do everything possible to make 
sure that an event is captured and 
logged. Does the uevent netlink protocol 
ever drop events because the user space 
queue is full? If the uevent interface 
drops events, then it’s not audit quality 

privileges.” He went on, “Knowing the 
base address and physical memory size, 
an attacker can deduce the PDE virtual 
address for the vDSO memory page. This 
attack was demonstrated at CanSecWest 
2016, in the ‘Getting Physical Extreme 
Abuse of Intel Based Paged Systems’ [3] 
(see second part of the presentation). 
Similar research was done at Google 
leading to this patch proposal. Variants 
exists to overwrite /proc or /sys objects’ 
ACLs leading to elevation of privileges.”

To implement his solution, he ex-
plained, “Entropy is generated using the 
KASLR early boot functions now shared 
in the lib directory (originally written by 
Kees Cook). Randomization is done on 
PGD & PUD page table levels to increase 
possible addresses. The physical mem-
ory mapping code was adapted to sup-
port PUD level virtual addresses. An ad-
ditional low memory page is used to en-
sure each CPU can start with a PGD 
aligned virtual address (for realmode).”

There was no significant debate on the 
mailing list. H. Peter Anvin and others 
had some minor technical issues and 
bugs to report against Thomas’s patch, 
but no one expressed any doubts about 
adding the feature itself.

Security has always been a central ele-
ment of Linux development, but it has 
never received the amount of testing it’s 
gotten in recent years. In the old days, 
the biggest threats were from spammers 
wanting to set up their own botnets or 
individual hackers looking for thrills, 
and for many years the more tempting 
target of such attacks would be Win-
dows machines. Nowadays the United 
States, China, Russia, and many other 
countries devote significant resources to 
cyber warfare, and Linux presents a very 
tempting target because it is essentially 
the back end for every significant service 
on the Internet. The Linux developers 
are having to shore up security features 
that were not necessarily tended very 
carefully for many years.

Eventually, the tremendous focus on 
world-wide cyber warfare will result in a 
much stronger and more secure Linux 
kernel in all respects. For now, the devel-
opers are having to play catch-up. Ulti-
mately, the pace of kernel development 
will always leave it susceptible to new 
vectors of attack, but hopefully within a 
few years most existing attack vectors 
will be nailed down.
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in terms of doing everything possible to 
prevent the loss of a record. If this were 
to happen, how would userspace find 
out when a uevent gets dropped? I may 
have to panic the machine if that hap-
pens depending on the configured pol-
icy. So, we need to know when it hap-
pens. If on the other hand it doesn’t ever 
drop events, then it might be usable.”

Paul Moore supported Steve’s state-
ments, saying:

Audit has some odd requirements 
placed on it by some of its users. I think 
most notable in this particular case is the 
need to take specific actions, including 
panicking the system, when audit records 
can’t be sent to userspace and are ‘lost’. 
Granted, it’s an odd requirement, defi-
nitely not the norm/​default configura-
tion, but supporting weird stuff like this 
has allowed Linux to be used on some 
pretty interesting systems that wouldn’t 
have been possible otherwise. Looking 
quickly at some of the kobject/​uevent 
code, it doesn’t appear that the uevent/​
netlink channel has this capability.

It also just noticed that it looks like us-
erspace can send fake uevent messages; I 
haven’t looked at it closely enough yet, 
but that may be a concern for users 
which restrict/​subdivide root using a LSM 
… although it is possible that the LSM 
policy could help here. I’m thinking 
aloud a bit right now, but for SELinux 
the netlink controls aren’t very granular 
and sysfs can be tricky so I can’t say for 
certain about blocking fake events from 
user space using LSMs/​SELinux.

Greg said he’d never seen uevent drop 
an event in 10 years of watching. He 
asked (several separate times, as it 
turned out) what the use case for Wade’s 
code really was. Wade replied:

The goal of these message is to let a sys-
tem administrator see in the audit logs, 
that a device has been plugged in and the 
basic details about this. Having this only 
in user space means that (and Greg al-
ludes to this) that this will be for human 
eyes only and not be machine usable in 
the kernels. Without it being in kernel, it 
can’t be extended for manipulation by au-
ditctl at some point in the future.

Specifically I am trying to create a well 
formed audit trail when devices are added 
or removed from the system by the user 
space audit tools. The implementation at 
the moment does not do any filtering, but 
rather creates the raw audit events.

In some ways this is similar to a deco-
rated class in say java. In this case the 
class is unaware it is being decorated yet 
we can monitor what is happening in 
that class without polluting the class code 
with messy log or trace information.

I don’t see either kernel or user-space 
applications create add or remove events 
in the audit subsystem. I understand that 
some events are placed into uevents (To 
be intercepted by udevd), while this also 
exports the same information it is not in 
the audit subsystem in kernel.

Burn Alting also offered his own list of 
abilities that he hoped would be pro-
vided by Wade’s code:

– when was a (possible) removable 
media device plugged into a system and 
what were the device details – perhaps 
my corporation has a policy on what de-
vices are ‘official’ and hence one looks 
for alternatives, and/​or,

– was it there at boot? (in case some-
one adds and removes such devices when 
powered off), and eventually

– has an open for write (or other sys-
tem calls) occurred on designated remov-
able media? (i.e. what may have been 
written to removable media – cooked or 
raw) – Yes, this infers a baseline of 
what’s connected or an efficient means of 
working out if a device is ‘removable’ at 
system call time.

In essence, I need to know if and how 
removable media is being used on my 
systems. The definition of ‘removable’ is 
challenging, but my idea would be for 
one to be able to define it via the auditd 
interface.

Clearly, Burn’s purpose would be to 
implement security features. In a later 
post he acknowledged that a determined 
hacker could get past these audits, but 
that it was important to thwart the less 
skilled hackers.

Greg didn’t respond directly to these 
feature desires, but later he seemed to 
back off from his opposition to them, 
saying, “It’s not an easy problem, good 
luck all!”

That seems to be far from the last word, 
however. The feature seems shrouded in 
controversy, not least of which will inevi-
tably be: If the kernel can’t stop a deter-
mined hacker, then don’t such features 
just amount to code clutter? For now, it 
seems that the immediate objections have 
been withdrawn, and a kernel-based 
audit trail is still in the works.  nnn

[1]	� “Linux Random Number Generator – 
A new approach” by Stephan Müller: 
http://​www.​chronox.​de/​lrng/​doc/​
lrng.​pdf

[2]	� “The maxwell(8) random number 
generator” by Sandy Harris:  
ftp://​ftp.​cs.​sjtu.​edu.​cn:990/​sandy/​
maxwell/​Maxwell.​pdf

[3]	� “Getting physical: Extreme abuse of 
Intel based paging systems” by 
Nicolas A. Economou and Enrique E. 
Nissim, https://​goo.​gl/​ANpWdV

[4]	� Extending usb to do device auditing: 
http://​www.​spinics.​net/​lists/​
linux‑usb/​msg137671.​html
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FEATURED 
EVENTS
Users, developers, and vendors meet at Linux events around the world.  
We at Linux Magazine are proud to sponsor the Featured Events shown here. 

For other events near you, check our extensive events calendar online at  
http://linux-magazine.com/events.

If you know of another Linux event you would like us to add to our calendar, 
please send a message with all the details to events@linux-magazine.com.
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EclipseCon France	 June 7-9	 Toulouse, France	 http://www.linuxpromagazine.com/ 
				    Resources/Event-Calendar#event_68229

Pi and More 9	 June 11	 Trier, Germany	 http://piandmore.de/en

Tübix	 June 11	 Tübingen, Germany	 http://www.tuebix.org/

SLAC 2016	 June15-17	 Berlin, Germany	 https://www.heinlein-support.de/ 
				    secure-linux-administration-conference

ISC High Performance	 June 19–23	 Fankfurt, Germany	 http://www.isc-hpc.com/

Deutsche OpenStack Tage	 June 21-22	 Cologne, Germany	 https://openstack-tage.de/

2016 USENIX Technical Conf.	 June 22-24	 Denver, Colorado	 https://www.usenix.org/conference/atc16

Maker Faire Kansas City	 June 25-26	 Kansas City, Missouri	 http://www.makerfairekc.com/

Debconf	 July 3-9	 Cape Town, South Africa	 https://wiki.debconf.org/wiki/DebConf16

Texas Linux Fest	 July 8-9	 Austin, Texas	 http://2016.texaslinuxfest.org/

Tech Open Air 2016	 July 13-15	 Berlin, Germany	 http://toa.berlin/

GUADEC 2016	 August 12-14	 Karlsruhe, Germany	 https://2016.guadec.org/

LinuxCon North America	 August 22-24	 Toronto, ON, Canada	 http://events.linuxfoundation.org/ 
				    events/linuxcon-north-america

ContainerCon North America '16	 August 22-24	 Toronto, ON, Canada	 http://events.linuxfoundation.org/ 
				    events/containercon

IFA		  Sept. 2-7	 Berlin, Germany	 http://www.ifa-berlin.de/

systemd.conf2016	 Sept. 28 - Oct. 1	 Berlin, Germany	 https://conf.systemd.io/

LinuxCon Europe	 October 4-6	 Berlin, Germany	 http://events.linuxfoundation.org/ 
				    events/linuxcon-europe

ContainerCon Europe	 October 4-6 	 Berlin, Germany	 http://events.linuxfoundation.org/events/	
				    containercon-europe

    EVENTS

 USENIX ATC ’16 
Date: June 22-24, 2016

Location: Denver, CO

Website: https://www.usenix.org/​
conference/atc16

Leading systems researchers gather 
to gain insight into virtualization, 
system and network management 
and troubleshooting, cloud 
computing, security, and more with 
refereed papers, industry talks, a 
poster session, and BoF sessions.

 GUADEC 2016 
Date: August 12–14, 2016

Location: Karlsruhe, Germany

Website: https://2016.guadec.org 

Gnome users, developers, foundation 
leaders, individuals, and others come 
together to meet collaborators from 
chat rooms and mailing lists, to 
network, to visit old friends and make 
new ones, and to have fun at events, 
workshops, BoFs, and hackfests.

 ContainerCon  
 North America ’16 
Date: August 22–24, 2016

Location: Toronto, Ontario, Canada

Website: http://events.linuxfoundation.
org/​events/containercon

Learn how to automate, deploy, and 
scale workloads using container 
technologies: From hardware 
virtualization to storage and software-
defined networking, containers are 
driving “cloud native.”
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We are always looking for good articles on Linux and the 
tools of the Linux environment. Although we will consider 
any topic, the following themes are of special interest:

•	 System administration

•	 Useful tips and tools

•	 Security, both news and techniques

•	 Product reviews, especially from real-world experience

•	 Community news and projects

If you have an idea, send a proposal with an outline, an esti-
mate of the length, a description of your background, and 
contact information to edit@​linux-magazine.com.

The technical level of the article should be consistent with 
what you normally read in Linux Magazine. Remember that 
Linux Magazine is read in many countries, and your article 
may be translated into one of our sister publications. There-
fore, it is best to avoid using slang and idioms that might 
not be understood by all readers. 

Be careful when referring to dates or events in the future. 
Many weeks could pass between your manuscript submis-
sion and the final copy reaching the reader’s hands. When 
submitting proposals or manuscripts, please use a subject 
line in your email message that helps us identify your mes-
sage as an article proposal. Screenshots and other support-
ing materials are always welcome. 

Additional information is available at:  
http://www.linux-magazine.com/contact/write_for_us.
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Issue 189/ August 2016

 Filesystems
In Linux (like Unix) everything is a file, so the 
filesystem has special importance. Next month 
we look at some popular filesystems for Linux, 
including ZFS, Btrfs, and ext 2/3/4.

Preview Newsletter
The Linux Magazine Preview is a monthly email 
newsletter that gives you a sneak peek at the next 
issue, including links to articles posted online. 

Sign up at: www.linux-magazine.com/newsletter
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UK / Europe	 Jul 02

USA / Canada	 Jul 29

Australia	 Aug 29

 On Sale Date 
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