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I have put in my time as the news writer for this magazine 
at various moments over the last 11 years, and one way or 
another, the European Commission has always been part 
of the big stories. I don’t even live in Europe, but I’ve 
penned many stories on the European Commission rulings 
on privacy, patent reform, and antitrust issues. The Euro-
pean Commission is very interested in high-tech policy; the 
official website lists topics for “Cybersecurity and Digital 
Privacy,” “Online Trust,” and “Content and Media” in the 
highest level of its directory.

People who complain about consumer security in the Eu-
ropean Union (EU) shouldn’t even bother moving to the 
US. The US has almost no protections from data mining, 
cookie tracking, mailing list rental, and other excesses of 
the digital age. The US also has fewer restrictions on soft-
ware patents and more protections for digital copyright 
holders. Although most of the Free Software crowd still 
has some issues with privacy, patents, and corporate over-
reach in the EU, most observers believe the US and EU 
have very different viewpoints on digital matters.

Now that the UK has voted to exit the EU, it is interesting 
to consider where they might emerge on this digital spec-
trum once they become masters of their own national des-
tiny. Will they continue with policies similar to the EU, or 
will they drift somewhere closer to the US? Many people 
believe the UK has always been a little more like the US 
than the rest of Europe. Will it come to occupy some kind 
of middle ground on these high-tech, hot-button is-
sues? The UK definitely takes the business of business 
very seriously, but at the same time, they aren’t as much 
under the influence of the colossal high-tech companies 
that throw their weight around in the US.

It is hard for me to speculate on how things will turn out 
for the UK tech scene, but it is interesting to consider that, 
whatever the people of the UK do, they will be designing a 
solution for the world we know right now. The European 
Union dates back to the Maastricht treaty in 1993, which is 
well in the “recent events” space for most endeavors but 
is ancient history in tech. Issues like cyberprivacy, software 

patents, and bandwidth throttling weren’t on anyone’s 
mind 23 years ago, and many of the problems we face 
stem from the fact that our legal institutions weren’t de-
signed to cope with these kinds of issues.

Most observers say the Brexit transition will be gradual, 
with any major changes still a few years away, but by the 
time any changes actually happen, the framework for 
those changes will already be in place. The discussions 
are probably already beginning for what the new system 
will look like. And to the extent that these hot-button, high-
tech political issues boil down to business interests versus 
the interests of everyday people, you can be confident the 
business interests are already working on them. For in-
stance, the EU has been moving toward a two-tiered, uni-
tary patent system for years, which the UK will presum-
ably be released from, unless they negotiate some form of 
further participation as part of an exit strategy. Any com-
pany in the UK that would benefit from the lax, pro-busi-
ness, US-style software patents, for instance, has probably 
already held some strategy sessions on how they are 
going to make this happen. And that means, of course, 
that anyone who opposes such measures had better get 
busy now and not wait for three years to join a protest 
march.

OLD AND NEW

Joe Casad,  
Editor in Chief

Dear Linux Pro Reader,
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On the DVD

[1]  Fedora project: https://  getfedora.  org

[2]  Fedora 24 release notes:  
https://  docs.  fedoraproject.  org/  en‑US/  Fedora/  24/ 
 html/  Release_Notes/

[3]  Fedora wiki: https://  fedoraproject.  org/  wiki/ 
 Fedora_Project_Wiki

[4]  Linux Mint: https://  linuxmint.  com

[5]  Mint 18 release notes: https://  linuxmint.  com/  rel_
sarah_cinnamon_whatsnew.  php

[6]  Mint user guides: https://  linuxmint.  com

     ADDITIONAL RESOURCES

Fedora 24 Workstation (64-bit)
Fedora is a Red Hat sponsored Linux with a global community of 
users and developers. The default desktop is Gnome, which has 
been updated to v3.20. Desktop users will notice better integration 
of Qt applications and upgrades to Firefox 45, LibreOffice v5.1, 
and NetworkManager 1.2. Thunderbird now includes the Light-
ning calendar and scheduling extension by default. Developers 
will be interested in upgrades to Python 3.5, Mono 4.2, Ruby 2.3, 
glibc 2.23, and GCC 6. Fedora 24 has two new applications for the 
BBC micro:bit: Mu, a Python editor for writing code, and uFlash 
(micro flash), a utility that flashes programs onto the device.

Linux Mint 18 Cinnamon (32-bit)
This long-term support release (until 2021) with Cinnamon v3.0 is 
named “Sarah.” The main window and Preferences window now 
use stack widgets and subtle animations, with better support for 
alternative themes. Update Manager also received a number of 
improvements, both visual and under the hood, and update policy 
concepts of regressions, stability, and security are explained. The 
X-Apps project properly integrates a number of Gnome applica-

tions for the Gtk desktop 
environment, providing the 
same set of core applica-
tions across desktops.

Defective discs will be replaced. Please send an email to cs@linuxpromagazine.com.
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  SUSE Joins the Microsoft Test Drive Program
Long-time Microsoft partner SUSE has joined the Microsoft Test Drive program to 
offer free test drives of SLES for HPC (High Performance Computing) though the 
Azure Marketplace. The Linux vendor has also joined the Microsoft Enterprise 
Cloud Alliance.

According to SUSE, SLES seamlessly integrates with Azure cloud services to deliver 
an easily manageable cloud environment. More than 11,400 applications are certified 

and supported on SUSE Linux Enterprise 
Server on the growing network of global data 
centers with Azure, including Microsoft Gov-
ernment Cloud.

Linux has been steadily increasing its 
presence in Microsoft's Azure Cloud. 
According to Mark Russinovich, CTO of 
Microsoft Azure, one out of three Azure 
cloud machines runs Linux.

“SUSE’s growth on Azure means more op-
tions for customers,” said Naji Almahmoud, 

Vice President of cloud and software alliances for SUSE. “It is yet another indicator of 
SUSE’s commitment to helping enterprise customers be successful.”

The Microsoft SUSE partnership dates back to 2006, when SUSE was owned by 
Novell.

  SiFive Launches a Line of Open Source Chips
A San Francisco-based company known as SiFive is trying to bring the open source de-
velopment model to the chip industry. The company has announced its first Freedom 
family of system-on-a-chip (SoC) products, including the Freedom U500 and Freedom 
E300 platforms. SiFive is a fabless semiconductor company, similar to AMD. The com-
pany doesn’t fabricate the chip but outsources it to manufacturers.

The SiFive founders devel-
oped a free and open RISC-V in-
struction set architecture at the 
University of California, Berke-
ley. This new architecture is the 
foundation of the two new chip 
platforms.

© lassedesignen, Fotolia.com
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Off the Beat • Bruce Byfield
How Graphical Installers Introduced the User
Last weekend, I was exploring GuixSD, the 
distribution that introduces a universal pack-
age manager developed by The GNU Project.

Is the Cost of Diversity a Lack of Innovation?
Journalism is the first draft of history. That is 
why I was glad to see Christine Hall's article 
on how the reactions to GNOME 3 created 
more choices on the free desktop; too often, 
the community forgets its own history.

Why Debian Policy Is Important  
to Package Quality
Unless you are a Debian maintainer, you 
probably haven't read the Debian Policy 
Manual. However, when Ubuntu started 
promoting Snappy packages as a more 
secure solution to package management, the 
claim was challenged, not by reference to the 
technical structure of Debian packages, but 
to the Debian Policy Manual.

The Nostalgia of Windows is Everyday Linux
A few days ago, I read a mailing list discus-
sion about the advantages of running a 
computer in the 1980s. A few, like the lack 
of Digital Rights Management (DRM), were 
points well-taken.

Productivity Sauce • Dmitri Popov
Turn Gists into Articles with GistLog
So, you wrote an article in Markdown and 
you want to publish it with a minimum of 
fuss.

Block Ads on Android with Block This
While there are several adblocking apps 
available for Android, they are not without 
their shortcomings.

Create Presentations on Android with Slide
Creating slides on an Android device can be 
as much fun as poking yourself in the eye 
with a sharp object. Unless you use some-
thing like Slide.

Frictionless File Upload with curldrop
Need to move a file from one Linux machine 
to another? curldrop is just the tool for the 
job. Written in Python, this simple applica-
tion is basically a tiny server that accepts file 
uploads.

According to SiFive, the Freedom family of chips represents a fundamentally new 
approach to designing and producing SoCs that redefines traditional silicon business 
models and reverses the industry trend of rising licensing, design, and implementation 
costs.

“The semiconductor industry is at an important crossroads. Moore’s Law has 
ended, and the traditional economic model of chip building no longer works,” said 
Yunsup Lee, co-founder of SiFive and one of the original creators of RISC-V. “Unless 
you have tens — if not hundreds — of millions of dollars, it is simply impossible for 
smaller system designers to get a modern, high-performance chip, much less one 
customized to their unique requirements.”

  Fedora 24 Released
The Red-Hat-sponsored Fedora project released version 24 of the popular Linux distri-
bution. This release comes in three versions: workstation, cloud, and server. The main 
highlight of the release is the arrival of version 2.3 of glibc (GNU C Library). The base 
packages of Fedora are rebuilt using the new library to offer better code optimization 
and stability.

Fedora Cloud users will be able to use OpenShift Origin, a Kubernetes distribu-
tion, to orchestrate containers. Matthew Miller of Fedora wrote in Fedora Magazine, 
“Fedora is on its way to being the best platform for containerized applications, from 
base Fedora container images to a full-featured platform as a service to run and 
manage them.”

Fedora is known as a Gnome distribution and 
users will get the latest Gnome 3.20 with this re-
lease. Fedora 24 also packs Flatpak, a new approach 
to app packaging for Linux distribution; users can in-
stall Flatpak from official repositories. Users will also 
be able to run full system upgrades from the Software 
app. Users can also test Wayland, the successor of 
the  XOrg display server.

Fedora 24 and it’s spins are available for download 
from: https://getfedora.org/.

  Canonical Announces  
Cross-Distro Support for Snaps

Canonical, the parent company of Ubuntu, announced cross-distro support for Snaps, a 
new package management system developed by Canonical. Although both Red Hat 
and SUSE have said they did not collaborate on the project, Canonical says it worked 
with developers from Fedora, Arch Linux, and Gentoo to take Snaps beyond Ubuntu.

Linux is in need of a different approach to software packaging and deployment. Even 
Linus Torvalds, the creator of the Linux kernel, is not happy with the current situation. 
He didn’t offer binaries of his SubSurface diving log software for Linux desktop, 
whereas binaries exist for Windows and macOS.

Dirk Hohndel, the maintainer of SubSurface, explained, “The current situation with 
dozens of distributions, each with different rules, each with different versions of differ-
ent libraries, some with certain libraries missing, each with different packaging tools 
and packaging formats... that basically tells app developers 'go away, focus on plat-
forms that care about applications'.”

Red Hat and SUSE have expressed misgivings about Snaps, citing the Contributor Li-
cense Agreement (CLA) requirements by Canonical as a potential deal breaker.

Red Hat is reportedly backing Flatpack, another Snaps-like approach to app distribu-
tion on Linux. This is not the first time Canonical has been at odds with the larger Linux 
community. Similar conflicts have erupted previously, such as Upstart vs systemd and 
Mir vs Wayland.

Linux Pro Magazine
www.linuxpromagazine.com 

Linux News
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MORE ONLINE   ownCloud Forked
Frank Karlitschek, the founder of own-
Cloud, has forked the project and created a 
new open source project called Nextcloud. 
Karlitschek joined with Niels Mache, CEO 
of struktur AG/Spreed, to form a new com-
pany with the same name. Mache is mak-

ing a seven-digit investment in the new company. Both Mache and Karlitschek will 
serve as the managing directors. Nextcloud is setting up a foundation to manage the 
project and trademark.

Within 12 hours of the Nextcloud announcement, ownCloud Inc, closed their US of-
fices. ownCloud said in a blog post that the main lenders in the US cancelled their 
credit, which forced them to close the US office and terminate the contracts of eight 
employees.

A majority of former ownCloud employees, who quit the company after Karlitschek’s 
departure, have already joined Nextcloud. Karlitschek said Nextcloud welcomes all ex-
employees of ownCloud Inc.

Nextcloud said it will honor the existing contracts of those ownCloud customers who 
want to switch to Nextcloud. Nextcloud 
will be available in two versions: enter-
prise and community. The first release of 
Nextcloud is expected in July. Contribu-
tors won’t be required to sign a contribu-
tor license agreement to contribute to 
Nextcloud.

  HP Enterprise Unveils a Futuristic Computer
Hewlett Packard Enterprise (HPE) is inviting the open source community to collaborate 
on their ambitious project known as The Machine. Back in 2014, HP introduced the 
concept of The Machine, which places memory instead of the processor at the core of 
the computer.

According to HP, “Imagine a computer with hundreds of petabytes of fast mem-
ory that remembers everything about your history, helps inform real time situa-
tional decisions, and enables you to predict, prevent, and respond to whatever the 
future brings.”

The Machine is based on a new concept that HP calls “Memory-Driven Computing.” 
Memory-driven computing collapses the memory and storage into one vast pool of 
memory called “universal memory.”

Bdale Garbee, veteran Linux developer and HP Fellow, said in an interview that Linux 
is the primary operating system HP is targeting with The Machine. Teams at HPE are 
working very closely with the Linux kernel community.

Garbee said that this is the first time a major company has taken a project at such an 
early stage to the open source community. HPE has released four tools to help the 
open source community in getting involved with The Machine: Fast optimistic engine 
for data unification services, 2) fault-tolerant programming model for non-volatile mem-
ory, 3) Fabric Attached Memory Emulation, and 4) performance emulation for non-vola-

tile memory bandwidth.
HPE says these tools enable exist-

ing communities to capitalize on 
memory-driven computing in ways 
that could lead to breakthroughs in 
machine learning, graph analytics, 
and event processing.

HPE plans to release their internal re-
search work on The Machine to the 
open source community.

ADMIN HPC
http://hpc.admin-magazine.com/ 

Optimizing Your NFS Filesystem • Jeff Layton
NFS is the most widely used HPC filesystem. 
It is very easy to set up and performs reason-
ably well for small to medium clusters as 
primary storage.

Fast Help • Laurent Coquerel and  
Praveen Mosur
Quickassist technology offloads computa-
tionally intensive compression and encryp-
tion tasks to provide a performance boost 
for Intel processors.

ADMIN Online

http://www.admin-magazine.com/ 

Virtual networks with Hyper-V in Windows 
Server 2016 • Thomas Joos
Microsoft expands Hyper-V's functionality 
in Windows Server 2016. One interesting 
new feature is that Hyper-V containers are 
included in Technical Preview 4 (TP4), which 
let you virtualize Docker in Hyper-V.

Managing Linux Filesystems 
Georg Schönberger and Werner Fischer
Imagine a filesystem as a library that stores 
data efficiently and in a structured way. 

Live Migration of Virtual Machines with KVM 
Oliver Frommel
The KVM hypervisor has been a powerful 
alternative to Xen and VMware in the Linux 
world for several years.
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Alternative Linux file managers

 Managing  
the Jungle
Working with files and folders is a typical daily task on any computer. 
We tested four lesser known file managers that significantly simplify 
handling content on mass storage media. By Erik Bärwaldt

E very Linux desktop environment has its own file manager. Outside the main-
stream, beyond the kings of the hill (e.g., Dolphin, Nautilus, Thunar, PCManFM, 
and Nemo), many smaller and usually less popular file management tools 
access the content of mass storage devices. By targeting special audiences, these 

tools often have special functions that are missing in the major league tools on Linux.

Figure 1: XFE is based on the classic window-splitting of older file managers under Windows 

with a directory tree displayed on the left.
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Alternative Linux file managers

 Managing  
the Jungle

XFE: For Oldies
The first contender is X File Ex-

plorer, or XFE for short, which was specifically 
designed for aging computers whose performance is no lon-
ger sufficient for state-of-the-art desktops. This oldie has been 
around since 2002, and unlike many other lean file managers, 
XFE comes with an appealing graphical interface. Most popu-
lar distributions provide the software in their repositories, 
from which you can easily set up the tool via Synaptic, YaST, 
or Apper.

If you use a distribution whose repositories still don’t have 
the latest version 1.41, you can pick up the source code (as 
well as pre-built packages for some distros) from the project 
website [1]. XFE is based on the FOX Toolkit; it runs very 
quickly with frugal resource requirements, has no other de-
pendencies, and thus remains compatible with all common 
interfaces.

Visually, XFE is strongly reminiscent of older file managers 
on Microsoft operating systems. On the left, you will find the 
tree view with the folder hierarchy of the mass storage device, 
and in the larger area on the right are the files of the active 
folder. The display areas, an address bar, a toolbar, and a me-
nubar are arranged horizontally (Figure 1).

To begin, you should configure the software to suit your 
needs in the Edit | Preferences menu and take a look at the list 
of external programs for viewing and modifying files. Under 
the Programs tab, you will find applications that not every dis-
tribution has on board out the box (Figure 2).

As its own viewers, XFE includes two display programs for 
text and image files, XFW and XFI: XFW allows supports ed-
iting. In addition the Archive Manager XFP, which shows 

the contents of packed files. For all other tasks, XFE 
reverts to the default programs from the Linux 

treasure trove.
The file manager also lets you customize 

the user interface and set the display 
options. For example, if you 
check the Hidden files box in the 

Panel menu, you will see normally 
invisible files and directories. If the 
interface is too crowded, turn off in-

dividual columns by unchecking the re-
spective options in the View menu.
The software performs all changes in 

real time, removing the need to relaunch. 
You can also change the list views, allowing, 

for example, a Midnight Commander-style 
two-pane view. Depending on the selected 
view, the program automatically modifies the 

menu line and adapts all functions in a context-
sensitive way.

Keyboard Controlled
XFE also supports drag and drop, both within the file 

manager and in the respective work environment. The 
lean file manager thus functionally blends in well with 
various interfaces.

Experienced users in particular prefer to use time-sav-
ing keyboard shortcuts when working with files and fold-

ers. XFE can also be controlled with keyboard shortcuts that 
you can customize to suit your requirements. The Edit | Prefer-
ences | Key Bindings menu has a dialog with numerous pre-
defined shortcuts. Clicking the Modify key bindings button 
opens a list of predefined shortcuts, which you can then mod-
ify. XFE also takes into account its own menu items (Figure 3).

Archive
XFE reads and unzips archives, relying on external software to 
do so. However, Xarchiver, the default archiving tool, is usually 

Figure 2: In the Programs tab, you can define the default tools for 

certain file types.
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no toolbar, and an overview of the 
predefined function keys, as in Nor-
ton Commander or Midnight Com-
mander, is also missing.

To compensate for this, the tab 
structure of the software lets you open 
multiple Windows simultaneously 
and even move them within the hier-
archy. For example, you can click on 
an icon in either the left or right pane 
to enable a terminal that appears in 
its own tab. Pressing the Tab key lets 
you toggle quickly between the two 
display areas (Figure 4).

Sunflower is somewhat less con-
sistent in terms of controls than 
XFE; you need to unlock some func-
tions in a dialog. Selecting Edit | 
Preferences takes you to the options, 
which are clearly divided into 
groups. You will find the most im-
portant options in the Item List 
(Hidden files | Show hidden files) 
group and the Plugins group (Ar-
chive Support, Basic rename options, 

and Basic find file options entries).
These options directly influence the capabilities of the indi-

vidual files and folders. Like XFE, Sunflower relies on third-
party programs for many editing functions. Therefore, you will 
want to choose a powerful editor for text files in the drop-down 
box of the Edit section under the View & Edit group of the Pref-
erences dialog (Figure 5). You can even choose LibreOffice as 
your default editor, which is particularly useful if you often 
view and edit files in ODF format.

Sunflower supplements the file-specific context menu, which 
can be opened by right-clicking the respective file, to reflect the 

missing on major desktops like KDE, which have their own 
desktop-specific tools.

This explains why XFE pops up a routine in a small window 
asking which tool to use when you click on an archive. You 
can then enter the command for the desired archiving program 
in the appropriate command line. This sets up the tool in 
question as the tool to call for working with archives of the 
format currently being accessed. Additionally, you can enter 
this software in the Preferences dialog as the general-purpose 
archiving tool.

Sunflower: The Clone
Much like XFE, Sunflower’s lean de-
sign also makes it useful for older 
hardware, but without appearing 
jaded. The graphical interface is ori-
ented on the well-known Norton 
Commander of the DOS era, both 
functionally and in terms of the win-
dow structure. Only Fedora and 
OpenMandriva have Sunflower in 
their repositories. Because the Sun-
flower project has binary packages 
of the latest version of the file man-
ager for an exceptionally large num-
ber of Linux distributions, you 
should get the latest version 0.3 of 
the software from the project 
homepage [2].

After a fast-paced start, a two-pane 
interface appears, supplemented 
with a menubar at the top and a 
command line at the bottom of the 
screen. Unlike XFE, Sunflower has 

Figure 3: Numerous shortcuts allow almost complete keyboard-based control of XFE.

Figure 4: Simply click on the terminal prompt icon to open a terminal in the current directory.
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enabled options. However, the tool only modifies the display of 
folder and file hierarchies in the main window after you press 
Save in the Preferences dialog.

Vifm: The Spartan
As the unusual name suggests, Vifm [3] 
is a program for users who often 
work with the venerable editor Vi or 
its slightly more convenient counter-
part, Vim. Vifm, with an ncurses in-
terface, is accordingly the most spar-
tan tool. Its keyboard shortcuts are 
similar to those used in the editor 
and therefore allow for very quick 
navigation in large sets of data.

Vifm is in the software repositories 
of almost every major distribution. 
Also, the project provides the file man-
ager on its website as a source pack-
age and in the form of prebuilt binary 
packages for various distributions, all 
licensed under GPLv2. The setup pro-
cess does not create a launcher in the 
application menu, so you launch it 
from a terminal window.

Vifm also uses a two-pane view 
mode and can be controlled with the 
keyboard alone (Figure 6). For begin-

ners who are not so knowledgeable of the operation and con-
figuration of the Vi editor, Vifm provides fairly detailed docu-
mentation [4], along with a guide to all the keyboard shortcuts.

The file manager offers the usual functions, an option for re-
naming multiple files in one step, and freely definable key-

Figure 5: Sunflower also offers many options for flexibly customizing the file manager to your 

own needs.
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search and filter options round out 
the offerings.

For efficient navigation of a very 
large number of files, Vifm offers a 
bookmark feature that lets you 
quickly jump to selected files in 
nested folder hierarchies. Finally, it 
offers a command-line option that 
lets users execute shell commands 
from within the file manager, which 
makes changing to a second terminal 
tab unnecessary in many cases.

Double Commander
Double Commander [5], which 
comes out of Russia and is licensed 
under GPLv2, offers a feature set 
without equal. The program, writ-
ten in Object Pascal, comes in 32- 
and 64-bit flavors as well as in vari-
ous packages for Gtk2- and Qt4-
based interfaces. Additionally, the 
cross-platform application will 

launch on various BSD derivatives.
The program, which has been under development since 

2007, can be found in the repositories of all major distribu-
tions. However, if you prefer to have the latest version, you can 
pick up a binary for various distributions from the project web 
site. You will also find portable binaries for distributions that 
do not support RPM or DEB.

In some cases the installation routine does not put a 
launcher in the menu; however, you call ./doublecmd in the ter-

minal after you install 
the software or, if you 
are using the portable 
version, ./doublecmd.
sh. The extremely 
quick file manager 
launches into a two-
pane view, like most 
programs for manag-
ing files, but it is any-
thing but ordinary 
with its huge number 
of controls (Figure 7).

In addition to the 
obligatory menu bar 
and a button bar for 
fast access to impor-
tant functions, you 
will also see a bar dis-
playing the drives on 
the system, which lets 
you click to change 
from one drive to an-
other. Double Com-
mander can also han-
dle network drives 
mounted via SMB/ 

board shortcuts. An undo/ redo function lets you roll back com-
mands you accidentally executed or run them again if needed. 
Using external programs, the file manager also lets you look at 
files of various formats, without having to change to the re-
spective application.

Much like graphical file managers, Vifm easily adjusts to 
your needs: You can use the program in a single pane, adjust 
the display columns to suit your own needs, and define the col-
ors within the framework of the ncurses interface. Extensive 

Figure 7: The Russia-born Double Commander offers a very extensive user interface.

Figure 6: The console-based Vifm is visually austere, but you can navigate efficiently with just the 

keyboard.
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sponding plugin page [6]. Plugins set up the file manager to 
perform tasks beyond plain vanilla file management.

Conclusions
You would be hard pressed to find another operating system 
that offers as many programs for file management as Linux – 
the choice is accordingly difficult. Resource-saving contend-
ers like XFE and Sunflower are excellent for use on older 
hardware, regardless of the desktop environment. 

Vifm, in contrast, is only likely to find favor with users who 
are already familiar with the Vi(m) text editor: If you do not 
want to do without mouse control and a graphical interface, 
you will need to look elsewhere. If you are looking for a mul-
titalented file manager that can even handle synchronization 
tasks and include network drives, your best option is Double 
Commander.  nnn

CIFS and FTP, so they also appear in 
the view. Another line above the list 
view shows the active drive.

On the right side of the panels are 
some buttons that change the view. 
At the bottom of the program win-
dow a bar with function key assign-
ments give you access to menu items 
at the push of a button or with a key-
board command.

Using the Show | Tree View Panel 
menu, you can switch to a tree view 
that Double Commander displays on 
the left in the program window while 
simultaneously reducing the size of 
the two main panels. This view sig-
nificantly speeds up navigation in 
large folder hierarchies.

In the list view of mass storage 
content, the program displays the 
permissions for each file with differ-
ent color highlighting; the two panes 
can thus become very colorful at 
times. Along with the main editing 
functions, Double Commander also 
supports tabs and right-click context 
menus for files.

Viewers and Players
The software uses third-party programs, such as Kate, Gwen-
view, and Okular on KDE for displaying file content. Double 
Commander also has its own viewers and editors, which you 
enable by pressing the function keys. For example, F4 starts a 
very simple integrated text editor and F3 opens a viewer that 
also displays hex and binary files.

Double Commander supports various archive formats, in-
cluding ZIP, TAR, GZ, LZMA, and RAR archives, as well as DEB 
and RPM. The software even offers a directory synchronization 
tool; you will not need an external program for simpler data re-
trieval tasks. A batch option rounds off the functionality and 
enables fast renaming of multiple files in a single run. For 
quick navigation in large databases, the software lets you cre-
ate bookmarks that support rapid content discovery.

Configuration
Because of its huge feature set, careful configuration of Dou-
ble Commander is recommended. You can reach the configu-
ration window via the Configuration | Options menu item.

In the left pane, a configuration tree divides options into 
groups, and the corresponding context-sensitive settings are 
displayed in the right window. Here, you specify display 
functions and external programs, define or modify keyboard 
shortcuts, change the appearance of the software, or add 
new function buttons to the button bar, among other things 
(Figure 8).

On Windows, the proprietary, commercial Total Commander 
has gained a large fan base as an all-round file manager. Its nu-
merous extensions can be used in several formats for Double 
Commander and are available for download from the corre-

Figure 8: Double Commander does not lack configuration options.

[1]  XFE: http://  roland65.  free.  fr/  xfe/  index.  php?  page=home

[2]  Sunflower:: http://  sunflower‑fm.  org

[3]  Vifm: https://  vifm.  info

[4]  Vifm documentation: https://  vifm.  info/  manual.  shtml

[5]  Double Commander: http://  doublecmd.  sourceforge.  net

[6]  Total Commander plugins: http://  www.  ghisler.  com/  plugins.  htm
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Tool tests on the fast track By Uwe Vollbracht

Tool Tips
Metastore 1.1.0
Function: Metadata store files
Source: https://  github.  com/  przemoc/  metastore
License: GPLv2
Alternatives: None

Because the git versioning tool does not cover all metadata for 
files, directories, and links, resourceful developers wrote a tool 
to handle these tasks: metastore stores information in separate 
files. Users call the tool with the ‑s option and pass in the path 
to the source. The results end up in the .metadata file in the 
current folder.

By default, Metastore is restricted to details of the owner, 
group, access privileges, and extended attributes (xattr). If 
you want to cover the last modification time, you need to add 
‑m to the command line. The ‑c parameter tells Metastore to 
compare the stored information with the current version of 
the data and output any changes to the standard output. The 
‑a option lets users reset the metadata. To cover removed or 
empty directories, you would add ‑e.

★★★★☆ Metastore does a great job, not only in Git 
repositories but also in providing rudimentary protection 
against intruders, as well as in archives in which the tool 
ensures that all metadata match after unpacking on the 
target system.  n n n

htop 2.0.1
Function: Clear-cut process manager
Source: http://  hisham.  hm/  htop
License: GPLv2
Alternatives: Top, ps

Many admins turn to Top to monitor the usage of their comput-
ers. The classic tool presents a dynamic view of the processes 
running on your system and the resources needed. Htop, 
which made a giant leap from version 1.0.3 to 2.0.0 in early 
February and has since published the first bugfix release 2.0.1, 
proves to be a good alternative. The ncurses interface not only 
allows horizontal and vertical scrolling but also lets users ma-
nipulate processes by pressing function keys.

The developers added a few more interesting new features to 
the tool. Htop is now platform independent and thus is avail-
able not only for Linux but also for FreeBSD, OpenBSD, and 
OS X. Also, the tool relies on ncurses 6, which supports scroll-
ing with the mouse wheel. You can install from the sources on 
systems that use the older ncurses version 5, but mouse wheel 
support does not work in this case.

★★★★★ The new release, finally available after a wait of 
more than four years, is a huge success for the htop develop-
ers. Not only will it satisfy system administrators on Linux ma-
chines, but finally also BSD and OS X users, too.  n n n
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fgallery 1.8.1
Function: Create simple web galleries
Source: https://  www.  thregr.  org/  ~wavexx/  software/  fgallery
License: GPLv2
Alternatives: booh, AGG

If you want to show your holiday snaps outside of Facebook, 
Flickr,  and other services on the web and have your own web 
space, your best bet is a photo album generator. Many solu-
tions rely on dynamic content and therefore require a database 
back end. For a more resource-friendly approach, try fgallery: 
All it needs to open an exhibition is ImageMagick, the JSON:PP 
Perl module, and exiftran.

The Perl script does not just ensure the correct orientation 
of the images, it also sorts them in chronological order and by 
timestamp. Fgallery also scales the thumbnails. Their image 
quality (default: 90 percent) is defined by the ‑‑quality 
parameter. If the collection contains many portraits, ‑f can 
optimize thumbnail cropping. Optionally, you can use ‑j to 
parallelize the process of creating snapshots. The result is a 
static gallery that contains some JavaScript elements for 
navigation.

★★★☆☆ Fgallery is fast, its use is intuitive, and the re-
sults are okay, but users who want a more sophisticated de-
sign, a more complex preview, or embedded videos might want 
to look for an alternative.  n n n

UniversalCodeGrep 0.2.1
Function: Fast grep for long source code
Source: https://  gvansickle.  github.  io/  ucg
License GPLv3
Alternatives: grep, ack

Working through large amounts of source code by keywords or 
regular expressions can take some time. The UniversalCode-
Grep (ucg) tool shortens the wait. The developers implemented 
the program in the C++11 programming language and lever-
aged its support for parallel operations. UniversalCodeGrep 
also relies on the PCRE libraries and their just-in-time compila-
tion for regular expressions, which also contributes perfor-
mance gains.

For a simple search, you just feed ucg a search pattern and 
the target directory or individual file. By default, the tool takes 
upper- and lowercase into account, but you can prevent this 
with ‑‑ignore‑case. If you want to avoid interpreting numbers 
numerically in a search pattern, enabling ‑‑literal will help. 
The ‑‑word‑regexp parameter ensures that a regular expression 
only accepts whole words as hits, which reduces the result set.

By default, ucg also looks at files in subdirectories, which 
you can stop by stipulating ‑‑no‑recurse. Individual folders can 
be skipped with ‑‑ignore‑dir. To leverage the benefits of paral-
lelization, mentioned previously, set ‑j with the number of 
processes you want UniversalCodeGrep to launch for the 
search.

★★★☆☆ If you believe the measurements published on 
the project website, the speed benefits are minor – on our lab 
system, grep even had its nose in front. Nevertheless, ucg is 
worth looking at because of its interesting options.  n n n
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NitroShare 0.3.1
Function: Exchanging files on a LAN
Source: https://  nitroshare.  net
License: MIT
Alternatives: Transfer on LAN, Dukto

If you are worried about setting up Samba or NFS on a home 
network, you will probably resort to USB sticks or cloud ser-
vices to exchange data between several computers. This also 
works across platforms and does not require any lengthy 
server configuration.

NitroShare provides another option for this purpose. The P2P 
solution for exchanging data on a LAN is implemented in C++; it 
relies on Qt and works on Linux, Windows, and OS X. On all 
systems, the installation is manual. After launching, a Nitro-
Share icon nests into the toolbar of the graphical interface.

Pressing the right mouse button pops up the context menu 
for users to initiate the data transfer. You can then select indi-
vidual files or entire directories; the program finds other active 
NitroShare clients on the local network. A dialog box displays 
the names and operating system. After selecting the desired 
target system, the data migrates across the network. A status 
window informs you of the progress. By default, the incoming 
data ends up in the user’s download directory.

Mutual authentication takes place between the NitroShare 
clients; communication on the network is unencrypted. Nitro-
Share relies on TCP. The broadcast search for clients uses port 
40816, and the transfer takes place on 40818.

★★★★☆ NitroShare should only be used on trusted net-
works, but if this sounds like your home network, then the 
tool offers a convenient way of moving data from point A to 
point B – regardless of the operating system.  n n n

hping 3.0.0
Function: Analyze network traffic
Source: http://  wiki.  hping.  org
License: GPLv2
Alternatives: Nmap

The name suggests close kinship with ping – but hping goes 
well beyond the functionality of the legacy tool (i.e., sending 
ICMP packets). In addition to TCP and UDP, hping can send 
RAWIP. It also has a traceroute mode and is therefore useful to 
search for bugs in networks and analyze or discover security 
vulnerabilities. The tool works on Linux, various BSD variants, 
Solaris, Windows, and OS X.

Users control hping in the shell. Parameters nest between the 
hping3 command and the hostname of the target system. If you 
want to stress the target, you can increase the number of packets 
per second to 10 with ‑‑fast; or even to 100 packets per second 
with ‑‑faster. If this is not sufficient, fire ‑‑flood at the target to 
rev up to maximum speed. For each protocol, you can adapt the 
packets sent. In addition to flags such as SYN, ACK, or RST, users 
can set the TCP sequence number or adjust the size of the TCP 
window. The ‑‑scan switch expects one or more ports as param-
eters; ‑‑traceroute switches to traceroute mode.

The new version 3 is compatible with the previous hping2. New 
features include the built-in TCL interpreter. Users call hping3 with 
no other information and are taken to an interactive shell. Simple 
application examples can be found in the wiki.

★★★★★ Hping is a powerful analysis tool that should be 
part of any admin toolbox. The current version 3 extends the 
performance to include practical scripting functions.  n n n
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when it first appeared. These days, 
every desktop-oriented Linux distribu-
tion provides a suite of graphical man-
agement tools. However, Webmin still 
provides some benefits for today's net-
works.

First, Webmin is “network transpar-
ent.” It doesn’t matter whether you’re 
actually sitting in front of the computer 
you need to manage or half a planet 
away, if you configure your firewall 
properly, you will be able to manage 

W ebmin [1] is a web-based 
interface for system admin-
istration of Unix-like sys-
tems. The first part of this 

tutorial explains what Webmin is and 
when and why you might want to use it. 
The second part describes how to set up 
Webmin and use it for some basic ad-
ministration tasks. Finally, I’ll show you 
some advanced Webmin features.

If you want to configure your Linux 
computers in the best possible way or be 

able to rescue them when something goes 
wrong, there are no shortcuts: You need 
to know the basics of the command line 
and understand how to edit shell scripts 
and configuration files manually. How-
ever, just because you use the command 
line doesn’t mean you like it, and this is 
where interfaces like Webmin can help.

Of course, if Webmin were nothing 
more than a mouse-first version of 
some system administrations utilities, it 
would be much less useful now than 

Every leading Linux distribution offers some kind of built-in GUI management tool, but the 
world still has room for a flexible, distribution-independent tool like Webmin. By Marco Fioretti
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your computers in the same way. Plus, 
you can operate Webmin through any 
browser, even if you cannot connect via 
SSH. Even in cases where Webmin is lit-
tle more than a web-based text editor 
for configuration files, it is still worth 
using.

Second, running a per-
sonal server is becoming a 
more common task. If you 
care about your blogging, 
photographs, and email, 
you really should locate 
these services on a server 
that is actually yours. 
Many Linux distributions 
that are optimized for such 
scenarios don’t run any 
desktop environment – nor 
should they. With Webmin, 
you can manage many 
parts of your servers 
through the same interface 
you use on your own desk-
top.

Third, Webmin lets you 
delegate. If the basic man-
agement tasks are possible  
from any browser with a 

few clicks, you 
can ask col-
leagues, friends, 
or relatives, who 
might not even 
know Linux, to 
look after your 
computer when 
you’re sick or 
traveling. 

Fourth, Webmin 
hides differences 
among distribu-
tions. Things have 
improved since 
the 1990s, but in 
many cases you 
still cannot reuse 
exactly the same 
script or com-
mand across dis-
tributions. Web-
min does its best 
to hide all that. 
The Webmin form 
to create a user, 
for example, will 
always be basi-
cally the same for 
all the versions of 

Linux that Webmin supports, plus So-
laris, FreeBSD, and HP/ UX.

Finally, for all the reasons above, Web-
min can also be a great (self-)training 
environment. You can configure pro-
grams and tasks with Webmin and then 

study how it modified the configuration 
files of your system, or you can set up 
Webmin in a computer class to let your 
students do the same thing.

Gotchas and Limitations
If you carefully read the previous para-
graphs, you have probably noticed some 
limitations in what Webmin can do. The 
limitations arise from the  fact that Web-
min, no matter how convenient it is, is 
ultimately just a configuration and man-
agement assistant.

To use Webmin, you must first install 
Linux and possibly other programs (not 
to mention Webmin itself) the tradi-
tional way, but you cannot install Web-
min on systems where you do not have 
root access.

Overview and Initial 
Configuration
Technically speaking, Webmin is a set of 
Perl scripts that can be extended with 
many modules, and the configuration in-
cludes a small web server. At a low level, 
all Webmin does is translate (or reapply) 
your commands as changes in the stan-
dard, textual configuration files used to 
configure a Linux system.

The good thing is that, although Web-
min directly updates the usual configura-
tion files, it doesn’t overwrite all their 
contents. Inside those files, Webmin 
only changes the parts that you tell it to 
change and leaves the rest alone. In 

Figure 1: The Webmin Configuration page gives an idea of how 

complex and flexible this tool can be, but you can do lots of useful 

stuff with it.

Figure 2: Part of the initial Webmin page, with the default theme. The main panel shows system 

performance and status, whereas the left sidebar groups all the available functions in several areas.
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chapters of the online documentation [2] 
to facilitate their usage.

Modules
You can augment Webmin functionality 
by adding modules, many of which are 
included in the basic package. To see the 
modules, click on Un-used Modules in 
the sidebar. To manage your modules, or 
install new ones, click on Webmin Mod-
ules in the configuration panel shown in 
Figure 1. This opens a relatively intuitive 
form that lets you download and install 
modules, control who can use them, and 
generate clones. A Webmin module 
clone is a separate instance of the mod-
ule that runs with different settings. To 
learn more about modules, visit the cor-
responding documentation page [3].

Basic Configuration
The first things you should learn to do 
with Webmin are, of course, the first 
things you would do on any Linux 
computer.

Go to Hardware | System Time, for ex-
ample, to set system and hardware time 
or to synchronize your computer to a 
time server.

Click on System | Bootup and Shut-
down to get a list of which system ser-
vices are available and to stop or auto-
matically start the services at every boot. 
The current status of system services is 
also visible under Others | System and 
Server Status.

Installation and updates of software, 
including new versions of Webmin, 
happen in the Software Packages and 
Software Package Updates panels in the 
System section of the sidebar (Figure 3). 
These panels are more primitive than 
you are likely accustomed to if you 
work with Synaptic or similar tools, but 
they are not difficult to use. Again, they 
work pretty much in the same way, no 
matter what Linux distribution is un-
derneath.

Webmin also includes a basic file 
manager at Others | File Manager, and 
you will even find backup utilities. The 
File manager looks quite bare, but it has 
all the main functions for a program of 
this kind, including a means for creating 
zipped archives and the possibility for 
getting files directly from any Internet 
server.

As far as backups go, Webmin in-
cludes two interfaces with different pur-

other words, almost all the careful 
changes and customizations you did 
manually before you started using Web-
min should be unchanged. In general, 
you should be able to mix Webmin and 
good old command-line typing as you 
wish.

Installing and Configuring 
Webmin
Webmin is not generally included in the 
package repositories of most Linux dis-
tributions. To install it, you must down-
load the files from the website in the 
format most compatible with your dis-
tribution, then follow the instructions. 
If you use a Linux distribution based on 
the .rpm or .deb packaging formats, just 
download the corresponding binary 
package and install it with your usual 
software manager. You might have to 
force your package manager to ignore 
dependencies or install the dependen-
cies manually yourself, but usually this 
does not create any problem. On some 
distributions, you have to start Webmin 
manually after the installation by issu-
ing a command like the following as 
root:

service webmin start

At that point, you will be able to log in 
to Webmin by pointing your browser to 
the address https:// localhost:10000. If 

you are accessing Webmin from another 
computer, replace localhost with the 
hostname or IP address of the system 
you want to access. If you want to man-
age your computer remotely, you will 
also have to tell the firewall to forward 
incoming traffic to TCP port number 
10000.

Because Webmin generates its own 
SSL certificate when you install it – to 
use encrypted (HTTPS) connections – 
you’ll also get the standard warning 
from your browser that the certificate 
cannot be trusted; in this case, you may 
ignore the warning.

Figure 1 shows what Webmin looks 
like when you start using it. You can 
change the look and feel by choosing 
another of the (few) themes included, 
but be warned: None of the themes will 
win a web design award anytime soon 
(Figure 2). However, they all do the job, 
and for the most part, Webmin themes 
also work in text browsers that support 
frames.

Webmin is well documented, and you 
should spend some time browsing the 
resources listed in the System | System 
Documentation section. The search box 
at the bottom of the sidebar will help 
you to find the functions you need and 
assist you with installing the correspond-
ing packages if they aren’t already in 
your computer. Most Webmin windows 
include links to relevant instructions or 

Figure 3: The Software Package Updates panel is a good example of what working in Webmin 

looks like. The appearance might be dull, but all pages pack a lot of options in a clear way, 

and the interface even displays the full output of many commands.
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poses. The one in Webmin | Backup Con-
figuration Files is aimed mainly at saving 
all or parts of the configuration files you 
edit via Webmin, plus its own. In that 
panel, you can manually add other files 
to back up, restore from previous back-
ups, or schedule regular backups.

The window under System | Filesystem 
Backup is reserved for backups of full, 
generic directories in your filesystem. In 
both interfaces, you can tell Webmin to 
schedule the backups at regular intervals 
and save the resulting archive to an ex-
ternal server via FTP or SSH.

Linux or Webmin Users? 
Both, of Course
If you go to System | Users and Groups, 
you will see a list of all the standard 
Linux/ Unix accounts on your systems, 
which should not be confused with 
Webmin accounts. This part of Webmin 
lets you do almost everything you need 
with system users and groups: You can 
create or delete them, move users 
among groups, change user privileges, 
and so on. If needed, you may even 
click on Run batch file to manage many 
users at once from an uploaded or local 
text file. Click on Instructions and batch 
format to see the exact (simple) syntax 
you should use in the text file. The one 
thing about system users that you can-
not manage in this panel is the disk 
space quotas for the /home partition. 
That function has its own window 
under System | Disk Quotas.

Webmin doesn’t just help you manage 
the users of a Unix/ Linux system. You 

can also create users for Webmin itself – 
or at least its own, separate rules about 
what system users may do if they log into 
Webmin. This functionality is handled in 
the Webmin | Webmin Users page. A 
whole section of the online documenta-
tion [4] explains how to create Webmin 
users and how to specify which users will 

have access to which 
functions or modules.

You might not need 
bother about Webmin 
users at all, if you are 
the only user of your 
system, except for 
one thing: click on 
Unix User Authentica-
tion, select Allow 
users who can run all 
commands via sudo 
to login as root, then 
save and log off. At 
that point, you will be 
able to log in and 
work in Webmin 
using the account of 
any user with sudo 
privileges, instead of 

having to use the root account.
The Webmin authentication code that 

makes this possible needs the Perl mod-
ule IO:Pty, which might not be installed 
by default. Most distributions have it in 
their standard repositories, however, so 
if Webmin complains, just install it and 
try again.

Figure 4: A built-in Ajax terminal gives you a command prompt right inside your browser.

Figure 5: You can add buttons as you please, attaching them to your custom scripts, 

controlling which parameters they have, and defining how they display their output.
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save lots of time – to set each variable of 
those servers; however, it’s still up to you 
to know what those variables mean.

Beyond the GUI:  
Advanced Webmin Usage
No software interface is really useful if 
you cannot customize at least part of it to 
your specific needs or occasionally do 
something that is not specifically listed in 
its menus. Webmin provides several func-
tions that make these things possible 
even without hacking its source code.

To execute a command that you would 
otherwise have to enter at a shell prompt, 
click on Others | Command Shell and type 
the command. To do serious terminal 
work, choose Others | Text Login (Fig-
ure  4). This option opens a terminal in-
side your browser in which you can run 
all the commands and scripts you want 
inside a secure SSH session. If there’s a 
command that you want to assign to a 
clickable button for frequent use, add it in 
the Others | Custom Commands page 
shown in Figures 5 and 6.

These features alone make Webmin 
flexible enough for most users, but there 
is more: If you want to save even more 

Log Files, System Monitoring, 
and Automatic Jobs
Even with logfiles, Webmin clearly dis-
tinguishes between its own stuff and 
the operating system in which it runs. 
The Webmin | Webmin Actions Log 
window is a search interface for Web-
min’s internal log. Use it whenever you 
need to figure out exactly what you did 
in all of Webmin or just in some of its 
modules.

Rotation of system logfiles – and defini-
tion of post-rotation commands for each 
of them – has its own panel in the System 
section. Monitoring system performance 
is split between Networking | Bandwidth 
Monitoring and Others | System and 
Server Status. In the latter window, you 
can activate tens of system monitors, and 
you can set how often they should run 
and to which email address they should 
send updates and warnings.

Speaking of automated actions, the 
most useful part of Webmin might be its 
interface to set up and control cron 
jobs – that is, automatic execution of 
specific commands or scripts at regular 
intervals. From the visual point of view, 
the form in System | Scheduled Cron Jobs 
might be outdated, but it makes it very, 
very easy to create cron jobs that run 
only when you want. You can even spec-
ify a non-recurring range of dates in 
which each job should be executed and 
define which users can have their own 
cron jobs.

Firewall and Servers
The most critical part of the Networking 
section is probably the configuration of 
your firewall. By default, Webmin in-
cludes two modules for firewall configu-
ration, called FirewallD and Linux Fire-
wall. Which one is more appropriate de-

pends on which 
distribution you 
are running. Luck-
ily, Webmin is 
smart enough to 
advise you, in 
most cases, which 
you should use.

Out of the box, 
Webmin knows 
how to configure 
the servers corre-
sponding to the 
essential services 
of any Linux sys-

tem: remote access via SSH; websites 
with Apache; databases with MySQL; 
and email with Postfix, Procmail, and 
SpamAssassin. Many more servers, from 
DNS to DHCP, have separate modules 
that you can activate with a few clicks.

On one hand, this part of Webmin is 
the least useful: This is not Webmin’s 
fault, it’s just the nature of the beast. Re-
gardless of which flavor of Linux you use, 
any configuration interface for services 
like running websites or email can only 
do so much for its users. Webmin has 
many practical forms that help a lot – and 

Figure 6: The Back up budget files button created with the form in 

Figure 5 will stay, by default, in the Custom Commands window.

01   chop($url = `cat url.txt`);

02   eval {

03     $server = Frontier::Client‑>new('url' => $url);

04     };

05   $@ && die "Failed to create server : $@";

06

 07   $jobs = $server‑>call("cron::list_cron_jobs");

08   print "Found ",scalar(@$jobs)," cron jobs\n";

09   ($already) = grep { $_‑>{'user'} eq 'root' &&

10                       $_‑>{'command'} eq 'echo foo' } @$jobs;

11

 12   if ($already) {

13           print "Deleting cron job for $already‑>{'user'}\n";

14           $server‑>call("cron::delete_cron_job", $already);

15           print "Done deletion\n";

16           }

17   else {

18           print "Adding cron job for root\n";

19           $job = { 'user' => 'root',

20                    'active' => 1,

21                    'command' => 'echo foo',

22                    'special' => 'weekly' };

23           $server‑>call("cron::create_cron_job", $job);

24           print "Done\n";

25           }

LISTING 1: Using Webmin from a Perl Script
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but even in 2016, it is a really useful 
tool for both expert and aspiring sys-
tem administrators (Figure 7). Experi-
enced users will save lots of time 
thanks to Webmin, and beginners will 
discover that Webmin is a useful tool 
for learning about Linux configura-
tion. You'll find that Webmin has 
many more options than I can describe 
in this article. If you want further in-
formation, look at the Webmin exten-
sions or spinoffs, called Usermin, Vir-
tualmin, and Cloudmin.

Usermin creates a web-based inter-
face in which ordinary users can read 
their email in a browser, change their 
password, and perform other simple 
tasks autonomously. Virtualmin gives 
Webmin the ability to create and man-
age multiple, semi-permanent virtual 
hosts on the same computer: Each host 
will also have its own copy of Webmin 
with a separate administrator account 
and no access at all to any other part of 
the system.

Cloudmin is similar to Virtualmin, but, 
as you can guess from its name, it is op-
timized for on-demand cloud computing. 
A Cloudmin admin can quickly create, 
resize, reconfigure, and restart on de-
mand many independent clouds, each 
with its own parameters.  nnn

time, you can write Perl scripts that will 
use Webmin on your behalf, using the 
XML Remote Procedure Call protocol. To 
understand how this trick works, look at 
Listing 1, which shows the essential 
parts of one of the sample scripts pro-
vided by the Webmin developers [5]. 
This script connects to your Webmin 
with the credentials in the single line of 
a file called url.txt (line 1), which has 
the following format:

https://USERNAME:PASSWORD@U

  yourserver.com:10000/xmlrpc.cgi

Lines 2 to 6 create an object that con-
nects to the specified Webmin instance. 

Using the cron::list_cron_jobs method, 
lines 7 to 10 check whether a cron job 
that executes the command echo foo as 
user root already exists. If yes, it is de-
leted (remember, this is just an exam-
ple). Otherwise (lines 17 to 25), the 
server object is told to connect to Web-
min again to create the cron job with the 
specified parameters. Of course, in real 
life, the user and command terms specified 
in the script would be parameters passed 
to the script.

Conclusion
Webmin might be 
visually out-
dated, 

Figure 7: The Webmin file manager is no match for software like Dolphin or Nautilus, but it 

has all you need to move, rename, upload, and download files, even remotely.

[1]  Webmin:  
http://  www.  webmin.  com

[2]  Documentation:  
http://  doxfer.  webmin.  com

[3]  Module documentation:  
http://  doxfer.  webmin.  com/  Webmin/ 
 Webmin_Modules

[4]  User documentation:  
http://  doxfer.  webmin.  com/  Webmin/ 
 Webmin_Users

[5]  Sample scripts:  
http://  www.  webmin.  com/  xmlrpc.  zip
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the bare minimum required to achieve 
functionality.

For clarity, all the CCTV server does is 
receive uploaded footage (images and 
videos) of any motion-triggered events at 
my home. For obvious reasons, I won’t 
go into too many details, but in essence, 
it’s an image repository and a simple 
viewing platform to watch for unusual 
events at home day or night. Generally it 
will pull about 20GB of data off a single 
camera in a month. Incidentally, it costs 
pennies to run on a monthly basis, and 
camera hardware (even running glorious 
HD) is very affordable.

Fail2Prepare/ Prepare2Fail
I’m a big fan of a super-slick tool called 
fail2ban [2]. It cleverly provides a mech-
anism to add firewall rules if it spots re-
peated failed logins in system logfiles. 
Netfilter’s iptables is used in most cases 
on Linux, because it’s so powerful and 
highly accessible.

In my case, on the CCTV server, I 
watch fastidiously and block anyone 
(automated or otherwise) from trigger-

M uch of my time I work with 
enterprise technologies, but 
when I get the chance to 
view Linux as a hobby again, 

I find myself solving problems by using 
only a simple script and a limited num-
ber of tools. My last foray into customiz-
ing Linux was securing a CCTV (closed 
circuit television) server that helps pro-
tect my home. In this article, I’ll demon-
strate how I solved a problem by using 
what I’m going to call a “Magic URL.”

By Magic URL I mean that despite 
having what some would consider to be 
a highly secure Linux server (a firewall, 
two-step verification, fail2ban, TCP 
Wrappers, and htaccess), I don’t need a 
fixed IP address to connect over a cell-
phone network from anywhere on the 
planet, just a spare 30 seconds, an SSH 
client, and access to a valid two-step 
verification code. I’ll assume you have 
an Apache web server installed, prefer-
ably with HTTPS for a little more htac-
cess password secrecy. An htaccess 
configuration file is used to add simple 
password controls and is loaded and 

executed by the Apache web server 
software [1].

It’s worth saying that I’m sure you can 
solve similar problems in other ways, 
and some will suit your needs to a 
greater extent; however, this solution 
works for me, and you might find you 
can apply it or modify it to work for you 
in a future scenario. I’ve no doubt that 
after tinkering with this solution, I’ll end 
up using something I’ve learned here on 
another project.

Escapology
How I arrived at having a Linux server 
hosted in the cloud and locked down 
tightly to host my CCTV footage has a 
significant background, but I don’t want 
to lose track of how to set up a Magic 
URL, so I’ll briefly just explain the tools 
I’m using before beginning.

None of these tools are mandatory, 
and once you see how they integrate 
with each other, you should be able to 
choose which tools you can use with 
relative ease. For those who prefer a 
quick solution, I’ll also offer details of 

Access your servers securely with a Magic URL

 Magic Act
With a highly secure Linux server, you don’t need a fixed IP address to connect over a 
cellphone network from anywhere on the planet if you have a Magic URL. By Chris Binnie
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ing an HTTP 404. Here’s the slightly un-
usual bit: I ban an IP address for a very 
long period of time for even triggering a 
single 404. This action might seem a bit 
draconian, but it’s for good reason: I’m 
the only person accessing the CCTV 
server, and I know where to view the 
latest events with impunity. If you’re 
completely new to fail2ban, it’s well 
worth a look at an article I wrote in 
Linux Magazine [3] about how to keep 
pesky robots from filling your logs with 
noise when they generate HTTP 404s 
and, indeed, anything above a friendly 
HTTP 200.

On the CCTV server, I’ve possibly 
gone a little overboard with my fail2ban 
configuration, because sometimes trou-
bleshooting a problem can take a little 
longer than it should; however, I have 
three iptables-driven fail2ban configs 
running. First, I use a config to deal with 
a popular remit for fail2ban: protecting 
against repeated SSH login attempts. In 
Figure 1 you can see how iptables re-
ports it, the label is fail2ban-ssh.

Second, as you can see in Figure 2, I 
have a very strict set of rules for a non-
existent page that I call fail2ban-apache-
chris. The output in Figure 2 is abbrevi-
ated because of all the offenders (rang-
ing from search engines to automated at-
tacks). Admittedly, the rule doesn’t have 
the best of names, but I’m the only sys 
admin on the server, so I know what it 
does.

You might want to compare the config 
examples in the fail2ban article men-
tioned earlier [3] with the fail2ban-
apache-chris rules I run here (Figure 3). 
Notice the mention of MAGIC‑URL‑PATH 
within the ignoreregex field, because I 
talk about that later.

The final fail2ban ruleset was origi-
nally running within fail2ban-apache-
chris to look for HTTP 401 login errors 
(i.e., users who don’t know the pass-
word to .htaccess pages), but I found it 
too cumbersome to include alongside 
the Magic URL functionality, so I sepa-
rated it out. In Figure 4 you can see the 
filter fail2ban-apache-denied, which 

deals solely with HTTP 401 errors. Any-
one who attempts to access my Magic 
URL subdirectories with the wrong 
login and password (also known as 
HTTP 401 Unauthorized errors) is 

promptly struck 
down by light-
ning. It took a lit-
tle while to get 
this ruleset just 
as I wanted, but 
the rules essen-

tially catch login failures over htaccess 
(Figure 5).

Thaumaturgy
As mentioned, fail2ban, like the other se-
curity tools used in this setup, isn’t abso-
lutely necessary to get the Magic URL 
functionality working, but it certainly 
adds to my peace of mind. It’s also highly 
configurable, and I would suggest getting 
the other aspects of the Magic URL work-
ing first (so you’re sure they’re running 
for you as expected) and then adding fail-
2ban and two-step authentication with 
Google Authenticator afterward.

The CCTV images and video footage 
are uploaded by FTP with vsftpd into a 
user’s home directory. The CCTV cam-
eras are locked down by IP address 
thanks to TCP Wrappers, a host-based 
networking ACL system for *nix systems 
used to filter network access to Internet 
protocol servers. If you’re new to TCP 
Wrappers and don’t want to use iptables 
to lock down the likes of SSH or other 
network-accessible services, you might 
want to read an article I wrote for 
ADMIN magazine on that topic [4]. I use 
TCP Wrappers on this server to limit ac-
cess to sshd, vsftpd, and the Magic URL 
script to a few static IP addresses. How it 
integrates with that functionality will be-
come clear soon.

Within a subdirectory off the web root 
lives my main viewing page for the latest 
image (captured during the most recent 
motion-detected event). If I want to dig 
deeper, I can download an MPEG video 

Figure 1: Fail2ban stopping repeated incorrect password attempts over SSH.

Figure 3: Fail2ban is catching the IP addresses of those requesting any non-existant pages on 

the web server and banning them with the fail2ban-apache-chris filter.

Figure 2: I’m being really strict with 404 and other errors by banning every offender for a long time.

Figure 4: To make scripting easier, fail2ban has a separate filter just for HTTP 401 errors.

Figure 5: The fail2ban-apache-denied filter catches HTTP login errors.
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fail2ban rules. The Magic URL function-
ality will allow otherwise untrusted dy-
namic IP addresses to connect briefly 
over SSH to the server, so for clarity, to 
do so, I'll follow these steps below:
1. Set up my .htaccess files, which 

means that even if my Magic URL is 
guessed, a username and password is 
needed to get access to it via a 
Browser (and fail2ban won’t take too 
kindly to any failed passwords at all if 
it’s configured correctly!).

2. Write a script (and break it up into 
segments to keep it simple) to check to 
see if I need to act after my Magic URL 
has been accessed and tidy up previ-
ous SSH access entries, as well.

3. Create a simple cron job to set the 
Magic URL, so it runs every minute.

Sleight of Hand
Even novice sys admins have probably 
heard of .htaccess files, which provide 
some web servers (Apache being the 
most popular) with some clever func-
tionality, like cleaning up URLs or pass-
word protection of web pages. I’ll create 
two simple files, each with just a single 
line, to add password protection to my 
chris‑magic‑url/ directory.

To keep my password secure I’ll save 
the password file a level above web root 
(so it’s not viewable by web visitors); in 
this case, that’s /var/www. In that direc-
tory the .htpasswd file looks like this:

hack‑and‑defend:$apr1$jbex7Soz$U

  clt5T9p6KzHMXj8wqmWhr

As you can see, my username is hack-
and-defend and my password is an MD5 
hash. If you’re new to how this works, I 
must tell you about it, because it’s really 

or JPG images onto my smartphone to 
look at an event in more detail, having 
been presented with a prettified direc-
tory listing of all of the footage residing 
under capture dates and timestamp sub-
directories.

Those who don’t approve of security 
through obscurity might debate this next 
approach. I thought for a while about 
making this aspect much more sophisti-
cated, and I might improve it in the fu-
ture, time permitting. My issue with the 
core of this simple design is that, essen-
tially, my Magic URL is statically named. 
Don’t get me wrong: In addition to just 
being impossible to guess, the URL is se-
cured by fail2ban, which would make 
short shrift of attackers’ attempts to ac-
cess it. (They’d be banned for more than 
a week if they got the password wrong 
once.)

To my mind, however, the best secu-
rity comprises of a number of carefully 
considered layers. In the future, I might 
change my unguessable static URL every 
hour. I could generate a value, along the 
same vein as two-step authentication 
does, or use some other apparently ran-
dom value known only to me, or I might 
opt for simplicity and just append the 

current hour of the day 
to the end of the URL.

Say, for example, that 
under the web root of 
my Linux server I 
wanted to connect to 
my server at two 
o’clock in the afternoon 
by calling a subdirec-
tory for my Magic URL 
(e.g., chris‑magic‑url/). 
I would have a cron job 
make sure my directory 
was renamed 
chris‑magic‑url‑14/ at 
1400hr.

For the rest of this ar-
ticle I’ll assume that 
chris‑magic‑url/ is the 
name of my subdirec-
tory. If you’re diving 
straight into using fail-
2ban from the start, you 
should look again at the 
ignoreregex line in Fig-
ure 3, which I will use 
to replace 
MAGIC‑URL‑PATH with 
chris‑magic‑url.

I’ll try not get too bogged down with 
the many security options available, but 
I do want to mention two-step authenti-
cation (also known as two-step auth or 
two-step verification) at this stage. It’s a 
fantastic way of bolstering SSH security 
immediately after you’ve entered your 
password. You have to enter a time-lim-
ited code (as with a dongle or RSA 
token).

Figure 6 shows how to view Google 
Authenticator codes on a smartphone 
once it’s set up. In case you’re wonder-
ing, I don’t ever name my authentication 
services by their real name in case my 
phone is lost or stolen. There’s nothing 
wrong with some security through ob-
scurity in my book; it all helps to slow 
an attacker down or make things more 
difficult to figure out.

It’s a Kind of Magic
I’ve explained that two-step and fail2ban 
are optional components, but I should 
really have one mechanism locking sshd 
to specific IP addresses at the very least 
in case I make a mistake with my Magic 
URL config. I could easily use iptables 
on it’s own, for example, but I need to 
be careful not to confuse that with my 

Figure 6: Ephemeral Google Authenticator codes on my 

smartphone.

AuthName "These aren't the droids 

you're looking for. Go about your 

business."

AuthUserFile /var/www/.htpasswd

AuthType Basic

<Limit GET POST>

Require valid‑user

Order Deny,Allow

Deny from all

Allow from 10.10.10.10

Allow from 12.12.12.0/24

Satisfy Any

</Limit>

LISTING 1: .htaccess Config

32

Magic URL

SEPTEMBER 2016 ISSUE 190 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

FEATURES



very clever. The password is just obfus-
cated characters using MD5 and written 
as a hash. The actual password is never 
saved to disk. The login process asks for 
a password, creates a hash of it, and 
simply compares it to the one saved on 
the disk. If it matches, I’m allowed in. 
You have to love intelligent security that 
uses such well-considered simplicity.

The next step is easy, too. At the top of 
the web root, I create two directories. 
(With some fine tuning, the two directo-
ries could become one, but I’ll keep 
using two directories for simplicity.) The 
first directory is called chris‑magic‑url/ 
and the second is secret‑service/. In my 
case, secret‑service/ is the CCTV foot-
age viewing page I mentioned. You 
might have an application or something 
precious sitting in your secret‑service/ 
directory.

For clarity, my Magic URL will open 
up SSH access to any IP address, and the 
secret‑service/ directory isn’t strictly re-
lated. I thought it was worth mention-
ing, though, because in addition to the 
Magic URL functionality, you can also do 
what I think are pretty clever things with 
IP addresses and password protection 
with htaccess files. Here’s a quick look 
to give you some food for thought.

You might want to improve the Magic 
URL functionality to let only specific IP 
addresses even attempt that first login via 

htaccess. Think 
about something 
like this example 
in Listing 1. You 
can see that not 
only do I ask for a 
password for ac-

cess to my web server files, but I also 
have configuration in place that doesn’t 
ask for a password if either the single IP 
addresss 10.10.10.10 connects or the 
whole /24 network 12.12.12.0 connects. 
That’s very convenient.

The clever line is Satisfy Any. Be 
warned that you should test this care-
fully before trusting it implicitly. I really 
like this functionality, and the nice thing 
about htaccess is that any changes you 
make to it via a script (e.g., adding a 
trusted IP address via Magic URL func-
tionality) are live immediately, and no 
web server restarts are required.

Back to the simpler htaccess approach 
and the second htaccess file: I’m going 
to insist that everyone is asked for a 
password, and in this case, fail2ban will 
keep me safe from repetitive attacks. 
You’ll be glad to know that the second 
file is straightforward too and looks like 
Listing 2. This time the file resides in the 
directory /var/www/html/chris‑magic‑url/ 
and I call the file .htaccess (see the “.
htaccess Files” box).

I’ll also put a copy of my second file 
(.htaccess) in my secret‑service/ direc-
tory to protect my secret application 
(e.g., the viewing page in my case). 
Again, you don’t need to do this to get 
the Magic URL functionality working, 
and it’s optional, it’s simply to give you 
some context for where your prized as-
sets might live in relation to your Magic 
URL directory.

The only other thing I’ll need inside 
my virtual host files for htaccess to func-
tion correctly (as it applies to my Debian 
jessie build and Apache version 2.4.10-

10+deb8u4) is an entry in the /etc/
apache2/sites‑available/ virtual host 
entries. Within the 000‑default.conf file, 
and the default‑ssl.conf file if you’re 
using SSL/ TLS, I add the following be-
fore closing the </VirtualHost> tag:

<Directory "/var/www/html">

AllowOverride AuthConfig

</Directory>

Clearly, I need to alter the directory on 
which I am enabling password protec-
tion by editing the line:

Directory "/var/www/html"

Now I just need to tell Apache that I’ve 
made those changes, if they weren’t there 
before, with a quick config reload as fol-
lows for Debian derivatives on systemd 
machines (first line) or the SysV equiva-
lent for older versions (second line):

# systemctl reload apache2

# /etc/init.d/apache2 reload

On Red Hat derivatives, your package 
might be called httpd and not apache2, so 
use

# systemctl reload httpd

# /etc/init.d/httpd reload

for systemd and SysV systems, respec-
tively.

After using the Bash script [5] for the 
first time, which I’ll look at shortly, and 
triggering a Magic URL, a quick peek in-
side the /var/www/html/chris‑magic‑url/ 
directory reveals the previously unseen 
files, and the Magic URL directory con-
tains:

.htaccess

index2.html

index.html

AuthName "You're definitely not welcome here. Move along."

AuthUserFile "/var/www/.htpasswd"

AuthType Basic

Require user hack‑and‑defend

LISTING 2: A Simple .htaccess File

In case you aren’t aware, the prepended 
dot for these htaccess files not only 
makes them hidden files on the filesys-
tem, but modern web servers also know 
not to serve these files directly to a 
browser (e.g., so your MD5 hash is 
never exposed). For example, Apache 
has this configuration in the apache2.conf 
file in my Debian jessie build:

# The following lines prevent .
htaccess and .htpasswd files from 
being

# viewed by web clients.

#

<FilesMatch "^\.ht">

        Require all denied

</FilesMatch>

.HTACCESS FILES

ALL: ALL: SPAWN ( \

         echo "\n\

         TCP Wrappers\: Connection refused\n\

         By\: $(uname ‑n)\n\

         Process\: %d (pid %p)\n\

         User\: %u\n\

         Host\: %c\n\

         Date\: $(date)\n\

       " | /usr/bin/mail ‑s "Connection to %d blocked" chris@binnie.tld) &

LISTING 3: Receive Email on Attack
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01  #!/bin/bash

02  

03  # Create Magic URL dir if not present

04  mkdir ‑p /var/www/html/chris‑magic‑url/

05  

06  # Check if I ran last time and tidy up if so

07  CHECK=`tail ‑n2 /etc/hosts.allow | head ‑n1`

08  

09  if [ "${CHECK}" = "# START MAGIC URL IP ADDRESS #" ] ; then

10   sed ‑i '/# START MAGIC URL IP ADDRESS #/d' /etc/hosts.allow # delete marker in file

11   sed ‑i '$d' /etc/hosts.allow # delete last line

12  fi

13  

14  # Create date variable

15  DATE=$(date +"%H:%M:%S %m‑%d‑%Y")

16  

17  ########################################################################

18  # Create the first index file and avoid pesky browser caching (this is not infallible)

19  echo ‑e "<html><head><meta http‑equiv=\"cache‑control\" content=\"no‑cache\"><meta http‑equiv=\"expires\" 
content=\"0\"><meta http‑equiv=\"expires\" content=\"Tue, 01 Jan 1980 1:00:00 GMT\"><meta http‑equiv=\"pragma\" 
content=\"no‑cache\"><meta http‑equiv=refresh content=\"5;URL='index.html'\">" > /var/www/html/chris‑magic‑url/index.html

20  

21  echo ${DATE} >> /var/www/html/chris‑magic‑url/index.html

22  ########################################################################

23  

24  ########################################################################

25  # Empty second index file but make sure you know it exists and the last time it was written to

26  echo ${DATE} > /var/www/html/chris‑magic‑url/index2.html

27  ########################################################################

28  

29  if [[ ! ‑z ${GSM} ]]

30   then

31  

32      echo "# START MAGIC URL IP ADDRESS #" >> /etc/hosts.allow

33      echo "sshd: ${GSM}" >> /etc/hosts.allow

34  

35       echo ‑e "<html><head><meta http‑equiv=\"cache‑control\" content=\"no‑cache\"><meta http‑equiv=\"expires\" 
content=\"0\"><meta http‑equiv=\"expires\" content=\"Tue, 01 Jan 1980 1:00:00 GMT\"><meta http‑equiv=\"pragma\" 
content=\"no‑cache\"><meta http‑equiv=refresh content=\"5;URL='index2.html'\">" > /var/www/html/chris‑magic‑url/index.html

36  

37       echo ‑e "<html><head><meta http‑equiv=\"cache‑control\" content=\"max‑age=0\"><meta http‑equiv=\"cache‑control\" 
content=\"no‑cache\"><meta http‑equiv=\"expires\" content=\"0\"><meta http‑equiv=\"expires\" content=\"Tue, 01 Jan 1980 
1:00:00 GMT\"><meta http‑equiv=\"pragma\" content=\"no‑cache\">" > /var/www/html/chris‑magic‑url/index2.html

38  

39      echo ${DATE} >> /var/www/html/chris‑magic‑url//index2.html

40      echo ‑e "<br>${GSM}" >> /var/www/html/chris‑magic‑url//index2.html

41      echo ‑e "<br>Aphorism: Time is short, carpe diem." >> /var/www/html/chris‑magic‑url//index2.html

42  

43      iptables ‑D Fail2ban‑ssh ‑s ${GSM} ‑j REJECT

44      iptables ‑D Fail2ban‑apache‑chris ‑s ${GSM} ‑j REJECT

45      iptables ‑D Fail2ban‑apache‑denied ‑s ${GSM} ‑j REJECT

46  

47      mail ‑s "Magic triggered ${GSM}" chris@binnie.tld < /dev/null

48      sed ‑i '/chris‑magic‑url/d' /var/log/apache2/access.log

49      /etc/init.d/apache2 reload

50  else

51    echo No match

52  fi

LISTING 4: Magic URL Bash Script
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Remember, to get the bare minimum 
working, you only need htaccess files in 
place, TCP Wrappers, the Bash script, 
and a cron job.

Hat Trick
It’s important to note that single lines in 
the script could easily use iptables as op-
posed to TCP Wrappers. I prefer the sim-
plicity of dealing with the /etc/hosts.
allow file from TCP Wrappers for a task 
like this. Hopefully, it also makes it eas-
ier to follow and avoids confusion be-
cause I’m looking at fail2ban iptables 
entries too.

To set up TCP Wrappers for SSH, I first 
put a global deny in the /etc/hosts.deny 
file (Listing 3). This example includes a 
nice little trick to receive email when-
ever someone or something is rejected 
by a TCP Wrapper rule. One caveat: If 
this makes your server prone to denial of 
service attacks because someone can 
generate a lot of email, then disable it.

The ALL:ALL is the only entry you need 
to deny all IP addresses for all services 
in that file if you don’t want to receive 
email. Try it and see if you like the func-

tionality. I love this feature of TCP Wrap-
pers, because it helps me keep an eye on 
misconfigurations and attacks via the oc-
casional email.

In /etc/hosts.allow you should add 
(comma delimited) IP addresses to 
which you want to allow SSH access:

sshd: 22.22.22.22, 11.11.11.11

I won’t edit /etc/hosts.allow directly 
any further because the Magic URL 
script will take care of writing to that 
from now on. Be warned not to discon-
nect your existing SSH session, however, 
or you might lose remote access. Test the 
Magic URL set up using a virtual ma-
chine with a remote console (or one 
which has out-of-band access) if you 
don’t want to risk being accidentally 
locked out of your server.

Rabbits in Hats
I mentioned the other security mea-
sures running on my CCTV server ear-
lier. In a moment, I will share snippets 
of their configuration, which I use to 
integrate with the Magic URL function-

ality – I hope without confusing the 
matter in hand.

First, though, I’ll look at the heart of 
the Magic URL mechanism: a short Bash 
script. This main script, which will be 
run by a cron job, is called /usr/local/
etc/magic‑url‑script. I won’t go into 
every detail, but I’m sure you’ll get the 
idea. You should download a version of 
the script [5] as opposed to entering it by 
hand to avoid typos.

The first section (Listing 4, lines 1-27) 
begins by tidying up any previously 
added Magic URL IP addresses in the 
/etc/hosts.allow file, creating the perti-
nent directory, clearing index files of old 
data, and creating a timestamp variable 
called ${DATE}.

As you can see, although it’s noisy, it’s 
just a case of overwriting the index.html 
and index2.html files in the /var/www/
html/chris‑magic‑url directory. I then 
simply write a timestamp to them so I 
can see easily in a browser when they 
were last updated.

In the second section (lines 29-38), 
I’m calling the IP address I allow to 
connect to the GSM server (Global Sys-
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would otherwise need to be run by root 
and prepend sudo to your privileged 
commands (e.g., when you append to 
the /etc/hosts.allow file).

The Great Reveal
The proof is in the pudding, as they say. 
To gain access to the server, I first visit 
the Magic URL in a browser on the de-
vice on which I want to log in over SSH. 
I include the Magic URL’s htacces login 
and password and build them into the 
bookmark of the URL for ease:

https://hack‑and‑defend:chrisbinnie@U

  cctv.server.tld/chris‑magic‑url/

The htaccess user hack-and-defend has 
the password chrisbinnie in this case. 
The server hostname is cctv.server.tld. 
Because the Magic URL lives off the web 
root, I can simply append it to the host-
name (the chris‑magic‑url/ section).

By design, the next thing seen in the 
browser wouldn’t thrill an attacker and 
immediately pique their interest. If your 
password is securely passed over the 
(optional) HTTPS connection and ac-
cepted by the web server, you’d be pre-
sented with an unglamorous page that 
simply offers a (mobile-friendly) blank, 
white page with nothing more than a 
timestamp displayed. There’s nothing of 
interest to see for anyone that gets this 
far. In my case it looks like this:

11:11:01 11‑11‑2016

You can see from the timestamp that the 
page was dutifully updated by the cron 
job within the last minute, and because I 
can see the page, it means I’ve been al-
lowed access via htaccess.

If you cast your mind back to the HTML 
echoed by the Bash script, you won’t be 
too surprised to see the page auto-refresh 
within a few seconds and jostle you on-
ward to the second URL, which appears in 
the browser’s address bar:

https://cctv.server.tld/U

  chris‑magic‑url/index2.html

On that page, I see an equally perplexing 
message:

11:12:01 11‑11‑2016

154.138.22.6

Aphorism: Time is short, carpe diem.

tem for Mobile Communications, which 
is the older name for all things related 
to cellphone data and now called 4G, 
3G, etc.). To check inside the web 
server access logs to see if anyone has 
triggered the Magic URL and had their 
IP addresses grabbed, define the GSM 
variable with:

GSM=`cat /var/log/apache2/access.log | U

  grep ‑‑line‑buffered chris‑magic‑url | U

  awk '{print $1}'|tail ‑n1`

If you’ve messed around with your 
Apache logging, you might want to 
change the print $1 value to print $3, 
for example. Just copy that line and test 
it on the command line to get it right.

From here onward, the important 
stuff happens. To start off, I’m append-
ing the /etc/hosts.allow file with a line 
mentioning the ${GSM} IP address to 
allow SSH access, with a comment 
above it that acts as a marker. In case 
you’re wondering, TCP Wrappers 
doesn’t need to be restarted, because 
the config is picked up immediately and 
is “live.”

The two next busy-looking blocks of 
code simply create non-caching HTML 
files to ease the pain of your browser. If 
you’re using a smartphone, that could be 
a welcome addition because they try to 
cache as much as possible to reduce data 
tariff costs.

That opening line for the if statement 
(line 29) simply runs through the com-
mands that follow if the ${GSM} variable 
isn’t empty after the Magic URL has 
been spotted in the web server logs.

The rest of the script (lines 40-53) du-
tifully creates the index files and then re-
directs the browser to index2.html when 
the Magic URL has been successfully 
triggered.

Now look at lines 44-46 starting with 
iptables, which are there for fail2ban, if 
used. They remove entries for the newly 
allowed dynamic IP address – in my 
case, one for each filter (i.e., repeated 
SSH login attempts, non-existent pages, 
and HTTP 401 login errors). Next, the 
script then sends email telling me the 
Magic URL was triggered (line 48).

Finally, I delete all mentions of the 
Magic URL from the web server’s access 
logs using sed and do a relatively pain-
less Apache reload (lines 49-50) so the 
logs keep updating correctly.

Note that because of the way some 
web server logs are created, one “hit” on 
the website might create two log entries; 
moreover, as meta refreshes take place 
(redirecting the browser to index2.html), 
a few instances of chris‑magic‑url/ 
could be generated in the web logs. 

As a result, the SSH login window can 
sometimes be extended to two or three 
minutes; a third run of the script should 
clean up /etc/hosts.allow access. You 
could create another timestamp file to 
catch only one instance of the Magic 
URL being triggered rather than rely on 
the web server logs directly. For my pur-
poses, this oddity doesn’t cause concern, 
but you could certainly finely tune this 
aspect.

Although you might want a slicker way 
of solving this problem on a very busy 
high-traffic production server, you have 
many other ways to do so, such as by 
using other temporary files and not re-
loading Apache config at all. I’ll leave you 
to experiment to your heart’s content.

In case you’re wondering, the No match 
section (line 52) can be used if you man-
ually run the script for testing. If no 
Magic URL entry exists in your web 
server logs, you will see No match 
echoed to your screen.

Magicians
The last stage is to run the Bash script 
every minute. In my /etc/crontab file I 
have the following reference to run the 
/usr/local/etc/magic‑url‑script file:

* * * * *       root   U

  /usr/local/etc/magic‑url‑script > U

  /dev/null 2>&1

For cron to pick up the new run-every-
minute cronjob in the crontab, you 
might need to run the following com-
mand on a current Linux version,

# systemctl restart cron

or this command on the SysV equiva-
lent:

# /etc/init.d/cron restart

Note that I intentionally left the root 
user running this cron job so that every-
thing works without permission issues, 
but ideally, you should run it as a non-
privileged user. Change the parts that 
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of time, you could take two-step authen-
tication scratch codes with you on a 
piece of paper (or just switch off two-
step completely) and still get SSH access 
relatively securely from anywhere on the 
planet using this approach.

Something else I might try in the fu-
ture is spawning another type of task or 
application with a Magic URL. I didn’t 
want a big clunky Submit button embed-
ded within a web page to allow Magic 
URL functionality, but you could easily 
customize this approach to run any ser-
vice or script you like.

Having read about the Magic URL I 
use for my CCTV server, I hope you will 
attempt some of these methods in a cre-
ative way to suit your own security 
needs.  nnn

The first line confirms when that page 
was last updated (a minute after the first 
index page). The second line is the IP 
address picked up in the web server 
logs, and the third line is a shameless 
geek joke.

Why did I put the joke there? It’s to 
remind me that I only have a minute (or 
less depending on when I see that page) 
to spawn an SSH session with my CCTV 
server before being locked out again. In 
this way, I prevent lingering, insecure 
connections. Even on my slow GPRS my 
smartphone connects within a few sec-
onds without breaking a sweat (I use 
the Blowfish cipher on SSH, which is a 
little lighter over slow mobile connec-
tions), so this time interval presents no 
problems.

In my case, I fire up my favorite SSH 
client on my smartphone, JuiceSSH, 
and, et voila, my connection is ac-
cepted – even using an otherwise un-
welcome dynamic IP address – and I’m 
presented with a login prompt. As I’ve 
said, I prefer the belt-and-braces ap-
proach to accessing servers. So, at this 
point, I am also presented with a two-
step verification prompt for a code gen-
erated by the Google Authenticator app 
on my smartphone, which is yet an-
other security layer with which to con-
tend.

Although I can only spawn a session 
within a minute, I’m still allowed SSH 
access for as long as the session is open, 
which suits me just fine. I might prune 
some footage from the storage drive on 
the server or check out something else of 
interest.

A reminder that while you’re testing 
this (assuming you’re not going for the 
Fort Knox approach straightaway with 
iptables, fail2ban, and two-step auth ini-
tially) the only file that is really being 
changing at this stage is for access by 
sshd via the /etc/hosts.allow file.

To test whether you can log in cor-
rectly, just run:

# cat /etc/hosts.allow

If all is well, you should see that your 
cellphone IP address has now been 
added to the end to allow SSH access; 
for example:

# START MAGIC URL IP ADDRESS #

sshd: 123.123.123.123

If you’re not sure what your dynamically 
allocated IP address is, then just ask 
your friendly, neighborhood Google by 
entering

https://www.google.com/#q=U

  what%20is%20my%20ip

in your browser’s address bar.

Dance the Two-Step
Earlier I promised to show you how I 
integrated other security layers with 
my Magic URL. You briefly saw how I 
tidied up any fail2ban iptables rules 
for my dynamic IP address within the 
main script. Here, I will take a quick 
look at some two-step authentication 
configuration.

I will leave you to research the finer 
details of setting up your two-step verifi-
cation with the excellent Google Authen-
ticator. However, should you want to add 
functionality to your Magic URL, 
wherein IP addresses you know and 
trust don’t have to run through the two-
step code-entering process but instead 
are just asked for a password, then you 
can use code like this:

echo ‑e "+ : ALL : 51.15.2.14/24

+ : ALL : ${GSM}

‑ : ALL : ALL" > U

   /etc/security/access‑local.conf

As you can see, ${GSM} is the IP address 
extracted from the Magic URL function-
ality. If asked, I would say use this with 
caution and probably only allow fixed-
line IP addresses to connect over SSH 
without running through the two-step 
process.

The End
Although this approach to opening up 
access is rudimentary in places, I would 
like to think it encourages sys admins to 
develop their lateral thinking. The fact 
that you can get htaccess to deal with 
unique IP addresses, rename the Magic 
URL every minute with a new timestamp 
derivative (or via another security 
token), and incorporate other failsafes 
into a security design raises many ques-
tions about how far it’s possible to go in 
securing a server using relatively basic 
tools.

If you know that you won’t be able to 
carry your SSH key with you for a period 

Chris Binnie’s new book, Linux Server 
Security: Hack and Defend [6], shows 
how hackers launch sophisticated 
attacks to compromise servers, steal 
data, and crack complex passwords, so 
you can learn how to defend against 
these attacks. In the book, he also talks 
you through making your servers 
invisible, performing penetration testing, 
and mitigating unwelcome attacks. You 
can find out more about Linux servers 
and security at his website (http://  www. 
 linux‑server‑security.  com).
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Some chat software builds on the IRC 
protocol, which does without encryp-
tion, whereas others are web based and 
provide TLS out of the box. InspIRCd’s 
name reveals that it is an IRC server, al-
though that’s no proof of added value: 
Almost all IRC servers are related, and 
rarely are they easy for administrators to 
operate.

The IRC protocol is one of the oldest 
communication protocols of the Internet. 
Although it is documented in detail in an 
RFC [6], no established IRC servers are 
actually based on this RFC. Instead, over 
the years, many admins thought it was a 
good idea to expand the protocol with 
more and newer functions; thus, a zoo of 
inflated IRC servers has developed.

InspIRCd claims to be different. It isn’t 
a fork of the UnrealIRCd [7]; rather, it is 
a completely new development pro-
grammed in C++. The developers prom-
ise that InspIRCd therefore doesn’t suffer 
from the bugs and limitations that make 
life difficult for administrators with other 
IRC daemons.

As early as the installation process you 
might become dubious of InspIRCd, be-
cause you won’t find it in any server dis-
tributions. Neither SUSE, Red Hat, 

W hen you want to communi-
cate with colleagues over a 
distance – whether between 
offices or between cities – 

email is always an option, but not the 
best if you just need a quick answer to a 
simple question or need some face time. 
Most companies have established real-
time communication through the use of 
some kind of chat service, and employ-
ees often use these same systems for 
chatting with customers.

Two services have become particularly 
popular in recent years: HipChat [1] and 
Slack [2]. Although they are easy to use, 
your data resides on the hosts’ servers in 
the US, which does not have a good re-
cord of digital privacy and security. In this 
article, I present three alternatives to Slack 
and HipChat: InspIRCd [3], Mattermost 
[4], and Rocket.Chat [5]. A test team set 
out to discover whether you need your 
own client software with these three alter-
natives and to determine how well each 
candidate accommodates business use.

Basics
HipChat and Slack are successful for 
many reasons. First, they are easy to use 
within a web browser, which means it 

isn’t necessary to install a client (al-
though HipChat does have a desktop cli-
ent if you want it). Second, the software 
provider normally hosts both services, 
so you don’t have to run your own infra-
structure, and there’s no need for trou-
bleshooting. Finally, both systems also 
provide useful additional features, such 
as formatting for code, automatic link 
previews, or the integration of photos in 
ongoing chat sessions.

However, hosting is what worries most 
companies. Anyone who communicates 
with colleagues over a chat service can’t 
be sure that internal or confidential in-
formation doesn’t also use the same 
channels. With HipChat, the data ends 
up directly on Amazon servers. It’s 
pretty similar with Slack. Companies 
who want to protect sensitive data could 
feel uncomfortable about placing their 
data on servers in a country where data 
privacy has a rather tarnished image, 
and you have to address the inevitable 
question of how to prevent company 
data from being leaked.

InspIRCd
Much has changed in the technology of 
real-time chat over the past 15 years. 

HipChat and Slack alternatives

 Chitchat

HipChat and Slack are in when it comes to communicating with customers or colleagues, but 
data security is out. InspIRCd, Rocket.Chat, or Mattermost are better alternatives.  
By Martin Loschwitz
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Debian, nor Ubuntu have packages. The 
developers only provide an installer for 
Windows. Anyone wanting to use the 
service on a Linux distribution will have 
to fire up the compiler. Although it’s fea-
sible, it’s not exactly convenient.

Bundles of Features
A look at InspIRCd’s list of features gives 
more reason for doubting its ease of use. 
On the program’s wiki, the developers 
compare their work with other popular 
IRC servers and determine quite suc-
cinctly that InspIRCd can do pretty much 
everything that has ever been invented 
in terms of functionality with IRC serv-
ers. Basic configuration is pretty easy in 
the beginning, but you need to do plenty 
of reading of the relevant documentation 
to use the advanced features (Figure 1).

InspIRCd incorporates all its function-
ality in very little code, so compared 
with UnrealIRCd, it manages with fewer 
than half of the lines of code. However, 
it still supports SSL encryption if the cli-
ent provides the necessary prerequisites. 
InspIRCd can also be combined with ad-
ditional services. For example, if you are 
in need of a bot that manages certain 
channels, you can link it with InspIRCd.

A Question of the Client
Unlike HipChat or Slack, InspIRCd is just 
a server. The developers don’t offer a 
matching client, and why should they? 
All platforms have the choice of a num-
ber of IRC clients: M-IRC for Windows 
and the cross-platform command-line 
program irssi are just two examples.

This plethora of clients is both a curse 
and a blessing. With a wealth of alterna-
tives, not only is the choice of client im-
posed on the user, but various functions 
will be unavailable. IRC is a plain text 
product with no automatic previewing of 
links, so although clients can integrate 
features on their own, achieving a con-
sistent behavior can be problematic. For 
example, client A might show text pre-
fixed with the tag <code> in fixed-pitch 
font without wrapping, whereas client B 
might display such a tag as normal text.

Another problem you’ll encounter is 
with file sharing: IRC doesn’t offer a way 
to store files for download. The ex-
change of files in IRC occurs via DCC 
(Direct Client-to-Client). The name itself 
suggests that a direct connection must 
be established between the two clients 

for the exchange to work. However, vir-
tually all popular firewalls prevent such 
connections – and reconfiguring the fire-
wall isn’t the only challenge, because 
port forwarding also needs to work prop-
erly if one of the two clients goes online 
via NAT.

Data exchange 
via DCC has al-
most completely 
disappeared from 
the everyday life 
of larger IRC net-
works for this very 
reason. Very few 
administrators 
want to poke 
holes in their fire-
wall.

Web-based IRC 
clients such as 
Kiwi IRC [8] (Fig-
ure 2), which op-
erate on the same 
host as InspIRCd, 
provide a possi-
ble solution. You 
can even enforce 
their use at the 
InspIRCd level, 
meaning a com-
pletely homoge-
neous client 
landscape can 

exist. However, such a setup again re-
quires installation and configuration 
work. The result is an easier way for 
customers or suppliers to get in direct 
contact with individual employees. All 
it takes is a suitably prepared link to the 
web IRC client.

Figure 1: Configuring InspIRCd is a test of patience for administrators and requires reading a 

lot of documentation.

Figure 2: Web-based IRC clients such as Kiwi IRC help achieve a 

certain consistency on the client side.

FEATURES
Chat Alternatives

39LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM ISSUE 190 SEPTEMBER 2016



for popular server distributions. Operat-
ing the service will inevitably lead to 
downloading a tarball, which then needs 
to be unpacked on the target host. The 
Mattermost configuration file, written in 
JSON, is where you can store the data 
for logging into the PostgreSQL database.

The third step involves installing 
Nginx: The developers recommend run-
ning Mattermost behind a firewall. In the 
setup, Nginx serves as a proxy server 
that accepts incoming connections and 
forwards them to the Mattermost server. 
Because Nginx also works as an SSL ter-
minator, Mattermost can be operated as 
an SSL service with upstream Nginx. 
When the PostgreSQL, Mattermost, and 
Nginx trio are ready, the next step is the 
final configuration: Administrators can 
do this work in the Mattermost web-
based System Console.

A Cornucopia of Functions
Once Mattermost is up and running, the 
fun can begin. Thanks to a rich set of 
features and the aforementioned format-
ting features, Mattermost provides a sys-
tem-wide full-text search. Themes let 
you customize the look to your personal 
preferences or company requirements 
(Figure 3).

Mattermost is clearly aimed at Slack 
converts. The Slack apps contributed by 
third parties, for example, extend Slack, 
adding many functions that are missing 
in the plain vanilla version. Mattermost 
has an interface for webhooks that 
makes it easy to integrate Slack apps 
into Mattermost chats. Moreover, logs 
and accounts can be imported from 
Slack directly into Mattermost, making 
migration significantly easier. Anyone 
using a Slack theme can import it into 
Mattermost and will even find more 
configuration possibilities there than in 
the original.

Many clever community functions, 
such as GitHub or GitLab external sys-
tems, can be integrated directly into the 
service using webhooks (Figure 4). The 
developers see a webhook as a URL that 
calls the respective version control sys-
tem if a certain action occurs. Slack can 
be replaced easily with Mattermost, be-
cause Mattermost uses the same syntax 
for webhook calls as Slack.

A separate plugin for GitLab connects 
the service even more closely with Mat-
termost: Pull requests, comments, and 

Mattermost
The data protection problems experi-
enced by HipChat and Slack were no-
ticed by many community members sev-
eral years ago, giving rise to IRC protocol 
alternatives. Mattermost, written in Gol-
ang and React, is a typical example: Its 
authors promote it as a “modern Slack 
alternative.” In fact, Mattermost, Slack, 
and HipChat have unmistakable similari-
ties: All three services offer a native web 
interface that can be used without an ad-
ditional client, and each has native cli-
ents that can be run on desktops.

The appearance is always the same: 
Typical convenient functions such as 
previewing web links are standard, as 
are stylesheets that show source text 
with correct formatting. Unlike HipChat 
and Slack, Mattermost can be run lo-
cally, which means that use of the ser-

vice doesn’t automatically mean data is 
outsourced to external servers.

High Installation Overhead
Mattermost doesn’t make it easy. The in-
structions for common Linux distribu-
tions on the program website extend 
over many screens, starting with the in-
stallation of a database – the Mattermost 
developers recommend PostgreSQL.

Mattermost also needs its own disk 
space for large files. For example, if you 
load a large file during an ongoing chat, 
the file automatically ends up in a sepa-
rate data directory. It can then be down-
loaded by other chat users.

Once the database is up and running, 
you still have plenty of setup work left. 
Installing Mattermost itself is the next 
item on the list. As with InspIRCd, you 
can search in vain for pre-built packages 

Figure 3: Themes are part of Mattermost’s functionality: A client in company colors is 

therefore conceivable.

Figure 4: Mattermost has various features for DevOps, such as the integration of GitHub using 

webhooks.
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issues can thus be presented natively in 
the chat software.

If you are running GitLab with an 
LDAP connection, you can use GitLab as 
a single sign-on source to ensure that all 
employees log on to Mattermost directly 
with their LDAP credentials. Separate 
user management provides the option to 
map a company’s hierarchy directly in 
the communication system in Matter-
most. This even works if LDAP is used 
as a source for user data. An IRC gate-
way translates between Mattermost and 
any IRC server.

A Successful Product
All in all, working with Mattermost is 
great fun, once you have battled your 
way through the installation. For testing 
purposes, Mattermost images are avail-
able both in Amazon’s cloud service 
and in the form of Docker containers, 
but to use the service in production re-
quires the manual setup. Matterfront 
desktop clients are available for OS X, 
Windows, and Linux, and Mattermost 
apps for Apple iOS and Android. Mat-
termost has a corresponding theme for 
mobile devices.

If the developers were to provide com-
plete packages for various Linux systems 
and make it possibly to install the soft-
ware sensibly and automatically, Matter-

most might well be considered the Slack 
and HipChat killer.

Rocket.Chat
The third test candidate, Rocket.Chat, is 
positioned in the same segment as Mat-
termost and aims to provide an alterna-
tive to HipChat and Slack. 

Rocket.Chat also serves as an all-inclu-
sive package: The service provides a web 
interface, although access via a native 
client is also possible. The biggest differ-
ence is that Rocket.Chat offers both nor-
mal text chat and the exchange of voice 
messages or video chat with WebRTC. 
Rocket.Chat itself is implemented in 
Node.js, meaning the operation requires 
a functioning Node.js installation.

Before thinking about Node.js, you 
first need to prepare the target system for 
Rocket.Chat, which insists on having ac-
cess to a database. Like Mattermost, 
Rocket.Chat stores persistent data such 
as chat content in its database so that it 
can be accessed later. The Rocket.Chat 
developers decided on MongoDB as the 
database of choice, so the MongoDB 
configuration needs to be completed be-
fore Rocket.Chat can be installed.

Cumbersome Installation
Once MongoDB is installed, Rocket.Chat 
follows: As with InspIRCd and Matter-

most, the Rocket.Chat developers don’t 
provide packages for SUSE, Red Hat, or 
Debian/ Ubuntu. Again, the installation 
is via tarball, which you need to unpack 
on the target system in a directory of 
your choice. MongoDB is launched by 
simply calling node: It has no init script 
or systemd unit file. Therefore, you need 
to create your own if you want to start 
Rocket.Chat automatically.

In the installation guide, the develop-
ers point out that manual installation 
isn’t, in their opinion, the best and fast-
est way to get a Rocket.Chat instance up 
and running. Instead, they recommend 
the use of hosting platforms like Sand-
storm [9] or Heroku [10]. However, that 
would wipe out the advantage of a self-
hosted system and control over your 
data. Although Docker containers are 
available as a middle ground, many ad-
ministrators dislike these black boxes be-
cause they must rely completely on the 
benevolence of the container’s authors 
and their willingness to provide updates 
for the containers as needed (e.g., for se-
curity reasons).

Decent UI, Handy Features
A look at the feature list reveals that 
Rocket.Chat is clearly guided by Slack. 
Whether the connection is made from a 
web browser or the native desktop app, 

Figure 5: Rocket.Chat is another alternative to Slack and has an automatic URL preview.
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immediately after logging on. Any fur-
ther configuration at most extends to the 
appearance or behavior of the client, not 
its basic functionality.

If you want to use one of the tools pre-
sented here, you will not be able to 
avoid a certain amount of installation 
and configuration work. Operating the 
chat solution is also more complex; for 
example, security updates for individual 
components need to be installed on a 
regular basis to avoid security holes in 
the chat environment.

In return, however, a company can 
be sure that their chat content is stored 
on a separate server, which is an im-
portant factor in the EU because com-
panies are bound by laws relating to 
data protection.

All three approaches presented here 
have specific advantages and disadvan-
tages. Anyone looking for a communica-
tion solution for teams should certainly 
consider hosted solutions rather than 
giving Slack or Hip.Chat their money 
and data. Mattermost appears to be the 
strongest candidate at the moment, even 
if the lead is only marginal. If you want 
a proven protocol and versatility in 
terms of clients, combined with a few 
frills, InspIRCd is a good choice.  nnn

Rocket.Chat’s graphical interface is 
pleasant and unobtrusive. Standard fea-
tures such as the automatic preview dis-
play for posted links work perfectly (Fig-
ure 5). Rocket.Chat stores files uploaded 
for sharing with other chat participants 
permanently on the server. As with Mat-
termost, you should have enough disk 
space available.

A Separate API
Rocket.Chat provides its own API that 
follows the REST principle. For example, 
according to the public Rocket.Chat doc-
umentation, it is possible to log on to the 
API with user access and to query all un-
read messages from a specific channel. 
However, the API has another purpose: 
Rocket.Chat implements the same func-
tions with its API as Mattermost does 
with webhooks.

GitHub, GitLab, Jira, and Confluence 
can therefore be used to access the 
Rocket.Chat API by URL for certain 
events. The commit message for a 
change in GitLab thus ends up directly 
in the chat channel of the developers in-
volved, if so desired. If you don’t want 
to write the integration yourself, you can 
use Hubot [11], which makes sure that 
GitLab and GitHub directories are cor-
rectly integrated into Rocket.Chat.

In addition to the API, Rocket.Chat 
provides a plugin interface that can be 
used to expand the service at will. For 
example, the ScreenShare extension can 
export your display to another user di-
rectly from Rocket.Chat. Rocket.Chat 
provides appropriate plugins for 

Chrome and Firefox in the respective 
extension stores.

If you want to operate more than one 
Rocket.Chat installation, you will appre-
ciate the federation feature, which can 
be used to link several servers to form a 
network. Federation also offers gateway 
features for IRC, Slack, Skype, and Aster-
isk. Installing the OAuth extension for 
Rocket.Chat keeps the user databases of 
all servers in sync.

Awkward Issue: Native 
Apps
Only shortly before this article was writ-
ten did the Rocket.Chat developers re-
leased a new version 1.1.0 of their native 
desktop application. (It was at version 
1.3.1 at time of publication.) 

Many users don’t like web-based chats 
because they can’t be integrated into a 
desktop as well as an actual chat pro-
gram. The OS X program icon, which can 
display a symbol for new messages in the 
dock, is cited as an example. Also, re-
ceiving the chat client’s notifications in 
the system tray is useful because users 
usually keep an eye on that location.

Rocket.Chat wasn’t always up to speed 
in the past regarding desktop applica-
tions: The previous version of Rocket.
Chat.Electron – the name of the Rocket.
Chat desktop client – was pretty unreli-
able on OS X, for example. The develop-
ers have now solved the problem for 
v1.2.0.

The Electron project currently offers 
packages for OS X, Windows, and Linux. 
The developers also thought about mo-

bile users: Rocket.
Chat clients are avail-
able both in Google 
Play and the Apple 
App Store. (Figure 6).

Conclusions
Hip.Chat and Slack 
face stiff competition 
in the form of In-
spIRCd, Rocket.Chat, 
and Mattermost. 
These programs 
sometimes even out-
do their role models 
in the feature list. 
However, hosted ser-
vices still offer one 
major advantage: The 
chat system is ready Figure 6: Rocket.Chat has clients for iOS and Android.
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below /usr/share/doc/qt4‑fsarchiver/
doc/. Take a look at the content; it offers 
both some installation instructions and 
tips on using the program.

After the dialog closes, the application 
window opens. Besides a menubar at the 
top and a button bar on the left below it, 
you will find an area with a variety of 
settings, and two list windows on the 
right show you all the identified parti-
tions and file structures in a tree view. 
The partition list also shows you the file-
systems on the partitions. However, Qt4-
fsarchiver only fully supports Btrfs, 
NTFS, and ext2/ 3/ 4; the outdated 
FAT(32) and VFAT are only partially sup-
ported. USB flash drives are therefore 
only useful as a source or target if you 
format them with one of the supported 
filesystems. ISO9660 and ZFS remain 
completely sidelined. Qt4-fsarchiver sup-
ports the established XFS filesystem, 
however, so the program can also be 
useful in the server environment.

At the bottom in the program window 
is a tray with time entries showing how 
many files and directories you added to 
the backup and how many are already 
backed up. A progress bar completes the 
visual display of the backup operation 
(Figure 1).

L inux supports a variety of filesys-
tems, includes security software for 
encryption, and can handle a vari-
ety of compression methods and 

formats. The Linux environment thus of-
fers perfect conditions for handling system 
and data backups in heterogeneous envi-
ronments. The graphical Qt4-fsarchiver 
tool removes virtually all limitations.

Qt4-fsarchiver is a graphical version of 
the very useful fsarchiver tool, which the 
project developers describe as a “… tool 
that allows you to save the contents of a 
file-system to a compressed archive file. 
The file-system can be restored on a parti-
tion which has a different size and it can 
be restored on a different file-system.”

Qt4-fsarchiver is included in the repos-
itories of Mandriva derivatives Mageia, 
OpenMandriva, ALT Linux, and Rosa 
Linux. On Ubuntu, you need to add the 
appropriate PPA [1] to the package 
sources before easily installing the soft-
ware using the package manager. For 
Linux Mint, Debian “wheezy,” and 
Debian “jessie” [2], as well as openSUSE 
and Fedora [3], you’ll find precompiled 
packages on SourceForge. If you are 
looking for a special treat, try the Qt4-
fsarchiver Live DVD, which weighs in at 
approximately 960MB. The Live DVD is 

based on Ubuntu 14.04.2 LTS and in-
cludes UEFI support.

After completing the installation you 
will find an icon for Qt4-fsarchiver in the 
main menu below Tools, System Tools, or 
Utilities depending on the distribution. 
The program requires root privileges, the 
system prompts you for the administrator 
password each time you launch it. Please 
keep in mind that the program relies on 
the fsarchiver command-line application, 
which must also be installed. When in-
stalling via the package manager, fsar-
chiver often automatically ends up on 
your hard disk. However, if you retrieve 
the software from a third-party source, 
you typically need to install the com-
mand-line tool manually on your disk.

Program Interface
Qt4-fsarchiver comes with a not entirely 
intuitive interface that just looks com-
plex to use. It is thus important to be fa-
miliar with the most important func-
tions of the program, although detailed 
knowledge of mass media partitioning 
can prove to be helpful. Qt4-fsarchiver 
first pops up a message window at 
startup pointing you to the Readme file. 
However, it actually specifies an incor-
rect directory; the file is in fact located 

Qt4-fsarchiver lets you back up files, complete partitions, and create disk images 
with a single mouse click. By Erik Bärwaldt
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Qt4-fsarchiver offers many settings and 
options for the backup run in the pro-
gram window. Additionally, you can go to 
Settings | Basic settings to complete a 
basic configuration if you do not change 
any of the default options for a backup 
run. In a neatly arranged dialog, you can 
define how the software backup behaves 
for backups and restores and specify dif-
ferent options for backing up on comput-
ers in the network. After completing the 
changes, save them by pressing the Save 
Settings button (Figure 2).

Backup Run
The graphical interface implements al-
most the entire instruction set of the 
fsarchiver command-line program; this 
means that you initially need to make 
some settings on the left in the program 
window. When backing up a partition, 
you can first define whether you want 
to encrypt the backup. Check the En-
crypt backup key option to do so and 
enter the desired key with a length of 6 
to 64 characters to the right in the input 
box.

During the backup, large partitions 
with extensive databases can be split 
into several parts, for example, to match 

the size of individual sections to the ca-
pacity of a USB stick or a CD/ DVD. To 
back up the first block of a bootable par-
tition, also check the option Save PBR.

On multicore systems, you can signifi-
cantly speed up the backup run by tell-
ing the program to use multiple proces-
sor cores. To the right of the option, type 
the appropriate Number of processor 
cores to be used for fsarchiver. Then, de-
fine the Qt4-fsar-
chiver backup 
compression for-
mat you want to 
use. The corre-
sponding drop-
down menu lists a 
variety of compres-
sion methods – 
with different com-
pression rates – 
that can make the 
backup signifi-
cantly smaller de-
pending on the 
data types.

Next, you can 
define a name for 
the backup in the 
box at the bottom. 

Following this, you still need to select 
the drive to be backed up in the list of 
Existing partitions on the right. Finally, 
choose the target directory to which Qt4-
fsarchiver will write the backup in the 
directory tree below.

To start the backup run, click Save par-
tition center left in the application win-
dow. Qt4-fsarchiver now shows you a 
small window with a summary of the 

Figure 1: The Qt4-fsarchiver application window looks somewhat confusing at first glance.

Figure 2: The basic settings are used if you 

do not define your own options for 

individual backups.

Figure 3: Qt4-fsarchiver summarizes all settings prior to the backup 

in a separate window.
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source drive and the file path where 
you want Qt4-fsarchiver to store the 
image. Then, click on Create harddrive 
image at bottom right. In the same win-
dow, you can also restore an existing 
image on a mass storage device by se-
lecting the Image of a hard disk write 
back option. The corresponding dialogs 
do not offer any further selection op-
tions, such as the number of cores or 
encryption mechanisms. The program 
does compress the images, however.

Data Recovery
To restore a backup, got to the Actions 
menu and select the Restore partition 
entry. The program now shows same di-
alog as when creating a backup, but 
grays out irrelevant boxes and automati-
cally enables the option Restore partition 
with fsarchiver.

If you encrypted the backup, you must 
enter the associated key in the Decrypt 
backup key box. Again, you then define 
how many processor cores Qt4-fsar-
chiver should use to decrypt. In the last 
step, specify the target partition and 
enter the relevant file name in the Name 
the backup file box. For the restore, the 
target partition must be unmounted; oth-
erwise, the software cannot restore any 
data.

Apart from this, Qt4-fsarchiver is 
very flexible: For example, the target 
partition can be formatted with a dif-
ferent filesystem than the original 
source. The program easily restores the 
data to the new partition, restoring the 
original formatting in the process. 
Also, restoring the data to a smaller 
partition than the original source drive 
works. You obviously need to make 
sure that the uncompressed data will 
fit in the smaller target partition. The 
fact that Qt4-fsarchiver stores a small 
text file containing statistical data with 
each backup is a very useful feature: 
This information helps you determine 
the original footprint of the uncom-
pressed data.

You restore individual directories or 
restore a backup from a remote com-
puter in the same way; the dialogs are 
similar to those for backing up. You can 
launch the routines via Actions | Restore 
partition restore over a network or Ac-
tions | Restore directory. The program 
shows you the restored backup files con-
tinuously in a list window. If Qt4-fsar-

task (Figure 3) and after clicking the 
Back partition button, stores the com-
pressed backup at the specified location. 
During the backup, additional informa-
tion is displayed at the bottom of the 
main program window. After the backup 
is complete, Qt4-fsarchiver presents sta-
tistics on the number of backed up direc-
tories, files, and links in another mes-
sage window. The software also stores a 
small text file with this data in the target 
directory.

No operating system will boot without 
the master boot record or its successor 
for large disks with a capacity of more 
than 2TB, the GUID partition table 
(GPT). Thus, it’s advisable to create a 
separate backup for the MBR or GPT. 
The appropriate backup and restore 
functions can be found in the Actions 
menu below Save MBR/ GPT and Restore 
MBR/ GPT. During the backup, you spec-
ify the backup directory in a dialog and – 
if the computer has multiple storage 
media – the hard drive or SSD whose 
MBR or GPT you want to back up. With 
a single click on Save MBR/ GPT, you can 
store a copy of the relevant sectors at the 
desired location. Similarly, you can re-
store a previously saved MBR or a GPT 
in the same dialog.

Qt4-fsarchiver also offers a quick 
backup and restore function for individ-
ual directories, which can also recur-
sively backup or restore. The corre-
sponding settings dialog is opened by se-

lecting Actions | Save directory; you then 
only need to specify the source and tar-
get. The program compresses the backup 
by default; you can also choose from 
several compression formats and option-
ally encrypt the backup. Click on Direc-
tory save to start the backup run (Fig-
ure 4).

Backup via LAN
On networks, Qt4-fsarchiver also lets 
you create complete backups on other 
computers on the LAN. To do so, you 
need to install a Samba client on the sys-
tem to be backed up, because either a 
Windows PC or a Linux system with a 
directory shared via CIFS VFS is used as 
the backup target. In any case, you must 
share a suitable directory for storing the 
backup on the target.

Next, select Actions | Save partition 
over a network to call the routine for 
backing up to a remote host. The soft-
ware now automatically checks the 
shares on the network and presents a 
short dialog for authenticating against 
the target machine. Then Qt4-fsarchiver 
mounts the share and presents the same 
dialog as when creating local partition 
backups.

Images
Qt4-fsarchiver can clone entire hard 
drives or SSDs on request. In the Ac-
tions menu select the Clone Harddrive, 
create/ restore disk image entry. In the 

window that 
opens (Figure 5), 
the software 
shows the mass 
storage devices. 
Select the hard 
disk or SSD to 
clone, specify the 
destination drive, 
and then click the 
Clone Harddrive 
button at the bot-
tom right in the 
window.

If you want to 
generate an image 
file of a mass stor-
age device, select 
the Image of a 
hard disk to create 
radio button in 
the same window 
and choose the 

Figure 4: Using this dialog, you can back up individual directories in 

Qt4-fsarchiver.
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chiver is unable to restore one or more 
files, it ignores them and continues re-
storing the next file.

Live Variant
The Live Qt4-fsarchiver CD is primarily 
used to back up Windows machines and 
restore them after a failure or loss of 
data. You can also deploy it for cases in 
which you want to restore a backed up 
partition on a drive that normally would 
be mounted in the filesystem in station-
ary operation.

In addition to the backup software, the 
Live medium provides two useful tools 
for detecting rootkits under Linux in the 
form of the RootKit Hunter (rkhunter) [4] 
and chkrootkit [5] programs. Fortu-
nately, the developers of the Live version 
eliminated anything that did not focus 
on the specific purpose of the system. 
Therefore, the Unity user interface is 
amazingly clean and can be used imme-
diately, even by novices (Figure 6).

The classic program menu in the top 
panel is missing. The start menu is ar-
ranged vertically on the left edge of the 
screen and mainly offers launchers for 
file and disk management software: You 
will thus also find GParted and a System 
Profiler in the menu next to Qt4-fsar-
chiver. You can also run the Terminal to 

access the command-line tools without 
going through a menu.

The Live version also does not support 
all filesystems. For example, the Live me-
dium will not run on systems manufac-
turer by Apple that use the HFS and 
HFS+ filesystems. The Live version is 
not suitable for BSD derivatives with the 
ZFS filesystem. However, no functional 

restrictions are expected in heteroge-
neous environments with current Micro-
soft operating systems or Linux-only net-
works.

Conclusions
Qt4-fsarchiver proves to be a very useful 
piece of software when you need a sim-
ple option for backing up and restoring 
files and partitions. However, it requires 
a short learning curve and, for backups 
over the network, a remote computer 
with a proprietary communication proto-
col or operating system. Qt4-fsarchiver 
shows its flexibility on standalone sys-
tems under Linux, where it can replace 
several backup programs that are only 
capable of backing up parts of a com-
puter system. In the test, Qt4-fsarchiver 
was extremely stable, reliable, and fast, 
and its use of resources on less powerful 
systems is impressive.  nnn

Figure 5: With a few clicks of the mouse, users can clone a mass storage device or create an 

image.

Figure 6: The Live version is limited to meaningful software and very clear-cut compared with 

Ubuntu.

[1]  Qt4-fsarchiver (PPA):  
https://  launchpad.  net/  ~dieterbaum/ 
 +archive/  ubuntu/  qt4‑fsarchiver

[2]  Qt4-fsarchiver (DEB):  
http://  sourceforge.  net/  projects/ 
 qt4‑fsarchiver/  files/  deb‑Pakete/

[3]  Qt4-fsarchiver (RPM):  
http://  sourceforge.  net/  projects/ 
 qt4‑fsarchiver/  files/  rpm‑Pakete/

[4]  RKHunter:  
https://  en.  wikipedia.  org/  wiki/  Rkhunter

[5]  Chkrootkit: http://  www.  chkrootkit.  org/

    INFO

Qt4-fsarchiver
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really want to change the disk’s parti-
tioning).

$ sudo fdisk /dev/sda

Welcome to fdisk (util‑linux 2.23.2).

Changes will remain in memory only

   until you decide to write them.

Be careful before using the write 

   command.

Command (m for help):

Next, list the current partitions (List-
ing 1). As you can see, there is one “dos” 
(or UEFI) FAT32 partition, two Linux data 
partitions, and one swap partition. All 
Starts and Ends are given in 512-byte 
“sectors,” whereas the data range is 
stated in blocks of 1KB. (This may be 
confusing at first glance, but the partition 
size is actually easier to think about in 
decimals than fractions of a kilobyte.)

So, how to get to the physical disk lay-
out from there? The m command of fdisk 

New Linux fdisk 
Partitioning Tool

I’ve read your article about reparti-
tioning the hard disk using the fa-

mous fdisk command-line tool. I tend to 
partition a disk in a way that starts and 
ends partitions at cylinders, in order to 
adapt to the mechanical specs of the 
disk. However, the newer versions of 
fdisk that come with Knoppix 7.7 no lon-
ger show the disk geometry in cylinders 
and heads; all settings are based on sec-
tors of 512 or 4096 bytes, depending on 
the disk’s physical sector size.

Do I have to install an old version of 
fdisk in order to restore the old, cylinder-
based behavior?

To illustrate what happens, start 
an fdisk session. Unless you quit 

fdisk with the w command for “write,” 
nothing will be changed or saved on 
disk, so make sure you quit with q 
when leaving the program (unless you 

Klaus Knopper answers your Linux questions

Ask Klaus!
By Klaus Knopper

Klaus Knopper is an engineer, creator of 
Knoppix, and co-founder of LinuxTag 
expo. He works as a regular professor at 
the University of Applied Sciences, 
Kaiserslautern, Germany. If you have a 
configuration problem, or if you just want 
to learn more about how Linux works, 
send your questions to: klaus@linux-
magazine.com 

    KLAUS KNOPPER

 Command (m for help): p

 

 Disk /dev/sda: 30.0 GB, 30016659456 bytes, 58626288 sectors

 Units = sectors of 1 * 512 = 512 bytes

 Sector size (logical/physical): 512 bytes / 512 bytes

 I/O size (minimum/optimal): 512 bytes / 512 bytes

 Disk label type: dos

 Disk identifier: 0x000c12bc

 

    Device Boot    Start         End      Blocks   Id  System

 /dev/sda1   *      2048      411647      204800    c  W95 FAT32 (LBA)

 /dev/sda2        411648    25577471    12582912   83  Linux

 /dev/sda3      25577472    50743295    12582912   83  Linux

 /dev/sda4      50743296    58626287     3941496   82  Linux swap / Solaris

LISTING 1: Listing Partitions in fdisk
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reveals the option (List-
ing 2).

As you can guess from 
the g option, this version 
of fdisk also handles the 
GPT/ GUID partitioning 
scheme, which is often 
used for disks larger than 
2TB. Option u will switch 
display and input of parti-
tion limits to the tradi-
tional heads/ cylinders/ 
sectors scheme (List-
ing 3).

Now the start/ end val-
ues are given in cylinders, 
while partition size is still 
displayed in kilobyte 
blocks. Note the “depre-
cated” warning message: 
Modern disks don’t nec-
essarily report physical 
“cylinders.”

Instead of changing units inside the 
program, fdisk can be started with “cyl-
inder” units as the default unit, restoring 
the old behavior, by adding ‑u=cylinders 
after the fdisk command.

Listing 4 shows a quick look into the 
“expert mode” partition display, splitting 
the partitions addresses again into cylin-
ders, heads, and sectors:

NAND flash-based solid-state disks 
(SSDs) in particular do not even have 
physically magnetic media organized in 
cylinder units; however, the operating 
system might require this information re-
port in cylinders, heads, and sector size 
of tracks to calculate the correct size of 
the disk the traditional way.

Therefore, cylinder-size-based limits 
might not align to the physical medium 
or memory chips as desired when parti-
tioning along “cylinder” limits; instead, 
the preferred (and probably more hon-
est) method is now working with sector 
units, which also allows a more fine-
grained space adjustment of partitions. 
You can still use the “cylinder” unit set-
ting for partitioning, but it most likely 
won’t give you any advantage over parti-
tioning in sector units.

Don’t forget to leave fdisk with q, to 
leave with no changes written to disk.

Booting Knoppix from USB 
Flash Disk

I installed Knoppix on a small com-
puter with a tiny internal hard disk 

by flash-knoppix, so it boots with the 
same method it does from DVD or USB 
flash disk, saving space by the base sys-
tem staying compressed. The overlay 
data partition is encrypted. Now I would 
like to extend partition sizes to fill up the 
entire disk and readjust the filesystem by 
booting from another Knoppix-installed 
USB flash disk so that none of the hard 
disk partitions are mounted. But, appar-
ently, booting from the USB flash disk 
still results in both hard disk partitions 
being mounted, and I’m stuck at the 
boot screen asking me for my encryption 
password.

How can I boot from USB when Knop-
pix is already installed on the internal 
hard disk; is it possible?

The reason for Knoppix seeming 
to ignore the USB drive is that the 

operating system can’t know from which 
media its kernel was loaded and started. 

 Command (m for help): m

 Command action

    a   toggle a bootable flag

    b   edit bsd disklabel

    c   toggle the dos compatibility flag

    d   delete a partition

    g   create a new empty GPT partition table

    G   create an IRIX (SGI) partition table

    l   list known partition types

    m   print this menu

    n   add a new partition

    o   create a new empty DOS partition table

    p   print the partition table

    q   quit without saving changes

    s   create a new empty Sun disklabel

    t   change a partition's system id

    u   change display/entry units

    v   verify the partition table

    w   write table to disk and exit

    x   extra functionality (experts only)

LISTING 2: fdisk Commands

 Command (m for help): u

 Changing display/entry units to cylinders (DEPRECATED!).

 

 Command (m for help): p

 

 Disk /dev/sda: 30.0 GB, 30016659456 bytes, 58626288 sectors

 Units = cylinders of 16065 * 512 = 8225280 bytes

 Sector size (logical/physical): 512 bytes / 512 bytes

 I/O size (minimum/optimal): 512 bytes / 512 bytes

 Disk label type: dos

 Disk identifier: 0x000c12bc

 

    Device Boot      Start         End      Blocks   Id  System

 /dev/sda1   *           1          26      204800    c  W95 FAT32 (LBA)

 /dev/sda2              26        1593    12582912   83  Linux

 /dev/sda3            1593        3159    12582912   83  Linux

 /dev/sda4            3159        3650     3941496   82  Linux swap / Solaris

LISTING 3: Changing fdisk Display Units to Cylinders

 Command (m for help): x

 

 Expert command (m for help): p

 

 Disk /dev/sda: 255 heads, 63 sectors, 3649 cylinders

 

 Nr AF  Hd Sec  Cyl  Hd Sec  Cyl   Start      Size     ID

  1 80  32  33    0 159   6   25       2048     409600 0c

  2 00 159   7   25  31  39  568     411648   25165824 83

  3 00  31  40  568 159   9   86   25577472   25165824 83

  4 00 159  10   86  80  63  577   50743296    7882992 82

LISTING 4: fdisk Expert Mode
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After the CPU switches to “protected 
mode,” the computer “forgets” which 
medium was selected in the BIOS boot 
menu. Knoppix uses a standard search 
order that tries DVD drives first, then 
hard disks, and flash drives in the order 
detected by the kernel and initial ram-
disk scripts. Because of this, it might 
find your KNOPPIX directory on the hard 
disk first, before the DVD or USB flash 
disk are even ready to use.

You can tell Knoppix to search for its 
files and setup for overlay images by a 
boot option, thereby overriding the stan-
dard search path:

knoppix fromhd=/dev/sdb1

Assuming that your flash drive is /dev/
sdb, the first partition containing the 
KNOPPIX data would be /dev/sdb1. The 
fromhd option just means to search for a 
partition on a specific medium giving its 
Linux device name; it is not specific to 
hard disks.

Furthermore, you can skip mounting 
the encrypted image or partition by add-
ing boot option noimage. In the case of an 
encrypted overlay partition, you can also 
just enter an arbitrarily wrong encryp-
tion password three times (two retries), 
so mounting the encrypted partition will 
fail, and the system will continue to boot 
without the encrypted overlay.

Using the PHP mail() 
Function in Apache

I’m learning to write dynamic web 
pages using Apache with PHP on 

Linux. I stumbled across the mail() 
function of PHP, which is supposed to 

send the text enclosed in the function 
parameters, so I can send data input 
from the web page by email to my mail 
account instead of writing to a data-
base or file. But, it does not seem to 
work, Mail is never sent out. What am I 
missing?

In PHP, mail() requires a working 
setup of a mail delivery agent on 

the computer running Apache/ PHP; that 
is, it calls sendmail to send mail to an 
email address.

If sendmail is not installed, or if it isn’t 
configured in a way that allows sending 
mail to the desired addresses, the mail() 
function of PHP will fail silently.

To check whether sendmail is config-
ured correctly, you can invoke the com-
mand manually and try to send email. 
As <mailaddress>, use <your.username>@ 
<your.providers.mail.domain> for send-
ing email over the Internet, or <user‑
name>@ localhost for sending mail to a 
local user present on the computer run-
ning Apache/ PHP.

$ sendmail <mailaddress>

From: Klaus <mailaddress>

To: Klaus <mailaddress>

Subject: Test

Hello, World!

.

The single dot in the last input line tells 
sendmail to finish the message text body 
and send it off.

Now, if you get an error message (or 
Delivery Status Report – DSN) telling 
you the mail could not be send, or the 
sendmail command is not even installed, 

you need to install and configure local 
email. Most distros use Postfix, which is 
a very complete mail server and trans-
port agent that fits the majority of mail 
server purposes, including the possibility 
to add spam filters. It also has a choice 
of a few straightforward and easy basic 
settings when installed first (Figure 1).

On Debian-based systems, such as 
Knoppix and Ubuntu, installation can be 
done with

sudo apt‑get install postfix

which will run an interactive basic setup 
during installation. If Postfix is already 
installed, you get back to the initial 
setup (Figure 2) with the command:

sudo dpkg‑reconfigure postfix

Local only is the safest option, but it only 
allows sending mail to users on the local 
system running Apache+PHP. Internet 
Site will attempt to send mail directly to 
the mail server of the designated recipi-
ent address, and allows receipt of mail 
via the SMTP protocol on the machine 
running Postfix. Thus, it’s a potential 
target for spammers.

With Postfix installed and configured, 
the sendmail command should now be 
available for the PHP mail() function to 
work correctly.

The following lines,

<?php

    $message = "Hello, World";

    if( mail('user@mailserver', U

             'My subject line', U

             $message) )

     echo "Mail sent out successfully.";

    else

     echo "Mail could not be sent.";

are an excerpt of an HTML page contain-
ing PHP code for sending mail.  nnnFigure 1: Initial Postfix configuration screen.

Figure 2: Postfix setup.
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and alternative lists (e.g., a title in dif-
ferent languages).

Embedded
XMP-compatible software embeds the 
packet directly in the objects described. 
In doing so, it supports a large range of 
file formats. XMP packets can be written 
in image files (JPEG, PNG, TIFF), multi-
media formats (AVI, MPEG, MOV, MP3), 
and digital documents (PDF, PS), as well 
as in many other formats. The software 
sets up the metadata in a way that also 
allows other programs unable to handle 
the packets to process the files’ content 
without problem.

In TIFF images, for example, XMP 
uses a block in the image file directory 
(IFD) with the tag number 0x02BC; the 
data slots into PDF files, formatted as 
metadata objects of the XML subtype. 
For unrecognized formats, such as DjVu, 
the XMP software creates packets in the 
form of additional sidecar files with the 
.xmp file extension.

You can set the scale of an XMP packet 
within a file flexibly. The key feature of 
XMP, however, as its name makes clear, 
is its expandability. The XMP specifica-
tion describes many data fields for differ-

M etadata is information about 
the contents of objects like 
graphic files, digital videos, 
or documents and can in-

clude the name of a photograph, the au-
thor, and the project, as well as details 
about the license used to publish the 
item. Subject catalogs, thumbnails, or 
coordinates of image areas containing 
faces or other items are also part of the 
larger realm of metadata.

A range of standards control the ex-
change of datasets across digital objects. 
The prevailing technique is to retain the 
metadata in the file itself and copy that 
data along with the file. For example, a 
widespread technical standard for meta-
data in digital photography is the Ex-
changeable Image File (Exif) format [1] 
for JPEG, JFIF, and TIFF images.

With Exif, digital cameras and smart-
phones can usually write a full range of 

technical information for inclusion in 
image data, such as date and time, cam-
era model, focal length, and shutter 
speed. The standard even includes 
thumbnails and GPS coordinates.

XMP
Adobe introduced the XMP (Extensible 
Metadata Platform) standard in 2001. 
The current version appeared as a three-
part specification between 2012 and 2014 
[2], with ISO 16684-1-2012 as the core 
component [3]. XMP provides a compre-
hensive system for describing the meta-
data for digital media, consisting of a 
data model, a serialization or implemen-
tation model, and directions for embed-
ding metadata in various file formats.

XMP’s data model first stipulates that 
the metadata within files should all re-
side in a so-called “packet”. That data 
comes in three variants, as follows: (1) 
Simple data fields assign an individual 
content item (e.g., the date of origin) to 
an element. (2) Structured fields bind 
an element with several pieces of con-
tent (e.g., the dimensions of a docu-
ment). (3) Lists present data in differ-
ent ways: as sequential and ordered 
lists, unordered lists (e.g., keywords), 

With the Python XMP Toolkit, programmers can develop applications that store metadata 
in files. By Daniel Stender
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Storing metadata in files

Embedded
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ent purposes; XMP users can augment a 
file’s metadata with their own elements, 
offering practically unlimited opportuni-
ties to expand XMP as desired. For in-
stance, in PDF files it can store identifi-
cation data used and designed internally 
for scanned invoices and letters in pa-
perless offices.

Metadata of Exif and other standards 
may appear side by side in the same 
graphic file with XMP. Exif tags can also 
be written in XMP, allowing you to place 
Exif data in file formats that do not sup-
port it by design (e.g., PNG and GIF).

In practice, however, writing several 
instances of metadata to a single file fre-
quently becomes chaotic. If you want to 
use individual metadata standards uni-
formly in image files, you are best ad-
vised to follow the guidelines set for this 
purpose by the Metadata Working Group 
[4], a consortium of well-known produc-
ers of hardware and software.

RDF/ XML
XMP packets are programmed in World 
Wide Web Consortium RDF/ XML [5], an 
XML syntax for serializing Resource De-
scription Framework (RDF) graphs. For 
the most part, two points could keep the 
practitioner busy. First, to deal with 
XMP, you at least need basic XML 
knowledge. Second, the syntax always 
disassembles the elements to include in-
dividual data (e.g., title and date of ori-
gin) in groups or classes sorted by given 
XML namespaces.

The elements defined by the Dublin 
Core Metadata Initiative are among the 
primary components of XMP. Dublin 
Core [6] is a rudimentary set comprising 
15 core elements belonging to the dc 
namespace, which also uniformly de-
scribes objects of different types, such as 
photos, videos, and books. 

It is therefore mostly elements like 
dc:title, dc:creator, dc:description, 
and so on that are present in XMP pack-
ets of various file formats. The descrip-
tion elements in the xmp namespace 
function as the further core components 
of XMP: for instance, xmp:CreateDate and 
xmp:CreatorTool.

The xmlns element creates namespaces 
and generally binds them with a uniform 
resource identifier (URI) – usually an 
HTTP address. If you know XML, you 
know that such HTTP addresses are only 
for registration. They do not need to con-

tain real websites on the Internet. The 
creators can define namespace identifi-
ers on publication of their sets. The dc 
namespace, for instance, belongs to the 
URI http:// purl.org/ dc/ elements/ 1.1/ , 
and the xmp namespace belongs to http:// 
ns.adobe.com/ xap/ 1.0/ .

Reading Lamp
Users can very easily sort the content 
of an XMP packet with the exempi com-
mand-line tool by using the ‑x option. 
This tool comes from the library of the 
same name found on Debian in the ex-
empi package and in exempi-tools on 
openSUSE. 

Listing 1 shows a shortened version of 
a typical XMP packet. The x:xmpmeta 
root element first wraps the data in the 
XMP packet. After this, the rdf:RDF tag 
creates the rdf namespace with the URI 
http:// www.w3.org/ 1999/ 02/ 22-rdf-syn-
tax-ns#. 

The XMP elements always reside in 
rdf:Description blocks. For these, the el-
ement rdf:about proves to be obligatory, 
although it always remains empty in 
XMP. XMP data is written in different 
styles. Commonly, the elements of a de-
scription class are collected in a Descrip‑
tion environment, and then a respective 
namespace is created.

01 <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Exempi + XMP Core 5.1.2">

02  <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22‑rdf‑syntax‑ns#">

03   <rdf:Description rdf:about=""

04     xmlns:dc="http://purl.org/dc/elements/1.1/">

05    <dc:format>application/pdf</dc:format>

06    <dc:title>

07     <rdf:Alt>

08       <rdf:li xml:lang="x‑default">XMP Specification Part 1: Data Model, 

Serialization, and Core Properties</rdf:li>

09     </rdf:Alt>

10    </dc:title>

11    <dc:creator>

12     <rdf:Seq>

13      <rdf:li>Adobe Systems Incorporated</rdf:li>

14     </rdf:Seq>

15    </dc:creator>

16   </rdf:Description>

17   <rdf:Description rdf:about=""

18     xmlns:xmp="http://ns.adobe.com/xap/1.0/">

19    <xmp:CreateDate>2012‑03‑21T08:55:04Z</xmp:CreateDate>

20    <xmp:CreatorTool>FrameMaker 8.0</xmp:CreatorTool>

21    <xmp:ModifyDate>2012‑03‑21T08:57:17‑07:00</xmp:ModifyDate>

22    <xmp:MetadataDate>2012‑03‑21T08:57:17‑07:00</xmp:MetadataDate>

23   </rdf:Description>

24   <rdf:Description rdf:about=""

25     xmlns:pdf="http://ns.adobe.com/pdf/1.3/">

26    <pdf:Producer>Acrobat Distiller 8.1.0 (Windows)</pdf:Producer>

27     <pdf:Copyright>Copyright 2012, Adobe Systems Incorporated. All rights 

reserved.</pdf:Copyright>

28   </rdf:Description>

29   <rdf:Description rdf:about=""

30     xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/">

31    <xmpMM:DocumentID>uuid:3806c052‑1c0d‑4599‑b3ff‑38c0441bbb3a</xmpMM:DocumentID>

32    <xmpMM:InstanceID>uuid:abc82103‑c360‑4b74‑8812‑ff4c81eceaea</xmpMM:InstanceID>

33   </rdf:Description>

34  </rdf:RDF>

35 </x:xmpmeta>

LISTING 1: PDF File XMP Packet
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XMP Toolkit, and the libxmp.core.XMP‑
Meta class offers a range of methods 
(functions) for manipulating XMP pack-
ets in memory. For contact with XMP, 
the Toolkit defines its own complex data 
object, with which Python’s usual XML 
tools cannot cope (although this is not 
necessary). The example in Listing 2 
demonstrates a few simple operations 
with the Toolkit in an IPython session.

Action Mode
The listing script imports both main 
classes and opens the requested file, 
loading the XMP packet via get_xmp() 
onto the myxmp memory object. If the file 
called still does not contain an XMP 
packet, the Toolkit creates an empty 
template with x:xmpmeta and the basic 
RDF framework in memory. 

The consts module offers a range of 
substitutes for the common namespaces, 
meaning consts.XMP_NS_DC, for instance, 

Three Dublin Core elements – 
dc:format, dc:title, and dc:creator – are 
found in the XMP packet. The title of the 
document is in an alternative list 
(rdf:Alt) in several language versions 
(xml:lang), and the publisher is in a se-
quential list (rdf:Seq).

Core XMP elements such as 
xmp:CreateDate and xmp:ModifyDate, 
which bear date stamps, are found in a 
further Description environment. It 
states here that Framemaker 8.0 has pro-
duced this document (xmp:CreatorTool, 
line 20). Specific description elements 
for PDF documents (xmlns:pdf) and data 
fields for media management 
(xmlns:xmpMM) follow in other blocks. 
Table 1 delivers an overview of some 
XMP elements and classes.

Python XMP Toolkit
XMP applications can be programmed 
without great effort with the help of a 
few Python libraries (see the “XMP and 
Exif with Python” box). The Python 
XMP Toolkit [7] was developed by the 
European Space Agency (ESA), among 
others, to manage images from the Hub-
ble Telescope (Figure 1). The current 
version is 2.0.1.

If you install the XMP Toolkit’s Linux 
package, you also get the necessary Ex-
empi library on your computer. Until 
now, the Toolkit has only been available 

in a few distributions, such as in Debian 
and its offshoots, where it is within the 
python-libxmp and python3-libxmp pack-
ages. Alternatively, you can install it 
from the Python Packet Index [13]. 

The online documentation currently 
misses some of its parts [14]; Debian 
users are better off installing the py‑
thon‑libxmp‑doc documentation package 
[15]. Alternatively, programmers can 
collect the documentation from the 
GitHub repo or scour the source code di-
rectly for the docstrings.

The libxmp.files.XMPFiles class con-
trols the handling of files in the Python 

Description Content Format
Dublin Core (http:// purl.org/ dc/ elements/ 1.1/ )
dc:title Title of document or item Alternative list with xml:lang
dc:creator Producer (person or organization) Ordered list
dc:publisher Name of the publishing entity Unordered list
dc:subject Collection of keywords Unordered list
dc:language Language of the item Unordered list with RFC 306 tags
dc:format File format of the object MIME type
dc:identifier ISBN/ ISSN, URN, DOI, and others Text

XMP Core Elements (http:// ns.adobe.com/ xap/ 1.0/ )
xmp:CreateDate Object’s date of production Date stamp
xmp:CreatorTool Tool of production Text
xmp:MetadataDate Modification date of the metadata Date stamp
xmp:ModifyDate Modification date of the object Date stamp
xmp:Rating Rating of the tool Score from -1 to 5

XMP Rights Management (http:// ns.adobe.com/ xap/ 1.0/ rights/ )
xmpRights:Marked Copyright marking True/ false
xmpRights:Owner Rights holder Unordered list
xmpRights:UsageTerms License/ use terms Alternative list with xml:lang

XMP Media Management (http:// ns.adobe.com/ xap/ 1.0/ mm/ )
xmpMM:DocumentID Identifier of the object GUID stamp
xmpMM:InstanceID Identifier of an object instance GUID stamp

TABLE 1: A Selection of XMP Elements and Namespaces

Free Python libraries for programming 
Exif applications also can handle XMP, 
they reside alongside the XMP Toolkit (al-
though the Exif libraries do not support 
the same file formats). None of these tools 
is implemented in pure Python; instead, 
they are all bindings to available C- or C++ 
libraries.

Under the hood, the XMP Toolkit is a 
wrapper written with ctypes around Ex-
empi [8], an offshoot of Adobe’s official 
XMP Software Development Kit (current 
version 2.3.0, which is based on Adobe 
XMP SDK 4.1.1).

Pyexiv2 [9] is a binding to the Exiv2 C++ li-
brary [10], implemented with Boost.Py-
thon, which developers can use to pro-

gram applications for Exif, IPTC, and XMP 
metadata (current version 0.3.2). Because 
no one is developing Pyexiv2, a switch to 
GExiv2 is recommended.

GExiv2 [11] is a wrapper around the Exiv2 
library for the GObject programming envi-
ronment (current version 0.10.3). The soft-
ware supports GObject introspection, 
which Python programmers can access 
via PyGObject [12]. To do this, you need 
the gir1.2-gexiv2, python-gi, and python3-gi 
packages (e.g., on a Debian system). Then, 
use the following command: 

from gi.repository import GExiv2

to import the library.

XMP AND EXIF WITH PYTHON

Figure 1: The Python XMP Toolkit helped sort 

the Hubble Telescope’s numerous images.

56

XMP Toolkit

SEPTEMBER 2016 ISSUE 190 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

FEATURES



represents the Dublin Core URI, and 
consts.XMP_NS_XMP represents that for the 
core XMP elements.

The get_localized_text() method re-
turns certain datasets localized with 
xml:lang in alternative lists (e.g., those 
with x‑default from dc:title). The XMP 
object can be manipulated in a targeted 
way with set_property(), for instance, 
by converting the x‑default language 
setting to en. The set_localized_text() 
changes localized data in alternative 
lists, and in dc:title, it would expand a 
short German title with the localization 
xml:lang=de.

Next, get_property() again requests 
the dataset of the xmp:MetadataDate ele-
ment this time. This is a date stamp in 
ISO 8601 format. Developers can create a 
new date stamp (now) with the Python li-
brary’s datetime module [16] and over-
write xmp:MetadataDate in the XMP 
packet with set_property(). 

Alternatively, the set_property_date‑
time() method deals with date stamps. 
The can_put_xmp() method checks 
whether the opened file is write pro-
tected. If this is not the case, put_xmp() 
writes the file and close_file() closes it.

Creative Commons
The non-profit Creative Commons 
organization distributes a variety of 
easily applicable free licenses for dig-
ital works [17] that artists and au-
thors worldwide use to protect their 
copyrights. Creative Commons rec-
ommends XMP as a metadata for-
mat. At the same time, the organiza-
tion posts guidelines on how artists 
can best utilize the information of 
the license they use [18] and embed 
this in their published files. This cre-
ates a win-win situation: The license 
strengthens the position of the au-
thor, and the users establish the li-
cense conditions in an uncompli-
cated and reliable way from the ob-
jects themselves.

Creative Commons has defined the 
XML namespace http:// creativecom-
mons.org/ ns# for XMP, as well as for 
other purposes; this includes the fol-
lowing four elements cc:license, 
cc:morePermissions, 
cc:attributionURL, and 
cc:attributionName. The XMP Toolkit 
makes this namespace available 
under the consts.XMP_NS_CC key. Fur-

In [1]: from libxmp import XMPFiles, XMPMeta, consts

In [2]: xmpfile = XMPFiles(file_path='XMPSpecificationPart1.pdf', 
openforupdate=True)

In [3]: myxmp = xmpfile.get_xmp()

In [4]: print myxmp.get_localized_text(consts.XMP_NS_DC, 'title', '', 'x‑default')

        XMP Specification Part 1: Data Model, Serialization, and Core Properties

In [5]: myxmp.set_property(consts.XMP_NS_DC, 'title[1]/?xml:lang', 'en')

In [6]:  myxmp.set_localized_text(consts.XMP_NS_DC, 'title', '', 'de', 
'XMP‑Spezifikation, Teil 1')

In [7]: print myxmp.get_property(consts.XMP_NS_XMP, 'MetadataDate')

        2012‑03‑21T08:57:17‑07:00

In [8]: import datetime

        now = datetime.datetime.now().strftime("%Y‑%m‑%dT%H:%M:%S+01:00")

In [9]: myxmp.set_property(consts.XMP_NS_XMP, 'MetadataDate', now)

In [10]: print myxmp.get_property(consts.XMP_NS_XMP, 'MetadataDate')

         2016‑02‑21T19:33:26+01:00

In [11]: xmpfile.can_put_xmp(myxmp)

         True

LISTING 2: Python XMP Toolkit Demo
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suggest installing a reference under the 
address given here that also contains the 
hash value of the published file [19]. In 
this case, it can be manually or automat-
ically compared to raise the alarm in 
case of forgeries.

Conclusion
XMP involves a sophisticated and profes-
sional metadata system that compiles 

thermore, the organization recommends 
the use of the two elements 
xmpRights:Marked and 
xmpRights:UsageTerms from the XMP 
rights management schema (Table 1). 

A copy of the license notice should 
also (according to their advice) end up 
in dc:rights. Listing 3 shows a Python 
script that writes the metadata recom-
mended by Creative Commons into a 

JPG file (not yet containing an XMP 
packet) with XMP Toolkit for the Attri-
bution-ShareAlike 4.0 license. The re-
sult of these efforts is presented in 
Listing 4.

The xmpRights:WebStatement text ele-
ment transports a callable URL, by 
which details regarding the authorship 
and conditions of use of a file can be 
verified. The Creative Commons creators 

01 from libxmp import XMPFiles, XMPMeta, consts

02 image = XMPFiles(file_path='1001.jpg', open_forupdate=True)

03 xmp = image.get_xmp()

04

05 xmp.register_namespace(consts.XMP_NS_CC, 'cc')

06 xmp.set_property(consts.XMP_NS_CC, 'license', 'http://creativecommons.org/licenses/by‑sa/4.0/')

07 xmp.set_property(consts.XMP_NS_CC, 'attributionName', 'Max Mustermann')

08 xmp.set_property(consts.XMP_NS_CC, 'attributionURL', 'http://example.com/bilder/1001.jpg')

09

10 xmp.register_namespace(consts.XMP_NS_XMP_Rights, 'xmpRights')

11 xmp.set_property_bool(consts.XMP_NS_XMP_Rights, 'Marked', True)

12 usage = 'This work is licensed to the public under the Creative Commons Attribution‑ShareAlike 4.0 International License'

13 xmp.set_property(consts.XMP_NS_XMP_Rights, 'UsageTerms', usage)

14

15 xmp.register_namespace(consts.XMP_NS_DC, 'dc')

16 xmp.set_localized_text(consts.XMP_NS_DC, 'rights', '', 'x‑default', usage)

17

18 image.put_xmp(xmp)

19 image.close_file()

LISTING 3: Generating Creative Commons-Compliant Metadata

<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Exempi + XMP Core 5.1.2">

 <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22‑rdf‑syntax‑ns#">

  <rdf:Description rdf:about="" xmlns:cc="http://creativecommons.org/ns#">

   <cc:license>http://creativecommons.org/licenses/by‑sa/4.0/</cc:license>

   <cc:attributionName>Max Mustermann</cc:attributionName>

   <cc:attributionURL>http://example.com/bilder/1001.jpg</cc:attributionURL>

  </rdf:Description>

   <rdf:Description rdf:about="" xmlns:xmpRights="http://ns.adobe.com/xap/1.0/rights/">

   <xmpRights:Marked>True</xmpRights:Marked>

   <xmpRights:UsageTerms>This work is licensed to the public under the Creative Commons

Attribution‑ShareAlike 4.0 International License</xmpRights:UsageTerms>

  </rdf:Description>

  <rdf:Description rdf:about="" xmlns:dc="http://purl.org/dc/elements/1.1/">

   <dc:rights>

    <rdf:Alt>

     <rdf:li xml:lang="x‑default">This work is licensed to the public under the Creative Commons

Attribution‑ShareAlike 4.0 International License</rdf:li>

    </rdf:Alt>

   </dc:rights>

  </rdf:Description>

 </rdf:RDF>

</x:xmpmeta>

LISTING 4: Created XMP Package
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schemas for different objects and appli-
cations. The comprehensive set of de-
scriptive components can even be ex-
panded with elements not provided by 
the specification. 

XMP supports a wide range of file for-
mats in which to embed metadata pack-
ets; it is only on exceptional occasions 
that no solution exists. Nothing else is 
comparable, especially when it comes to 
PDF documents, although this is not sur-
prising considering the standard’s author 
(Adobe).

End users can request XMP metadata 
with ease from the command line, and 
programmers can develop special XMP 
applications with a range of C/ C++ li-
braries. Python bindings are available for 
the existing XMP and Exif libraries, 
which can also handle XMP.

Exiftool (in the libimage-exiftool-perl 
Debian package or perl-image-exiftool 
package for openSUSE and others) and 
the command-line tool from the Exiv2 li-
brary (in the Debian exiv2 package) are 
also useful for editing XMP data at the 
command line.  nnn

[1]  Exif specification:  
http://  www.  cipa.  jp/  std/  documents/  e/ 
 DC-008-2012_E.  pdf

[2]  XMP specification: http://  www.  adobe. 
 com/  devnet/  xmp.  html

[3]  XMP ISO standard press release: 
http://  www.  iso.  org/  iso/  home/  news_
index/  news_archive/  news.  htm? 
 refid=Ref1525

[4]  MWG guidelines: http://  www. 
 metadataworkinggroup.  com/  specs

[5]  RDF 1.1 XML syntax: https://  www.  w3. 
 org/  TR/  rdf-syntax-grammar

[6]  DCMI metadata terms:  
http://  dublincore.  org/  documents/ 
 dcmi-terms/

[7]  Python XMP Toolkit in GitHub:  
https://  github.  com/  python-xmp-toolkit/ 
 python-xmp-toolkit/

[8]  Exempi: https://  libopenraw. 
 freedesktop.  org/  wiki/  Exempi/

[9]  Pyexiv2: http://  tilloy.  net/  dev/  pyexiv2/

[10]  Exiv2: http://  exiv2.  org

[11]  GExiv2: https://  wiki.  gnome.  org/ 
 Projects/  gexiv2

[12]  PyGObject:  
https://  wiki.  gnome.  org/  Projects/ 
 PyGObject

[13]  Python XMP Toolkit in PyPI:  
https://  pypi.  python.  org/  pypi/ 
 python-xmp-toolkit/

[14]  XMP Toolkit documentation:  
http://  python-xmp-toolkit.  readthedocs. 
 org/  en/  latest/

[15]  Debian packages:  
https://  packages.  qa.  debian.  org/  p/ 
 python-xmp-toolkit.  html

[16]  Python datetime library:  
https://  docs.  python.  org/  2/  library/ 
 datetime.  html

[17]  Creative Commons licensing types: 
https://  creativecommons.  org/ 
 share-your-work/ 
 licensing-types-examples/

[18]  Creative Commons XMP properties: 
https://  wiki.  creativecommons.  org/  wiki/ 
 XMP

[19]  WebStatement:  
https://  wiki.  creativecommons.  org/  wiki/ 
 Web_Statement
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To test whether the server offers its ci-
phers in a defined order (from strong to 
weak), I type:

testssl ‑P <address>

Listing 2 shows the strongest encryp-
tion method the server was able to ne-
gotiate. The script additionally helps me 
discover whether the server supports 
HTTP/ 2 with:

testssl.sh ‑Y <address>

It might then respond with Service 

W eb servers with SSL certifi-
cates will likely be the 
rule. The administrator’s 
responsibility for keeping 

track of which SSL and TLS settings are 
up to date on which servers tends to 
grow proportionally. I have found a 
trusty helper for this task, testssl.sh 
[1], a shell script with many capabili-
ties. For example, typing

testssl ‑U https://<server>

runs scan tests for popular 
exploits like Heartbleed, 

Poodle, and Crime (see 
output in Listing 1), and 
I can trigger each test 
option individually. To 
discover whether a 
server is vulnerable for 
Logjam, I would just 
type:

testssl.sh ‑‑logjam U

  <address>

The sys admin’s daily grind: testssl.sh

A Key Role
Back in the day, integrating and function testing an SSL certificate was an easy thing 
to do. Now, you can use a shell script that talks plain English, despite the Babylonian 
confusion of key protocols and ciphers. By Charly Kühnast

Charly Kühnast is a Unix operating system administrator at the Data Center in 
Moers, Germany. His tasks include firewall and DMZ security and availability. 
He divides his leisure time into hot, wet, and eastern sectors, where he enjoys 
cooking, freshwater aquariums, and learning Japanese, respectively.

    CHARLY KÜHNAST

01 Service detected:       HTTP

02 Testing vulnerabilities

03

04 Heartbleed (CVE‑2014‑0160)              not vulnerable (OK) (timed out)

05 CCS (CVE‑2014‑0224)                     not vulnerable (OK)

06 Secure Renegotiation (CVE‑2009‑3555)    not vulnerable (OK)

07 Secure Client‑Initiated Renegotiation   not vulnerable (OK)

08 CRIME, TLS (CVE‑2012‑4929)              not vulnerable (OK)

09 [...]

LISTING 1: testssl ‑U https:// <server>

01 Testing server preferences

02

03 Has server cipher order?   yes (OK)

04 Negotiated protocol        TLSv1.2

05 Negotiated cipher          ECDHE‑RSA‑AES256‑GCM‑SHA384, 256 bit ECDH

06 Cipher order

07 [A long list of ciphers offered]

LISTING 2: testssl ‑P <address>
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testssl.sh ‑‑starttls smtp <address>

which gives me an equally good quality 
of analysis as for the web protocol – and 
it is very exhaustive in this case. If you 
don’t specify any parameters testssl.sh 
runs through the whole arsenal of test 
routines (Figure 1).

Aha
Finally, a tip from the developer of 
testssl.sh: If you additionally install the 
aha [2] tool, you can easily convert the 
console output to HTML:

testssl.sh <address> | aha >U

  /<Path>/servertest.html

After wrapping this up in a small shell 
script, I can then use cron to check the 
TLS and SSL status of my servers on a 
weekly basis.  nnn

The tests are not restricted to HTTPS. I 
can test a mail server like this:

detected: HTTP HTTP2/ ALPN http/ 1.1 
(offered).

Figure 1: Testssl.sh even checks mail server certificates.

[1]  Testssl.sh: https://  github.  com/ 
 drwetter/  testssl.  sh

[2]  Aha: https://  github.  com/  theZiz/  aha

    INFO
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starts to come to an end, the employer 
will possibly take on a more-or-less suit-
able candidate for fear of being left with 
only unsuitable candidates, and – not 
having any other options – grudgingly 
just bite the bullet, and grab whoever is 
left.

Ideal: 37 Percent
How should the employer proceed to 
mathematically ensure the best possible 
odds of finding an above-average candi-
date? How long should the try-before-
buy phase last, in which the employer 
explores the unknown capabilities of 
candidates before immediately snapping 
up the one that is better than all the pre-
vious ones and hopefully scores favor-
ably against future candidates further 
down the line? Mathematicians have 
been tackling stop problems [2] for thou-
sands of years.

As the recently published book Algo-
rithms to Live By [3] entertainingly ex-
plains, the answer is 37 percent, or more 
precisely 1/e * 100%. Given 100 candi-
dates, an employer is well advised to 
check out the first 37 without any inten-
tion to employ anyone, just to gain some 
idea of the talents available on the labor 
market. As of candidate number 38, 
smart bosses then immediately sign a 

T he saying goes that you should 
quit when you’re ahead. Mak-
ing a decision on when to con-
clude a selection process is 

often not that easy in real life. In math-
ematical statistics, a puzzle known as 
the “secretary problem” [1] sums this 
up nicely. A number of candidates are 
applying for a secretary position at a 
company. In the selection process, the 
employer must decide after each inter-
view, whether to accept the candidate 
or reject them and hope for a more 
suitable applicant later on. The deci-

sion is final, the employer is not 
allowed to invite back any 

rejected applicants.
An employer who 

is thinking logi-
cally should care-
fully check the 
first few candi-
dates and not 
simply take 

the first 
one. 
Later, 
when 
the 
line 

Solving optimal stopping problems with statistical algorithms

Enough Is 
Enough

When is it statistically favorable to conclude, say, the search for a 
suitable employee with a chosen one? Solid algorithms point the 
way to success. By Mike Schilli

Mike Schilli works as a software engineer 
in the San Francisco Bay Area. He can be 
contacted at mschilli@perl meister.com. 
Mike’s homepage can be found at  
http://  perlmeister.  com.

    MIKE SCHILLI
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sides, and there are hardly any values 
less than 4.5 or greater than 15.5.

The script for simulating the secretary 
interviews (Listing 2) takes on the ran-
domly arriving candidates one by one. 
Following the 37 percent rule, it breaks 
down the @data array into two parts. The 
first part, stored in @look, contains the 
first 37 percent of the random numbers, 
which are merely for analysis of the 
labor market without any intention to 
employ; the second part (@act) contains 
the other 63 percent; the employer will 
immediately make a decision here if one 
of the candidates is better than all previ-
ous encountered ones. Line 41 stops the 
script when this occurs.

If no better candidate shows up by the 
end of the array, the boss has lost out and 
has to employ the last candidate as a final 
option, which is what line 46 does. If the 
script is called with the ‑‑verbose option, 
line 9 of Listing 2 switches Log4perl’s log-
ging function to debug mode to produce 
diagnostic messages on how the hiring 
process is proceeding.

contract if one candidate is obviously 
better than all the previous ones.

Love-Crazed Stargazers
This task is also known as the wedding 
problem. The story of the famous star 
gazer Johannes Kepler, who was desper-
ately looking for a new wife after the 
death of his first wife in 1611, is legend-
ary. With meticulous mathematical 
skills, he launched himself into a lengthy 
process of research, looking at no less 
than 11 candidates. Completely ex-
hausted and remorseful, he then re-
turned to candidate number five, pro-
posed to her, and to his great joy luckily 
received a glowing “Yes!” as an answer 
to his question.

Simulating Reality
To work your way 
through the secretary 
problem with a Perl 
program, the script 
needs to make some 
assumptions about the 
distribution of the sup-
ply in the labor mar-
ket. The controversial 
“20-70-10” rule of 
American tycoon Jack 
Welch [4] dictates that 
the 20 percent top per-
formers in a company 
return exceed expecta-
tions, 70 percent work 
quite well, and 10 per-
cent are unproductive. 
For the experiment, 
we let the labor mar-
ket also follow this 
scheme; the available 

talents thus 
roughly lie on the 
bell curve of a 
Gaussian normal 
distribution (Fig-
ure 1).

Because the candidates arrive in ran-
dom order, the script needs a random 
generator that outputs a normally distrib-
uted pool of talents. The random_normal 
function of the Math::Random CPAN 
module already has such a generator; in 
Listing 1 [5], it uses the parameters 
100_000, 10, 2 to return 100,000 random 
values that fluctuate around the mean 
value of 10 with a standard deviation of 2.

To check whether the distribution also 
roughly meets the requirements visually, 
Listing 1 uses the get_histogram() func-
tion from the Statistics::Histogram CPAN 
module to print a histogram of distrib-
uted values as ASCII art on the com-
mand line. The bell shape is indeed visi-
ble (Figure 2), and although the maxi-
mum of the random data is at around 10, 
the frequency drops off towards both 

Figure 1: The Gaussian bell curve of normally distributed events (from 

Wikipedia; public domain).

Figure 2: Histogram of events following a bell curve.

1 #!/usr/local/bin/perl ‑w

2 use strict;

3 use Math::Random qw( random_normal );

4 use Statistics::Histogram;

5

6 my @data = random_normal( 100_000, 10, 2 );

7

8 print get_histogram( \@data, 20 );

LISTING 1: histo-normal
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The script then outputs a number of 
messages to standard output at run time. 
Figure 3 shows that the bar for the can-
didates during the screening stage was at 
11.05, and then at 11.52. In employment 
mode, a number of candidates with suit-
ability values below the previous record 
of 11.52 then follow, before one with a 
value of 11.68 gets the job.

Although the procedure has been 
proven to be optimal, it still often goes 
wrong. Figure 4 shows a run in which a 
candidate with an extremely high suit-
ability value (12.84) interviews during 
the test phase, a value that puts all the 
others later in the employment round to 
shame. Bad luck, the boss has to take 
the last candidate with a rating of 9.36.

How often do these embarrassing and 
significant suboptimal outcomes occur 
in the algorithm? To measure this, List-
ing 3 calls the secretary script 100 
times and measures how often a candi-
date is given preference although they 
are below average. The Stats::Histogram 
CPAN module shows the distribution.

Figure 5 shows that the procedure finds 
a useful candidate in about 80 percent of 
the cases, including some superstars with 
ratings of 12 and more. However, it failed 
in 20 percent of cases where the boss had 
to take on the last candidate, whether 
they were a star or a clown. All told, the 

01 #!/usr/local/bin/perl ‑w

02 use strict;

03 use Math::Random qw( random_normal );

04 use Log::Log4perl qw(:easy);

05 use Getopt::Long;

06

07 GetOptions( \my %opts, "verbose" );

08

09 Log::Log4perl‑>easy_init(

10   $opts{ verbose } ? $DEBUG :

11   $INFO );

12

13 my $nof_candidates = 10;

14 my @data = random_normal(

15     $nof_candidates, 10, 2 );

16

17 my $ratio  = 37.0;

18 my $cutoff = $nof_candidates *

19              $ratio / 100;

20

21 my @look = splice @data, 0, $cutoff;

22 my @act  = @data;

23

24 my $best = 0;

25

26 for my $talent ( @look ) {

27   DEBUG "Testing: $talent";

28

29   if( $talent > $best ) {

30     $best = $talent if $talent > $best;

31     DEBUG "New best: $best";

32   }

33 }

34

35 for my $talent ( @act ) {

36   DEBUG "Acting on: $talent";

37

38   if( $talent > $best ) {

39     DEBUG "Taking: $talent";

40     print "$talent\n";

41     exit 0;

42   }

43 }

44

45 DEBUG "Forced to take $act[ ‑1 ]";

46 print "$act[ ‑1 ]\n";

LISTING 2: secretary

Figure 3: The selection process for secretaries, first run.

Figure 4: This procedure does not always turn out well for the boss.
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strategy is optimal; check out [1] for the 
mathematical proof.

Las Vegas and Everyday Life
Just as there are correct and incorrect 
ways of winning at certain games in 
Las Vegas – and although I am amazed 
at how few people actually take them 
into consideration to at least statisti-
cally give the casino as little chance as 
possible to win – it is important in ev-
eryday life to keep the upper hand in 
randomly driven processes and always 
consider the most likely possible out-
come of such a situation.

However, what is demonstrably the 
optimal strategy, if you do the math, is 
sometimes of little practical value for 
stop problems. In a casino that pays 
back triple your bet after tossing a coin 
with a winning percentage of 50 per-
cent, the theoretically correct approach 
would be to keep on playing and never 
quit. But, as you can imagine, the play-
ers would go home bankrupt every 
time if they followed this strategy.  nnn

Figure 5: In 20 percent of cases, the boss has to take the last candidate.

01 #!/usr/local/bin/perl ‑w

02 use strict;

03 use Log::Log4perl qw(:easy);

04 use Statistics::Histogram;

05 use Getopt::Long;

06

07 GetOptions( \my %opts, "verbose" );

08

09 Log::Log4perl‑>easy_init(

10     $opts{ verbose } ? $DEBUG :

11     $INFO );

12

13 my @data = ();

14

15 my $clowns = 0;

16 my $stars  = 0;

17

18 for ( 1..100 ) {

19     my $talent = `./secretary`;

20     chomp $talent;

21

22     DEBUG "Result: $talent";

23

24     if( $talent >= 10 ) {

25         $stars++;

26     } else {

27         $clowns++;

28     }

29

30     push @data, $talent;

31 }

32

33 INFO get_histogram( \@data, 20 );

34

35 INFO "Stars: $stars Clowns: $clowns";

LISTING 3: secretarystats

[1]  Secretary problem:  
https://  en.  wikipedia.  org/  wiki/ 
 Secretary_problem

[2]  Optimal stopping: https://  en. 
 wikipedia.  org/  wiki/  Optimal_stopping

[3]  Christian, Brian, and Tom Griffiths. 
Algorithms to Live By: The Computer 
Science of Human Decisions. Henry 
Holt and Co. April 2016:  
http://  algorithmstoliveby.  com

[4]  Vitality curve: https://  en.  wikipedia. 
 org/  wiki/  Vitality_curve

[5]  Listings for this article:  
ftp://  ftp.  linux‑magazine.  com/  pub/ 
 listings/  magazine/  190
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M any people working on 
screens switch between mul-
tiple devices rather than 
using a single computer – 

typically PCs, laptops, smartphones, and 
tablets. For users, this means that they 
don’t just need to synchronize the data 
between the computers, they also need 
compatible software for all these de-
vices. Not least because “Software as a 
Service” (SaaS) is becoming increasingly 
important: Instead of installing software 
locally, you can use cloud-based services 
that can be accessed from all devices no 
matter what platform is used.

As you know the big software corpora-
tions have a foot in the door here al-
ready: Microsoft has offered its own 
web-based Office365 since mid-2011 in 
the form of a fee-based subscription 
model. Google also clawed its way into 
the market 10 years ago with Google 
Docs, Sheets, and Slides. In typical 
Google-style, the use of these services re-
mains free. So, the question is: Google or 
Microsoft; if you use SaaS, you’ll be giv-
ing up control of your data.

A Whole Load of Cloud
Another alternative is now entering the 
scene in the form of Open365 [1]: The 
service combines the well-known open 
source tools LibreOffice as an office 
package, Seafile [2] as a synchronization 
tool, KDE Kontact [3] for managing ad-
dresses and emails, and Jitsi [4] as an in-
stant messenger on an interface.

The service is currently (at the time of 
of writing) in the beta phase, but regis-
tration is open to any interested parties. 
In addition to the web interface, 
Open365 provides a desktop client and 
an Android app [5] that, similarly to 
Dropbox, is used for synchronizing data. 
The developers are currently still work-
ing on the iOS version of the mobile app.

The Seafile web interface (Figure 1), 
which slightly expands Open365, serves 
as the central component of Open365. In 
this interface, you can organize your 
data in libraries (Libraries) and encrypt 
them as required. Altogether 20GB of 
disk space is available free of charge. 
(See the “Installation” box for more in-
formation.)

Similarly to Dropbox and unlike 
Google Drive, where Linux support is 
still missing, Open365 also provides a PC 
program for Linux, Mac OS X, and Win-
dows that synchronizes data between PC 
and online storage in the background 
(Figure 2).

LibreOffice on the Web
The Seafile front end of Open365 pro-
vides the option for uploading data and 
synchronizing these data between differ-
ent computers via the client. Data or 
even whole libraries can also be shared 
with other people – this includes the op-
tion to add these files to a library. There 
is also a personal wiki, an editor for text 
files along with Markdown formatting, 
an image viewer with a gallery view, and 

Office suites, email clients, and video chats often run as a 
“software as a service” on the network. Open365 is pitting 
web-based LibreOffice together with Kontact and Jitsi 
against the top dogs Google Drive and Office 365.  
By Christoph Langner

Open365 puts LibreOffice, Kontact,  
and Jitsi in the cloud

Open All Year
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an HTML5-based player for various 
video formats in the front end. However, 
the most important component is proba-
bly the web-based LibreOffice.

Open365 includes the word processor 
Writer (Figure 3), the spreadsheet Calc 
(Figure 4), and the presentation tool Im-
press from LibreOffice 5.1.0.3. The pro-
grams provide the same functionality as a 
locally installed LibreOffice. Technically, 
the implementation of Linux programs is 
based on the web desktop from EyeOS 
[6], whose first versions were published 
under an open source license [7].

Open365 provided a set of sample files 
in the My Library folder for direct testing, 
including current Microsoft Office docu-
ments. You can save your own docu-
ments in any library and then, for exam-
ple, back up the files using the Open365 
client on your PC, where you can con-
tinue editing the file without any prob-
lems. The client then synchronizes local 
changes with the online store and the 
data therefore always remains up to date.

Voice and Video Chats
As well as the LibreOffice suite with Kontact 4.13.0.15 from KDE 4.13.3, Open365 
also includes a comprehensive personal information manager (PIM) with email, ad-
dress book, and calendar functions. Your account name in the style of “fredbloggs@
open365.io” is automatically used as the email address. For this to appear properly 
for the recipient later, click Mail in the Cloud drop-down, open the email function in 
the sidebar under Mail, and then correct the name from the menu under Settings | 
Configure KMail.

Within Open365, the service also provides the option to send short messages to 
other users. You can access this function from the hub via the chat icon next to your 
name. You can search through the complete set of users in the sidebar that opens 
Contacts – Open365 lists the name here that you specified when creating your ac-
count. There are no options for protecting privacy so far – such as hiding your own 
name in the search.

You can start a call in the chat window by clicking Start Video Conference. Internally, 
the service uses the open source video chat solution Jitsi and the protocol WebRTC [8]. 
Thus, you don’t need special drivers or apps – all modern web browsers should work. 

Figure 1: The Open365 web interface comes from Seafile and has been expanded to include 

LibreOffice and a voice and video chat function.

Figure 2: The client provided by Open365 for desktop PCs for synchronizing data also 

originates from the Seafile project.

Like the service’s web interface, the 
Open365 client is based on Seafile. You 
can install the program via the package 
manager in the form of a DEB file. 
Open365 professes to support Ubuntu 
from version 14.04, but you can also in-
stall the package on Debian 8 "jessie." 
Both Ubuntu 16.04 and Debian Unstable 
are still missing the Qt4 libraries re-
quested by the package as a dependency. 
This means you have to wait for an update 
by the Open365 developers. Various virus 
scanners kick in when running the set up 
in the client’s Windows version – the rea-
son for this wasn’t clear by time of publi-
cation [10].

INSTALLATION
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However, Chrome proved to be a bit awk-
ward in the test compared to Firefox. The 
Google browser asked for permission to 
access the computer’s webcam when 
starting a chat but then didn’t show ei-
ther the camera image or the operating el-
ements of the video chat.

Conclusions
On the homepage, Open365 states: “You 
can download it and deploy to your own 
servers or use it online for free.” This 
statement, however, is not yet true. Al-
though Open365 bears the word “Open” 
in its name and uses open source foun-
dations such as LibreOffice, Seafile, and 
Jitsi, the service’s source code is still 
missing. Without that, it’s pretty tricky 
to host an instance of the service on 
your own hardware. So, you’ll be mak-
ing your data available with Open365 
and are therefore reliant on the provid-
er’s goodwill. However, an admin in the 
forum writes that the provider is work-
ing intensively on the release of the 
source code [9].

Open365 isn’t bad in practice. Regardless of the beta status, all the service’s com-
ponents are up and running. Anyone who likes working with LibreOffice and often 
uses a computer where the Office package is missing will appreciate a readily avail-
able Office suite and 20GB of free cloud storage on top in the form of Open365. How-
ever, the missing privacy settings are uncomfortably conspicuous: As a user, you 
should be able to decide whether you want to publish your presence and the plain 
names of all users of the service.  nnn

Figure 3: Open365 includes Writer, Calc, and Impress.

[1]  Open365: https://  open365.  io

[2]  Seafile: https://  www.  seafile.  com

[3]  Kontact:  
https://  userbase.  kde.  org/  Kontact/  en

[4]  Jitsi: https://  jitsi.  org

[5]  Open365 for Android:  
https://  play.  google.  com/  store/  apps/ 
 details?  id=io.  open365.  cloud

[6]  EyeOS: http://  www.  eyeos.  com

[7]  Open source version of EyeOS: 
https://  sourceforge.  net/  projects/  eyeos

[8]  WebRTC: https://  webrtc.  org

[9]  Open365 on premises:  
https://  support.  open365.  io/  index.  php/ 
 en/  forum/  englishsuport/ 
 13‑open365‑on‑premises#  26

[10]  Virus scanners warn against Windows 
version:  
https://  support.  open365.  io/  index.  php/ 
 es/  forum/  englishsuport/  41‑virus

INFO

Figure 4: Using Open365, you can edit LibreOffice documents and those in Microsoft’s Office 

Open XML format.
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    BRUCE BYFIELD

S o far, 2016 is likely to be remem-
bered as the year in which uni-
versal package managers were 
debated. With the announce-

ment of Ubuntu’s Snappy packages, fol-
lowed quickly by Fedora’s and Red Hat’s 
release of its Flatpak format, the race is 
on for a method of software installation 
that will work on any distribution and 
make .deb, .rpm, and the rest footnotes 
in Linux history.

Advocates of a universal package man-
ager claim that it will make software in-
stallation more efficient by eliminating 
dependency problems. Additionally, 
many candidates include extra security 
and extra features, such as package in-
stallation by ordinary users for their own 
use. However, whether any improve-
ments will result is questionable. Debian 
developers in particular insist the way to 

eliminate software installation problems 
lies in enforcing a strict package struc-
ture, as described in the Debian Policy 
Manual [1].

In fact, Josh Triplett, a long-time 
Debian contributor, went so far as to 
suggest that Debian’s reputation is a 
consequence of the Debian Policy, and 
not the .deb format. According to 
Triplett, “Debian without the .deb format 
would still be Debian; Debian without 
[the] Debian Policy would just be 
Sourceforge or Rpmfind,” and nothing 
more than a random collection of soft-
ware [2].

This claim is borne out by the special-
ized installers available for some pro-
gramming languages, which configure 
aspects of the language, but not external 
dependencies. A new format would not 
eliminate such problems, but more de-
tailed package guidelines might.

Besides, as many observers point out, 
the attempt to establish a universal stan-
dard in free software tends simply to add 
to the number of choices. Perhaps 
Flatpak and Snappy will simply replace 
DEBs and RPMs as the two main rivals 
in package management.

Still, whether a universal package 
manager is needed or not, the fact that 
two candidates are backed by corporate 
interests means that attempts to estab-
lish one as the Linux standard are likely 
to continue. Here are the four candidates 
most often mentioned:

AppImage
Under various names, including klik and 
PortableLinuxApps, AppImage has ex-
isted since 2004 [3]. No application is 
needed to manage AppImage packages, 
and each packaged application and its 
dependencies are stored in a single file. 
Running an AppImage package requires 
only changing permissions to make it ex-
ecutable, then deciding whether to add a 
desktop launch the first time you click 
the package (Figure 1).

Historically minded people mention 
AppImage as a possible option for a uni-
versal package manager, but the possi-
bility seems remote, even though a num-
ber of applications, including Audacity, 
Blender, and Krita offer AppImages [4].

For one thing, the single static file 
takes far more space than a standard 
.deb or .rpm file. For example, the sample 
on the project’s home page for SubSur-

We look at four contenders that want to become the Linux 
universal package manager, although the reality is still on 
the horizon. By Bruce Byfield

The race for a universal package manager

Package Deal
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face, a diving diary favored by Linus Torvalds, requires seven and a half times the 
memory of the same .deb package. This difference might not matter on a modern sys-
tem but probably makes AppImage unsuitable for an older machine.

More importantly, AppImage is not designed with security in mind. Even the 
project’s homepage suggests that AppImage is best suited for installation from up-
stream sources – which means, among other things, a trusted source. Users can use 
permissions to limit who can run an AppImage package, but security goes no fur-
ther. Other security modifications would be necessary to make AppImage a suitable 
candidate.

Flatpak
Flatpak [5] development is led by Red Hat developer Alexander Larsson. It uses the 
same basic command for building and managing packages, as well as enabling repos-
itories, differing only in the options available for each task. Perhaps because Flatpak 
has the examples of other package managers to draw upon, instead of being devel-
oped from scratch, it has some of the clearest and most consistent names for options 
and commands ever to find their way into a man page. In particular, unlike DEBs, 
Flatpak provides separate commands for installing and updating, instead of giving 
them the same name.

Packages for Flatpak are sandboxed by having separate run-time environments and 
by using standard Linux tools such as cgroups [6] and namespaces [7] to assign re-
sources to each package and isolate them from each other. Because these tools are 
standard in recent kernels, they do not significantly add to the size of packages, espe-
cially because Flatpak can use already installed dependencies as well as new ones.

Additionally, each version of each Flatpak is a separate branch in the Git-like repos-
itory OSTree [8]. This arrangement makes it easy for different releases of the same ap-
plication to co-exist on the same system, and for packages to be rolled back and de-
leted cleanly. The use of OSTree also gives Flatpak additional levels of security, with 
checksums for each individual file and for checking out branches that are in use.

Moreover, using OSTree also has the advantage of making packages editable with 
the ostree command. Some overlap with Flatpak commands results, but ostree also 
has a number of advanced tools, such as administrative cleanup and built-in diff. 
Users can ignore ostree and most likely get along fine much of the time, but learning 
the command might come in handy at times.

The disadvantage of using OSTree is that only one branch (i.e., software version) 
can be active at one time. That means that system upgrades do not go into effect until 
after a reboot.

Flatpak runs on many major distributions, but, as I write, few packages or reposito-
ries are available. Probably the best tool for exploring Flatpak is the LibreOffice pack-

Figure 1: AppImage offers to create a launcher the first time one of its packages is run.
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age, whose download page also details clearly how to set up a repository [9]. Should 
your system segfault (i.e., trigger a memory access violation) in the process, try again 
with the most recent kernel you can find.

Guix
Guix [10] is a member of the GNU Project, the software collective associated with 
the Free Software Foundation (FSF). In fact, early in 2016, Guix became the first 
package manager to be ported to GNU/ Hurd, the long-awaited alternative to the 
Linux kernel [11].

Guix is also the package manager for the GuixSD distribution [12], although it can 
run on any distribution, even alongside another project manager. It is not available as 
a package itself, but its installation, while not graphical, is still relatively easy to use 
with the instructions.

Guix (Figure 2) is based on an older package manager called Nix [13]. The two 
parted company several years ago, and today Guix is written in GNU Guile, while Nix 
uses a variety of programming language. What both have in common is the metaphor 
of package management as a mathematical function that is affected by scripts and 
other inputs but cannot itself alter the system environment or edit files outside of its 
own directories beneath /gnu/store.

This arrangement has numerous advantages. Unlike with a .deb package, a Guix 
package cannot be half-installed; either it is completely installed, a feature that makes 
a rollback to an early version of a piece of software much easier, or it is not installed 
at all. The isolation of packages means that ordinary users can install software for 
their own use that does not challenge security, because each package is isolated from 
the others. Most importantly, package isolation creates a level of security comparable 
to that of a container without the extra overhead.

From a technical perspective, these features make Guix a serious competitor to 
Flatpak and Snappy. If it lacks a corporate backer, the FSF may be a suitable substi-
tute, especially because its main interest is to keep the core parts of an operating sys-
tem available as a free license.

Figure 2: Output of Guix while installing a package.

72

LINUXUSER
Command Line – Package Managers

SEPTEMBER 2016 ISSUE 190 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM



Snappy
Snappy packages (Figure 3) got off to a rocky start when Canonical Software, which 
controls Ubuntu, announced them as though they had already become the universal 
package manager. A typical headline in the media was “Snap Packages Become Uni-
versal Binary Format for All GNU/ Linux Distributions” [14], when the truth was less 
dramatic.

Originally developed for embedded systems, Snappy’s packages, like AppImage’s, 
are reminiscent of the static tarballs used in the 1990s, combining all libraries, pro-
grams, and scripts in a single file. The main difference from static tarballs is that 
.snap packages add containers and draw on recent Linux features for an added level 
of security.

Shortly after Snappy was announced, the rumor went around that its packages 
were as bloated as AppImage’s. The source of the rumor was a LibreOffice snappy 
package whose debugging tools made it appear 500% larger than the equivalent .deb 
or .rpm when the truth was closer to 20%. Still, even a 20% difference in size can be 
significant on busy systems, or older ones.

Even more seriously, while Snappy, Flatpak, and Guix all offer similar features – 
everything from extra security to rollbacks and the co-existence of multiple versions 
of the same application – Flatpak and Guix do so with less overhead. True, Snappy 
packages can be built without containers in developer builds by using the ‑‑devmode 
option, yet that only creates a new danger. Although Snappy documentation insists 
that packages built with ‑‑devmode will never be included in official repositories, it is 
easy to imagine users preferring unofficial repositories to save memory – and, in 
doing so, removing a major part of Snappy security. Such a practice is more unlikely 
in Flatpak or Guix, whose security is architectural and probably more difficult to by-
pass.

Some users, too, might balk at a universal package manager being developed 
largely inside Canonical and under a contributors’ agreement that gives Canonical al-
most complete ownership of any software that is produced [15].

However, Canonical remains one of the most influential Linux-based companies. 
Already, there seems to be more software available in .snap packages than in any of 
the other formats, so Canonical might win the competition through publicity and 
availability alone.

Waiting for the Endgame
Universal package managers still have a ways to go. As I write, for example, graphical 
versions of Flatpak, Guix, and Snappy have yet to appear, although they are a high 
priority. In places, too, although basic functionality is available, there is still plenty of 
room for enhancements. As Fedora’s replacement of yum with dnf shows, adjustments 
to package management can be more difficult than many expect [16].

In the end, which candidate becomes universal – if any – is unlikely to be decided 
for several years. Possibly, while the competition fuels the commercial rivalry be-
tween Canonical and Red Hat, few distributions will see the need for a universal 
package manger, all the more so because the conversion to a new format would be a 
major effort.

Moreover, although the .deb and .rpm rivalry can sometimes be a nuisance, it is at 
least a known nuisance. And whereas DEBs had an advantage around the turn of the 
millennium, RPMs have been roughly functionally equivalent for more than a dozen 
years.

Under these circumstances, we can expect a lot of discussion and little resolution. 
Unless some statement or new feature highlights the issues involved, I expect the sit-
uation to remain much the same.  nnn

Figure 3: Using the snap command to install FreeCAD.

[1]  Debian Policy: https://  www.  debian. 
 org/  doc/  debian‑policy/

[2]  Strengths of DEBs:  
https://  lists.  debian.  org/  debian‑devel/ 
 2016/  06/  msg00287.  html

[3]  AppImage: https://  en.  wikipedia.  org/ 
 wiki/  AppImage_(packaging_method)

[4]  AppImage apps: https://  bintray.  com/ 
 probono/  AppImages

[5]  Flatpak: http://  flatpak.  org/

[6]  cgroups:  
https://  en.  wikipedia.  org/  wiki/  Cgroups

[7]  Namespaces: https://  en.  wikipedia.  org/ 
 wiki/  Linux_namespaces

[8]  OSTree:  
https://  ostree.  readthedocs.  io/  en/  latest/

[9]  LibreOffice Flatpak: https://  www. 
 libreoffice.  org/  download/  flatpak/

[10]  Guix:  
https://  www.  gnu.  org/  software/  guix/

[11]  Adding GNU/ Hurd support to GNU 
Guix: https://  fosdem.  org/  2016/ 
 schedule/  event/  guixhurd/

[12]  GuixSD:  
http://  dustycloud.  org/  misc/  talks/  guix/ 
 chicagolug_2015/  guix_talk.  html

[13]  Nix: https://  nixos.  org/  nix/

[14]  LibreOffice SNAP package: https:// 
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   DMITRI POPOV
W hen it comes to photo re-

touching and image editing, 
Gimp is probably the most 
popular choice among 

Linux users. After all, it’s a mature and 
powerful application available in the 
software repositories of many Linux dis-
tributions. You can find plenty of Gimp 
tutorials on the web, and due to the ap-
plication’s popularity, finding answers to 
your Gimp-related questions is relatively 
easy. Better still, Gimp is free in every 
sense of the word.

So, why then would you opt for some-
thing like Pixeluvo [1], a closed-source 

image and photo editing tool that costs 
money? For a number of reasons, actu-
ally. Gimp’s interface is an acquired taste 
with its fair share of shortcomings (e.g., 
take a look at how the save and export 
features work). The application is loaded 
with features, and as such, it’s not the 
easiest tool to master. And in most cases, 
you won’t even need all the functionality 
Gimp has to offer. In short, if you are 
looking for an image editing application 
that offers just the right amount of func-
tionality wrapped into a polished and 
user-friendly interface, then Pixeluvo is 
worth the money.

Getting Started with 
Pixeluvo
The Linux version of Pixeluvo is avail-
able as DEB and RPM packages for the 
32-bit and 64-bit platforms. Download 
the appropriate package, and install it 
using the default package manager. To do 
this on Ubuntu and its derivatives, run 
the sudo dpkg ‑i pixeluvo_x.x.x._xxx.deb 
command.

To start working on an existing image, 
choose File | Open and select the desired 
file. You can also open an image or a 
photo by dragging it onto Pixeluvo’s 
working area. Additionally, you can 
push images from other applications to 
Pixeluvo via the Open With context 
menu command.

Pixeluvo puts essential tools at your 
fingertips and neatly tucks the rest 
under various menus. As a result, the 
application features an unobtrusive in-
terface that makes it easy to perform 
basic actions (Figure 1). The main tool-
bar on the left side of the main window 
gives you access to standard tools such 
as Crop, Straighten, Red Eye Removal, 
Dodge/ Burn, and others. The palette in 
the upper-right corner displays a 
thumbnail of the currently opened 
image, while the slider underneath it 
can be used to zoom in and out (you 
can also do this using the mouse scroll 
wheel while holding down the Ctrl 
key). When you zoom in on the image, 
drag a rectangle area in the palette to 
quickly move around it. Hover the 
mouse over the palette, and you can use 
the buttons in the sliding drawer to 
switch between the thumbnail, histo-
gram, and info views.

The toolbar gives you access to several 
advanced yet easy-to-use tools. The Spot 

Nimble, slick, and user-friendly, Pixeluvo is a capable tool for 
editing images and photos on Linux. This article can help you 
to master Pixeluvo’s basics. By Dmitri Popov

Editing images with Pixeluvo

Pixel Love
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Heal tool, for example, lets you effortlessly remove specks and small blemishes on 
the image. Select the tool, point the mouse to the spot you want to remove, draw over 
it while holding down the right mouse button, and watch the spot magically disap-
pear. Although the Spot Heal feature can be useful for fixing small blemishes, the 
Clone tool is suitable for removing large unwanted objects by painting them out using 
other parts of the image. Select an area of the image to clone by holding down the Alt 
key and clicking at the desired position. Then use the mouse to paint out the specific 
part of the image.

Magic Wand can come in rather useful when you need to quickly select regions of 
similar color. Click and hold down the right mouse button to start the selection, and 
then drag the mouse to specify the color matching tolerance (i.e., the size of the se-
lection). Click on the appropriate icon in the options bar to extend the current selec-
tion or subtract from it (or use the Shift and Alt keys while making a selection).

In addition to an assortment of color adjustment tools, Pixeluvo features a handful 
of ready-made filters that let you quickly apply a specific effect to the image. Choose 
Color | Quick Color (or press Ctrl+R), and click on the desired filter. Use the Blend 
and Vignette slider to adjust the effect’s strength and vignetting, and then press OK to 
apply the filter. The options under the Effects menu give you access to various ef-
fects: from Tilt-Shift and Local Contrast to Film Grain and Light Leaks.

Although some effects are more useful than others, there are a couple of entries in 
the list that can come in handy in many situations. The Soften Skin effect, for exam-
ple, offers an easy way to make portraits more pleasing, whereas the Reduce Noise, 
Sharpen, Boost Detail, and Enhance Clarity effects can improve the overall image 
quality with a minimum of effort. Need 
to convert a photo to black and white or 
duotone? Pixeluvo has several ready-
made filters for that. Choose Color | 
Monochrome, pick the filter you like in 
the Monochrome palette, adjust the 
Blend and Vignette parameters if needed, 
and hit OK (Figure 2).

If you find the default monochrome 
filter selection limited, the Threshold 
tool gives you more control over black-
and-white conversion. This tool converts 
an image to black and white based on 
the brightness of each pixel. The thresh-
old value controls which pixels are con-
verted to black and which are converted 
to white. Pixels that are brighter than the 
threshold value become white, while all 
other pixels become black.

Several other creature comforts can 
help you to get good results with a mini-
mum of effort. As the name suggests, the 
Replace Color tool can be used to easily 
replace a color in the image with another 
color with different hue, saturation, and 
lightness properties (Figure 3). Although 
the cross-process effect has become a cli-
ché, when used sparingly it can liven up 
otherwise dull images. And, Pixeluvo’s 
Cross Process tool lets you apply the ef-
fect with consummate ease. Photo Filter 
is another handy tool that simulates vari-
ous color filters. It can be used to remove 
color casts or make the image warmer or 
cooler. Used creatively, this tool can also 
help to produce interesting effects.

Figure 1: Pixeluvo features an unobtrusive interface.

Figure 2: The Quick Color feature offers a collection of ready-made filters.
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Pixeluvo also offers a comprehensive set of color adjustment tools, including 
Curves and Levels as well as tools for adjusting saturation, brightness, contrast, etc. 
(Figure 4). All these tools follow the established paradigm, so if you understand their 
basic operation principles, you won’t have trouble using these tools in Pixeluvo.

To make the image editing process more efficient, Pixeluvo provides extensive sup-
port for keyboard shortcuts, and practi-
cally all tools and features can be acti-
vated via dedicated keys. Better still, the 
tools in the main toolbar have single-key 
bindings (e.g., Q for Crop, H for Spot 
Heal, etc.), so they are easy to remember 
and use.

Adjustment Layers  
and Masks
Pixeluvo supports nondestructive editing 
via so-called adjustment layers (Figure 
5). Instead of applying color adjustments 
directly to the image, you can create a 
separate layer on top of it and perform 
edits there. This approach has several 
obvious advantages. For starters, the 
original image remains untouched, and 
you can hide and undo edits by simply 
disabling or removing the layer. You can 
also separate different adjustments by 
creating individual layers. More impor-
tantly, if you apply adjustments directly 
to the image, you can’t change them 
later. Using adjustment layers solves this 
problem, too.

Pixeluvo’s layer functionality follows 
the established norms, so if you have 
ever worked with layers in Gimp (or 
other image editors), you’ll quickly find 
your way around. And, if you have no 
previous experience working with layers, 
Pixeluvo is an ideal platform for master-
ing this functionality, thanks to the ap-
plication’s focus on simplicity and user-
friendliness.

Creating an adjustment layer is a mat-
ter of choosing the appropriate entry 
from the Layer | New Adjustment Layer 
menu. You can then perform adjust-
ments in a regular manner. Changes you 
make to a layer apply to all other layers 
below it. This means that you can con-
trol the scope of specific edits by rear-
ranging layers in the current layer stack. 
The Layers panel in the lower-right cor-
ner of the working area can be used to 
add and manage layers.

The panel contains the current layer 
stack, and you can rearrange layers by 
dragging them up and down with the 
mouse. It’s also possible to modify ad-
justments of a specific layer at any time 
by double-clicking on the Settings icon 

Figure 3: Creature comforts like the Replace Color tool simplify many image editing actions.

Figure 4: The application includes standard tools for curve and level adjustments.

Figure 5: Pixeluvo supports nondestructive editing via adjustment layers.
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next to the desired layer and tweaking 
the available parameters.

In addition to layers, Pixeluvo sup-
ports masks that control which part of 
the layer should be visible (Figure 6). 
This functionality can be put to a wide 
variety of creative uses. For example, if 
you want to desaturate only a specific 
area of the image, select the desired 
area of the image using one of the avail-
able selection tools and add a new satu-
ration adjustment layer. Pixeluvo is in-
telligent enough to automatically con-
vert the selection into the mask in the 
added adjustment layer, so any adjust-
ments you make will apply only to the 
selected region.

You can add a mask to an existing 
layer, too. Click on the Add Layer Mask icon next to the existing layer, and Pixeluvo 
turns the current selection into the mask. Mastering layers and masks requires some 
experimenting, but once you’ve figured out how to use them, you can achieve rather 
impressive results.

Pixeluvo and RAW Files
Although Pixeluvo isn’t billed as a RAW processor, it’s perfectly capable of han-
dling RAW files from most manufacturers (Figure 7). The application gives you 
full control over exposure, color, and tone curves. You can also adjust brightness 
and contrast as well as apply the cross-processed filter. Instead of adjusting indi-
vidual parameters manually, you can let Pixeluvo do the donkey job by pressing 
the Auto-Exposure button. This usually produces decent results. Pixeluvo places 
the RAW file in its own layer, and you can use adjustment layers to perform non-
destructive editing.

Final Word
It’s hard not to like Pixeluvo. The right mix of features, attention to detail, and a pol-
ished user-friendly interface makes Pixeluvo a worthy alternative to existing image 
editing applications on Linux. Pixeluvo costs $34, a small price to pay for such a great 
and genuinely useful tool. It’s also a good way to support the developer and his ef-
forts to maintain the Linux version of the application. If you want to give Pixeluvo a 
try before parting with your money, you can download a 30-day trial from the appli-
cation’s website.  nnn

Figure 7: The application can handle RAW files, too.

Figure 6: Pixeluvo makes it easy to work with masks.

[1]  Pixeluvo: www.  pixeluvo.  com
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M ofo Linux claims to help fa-
cilitate global freedom of in-
formation. It comes with the 
tools needed to work around 

politically motivated firewalls in coun-
tries such as China, Iran, Turkey, Thai-
land, Syria, the United Arab Emirates, 
and other countries with repressive re-
gimes. The toolset includes various VPN 
flavors and other tools such as I2P, 
Cjdns, and Lantern along with Tor, Tor 
Browser, and Tor Messenger. The system 
also offers Arab and Chinese localization 
in addition to English.

Mofo Linux [1] was forked from Por-
teus, the portable distribution based on 
Slax and thus ultimately on Slackware, in 
2011. Meanwhile, the system has matured 
to a fully fledged distribution and changed 
its underpinnings to Ubuntu 15.10. The 

live image with installer is available for 
downloading from SourceForge [2] and 
weighs in at about 1.6GB. You can burn 
the image onto an optical disk or transfer 
it to a USB stick using Universal Netboot 
Installer (Unetbootin) and the dd console 
tool. Alternatively, you can try it out in 
live mode with virtual machines like Vir-
tualBox. The project took over the in-
staller virtually unchanged from Ubuntu. 
It offers to set up Logical Volume Manager 
(LVM) as well as to encrypt the entire sys-
tem or just the home directory.

Tor or I2P
Mofo Linux uses the well-known Unity 7 
Desktop interface (Figure 1); however, 
there are some fairly obscure icons on the 
left side of the screen. This is where the 
project locates applications that serve the 
specific purpose of the distribution. At 
the top, below the mandatory search box, 
is the Tor Browser [3]. It directs outgoing 
requests by the browser across multiple 
servers of the Tor anonymization network 
to conceal the identity of the user.

The anonymous overlay network Invis-
ible Internet Project (I2P) [4] is also pre-
installed. Although Tor mainly offers 
anonymous proxy servers for various In-
ternet services including IRC, email, and 
HTTP, everything primarily occurs within 
the network in the case of I2P. This also 
removes the need for a node database of 
directory servers as required for Tor, and 
which runs the risk of de-anonymization 
under certain circumstances. Another 
benefit: The service uses end-to-end-data 
encryption. Tor only offers this if you use 
the “hidden services.”

However, the Tor Browser failed to 
launch in the present image, delivering 
instead a fairly meaningless error mes-
sage. Actually, the Tor Browser Launcher 
should start when you first start Tor to 
download and set up the web browser. 
In testing, we needed to visit the Ubuntu 
Software Center (Figure 2) and install the 
Tor Browser Launcher at the command 
line with the torbrowser‑launcher com-
mand to get Tor working and create a 
working Tor Browser (Figure 3).

Sharing Securely
Below I2P in the bar is the button that 
launches OnionShare [5]. The tool is used 
for a secure exchange of files and requires 
a Tor Browser running in the background 
to use its anonymization services. For this 

Mofo Linux enables secure digital communications even in 
places where it is politically or ideologically unwelcome.  
By Ferdinand Thommes

Mofo Linux tears down virtual walls

Crossing 
Frontiers

Ferdinand Thommes lives and works as a 
Linux developer, freelance writer, and 
tour guide in Berlin.
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purpose, a small web server is launched locally, which Tor makes available online as a 
hidden service. The files are assigned a random URL via which they can be down-
loaded. The size of the file does not matter. A document on GitHub reveals more tech-
nical details [6].

The next item in the bar is Bitmask VPN [7], one of several VPN clients available in 
Mofo. Bitmask (Figure 4) provides Internet connections and email encryption. You 
can choose between predetermined VPN providers, such as Riseup, or use your own.

Restrictive Corners
The next tool is aimed primarily at users who travel to the countries where use of 
the Internet is subject to restrictions or censorship. The Lantern proxy service [8] 
tries to work around blocked websites with up-to-date information on the situation 
in the country (Figure 5). The service relies on peer-to-peer techniques where a net-
work of users share bandwidth in countries without restrictions with users from 

Figure 1: Ubuntu’s default desktop Unity 7 provides the user interface for Mofo.

Figure 2: Before you can use the allegedly installed Tor Browser, you first need to download 

and install it.
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countries where access is subject to re-
strictions.

The U.S. State Department funded the 
service with $ 2.2 million. An interesting 
detail is that Lantern developer Adam Fisk 
operated the LimeWire file-sharing client 
up until 2010 when it was prohibited by a 
court ruling in the United States. In doing 
so, he developed the techniques that make 
Lantern eligible for funding today. So far, 
China’s repeated attempts to block the ser-
vice have been unsuccessful.

You need to be very careful with Pop-
corn Time [9] (Figure 6). It’s a BitTorrent 
client with an integrated media player, 
that is, more or less Netflix with a built-
in copyright infringement. Users of this 
convenient service are fiercely pursued 
by the copyright holders of the works 
provided and receive mass warnings. 
Why the developer integrated the service 
into a distribution trimmed for preserv-
ing privacy remains unclear.

Container Tricks
VeraCrypt [10] is responsible for encrypt-
ing the entire system, individual parti-
tions, or “containers.” Containers in this 

case consist of files of a fixed size, which the system treats like virtual drives after de-
cryption. The software offers the option of hiding one container in another, making it 
impossible to prove its existence. VeraCrypt (Figure 7) was founded in 2012 as a fork 
of TrueCrypt, which was abruptly discontinued by its developers in 2015 under what 
are still somewhat mysterious circumstances. VeraCrypt has been considered its suc-
cessor since then, because the code is largely compatible.

The hidden containers in particular make encryption interesting for the purposes of 
Mofo. Encryption can be set up so that less important data is 
subject to normal encryption, while the hidden container con-
tains the genuinely sensitive data. If the authorities ask the 
owner of a computer to hand over the password for encryption, 
the user can seem to cooperate without revealing compromis-
ing data. The distribution also includes zuluCrypt and eCryptfs 
as an alternative to VeraCrypt.

Another tool to help secure connections is offered by the Cjdns 
[11] network protocol, which also forms the basis of the Hyper-
boria network [12]. The principle here is that of mesh network-
ing, as used in Germany by the Freifunk network. Remotely cou-
pled mesh networks, whose single node is no longer connected 

Figure 4: Bitmask VPN supports easy connecting of the computer 

with predefined or freely selectable VPN services.

Figure 3: The security level of the Tor Browser can be easily adapted to your own needs using 

the slider.

Figure 5: The Lantern proxy service only needs a few settings to operate.
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to a central access provider, more or less form their own network on the Internet if the 
network manages to grow to a reasonable size. Cjdns provides functions not only for 
managing peer-to-peer connections but also for encrypting the transport routes.

Conclusions
Mofo Linux is a quickly installed and easy-to-use distribution based on Ubuntu. The 
operating system is completely secondary, leaving the stage to the tools that fulfill the 
actual role of the distribution. It is becoming increasingly important to protect infor-
mation to avoid jeopardizing the owner or other persons. Mofo Linux takes care of 
this and offers a range of well-integrated tools to do so. Only the initial failure of the 
Tor Browser to launch, despite being a key feature of the distribution, could scare off 
less savvy users. The developers need to improve here with a view to ensuring ease 
of use, which Mofo otherwise consistently offers.  nnn

Figure 7: VeraCrypt encrypts systems, partitions, and USB flash drives.

Figure 6: Why exactly the developers chose to integrate Popcorn Time – a dangerous BitTorrent client – remains unclear.

[1]  Mofo Linux: http://  mofolinux.  com

[2]  Mofo Linux download: https:// 
 sourceforge.  net/  projects/  mofolinux/

[3]  Tor Browser: https://  www.  torproject. 
 org/  projects/  torbrowser.  html

[4]  I2P: https://  en.  wikipedia.  org/  wiki/  I2P

[5]  Onionshare: https://  onionshare.  org/

[6]  Security of Onionshare: https://  github. 
 com/  micahflee/  onionshare/  blob/ 
 master/  SECURITY.  md

[7]  Bitmask: https://  bitmask.  net

[8]  Lantern: https://  getlantern.  org

[9]  Popcorn Time: http://  popcorn‑time.  to

[10]  VeraCrypt:  
https://  veracrypt.  codeplex.  com

[11]  Cjdns:  
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[12]  Hyperboria: https://  hyperboria.  net
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R ecently, it was announced that Hewlett Packard 
had won a long-outstanding lawsuit against Ora-
cle, citing that Oracle had violated a business 
agreement requiring support for the Itanium pro-

cessor. I remember when the Itanium was announced. All I 
could do was slap my head and say, “Again?” How many times 
did we have to invent Ultra Wide Instruction Set Computing 
(UWISC) in computer science?

At that time Digital was putting all of its thrust behind a Re-
duced Instruction Set Computing (RISC) processor named 
Alpha, after years of making Complicated Instruction Set Com-
puting (CISC) hardware, such as the PDP-11 and VAX.

The basic difference between CISC and RISC architectures is 
that for every instruction the programmer codes, tens, hun-
dreds, or even thousands of tiny little instructions (called “mi-
crocode”) in a CISC computer tell the hardware exactly what to 
do to solve a potentially complex set of tasks, whereas in a 
RISC computer, each machine language instruction basically 
does one tiny little thing. You might need tens, hundreds, or 
thousands of RISC instructions to do the same work as a CISC 
instruction – but then again, you might not. It depends on what 
the compiler generates.

CISC instructions are fabricated to reflect what the user may 
do. For example, you might have a single CISC instruction that 
compresses a string of bytes in memory or creates a JPEG. Nat-
urally, these instructions tend to lag the industry, because the 
standard for what is being done has to be created first. Unfortu-
nately, as the industry shifts, the CISC instruction may become 
less useful, yet it still has to remain in the instruction set until 
it can be retired – a long and painful process.

In a CISC computer, a significant amount of space on the 
chip holds the microcode. This space takes away from the 
space available for more registers, more cache, and more 
threads than would be allocated on a RISC processor chip. This 
is especially true of a 64-bit architecture, which tends to take 
up more space for registers and cache than a 32-bit system. To 
be fair, the extra machine-code-level instructions that a RISC 
processor needs to do the work of a single CISC instruction also 
slows down the task and takes up cache inside the CPU.

Because it can be difficult for a compiler of a high-level lan-
guage to match up exactly what it is trying to do with the in-
struction set of a particular processor, CISC machines may be 
slower in some processes than RISC machines. RISC machines 
tend to put a lot of emphasis on highly optimized compilers 
and high-speed clocks for the CPU.

The argument of CISC vs. RISC has been going on since the 
days of Maurice Wilkes and Alan Turing, with Dr. Wilkes tak-
ing the side of CISC and Alan Turing taking the side of RISC. I 
am firmly in the RISC camp.

In a UWISC, such as the Itanium, multiple instructions are 
processed in parallel to make the machine execute “faster.” 
The compiler loads up the CPU with instructions and data and 
then the CPU executes all of the instructions at one time, mak-
ing the flow “parallel.” This is great in theory if your applica-
tion allows the parallelism that the CPU is capable of doing to 
match up with what is needed. Unfortunately, most of the time 
it does not.

UWISC has other issues. In the VAX line, a program called 
AXE tested each instruction (and there were a lot of them), 
each addressing mode (and there were a lot of them), and each 
data type (and there were a lot of them). Running at a million 
instructions a second, the AXE program took a month to run 
through all the combinations ONE TIME.

On a RISC machine, because of the small number of instruc-
tions and the almost non-existence of addressing modes, the 
same AXE program might take a day, shortening the design 
cycle for the processor.

How long would it take to run AXE for a UWISC system, 
with all the combinations for a CISC computer and multiple 
instructions in parallel? AXE might take a year to complete 
one run.

I believe that Intel created the Itanium (which many people 
called the Itanic) to stop AMD from duplicating their instruc-
tion set. But AMD fooled them, extended the 32-bit instruction 
set to make a 64-bit system, and blew past Intel in the 64-bit 
space. The Itanic was taking on water and starting to sink.

I am sure that this article will generate lots of comments. 
Some people will disagree, but I will stick with Alan Turing. 
Crank the compilers, turn up the system clock, add more cores 
and more cache, full steam ahead!  nnn

Crank the compilers and turn up the system clock; maddog explains the basic 
differences between RISC and CISC architectures. By Jon “maddog” Hall
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full office system. According to rumor, 
the StarDivision developers were told 
that they would have to use the Writer 
word processor to document their work, 
which meant that free software also had 
its first intermediate desktop publisher.

The problem was that fonts at the time 
were either proprietary or public do-
main. Obviously, proprietary fonts 
would be incompatible with free soft-
ware, but what happened when a font 
was embedded in a GPL document? At 
the same time, font designers were con-
cerned that, if they released their work 
under a free license, it might be included 
in collections of low-quality fonts, and 
their reputation might suffer as a result.

This body of issues was not covered by 
the GPL, then in its second version. In fact, 
the growing feeling was that the GPL was 
not suited to artistic works [2], which 
place an emphasis on authorship that is 
missing in most software projects. A simi-
lar perspective led to the GNU Free Docu-
mentation License [3] in the same era.

Some of the Creative Commons li-
censes were more suitable for fonts, 
such as the Attribution-ShareAlike, but 
while they were an improvement over 
the GPL for fonts, neither they nor any 
other free license was ideal, either. Yet, 
if these concerns could be settled, free 
software could potentially attract a 
whole new body of users who were not 
developers.

The GPL Font Exception
One attempt to address these issues was 
the GPL Font Exception [4]. Written by 
David Turner in 2005, the Font Exception 
is an optional clause at the end of the li-
cense:

“As a special exception, if you create a 
document which uses this font, and 
embed this font or unaltered portions of 
this font into the document, this font 
does not by itself cause the resulting 
document to be covered by the GNU 
General Public License. This exception 
does not however invalidate any other 

M ost Linux users soon 
hear of the influence of 
the GNU General Public 
License (GPL) in the de-

velopment of free software. However, 
fewer have heard of the influence of the 
SIL Open Font License, although it is as 
important for design as the GPL has been 
for software. Just as the GPL is responsi-
ble for the development of free software, 

so the SIL Open Font Li-
cense enabled the rise 
of the free font move-
ment, making Linux a 
practical choice for de-
signers and artists. 
Today, it is the most 
popular free license for 
fonts, although few 
know its story.

Today, many distri-
butions install with a 
variety of fonts, some 
for enabling multiple 
languages, and others 
for design. Yet, until 
the early years of the 
millennium, fonts 
were an afterthought 

in free software. Free licensed 
fonts were packaged in most distribu-
tions, but they were intended for on-
screen display, particularly in terminals. 
The emphasis was on monospaced fonts 
– fonts whose letters all took up exactly 
the same space – the kind familiar at the 
command line. If the quality was gener-
ally poor, no one minded, because the 
fonts were good enough for on-screen 
viewing, and most people using them 
were developers, not designers.

Around the turn of millennium, the 
needs of users started to change. For one 
thing, Gimp had developed to the point 
that it could be used for professional 
work. Just as importantly, in July 2000, 
Sun Microsystems released the StarDivi-
sion [1] code that became OpenOffice.
org, and later Apache OpenOffice and Li-
breOffice, giving free software its first 

 Sharing Alike
With the advent of free 
software for non-
programmers, users ran into 
a licensing dilemma in a 
world of proprietary fonts.  
By Bruce Byfield

How Free Software Got Its Fonts
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The Rise of SIL
Another solution was the license under 
which the Bitstream font family was li-
censed by Gnome in 2003. The Bitstream 
Vera License [7] granted users “the 
rights to use, copy, merge, publish, dis-
tribute, and/ or sell copies of the Font 
Software” so long as the copyright ac-
companied any use of the fonts. In addi-
tion, no derivative fonts could use the 
words “Bitstream” or “Vera” in their 
names and could not be sold alone.

Around the same time, SIL Interna-
tional [8], a Christian academic organi-
zation, was developing fonts to promote 
literacy in developing countries and to 
encourage the use of minority and previ-
ously unwritten languages. In 2006, Vic-
tor Gaultney, one of SIL’s designers, re-
leased Gentium [9], a font he had de-
signed for his Master of Arts in Typeface 
Design at the University of Reading 
under a license inspired by the Bitstream 
Vera License.

Gentium is important in the history of 
free fonts for two reasons. First, instead 
of being a derivative of a proprietary 
font, it was an original design (Figure 1). 

reasons why the document might be cov-
ered by the GNU General Public License. 
If you modify this font, you may extend 
this exception to your version of the font, 
but you are not obligated to do so. If you 
do not wish to do so, delete this excep-
tion statement from your version.”

In other words, the document and em-
bedded fonts are licensed separately, and 
the license of one does not affect the li-
cense of the other.

The Font Exception satisfied the Free 
Software Foundation’s concerns, and 
was used by Red Hat in 2007 when it 
first released its Liberation fonts [5], a 
collection of fonts that are metrically 
equivalent to Times New Roman, Arial, 
and Courier, occupying the same space 
as these three popular fonts, but different 
from them in design. However, the Font 
Exception did not address the concerns 
of font designers, so perhaps it is no ac-
cident that Google later relicensed the 
Liberation Fonts and released them 
under the Apache License 2.0, under the 
name CrosCore fonts [6]. The Font Ex-
ception is still used today, but it has be-
come a minority preference.
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fact, “Gentium” is Latin for “belonging 
to all nations.” One of Gentium’s nota-
ble features is long ascenders – upper 
strokes on letters like “b” or “h” – that 
give plenty of room for diacritical 
marks. Other fonts like Charis SIL [13] 
and Doulos SIL [14] might lack the 
beauty of Gentium (Figure 2), but their 
versatility set a standard for inclusion 
that other free font designers have 
strained to follow.

Additionally, SIL International devel-
oped Graphite [15], a small font system 
that automatically inserts small capi-
tals, old-style figures, and other ad-
vanced typographical features. Graph-
ite is supported by applications such as 
LibreOffice and Mozilla, but only a 
couple of dozen fonts [16] are designed 
to use it.

Still, in as little as 10 years, SIL Inter-
national and its license have transformed 
free software. Where once high-quality 
free fonts could be number on two 
hands, now there are hundreds. Where 
once Linux was not a platform for de-
signers, now professionals can use tools 
like LibreOffice, Inkscape, Krita, and 
Scribus. Where once many doubted that 
font designers would care to participate 
in free software, today there are dozens 
working alone and in teams. Without 
SIL International and its license, un-
doubtedly free software would be much 
less developed today.  nnn

Based on calligraphic designs, it is a de-
sign of undeniable quality and beauty.

Second, its license was the first version 
of the SIL Font License [10], Revised in 
2007, the SIL Font License went on to be-
come the most popular license for free 
fonts. Although the requirement that a 
font using the license cannot be sold 
alone is technically a violation of the 
GPL, the requirement is so easy to fulfill 
that the SIL Font License is generally ac-
cepted as a free license. If you go to 
Google Fonts [11] or the Open Font Li-
brary [12], you will find that the SIL Font 
License is used by at least two-thirds of 
the available fonts.

The Legacy of SIL 
International
SIL International was also among the 
first to release fonts intended to have a 
complete set of Unicode characters; in 

[1]  StarDivision: https://  en.  wikipedia. 
 org/  wiki/  StarOffice

[2]  Licensing artistic work:  
http://  programmers.  stackexchange. 
 com/  questions/  297102/  licensing  ‑for 
 ‑artistic‑  work  ‑used  ‑inside‑  gplv3‑ 
 licensed‑  software

[3]  Why not GPL for manuals?: https:// 
 www.  gnu.  org/  licenses/  gpl‑faq.  en. 
 html#  WhyNotGPLForManuals

[4]  GPL font exception:  
https://  www.  gnu.  org/  licenses/ 
 gpl‑faq.  en.  html#  FontException

[5]  Liberation fonts: https:// 
 fedorahosted.  org/  liberation‑fonts/

[6]  CrosCore fonts: https://  packages. 
 debian.  org/  testing/  fonts‑croscore

[7]  Bitstream Vera License:  
https://  www.  fontsquirrel.  com/ 
 license/  Bitstream‑Vera‑Sans‑Mono

[8]  SIL International: http://  www.  sil.  org/

[9]  Gentium: https://  www.  linux.  com/ 
 news/  gentium  ‑award  ‑winning  ‑font 
 ‑joins  ‑free  ‑software  ‑world

[10]  SIL Open Font License:  
http://  scripts.  sil.  org/  cms/  scripts/ 
 page.  php?  site_id=nrsi&  id=OFL

[11]  Google Fonts:  
https://  www.  google.  com/  fonts

[12]  Open Font Library:  
https://  fontlibrary.  org/

[13]  Charis SIL:  
http://  software.  sil.  org/  charis/

[14]  Doulos SIL:  
http://  software.  sil.  org/  doulos/

[15]  Graphite: http://  scripts.  sil.  org/  cms/ 
 scripts/  page.  php?  site_id=projects& 
 item_id=graphite_home

[16]  Graphite fonts: http://  scripts.  sil.  org/ 
 cms/  scripts/  page.  php?  site_
id=projects&  item_id=graphite_fonts

     INFO

Figure 2: Charis (top) and Doulos (bottom) were among the first fonts to attempt to support 

the full range of Unicode characters.

Figure 1: Gentium, the font that started it all.
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T he Four Freedoms [1] have been central to free software for years. Now, 
Luke Leighton is offering additional concerns in a crowdfunding cam-
paign to build the EOMA68 [2], a free laptop that is environmentally re-
sponsible and security-conscious and, if successful, could help establish 

open hardware as a presence in manufacturing.
Leighton is a long-time contributor to free software (or, as he prefers to call it, 

Software Libre), having contributed his first patches for Samba functions in 1992. 
As a result of his experience, he realized that one of the key disadvantages of free 
software has always been that those who build it often benefit the least. He com-
pares his own experience of having to work on construction sites at one point in 
his career to the discovery in 2014 of security vulnerabilities in OpenSSH and 
other major applications because of a lack of funding for sufficient developers.

At the same time, he became aware that companies like Google have regularly 
taken advantage of free software and relicensing its work under BSD-style licenses 
without contributing their work back to the Linux kernel. His conclusion is that 
“even companies that tell us that they’re doing us a favor by working with open 
source are not really interested in acting in an ethical or responsible fashion.”

Realizing that complaining 
about these problems ac-
complished nothing, Leigh-
ton resolved to develop ethi-
cal, privacy-respecting hard-
ware. “From there,” he says, 
“I would be able to set up an 
ethical business fund that 
gave something back to the 
actual people who had made 
the business successful – 
and ultimately do things like 
fund the creation of a useful 
and powerful privacy-re-
specting processor.”

The result was the EOMA68 
Standard (Figure 1), which 
first made the news as a re-
sult of Leighton’s collabo-
ration in 2013-2014 with 

The earth-friendly EOMA68 is an open hardware 
laptop that promises to be easy to repair, easy to 

upgrade, and easy to secure. By Bruce Byfield

Libre Laptop
A campaign to redefine free software and hardware

Figure 1: An early version of the laptop showing 3D-printed parts.

Community Notebook

92 SEPTEMBER 2016 ISSUE 190 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

EOMA68 Laptop



Aaron Seigo to build Vivaldi, an at-
tempt to build a free tablet, and the 
Improv development board that was 
intended to help jumpstart free-li-
censed hardware. Neither succeeded, 
apparently as a result of inexperience, 
miscommunication, and the setbacks 
[3] that trouble most first efforts to 
product hardware.

From this experience, Leighton says he 
has learned that keeping control of prod-
uct design, specifications, and produc-
tion is essential. He is also determined 
not to deal with venture capital and is 
convinced that running an ethical busi-
ness by dealing with unethical ones “is 
not going to work.” At the same time, he 
retains some of the manufacturing con-
tacts that will be needed to bring a new 
product to market

A New Breed of Laptop
Looking back on Vivaldi and Improv, 
Leighton concludes that their failure 
may have been just as well, because, 
two years ago, the EOMA68 Standard 
was not ready for large-
scale production.

Today, building on the 
lessons learned from past 
experience, Leighton is 
planning to build a 15.6-
inch laptop with a casing 
made of bamboo, wood, 
and parts created with a 
3D printer whose specifi-
cations are available (Fig-
ure 2). The case includes 
peripherals such as the 
screen, keyboard, track-

pad, and WiFi and is completed by a 
computer card housed in recycled PC-
MCIA cases that slot into the case (Fig-
ure 3). This arrangement makes the lap-
top environmentally friendly and easy to 
repair or upgrade.

In fact, Leighton expects users will do 
many of the repairs themselves using 
parts from doll houses, radio-control 
models, and lumberyards, rather than 
depending on vendors for parts. This ex-
pectation began at a time when Leighton 
needed a simple replacement on a proto-
type’s case and realized that plywood 
was more economical than “wast[ing] 
my time and perfectly good plastic to 
print out a damn rectangle. It wasn’t 
until afterwards that I retrospectively 
added the whole eco thing on top, but 
it’s pretty ironic that this was driven by 
my laziness and cost-cutting.”

To help make the case module self-re-
pairable, the 3D-printed parts are broken 
down into 35 separate pieces so that 
damage to one piece does not require the 
reprinting of the entire case, as it does 

Figure 2: The EOMA6 laptop. Notice the bamboo frame around the screen and the home-

made housing for the computer card.

Figure 3: Computer cards slide into the rest of the laptop, allowing quick 

changes of operating systems. They are housed in recycled PCMCIA cards.
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ect’s reputation. Moreover, these previ-
ous efforts were dealing with quantities 
of fewer than 2,500 units and could have 
typecast the project as a small-time ef-
fort that is unlikely to scale to anything 
like the massive orders made by major 
computer vendors.

Granted, Leighton is aware of these 
potential problems, noting that work-
ing with his past contacts again “will 
be hard.” However, getting manufac-
turers to understand the requirements 
of free software or to take a second 
chance remain serious difficulties. 
Even if the EOMA68 laptop is brought 
to market, that is no guarantee of suc-
cess, because winning over vendors 
and customers requires fighting many 
of the battles with manufacturers all 
over again.

Still, with luck, Leighton may be able 
to overcome these difficulties and move 
on to other products, such as a free tab-
let or – his own ambition – a Digital SLR 
camera. His success may depend on 
how many people can be convinced that 
the project is “at its heart an ethical ini-
tiative to give us our freedom of choice 
back at the hardware level” and not 
judge it by specifications alone.

The task is difficult. Yet, as Leighton 
himself observes, sitting back and 
complaining will only guarantee that 
nothing will change. If nothing else, ef-
forts like his may help to expand the 
free software definition beyond its cur-
rent limitations.  nnn

[1]  Free software definition:  
https://  www.  gnu.  org/  philosophy/ 
 free‑sw.  html#  translations

[2]  EOMA68: https://  www.  crowdsupply. 
 com/  eoma68/  micro‑desktop# 
 products‑top

[3]  Open hardware setbacks:  
http://  www.  linux‑magazine.  com/ 
 Online/  Features/  MakePlayLive‑ 
Releases‑New‑ Single‑Board‑System

[4]  pi-top:  
https://  lwn.  net/  Articles/  667040/

[5]  GNU Linux-libre:  
http://  www.  fsfla.  org/  ikiwiki/  selibre/ 
 linux‑libre/  index.  en.  html

[6]  Respects Your Freedom certification: 
https://  www.  fsf.  org/  resources/  hw/ 
 endorsement/  respects‑your‑ 
freedom

     INFO

with the pi-top [4], a Raspberry Pi-based 
laptop that also allows the printing of re-
placement parts.

Initially, the computer cards will be 
loaded with a free-licensed bootloader 
and provide either Parabola GNU/ Linux-
libre or Debian GNU/ Linux as the oper-
ating system. Both will use a GNU 
Linux-libre [5] kernel, a version of the 
Linux kernel with all the proprietary 
blobs removed, an Allwinner A20 dual-
core processor, 2GB of RAM, and 8GB of 
NAND flash.

Parabola is used in the hopes of the 
laptop receiving Respects Your Freedom 
certification [6] from the Free Software 
Foundation, since it is one of the few 
completely free distributions for ARM 
processors. Debian is likely to be more 
popular, but it is technically non-free be-
cause it allows easy access to non-free 
software. To make the two easily distin-
guishable, the Parabola version is called 
the Libre Tea Computer Card, and the 
Debian version is the Practically Perfect.

If produced, the EOMA68 laptop will 
be among the first laptops with a free li-
cense for everything from the boot-
loader to the operating system. It will be 
modular, allowing for easy upgrades 
and repairs; economical, because parts 
can be replaced rather than the entire 
computer; and ecologically responsible, 
using some recycled parts and giving 
much of the device a lifetime greater 
than the three to five years of compara-
ble laptops.

Challenges and Definitions
The EOMA68 standard has the potential 
to redefine the definition of free soft-
ware, linking it to environmentalism 
and privacy concerns in a way that the 
Free Software Foundation has attempted 
for more than a decade. Moreover, with 
even limited success, it could help ease 
the way for other free hardware devices.

The obstacles in its way, however, re-
main formidable. For one thing, its 
specifications are mediocre at best, 
which may be why, after two weeks of 
the fundraising campaign, it has 
reached less than 20 percent of its goal 
of $150,000.

Another concern is whether Leighton’s 
past efforts will handicap this current ef-
fort. The Vivaldi-Improv efforts failed to 
reach the required levels for manufactur-
ing, which may have destroyed the proj-
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FEATURED 
EVENTS
Users, developers, and vendors meet at Linux events around the world.  
We at Linux Magazine are proud to sponsor the Featured Events shown here. 

For other events near you, check our extensive events calendar online at  
http://linux-magazine.com/events.

If you know of another Linux event you would like us to add to our calendar, 
please send a message with all the details to events@linux-magazine.com.
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GUADEC 2016 August 12–14 Karlsruhe, Germany https://2016.guadec.org/

IFA  September 2–7 Berlin, Germany http://www.ifa-berlin.de/

ownCloud Contributor September 9–15 Berlin, Germany https://conference.owncloud.org/conference/ 
   Conference 2016   oCC2016/

Node Interactive Europe September 15–18 Amsterdam, Netherlands http://events.linuxfoundation.org/events/ 
    node-interactive-europe

Kieler Open Source and  September 16–17 Kiel, Germany http://www.kilux.de/ 
   Linux-Tage

LPI Partner Day 2016 September 21–22 Kassel, Germany https://www.lpice.eu/cfp

systemd.conf2016 September 28– Berlin, Germany https://conf.systemd.io/ 
     October 1

LinuxCon Europe October 4–6 Berlin, Germany http://events.linuxfoundation.org/ 
    events/linuxcon-europe

ContainerCon Europe October 4–6  Berlin, Germany http://events.linuxfoundation.org/events/ 
    containercon-europe

Icinga Camp San Diego 2016 October 18 San Diego, California https://www.icinga.org/community/events/ 
    icinga-camp-san-diego/

OpenStack Summit 2016 October 25–28 Barcelona, Spain https://www.openstack.org/summit/

Node.js Interactive North America November 29– Austin, Texas http://events.linuxfoundation.org/events/ 
     December 2  node-interactive

Open Source Monitoring  November 29– Nürnberg, Germany https://www.netways.de/events_schulungen/ 
   Conference    December 2  osmc/uebersicht/

IT-Tage 2016 December 12–15 Frankfurt, Germany http://www.ittage.informatik-aktuell.de/

    EVENTS

 GUADEC 2016 
Date: August 12–14, 2016

Location: Karlsruhe, Germany

Website: https://2016.guadec.org 

Gnome users, developers, foundation 
leaders, individuals, and others come 
together to meet collaborators from 
chat rooms and mailing lists, to 
network, to visit old friends and make 
new ones, and to have fun at events, 
workshops, BoFs, and hackfests.

 LinuxCon Europe  
Date: October 4–6, 2016

Location: Berlin, Germany

Website: http://events.linuxfoundation.
org/events/linuxcon-europe

Learn from the leading maintainers, 
developers, and project leads in the 
Linux community from around the 
world. Choose from among 100+ 
sessions, ranging from tutorials to 
deep technical dives and everything 
in between.

  OpenStack Summit  
Date: October 25–28

Location: Barcelona, Spain

Website: https://www.openstack.org/
summit/

Welcome to users, developers, and 
administrators of OpenStack cloud 
software. This five-day conference 
includes keynotes, breakout sessions, 
and working sessions. Learn about 
new products in the ecosystem and 
participate in hands-on workshops.
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We are always looking for good articles on Linux and the 
tools of the Linux  environment. Although we will consider 
any topic, the following themes are of special  interest:

• System administration

• Useful tips and tools

• Security, both news and techniques

• Product reviews, especially from real-world experience

• Community news and projects

If you have an idea, send a proposal with an  outline, an esti-
mate of the length, a description of your background, and 
 contact information to edit@ linux-magazine.com.

The  technical level of the article should be consistent with 
what you  normally read in Linux Magazine. Remember that 
Linux Magazine is read in many  countries, and your article 
may be translated into one of our  sister publications. There-
fore, it is best to avoid using slang and idioms that might 
not be understood by all readers    . 

Be careful when referring to dates or events in the future. 
Many weeks could pass between your manuscript submis-
sion and the final copy reaching the reader’s hands. When 
submitting proposals or manuscripts, please use a  subject 
line in your email message that helps us identify your mes-
sage as an article proposal. Screenshots and other support-
ing materials are always welcome. 

Additional information is available at:  
http://www.linux-magazine.com/contact/write_for_us.
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Issue 191 / October 2016
 Approximate 
UK / Europe Sep 05

USA / Canada Sep 30

Australia Oct 31

 On Sale Date 

The Samba file service is a popular option 
for networks supporting Windows, Linux, 
and Mac clients. Next month, we look inside 
Samba, study some Samba benchmarks, and 
examine Samba in clustered environments.

Preview Newsletter
The Linux Magazine Preview is a monthly email 
newsletter that gives you a sneak peek at the next 
issue, including links to articles posted online. 

Sign up at: www.linux-magazine.com/newsletter
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