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ONLINE —
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Firewall
free of charge

e.g. Dedicated Root Server
PX61-NVMe

Intel® Xeon® E3-1275 v5
Quad-Core Skylake Processor
64 GB DDR4 ECC RAM

2 x 512 GB NVMe Gen3 x4 SSD
Guaranteed 1 Gbit/s bandwidth
100 GB Backup Space

30 TB traffic inclusive*

No minimum contract

Setup Fee $128.00

monthly $ 64

* There are no charges for overage. We will permanently restrict the connec-
tion speed if more than 30 TB/month are used. Optionally, the limit can be
permanently cancelled by committing to pay $1.30 per additional TB used.

Free Firewall for Your
Dedicated Root Servers!

Hetzner Online’s stateless firewall is a free security solution
for your dedicated root server. Starting now on the customer
interface Robot, you can use the firewall feature to define
your own filtering settings for traffic, such as the originating
IPv4 address or TCP/UDP sender port. With this feature,
Hetzner Online helps you protect your dedicated root server
from Internet dangers. And it is naturally free of cost.

www.hetzner.de/us

All prices exclude VAT and are subject to the terms and conditions of
Hetzner Online GmbH. Prices are subject to change. All rights reserved
by the respective manufacturers. Intel, Intel Logo, Intel Xeon and Xeon
Inside are brands of the Intel Corporation in the USA or other countries.



NO MISSILES

Dear Reader,

A couple of insightful commentaries in this issue are already
covering the news that Microsoft is joining the Linux Founda-
tion (see Simon Phipps and Andrew Gregory inside). Since
this column is the last to get written — usually right before we
go to print, I'm really supposed to talk about things that aren’t
already covered in the issue, but this really is big news.

If you have been watching Linux for as long as Simon and
Andrew and | have, and you remember the era when Micro-
soft was busily referring to Linux as a cancer, it is almost im-
possible not to stop and notice the change in tone. Of course,
there have been lots of previous steps by Microsoft to lead
the way to this announcement, such as gradually releasing
the code for the .NET framework and putting Linux instances
up in the Azure cloud.

Many commentators have reflected on what Microsoft becom-
ing a platinum member of the Linux Foundation says about
Microsoft — and what it says about the Linux Foundation. What
strikes me is how little it says about either one of them —it all
looks like business as usual to me. Have you looked at who
elseis a platinum member of the Linux Foundation? Other
companies inhabiting the inner circle include:

» Oracle — corporate gladiator known for exerting authoritarian
control over community projects. Ask the AWOL developers
from the once-thriving OpenOffice and MySQL projects what
they think about Oracle’s commitment to FOSS principles.

* IBM - massive IT giant that wrote the book on monopolistic
practices back when Bill Gates was still playing with toy
trucks. IBM has done a lot for Linux through the years, but it
also tops the list every year with applying for and receiving
more US patents than any company in the world.

+ Cisco —leader in network tech that has lots of proprietary
software and megatons of proprietary hardware. They patrol
the courtrooms all the time to keep competitors away from
their “intellectual property.”

* Intel — a major contributor to the Linux kernel (to make it
work with their processors), but another corporate giant
that isn’t afraid to defend its near monopoly through cor-
porate control. Do you really think their loyalty to Linux
somehow trumps their legendary special relationship
with Microsoft?

Other platinum members - Fujitsu, HPE, Huawei, NEC,

Samsung, and Qualcomm - each have their own reasons for

supporting the Linux Foundation, but they all have one thing

in common: They wouldn’t be doing it if it weren’t good for

lINFO

[1] List of top 10 US patent recipients: https./en.wikipedia.org/
wiki/List_of_top_United_States_patent_recipients

[2] The Treasure of Sierra Madre: https://en.wikipedia.org/wiki/
The_Treasure_of _the_Sierra_Madre_%28film%29
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Welcome

business, and business isn’t always what the free-software
faithful would want it to be. Actually, if you look at the list
of companies receiving new US patents for last year [1],
Microsoft comes in 10th on the list, with fellow Linux
Foundation sponsors IBM, Samsung, Qualcomm, and Intel
all getting MORE patents than Microsoft.

So yes, the Linux Foundation should watch Microsoft and
be wary of its intentions for being a platinum member, but
just know that the whole platinum circle is a bunch a com-
panies warily watching each other and warily watching the
Linux Foundation, and the Linux Foundation is warily
watching the other companies, too. If this all sounds sleep-
lessly stressful and unsettling to you, like the paranoid gold
prospectors in the classic John Huston film The Treasure of
Sierra Madre [2], that is probably why you and | are not the
CEOs of gigantic corporations.

When Microsoft CEO Satya Nadella stated the new policy that
Microsoft “loves” Linux, the response from the community
made me think | had tuned in to a teen romance channel.
“Does Microsoft really love us or is it just another line?”
“Can we trust them?” “What if they change their mind and
go and love somebody else?”

Seriously folks, corporations don’t love — love is a chemical
thing that only happens in mammals and a few species of
birds. Corporations have adopted the terminology of mam-
malian emotional cues for reasons of convenience and self in-
terest, but trust me on this: A corporation “loves” you the
way your car loves you. You might love your car, but your car
doesn’t love you - it doesn’t know how. Allthese platinum
partners (including Microsoft) are like your car. Love really
isn't the way to describe what they do. In fact, it is very likely
that they would be in violation of securities laws if they based
their strategic decisions on emotional attachment rather than
on business interest.

So platinum membership in the Linux Foundation isn’t really
like being comrades in the same neighborhood street gang.
It's more like being in the Security Council of the UN: “Just
keep talking and keep your hands on the table. You don't
launch your missiles, and | won’t launch my missiles ...
maybe a little spying and a few dirty tricks ... global coopera-
tion? Sure, why not ... but hey, no missiles ... OK? ... just
keep talking ... no missiles ...."”

e

Joe Casad,
Editor in Chief
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I This Month's DVD

On the DVD

G openSUSE Leap 42.2 (64-bit Install)
; On this DVD you'll find the second version of the Leap 42 series,
which shares its codebase with SUSE Linux Enterprise 12 (Ser-
openSUS p— vice Pack 2). Well tested and highly stable, Leap 42.2 installs
LEAP )it) with either the KDE Plasma or Gnome desktop and comes with

a back-ported Data Plane Development Kit and Open vSwitch.
Xen is now supported by default in the kernel. Leap 42.2 re-

ISSUE 195 q q a
ceives packages, maintenance, and bug fixes from the open-

SUSE community and SUSE engineers. Starting from version

; 42.1, the series comes with a minimum of 36 months of mainte-
e O ro 2 5 4 | nance and security updates.

Workstation 64-bit Live Fedora 25 Workstation (64-bit Live)
Gnome is the default environment for Fedora Workstation, and
the newest version features Gnome 3.22. You'll find multifile re-
LI NM!:!.X | naming and integrated compressed file capabilities in the Files
\ ' Y app, a redesigned keyboard settings tool, a new landing page
and easier category browsing in the Software app, and variable-
speed playback in the Videos app. Also in Fedora 25 Workstation:

ISSUE 195 FEB 2017

* Wayland display server
* Fedora Media Writer o
™. TWO TERRIFIC DISTROS MP3 decoding support

— DOUBLE-SIDED DVD! Flatpak support Desktop Selection
--:‘ ~
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]

®E4 «11:46 AM

ADDITIONAL RESOURCES

[1] openSUSE Leap 42.2:
https.//en.opensuse.org/Portal:42.2

[2] Leap 42.2 release notes:
https.//doc.opensuse.org/release-notes/
x86_64/openSUSE/Leap/42.2/

[3] Fedora 25 Workstation:
https://getfedora.org/en/workstation/

[4] What's New in Fedora 25:
https://fedoramagazine.org/

Defective discs will be replaced. Please send an email to subs@linux-magazine.com. whats-new-fedora-25-workstation/
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B Biggest Kernel Release Ever

Linus Torvalds announced the release of Linux kernel 4.9 stating that it's the biggest re-
lease ever. Torvalds wrote on the LKML mailing list, “I’'m pretty sure this is the biggest
release we've ever had, at least in number of commits.”

Linux 4.9 comes with more than 22 million lines of code. “If you look at the number
of lines changed, we've had bigger releases in the past, but they have tended to be
due to specific issues (v4.2 got a lot of lines from the AMD GPU register definition
files, for example, and we've had big reorgani-
zations that caused a lot of lines in the past:
v3.2 was big due to staging, v3.7 had the auto-
mated uapi header file disintegration, etc.),”
said Torvalds, “In contrast, 4.9 is just big.”

Some of the most interesting features of
Linux 4.9 include support for the $5 Raspberry
Pi Zero device. The release also comes with
support for the Greybus driver subsystem,
which was developed by Google for the now
defunct modular phone concept Project Ara.

With Linux 4.9 out of way, the merge win-
dow for 4.10 is now open, but because of the holiday season, Torvalds warned devel-
opers to send their patches soon, because he will stop pulling on 23 December, and if
he got “roped into Xmas food prep, even that date might be questionable,” said Tor-
valds. “I suspect we all want a nice calm winter break, so if your stuff isn’t ready to be
merged early, the solution is to just not merge it yet at all, and wait for 4.11.”

N Cent0S Linux 7 (1611) Released

Red Hat Enterprise Linux clone CentOS has announced the release of version 7. The
latest version of this community-maintained distribution is based on RHEL 7.3, which
was released recently.

Karanbir Singh, the release manager of CentOS wrote on the mailing list, “As with all
CentOS Linux 7 components, this release was built from sources hosted at git.centos.
org. In addition, SRPMs that are a by product of the build (and also considered critical in
the code and buildsys process) are being published to match every binary RPM we re-
lease. Sources will be available from vault.centos.org in their own dedicated directories
to match the corresponding binary RPMs.”

CentOS is one of the most popular community-based distributions on web hosting
services that competes with DEB-based distributions like Debian and Ubuntu. In 2014,
Red Hat acquired CentOS, while keeping it an independent project.

Singh wrote on the mailing list, “This release supersedes all previously released con-
tent for CentOS Linux 7, and therefore we highly encourage all users to upgrade their
machines. Information on different upgrade strategies and how to handle stale content
is included in the Release Notes."

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM



B openSUSE Rolls Out 42.2 Leap

The openSUSE community has released the latest version of their desktop operating
system, openSUSE 42.2 Leap. The latest release is a minor upgrade to the 42.x branch
that comes with many new features.

Douglas DeMaio, of the openSUSE re-
lease team, wrote, “openSUSE Leap 42.2
is powered by the Linux 4.4 Long-Term-
Support (LTS) kernel and is a secure, sta-
ble, and reliable server operating system
for deploying IT services in physical, vir-
tual, or cloud environments.”

openSUSE Leap 42.2 is based on SLE
SP2, which was released a few weeks
ago. According to DeMaio, Leap 42.2 gets
some of its source code from SLE 12 Service Pack 2. “New technologies such as
NVDIMM, OmniPATH, and the Data Plane Development Kit with Open vSwitch are
backported for the release. XEN no longer requires its own kernel and is supported by
the default kernel. Along with the shared SLE codebase, openSUSE Leap 42.2 gets
packages, maintenance, and bug fixes from the openSUSE community and SUSE engi-
neers. The 42 series of Leap achieves at a minimum 36 months of maintenance and
security updates starting from 42.1.”

openSUSE 42.2 comes with KDE's Plasma 5.8, the LTS version of Plasma that was
created specifically for openSUSE. It also comes with Gnome 3.20.2, a bit older version
of Gnome. openSUSE Leap is not positioned as a cutting edge distribution and is the
most stable openSUSE experience, which means the developers are a bit conservative
when it comes to packages. Packages go into Leap once they are fully tested. If you
are looking for the latest packages, try the Tumbleweed rolling release edition.

In 2015, openSUSE moved the openSUSE base to SUSE Linux Enterprise (SLE) SP1,
which brought the two distributions closer to each other. The openSUSE community also
announced a rolling release distribution called Tumbleweed, in honor of Linux kernel de-
veloper Greg Kroah-Hartman. Tumbleweed is now the upstream for openSUSE Leap and,
in part, for SUSE Linux Enterprise. Every package that goes into openSUSE Leap or SUSE
Linux Enterprise has to go through Tumbleweed, although enterprise customers can also
work directly with SUSE Linux Enterprise teams to get those features in SLE directly.

openSUSE Leap 42.2 is available now for free download: https.//software.opensuse.
org/developer.

B Cutting-Edge Fedora 25 Released

The Fedora Project has announced the release of Fedora 25, the latest version of their
fully open source Linux-based operating system. Fedora is known as a cutting edge Linux
distribution, and this release comes with some of the latest open source technologies.

“The Fedora operating system seeks to deliver the latest innovations in the world of
free and open source software to our users, from next-generation display servers to
powerful application development tools,” said Matthew Miller, Fedora Project Leader.
"Fedora 25 helps to achieve this goal with the long-awaited debut of Wayland, the ad-
dition of a streamlined upgrade path, and a new edition designed to take advantage of
Linux containers.”

Fedora Workstation is targeted at developers and power users, although it is also
suitable for average PC users. It's a preferred Linux distribution for many DevOps
users, and the choice of packages that comes installed on the Workstation version is
evidence of that fact. Fedora 25 Workstation comes with the latest version of Docker
1.12; Node.js 6.5, the latest version of the popular server-side JavaScript engine; multi-
ple Python versions (2.6, 2.7, 3.3, 3.4, and 3.5) to help test across multiple Python con-
figurations; and support for Rust, a programming language that aims to make develop-
ment faster and more stable.

On the desktop side, Fedora 25 Workstation comes with Wayland, replacing the
aging X11 system. Gnome 3.22 is the default desktop environment that includes
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Off the Beat ® Bruce Byfield

The Obstacles to Linux Security

Improving security and privacy is the most
important issue in modern computing. Yet
even Linux, whose architecture gives it a
built-in advantage, is moving slowly on these
issues. The prevailing attitudes and the
innate difficulties of bringing security to the
desktop mean that the progress is slow.

Ethical Boundaries and Free Software in the
Reign of Trump

How far would you compromise your ethics?
In the aftermath of the election, this question
is suddenly ruthlessly practical for Americans.

Phones are the New Average

A few weeks ago, | traded in my phone. |
prepared the way | usually prepare when
buying hardware, looking up the specs, and
making a spreadsheet for comparisons, but
the task didn't mativate me. When | realized |
was avoiding the task, | took my spreadsheet
down to the nearest mall kiosk and listened
to the clerk’s description of several of the
most popular phones. But somewhere in the
middle of the descriptions, | realized | had
stopped listening, and bought one at random.

ADMIN HPC

http.//hpc.admin-magazine.com/

Diving In ® Thorsten Scherf

GlusterFS stores data across the network and
can be used as a storage back end in cloud
environments.

ADMIN Online

http.//www.admin-magazine.com/

Exploring OpenStack’s Trove DBaa$S
Martin Loschwitz

DBaaS moves the database service to the
cloud, promising a new database instance
at the click of a mouse.

Proactive Monitoring * Dirk Roder

System administrators usually take action
after monitoring software indicates the
failure of a service or server. In contrast to
this reactive approach, a proactive monitor-
ing solution with Riemann allows admins to
detect problems in advance.

Countering Embedded Malware Attacks
Thomas Gronenwald

With the resurgence of sophisticated macro
virus attacks, new countermeasures are in
order. We offer a few recommendations.
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much-awaited features like batch file renaming, a redesigned keyboard settings tool,
and additional user interface improvements. Workstation users will also be pleased
with the inclusion of decoding support for the MP3 media format. In addition to these
changes, Fedora 25 comes with a wide range of pre-installed desktop applications.

Fedora comes in three versions: Workstation, Atomic Host (previously Cloud), and
Server. All versions are available for free download. For more information on obtaining
Fedora 25, see the Fedora website.

I Say it Ain't So! Microsoft Joins
the Linux Foundation

Microsoft has joined the Linux Foundation as a platinum member. Microsoft made the
announcement today at the Microsoft Connect 2016 event in New York.

“The Linux Foundation is home not only to Linux, but many of the community’s most
innovative open source projects,” said Scott Guthrie, Executive Vice President, Micro-
soft Cloud and Enterprise Group. “We are excited to join The Linux Foundation and
partner with the community to help developers capitalize on the shift to intelligent
cloud and mobile experiences.”

Microsoft has also released the public preview of SQL Server for Linux, which allows
customers to test SQL Server on Linux and Linux-based Docker containers.

Microsoft is also partnering with Samsung to introduce their Visual Studio Tools for
Tizen, a Linux-based operating system that is hosted by the Linux Foundation. The tool
allows developers to build .NET apps for the Tizen operating system, which runs on
millions of devices, including TVs, wearables, mobile devices, and many loT devices.

Despite its long-standing reputation as the archenemy of Linux, Microsoft has

emerged in recent years as one of the leading

contributors to open source projects; their con-
tributions on GitHub are evidence of the fact that
the company is investing heavily in Linux and
open source technologies. Microsoft has devel-
oped an operating system for networking
switches in Azure that runs on the Linux kernel
and has released many of its core products as
open source, including .NET and PowerShell.

I How to Bypass Authentication on a
Linux System

Researchers have discovered a flaw in the Cryptsetup utility that allows an attacker to
bypass the authentication process on some Linux-based systems just by pressing and
holding the Enter key for 70 seconds.

Debian/Ubuntu-based systems with encrypted system partitions are affected by this
vulnerability. Researchers warn that other distributions using Dracut instead of init-
ramfs are also vulnerable.

Hector Marco and Ismael Ripoll from the Cybersecurity Group explained in their se-
curity advisory that the vulnerability allows you to obtain a root initramfs shell on the af-
fected system. “The vulnerability is very reliable because it doesn’t depend on specific
systems or configurations. Attackers can copy, modify, or destroy the hard disk as well
as setup the network to exfiltrate data. This vulnerability is especially serious in environ-
ments like libraries, ATMSs, airport machines, labs, etc., where the whole boot process
is protected (password in BIOS and GRUB) and you only have a keyboard and/or a
mouse,” Marco and Ripol wrote.

The worst thing about this vulnerability is that you don't need physical access to the
machine; it is possible to exploit the vulnerability remotely in cloud environments.

Last year, the same researchers discovered a bug in GRUB 2 that allowed an at-
tacker to bypass all securities on a locked-down Linux machine by hitting the Enter key
28 times when asked for a username.
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Zack’s Kernel News

Chronicler Zack Brown
reports on the latest news,
views, dilemmas, and
developments within the
Linux kernel community.

By Zack Brown

Cgroups Xattr Security
Serge E. Hallyn said that within a user
namespace (i.e., a virtual machine), a
root user could not be allowed to write a
security.capability extended attribute
(xattr). If it could, then any user within
that namespace could su to root, write
the xattr, and execute the file with those
security privileges on the host machine.
On the other hand, the root user on
the host machine could absolutely be al-
lowed to write a security.capability
xattr because, of course, they’re the root
user. This is one of the many examples
of ways in which security considerations
require strange feature curtailment
within virtual machines.

B ZACK BROWN

The Linux kernel mailing list comprises
the core of Linux development activities.
Traffic volumes are immense, often
reaching 10,000 messages in a week, and
keeping up to date with the entire scope
of development is a virtually impossible
task for one person. One of the few brave
souls to take on this task is Zack Brown.

Nonetheless, if something behaves
differently on the virtual machine than
on the host, that represents a funda-
mental incompatibility that would affect
things like software portability and reli-
ability.

Serge was working on some code
that would allow the virtual machine
to believe the root user had written the
security.capability xattr, while still
protecting the host system. He hoped
his code “allows a simple setxattr to
work, allows tar/untar to work, and al-
lows us to tar in one namespace and
untar in another while preserving the
capability, without risking leaking
privilege into a parent namespace.”

Eric W. Biederman liked the patch but
said it was strange enough to need some
very careful going-over before he’d send
it along to the main tree; meanwhile,
Serge wrote up a man page for Michael
Kerrisk, to help testers understand what
was going on.

Encrypting the

Running Kernel

Tom Lendacky added support for Secure
Memory Encryption (SME) to the x86 ar-
chitecture. With his patch in place, if the
kernel were compiled with SME enabled
and booted with the command-line op-
tion mem_encrypt=on, then the running
kernel would be encrypted.

The big controversy over this patch
seemed to be how to turn it on and off.
Borislav Petkov pointed out that if the user
could specify mem_encrypt=on, it would
make sense to support a mem_encrypt=off
option, in case the user preferred not to
encrypt the running kernel. However, Tom
replied that, absent being explicitly turned
on, the encryption simply would not
occur. He was fine with documenting a
mem_encrypt=off option, though, if that
would make people happier.

However, Borislav said this wasn’t his
point at all. He simply felt that encryp-
tion should be enabled by default, and
that if a user didn’t want the feature en-
abled, they should give a mem_encrypt=off
command-line argument to say so.

The discussion petered out there, but
presumably any kernel developer would
rather have their code enabled by de-
fault, instead of having to be specified
by the user.

To Run an Unreadable File
Eric W. Biederman posted some code to
prevent ptrace from running a file that
did not have read privileges set. The ap-
parently simple idea being, if you don’t
have permission to read the file, then
how could you have permission to run
the code you couldn’t read?

However, Willy Tarreau did have an
objection. He was concerned that people
had been utilizing this very loophole for
decades to block various rootkits from
taking over their systems. He did a direc-
tory listing of his own bash, coreutils,
1s, and telnet tools, showing that they
were marked as executable without
being readable.

Willy explained that certain rootkits
did their mischief by copying and modi-
fying the code in those fundamental util-
ities. By making them executable but not
readable, Willy said he had blocked sev-
eral rootkits over the years.

Meanwhile, Willy said, Eric’s patch
would make it difficult to debug any
code that had to be traced through any
of those utilities. He said, “So here I fear
that we’ll break strace at many places
where strace precisely matters to debug
things.”

As an alternative, Willy suggested
that Eric make his code controllable by
a sysctl, so it could be turned on and
off as needed.

Kees Cook said, however, that once
Linux began to support executable-only
memory, ptrace would again start to fail,
so trying to hang on to it as long as pos-
sible didn’t make much sense. Kees sug-
gested just biting the bullet and doing it
Eric’s way.

In a surprise twist, Willy’s objections
were enough to give Eric second
thoughts. He didn’t want to break histori-
cal usage, so he redid his patch to simply
produce a warning instead of disallowing
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running an unreadable file. Andy Lu-
tomirski said he thought this was a better
approach, too.

Reading from the

Ring Buffer

Wang Nan wanted to be able to pause
and resume the kernel ring buffer, to be
able to read from it without worrying
that anything might try to write to it at
the same time. The ring buffer is where
the kernel stores the log of its events. It’s
where the dmesg output originates.

Peter Zijlstra had no objection to this
kind of patch, but he did want to see the
man pages updated as well. And Vince
Weaver agreed that updating the man
pages would be good for something like
this, since it represented an application
binary interface (ABI) change.

ABI changes mean that user code
compiled before the change might not
run on kernels compiled after the
change. Traditionally, ABI changes are
something kernel developers desperately
want to do and which Linus Torvalds ab-
solutely refuses to allow. The reason de-
velopers want to do it is because they
must otherwise support ancient legacy
features forever - even broken or incon-
sistent features. The reason Linus re-
fuses to allow it is because breaking the
ABI means real user code starts to break
in the real world. As a side issue, it be-
comes more difficult to find bugs in the
kernel itself if the search goes across the
boundary of the ABI change.

The question of why Wang’s patch was
important enough to justify an ABI
change was not made clear during the
mailing list discussion. Possibly it only
added to the ABI instead of changing
something that was there already. How-
ever, it does seem to be an important
change, because as Wang said, “Before
reading caller must ensure the ring buffer
is frozen, or the reading is unreliable.”

Migrating Processes
Between Cgroups
John Stultz posted a patch to allow pro-
cesses to migrate from one virtualized
Linux instance to another. He got the idea
from Michael Kerrisk, and it had origi-
nated in Android to avoid having to run
the process manager with root privileges.
Typically process migration between
virtual Linux instances is a risky busi-
ness because it represents a potential
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point of attack, where hostile code might
break out of the sandbox and escape to
the host system.

Still, a potential security hole is different
from an actual security hole, and folks like
Kees Cook were glad to see the code. Andy
Lutomirski, on the other hand, said that
cgroups were about to expand their entire
scope to do more than simply resource
control. Future cgroups might have powers
and abilities beyond those of mortal virtu-
alized systems. Simply migrating a process
from one cgroup to another, Andy said,
might expose vulnerabilities that today’s
cgroups would not.

Without an idea of what to do instead,
John didn’t have any solid idea of how
to update his patch to avoid the prob-
lems Andy was talking about. Finally,
Andy suggested adding some form of
privilege, not only to the task but to the
cgroup itself, so that a process could
only migrate from one cgroup to another
if the user had permissions over both the
process and the target cgroup.

Beyond that, it was a question of ex-
actly which capabilities to use and how
to organize them properly. At least the
possibility does exist to support cgroup
migration in the future, without compro-
mising security.

Overall, cgroups are a strange and
dangerous world. They never perfectly
imitate a host system, and there is al-
ways the temptation to add bizarre fea-
tures that could only exist in a virtual-
ized environment. Ultimately, I suspect
virtualized OSs will look quite a bit dif-
ferent from the hosts.

Performance Events Limits
Jeffrey Vander Stoep wanted to limit cer-
tain potential attack vectors, so he wrote
a patch such that if kernel.perf_event_
paranoid were set to 3, users would have
to have CAP_SYS_ADMIN to gain access to
performance events.

Jeffrey’s idea was that performance
events were great for debugging pur-
poses, but they were rarely used on pro-
duction systems and represented a po-
tential security hole. He pointed to a
slew of examples and said, “This new
level of restriction allows for a safe de-
fault to be set on production systems
while leaving a simple means for devel-
opers to grant access.”

Kees Cook was enthusiastic about the
patch, but Peter Zijlstra said plainly, “We

have bugs; we fix them; we don’t kill
complete infrastructure because of
them.” He went on, “the problem I have
with this is that it will completely inhibit
development of things like JITs that self-
profile to recompile frequently used
code. I would much rather have an LSM
hook where the security stuff can do
more fine grained control of things, al-
lowing some apps perf usage while de-
nying others.”

Arnaldo Carvalho de Melo also
pointed out other areas of development
that would be stifled by “such big ham-
mer restrictions.” Daniel Micay, on the
other hand, came down in support of
Jeffrey’s patch. He said that it would still
be possible, with Jeffrey’s patch, to give
certain processes the privileges they
needed to use performance data. He said
to Peter, “You're forcing people to have
common local privilege escalation and
information leak vulnerabilities for
something few people actually use.”

Daniel added, “This patch is now a re-
quirement for any Android devices with
a security patch level above August 2016.
The only thing that not merging it is
going to accomplish is preventing a
mainline kernel from ever being used on
Android devices.”

Kees also replied directly to Peter’s state-
ment, “we have bugs; we fix them.” He
said, “it isn’t what things look like for the
average end-user of Linux. The lifetime on
bugs is very long, even in upstream (see
both Jon Corbet and my talks about this:
an average of five years from introduction
to fix), and gets drawn out even further by
vendors with slow (or missing) update
processes. Being able to remove attack sur-
face is a fundamental first step of security
defense, and things like perf, user
namespaces, and similar APIs, expose a lot
of attack surface when they are enabled.
And the evidence for this attack surface
being a real-world risk is in the history of
security vulnerabilities (that we know
about!) in these various APIs.”

He went on to say, “the APIs are
needed, but they lack the appropriate
knobs to control their availability. And
this isn’t just about Android: regular dis-
tro kKernels (like Debian, who also uses
this patch) tend to build in everything so
people can use whatever they want. But
for admins that want to reduce their sys-
tems’ attack surface, there needs to be
ways to disable things like this.”



Peter agreed with the knob concept, but
he felt that the specific knob being pro-
posed was not the right one. He said, “Hav-
ing this knob will completely inhibit devel-
opment of such applications. Worse, it will
probably render perf dead for quite a large
body of developers. The moment you
frame it like: perf or sekjurity, and even de-
fault to no-perf-because-sekjurity, a whole
bunch of corporate IT departments will not
enable this, even for their developers.”

The current proposal, he said, was too
coarse and inhibiting. A better way had
to be found.

Kees said, “The vast majority of peo-
ple running Linux do not use perf (right
now). I’ve never suggested it be default
disabled: I'm wanting to upstream the
sysctl setting that is already in use on
distros where the distro kernel teams
have deemed this is [a] needed knob for
their end-users.” He pointed out, “All of
the objections you’re talking about as-
sume that the knob doesn’t exist, but it
does already. It’s just not in upstream.”

Jeffrey also put in, “Far from trying to
kill perf, we want (and require) perf to be
available to developers on Android. All
that this patch enables us to do is gate it
behind developer settings - just like we do
with other developer targeted features.”

Ingo Molndr, however, agreed with
Peter. He said that it made no difference
whether the default was on or off. The
coarse/limiting aspect was simply too
significant and had to be dealt with
properly. Ingo said, “This isn’t some nar-
row debugging mechanism we can turn
on/off globally and forget about, this is a
wide scope performance measurement
and event logging infrastructure that is
being utilized not just by developers but
by apps and runtimes as well.”

He went on to say, “in practice what
will happen is that if the only option is
to do something drastic for sekjurity, IT
departments will do it - while if there’s a
more flexible mechanism that does not
throw out the baby with the bath water
that is going to be used.”

Ingo compared the current patch with
a situation that might have played out in
the past. He said:

This is as if 20 years ago you had sub-
mitted a patch to the early Linux TCP/IP
networking code to be on/off via a global
sysctl switch and told people that “in de-
veloper mode you can have networking,
talk to your admin.”

We’d have told you: “this switch is too
coarse and limiting, please implement
something better, like a list of routes
which defines which IP ranges are acces-
sible, and a privileged range of listen
sockets ports and some flexible kernel
side filtering mechanism to inhibit outgo-
ing/incoming connections.”

Global sysctls are way too coarse.

Daniel argued that at least with the
current patch, there was a way to turn
access to perf events on and off at run
time. If, for example, this was a compile-
time configuration option, he said, it
would require a reboot to gain access to
perf events.

He also said that the “wide scope” in-
frastructure Ingo had referred to was ex-
actly why the security problem was so
big. He said, “If it wasn’t such a frequent
source of vulnerabilities, it wouldn’t have
been disabled for unprivileged users in
grsecurity, Debian, and then Android.”

He reiterated that Android and Debian
already included the current patch. The
baby wasn’t in danger of being thrown
out with the bath water - it had already
happened - and the official kernel could
recognize that or not. He said, “They’ll
keep doing it whether or not this lands.
If it doesn’t land, it will only mean that
mainline kernels aren’t usable for mak-
ing Android devices.”

Peter suggested coming up with a new
capability to govern access to perf
events. Specifically, he suggested that
processes operating across a network
connection would drop all capabilities.
This would allow perf access at the local
level, but not to networked applications.

Eric W. Biederman reiterated the main
objection to the current patch. He said,
“the problem with a system wide off
switch is what happens when you have
a single application that needs to use
the feature. Without care your system
wide protection disappears. That is very
brittle design.”

Eric suggested using a sandboxing ap-
proach instead, in which a given sand-
box could have a given feature turned on
or off without affecting anyone else. He
added, “One of the strengths of Linux is
applications of features the authors of
the software had not imagined. Your pro-
posals seem to be trying to put the world
[in] a tiny little box where if someone
had not imagined and preapproved a use
of a feature it should not happen. Let’s
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please avoid implementing totalitarian-
ism to avoid malicious code exploiting
bugs in the kernel. I am not interested in
that future.”

Kees replied, saying that he was “in-
terested in giving system owners greater
control over what’s exposed. That’s not
about limiting access everywhere. And
I'm interested in making sure that the
upstream kernel actually provides what
end-users want. In the most extreme ver-
sion of this is when distros carry kernel
patches to get it done (this was true with
userns and is true again here with perf).
This IS a desired feature, and it exists in
the world. I want to avoid the confusion
that arises from people running patched
kernels: upstream developers don’t real-
ize what state their features are in when
they reach end users, documentation
doesn’t match, etc., etc.”

Daniel also said, “There are perf event
vulnerabilities being exploited in the wild
to gain root on Android. It’s not a theoreti-
cal attack vector. They’re used in both
malware and rooting tools. Local privilege
escalation bugs in the kernel are common
so there are a lot of alternatives but it’s one
of the major sources for vulnerabilities.”

The discussion became somewhat dis-
jointed at this point. There was some ef-
fort to explore technical alternatives to
the original patch, but there was still dis-
agreement over exactly how dangerous
the various vulnerabilities were and how
crucial it would be to eliminate abso-
lutely all of them in one fell swoop. At
the same time, several people who were
expert in the areas they’d been discuss-
ing so far were less expert in some of the
proposals that began to emerge, so vari-
ous folks had to catch up to others.

Ultimately, no agreement could be
reached, and the debate seemed to be
shaping into one of epic proportions.
The Kkernel loyalists are on one side, say-
ing that a given feature would be unac-
ceptable, and the distro makers are on
the other side, saying that the feature in
question are already included in systems
around the world, including everything
running Android or Debian.

It’s impossible to know how the de-
bate will eventually play out. These sorts
of things can take years, with neither
side willing to budge. In this particular
case, though, it does seem there is room
for a more subtle approach than the orig-
inal patch would allow. mmm
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Interview — Meet SUSE CEO Nils Brauckmann

An interview with SUSE CEO Nils Brauckmann

Open Collaboration

By Swapnil Bhartiya

USE is the oldest Linux com-
pany, and it is still going strong.
Founded in 1992, just one year
after Linus Torvalds announced
the birth of Linux, SUSE has gone
through many changes in recent years.
In 2003, Novell purchased SUSE in a
bold effort to ride with the rising tide of
Linux. In 2011, the Attachmate Group
bought Novell, reorganizing SUSE as an
independent business unit. In 2014, At-
tachmate became part of Micro Focus.

Nils Brauckmann came to SUSE
through the Attachmate acquisition, and
some believe he is the leader the com-
pany always needed. Last year, he was
promoted as the chief executive officer
of SUSE within Micro Focus. SUSE has
been investing heavily in increasing its
work force, mostly with more engineers.
In this interview, we reflect on the last
25 years of Linux and SUSE.

Swapnil Bhartiya: Linux is 25 years
old. What do you think it has achieved
in these 25 years? What do you think it
has contributed to our society that’s be-
yond software and code?

Nils Brauckmann: The success of
Linux is tightly coupled with the rise of
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open source innovation and the open
source business model. Through mas-
sive collaboration and shared contribu-
tion by open source community mem-
bers, faster innovation with reduced cost
and time to market became a reality.
This led to commoditization of technol-
ogy, increased choice, and reduced de-
pendencies for users and emerging tech-
nology companies.

In the past 25 years, Linux has helped
achieve something truly noteworthy -
making the majority of the world’s ship-
ping operating systems open source.
Linux has also had tremendous influ-
ence on the very way business (espe-
cially the computer technology business)
operates - for the better. The openness
of Linux brings great benefits to enter-
prises, including involvement (if they
choose) in product development and a
chance for real influence on the technol-
ogy that will run their business.

SB: SUSE was founded in 1992. How
has the company evolved since the early
days?

NB: When SUSE began as one of the
true Linux and open source pioneers -
we started even before the Linux kernel

hit version 1.0 - we were focused on re-
fining and providing the earliest distribu-
tions of Linux (this was before the com-
mon Linux distributions even existed).
Our goal was affordable, open source
Linux ready to be used by enterprise
customers to run their business-critical
workloads. Over time, SUSE, like Linux,
has grown and evolved. We were the
first company to bring Linux to main-
frames, and to this day, SUSE is driving
Linux usage on supercomputers. Along
the way, we invested in a lot of open
source projects. These days we’re look-
ing forward to a world of software-de-
fined infrastructure, powered by SUSE
Linux.

SB: SUSE has been through some
rough patches in its journey, but it
keeps coming back? What makes you
so resilient?

NB: Great people and culture at SUSE
are obvious, I think. Also, we have a
commitment to the customer. We hire
great engineers, and we do everything as
open source. The core principle of being
a truly open company has guided us
well, and we are committed to engaging
in dependable, trusted relationships with
our alliance partners and customers.

SB: SUSE has been a Microsoft partner
for a very long time. Today we see a
“new” Microsoft that “loves” Linux. As a
long-time partner of Microsoft, what’s
your perspective on this change of heart?

NB: This change is refreshing - for cus-
tomers and for partners like SUSE. Micro-
soft, like any company, is constantly
evaluating where value lies and where
the opportunities to grow their business
are. Our early work with Microsoft
helped to demonstrate the power of
Linux and open source. SUSE has been
building solutions with Microsoft Azure
since its launch in 2012 and collaborating
with Microsoft since 2006, serving more
than 1,000 joint customers. It is excellent



to see any company, Microsoft or other-
wise, adopting and becoming engaged
with Linux and open source.

SB: How sustainable is SUSE under
the new owner Micro Focus? Can you
talk about your growth?

NB: Following the acquisition by
Micro Focus, the SUSE business was
given a mandate to deliver “accelerated,
sustainable, and profitable revenue
growth” and is provided with ongoing
support and investment to support this
vision. This clearly shows in SUSE’s
business results. Fiscal year 2016 was a
successful year for SUSE, with 18.2 per-
cent growth in revenue.

To create additional capacity for on-
going growth, we also expanded SUSE
headcount across different business
functions and geographies and aligned
the critical supporting organization
much more tightly with the SUSE
business.

We also extended SUSE’s presence and
contribution in key open source projects
and industry groups. I expect this posi-
tive trend to continue in fiscal year 2017
and beyond.

SB: SUSE is also sponsor of openSUSE,
what is the relationship between the
product SUSE Linux Enterprise Server
(SLES) and the project openSUSE?

NB: Being a truly open source com-
pany means working closely with the
community. OpenSUSE, the community
project and distribution, provides us
with a powerful foundation to build and
support SUSE Linux Enterprise, a prod-
uct of SUSE, the company. SUSE does
provide financial support for openSUSE,
but the direction of the project is inde-
pendently decided from within the proj-
ect. The community defines and drives
openSUSE forward. The contributors
within SUSE are simply part of that com-
munity.

SB: SUSE is still a hard-core Linux
company, but we are witnessing the rise
of new paradigms like Docker contain-
ers, OpenStack, and Cloud Foundry.
Where is SUSE in that cloud picture?

NB: SUSE is an open source company,
and we embrace new open source tech-
nologies (typically running on top of
Linux) that provide new functionality
and new value, such as OpenStack,
Docker, and Ceph. SUSE joined the
OpenStack community and started con-
tributing in 2011, and we are a founding

and platinum member of the OpenStack
Foundation. SUSE was the first enter-
prise Linux vendor to ship a supported
OpenStack product. Likewise, we are a
founding member of the Open Container
Initiative and began shipping Docker
with SUSE Linux Enterprise 12 and SUSE
OpenStack Cloud in 2015.

Last year we joined the Cloud Foundry
Foundation and are actively collaborat-
ing with SAP to improve the cloud pro-
vider interface between Cloud Foundry
and OpenStack.

The common thread with these ac-
tions is that we see all of these efforts as
being essential to helping customers
move to a software-defined infrastruc-
ture. Our goal is to be the foundation on
which customers can build the next-gen-
eration platform for business systems.

SB: Microsoft and Apple are releasing
products as open source. Al and ma-
chine-learning companies are open
sourcing their technologies. Even car
companies are open sourcing stuff. Has
open source won? Or are there areas
where open source has yet to make a
dent.

NB: Open source, as an idea, has
clearly dominated significant areas of
technology. Some companies still cling
exclusively to closed-source software,
but this seems to be changing. It’s not so
much that open source has “won” as it
is people have been coming to the real-
ization that open collaboration is a more
productive way to approach software in-
novation than closed collaboration.

SB: What are the new challenges and
opportunities for SUSE as we enter the
world of Internet of Things (IoT), ma-
chine learning, Al, VR, and robotics?

NB: There are many new opportunities
for SUSE in the context of these emerg-
ing new technology and market trends.
Most of these innovations rely on Linux
and other open source software as the
platform, and that means SUSE is well
positioned to support and capitalize on
these trends. To succeed, we’ll need to
engage in active, strategic dialog with
our customers, our partners, and our
open source communities.

SB: I have heard that you are also a
drummer? Are we going to see you
cameo/perform in any upcoming SUSE
music [parody] videos?

NB: My team has been asking, and
let’s say we are still in negotiations. mmm
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Build a NAS system with OpenMediaVault and a Raspberry Pi

Storage Buddy

A NAS system does not have to be large, heavy, and expensive. A Raspberry Pi .
and the OpenMediaVault Linux distro are a compact alternative to heavy
and costly NAS. By Erik Birwaldt and Christoph Langner

etwork-Attached Storage (NAS) systems are often un-
gainly contraptions that take up lots of floor space and
come with many slots for hard drives or SSDs. How-
ever, an oversized NAS solution of the conventional sort
generally is not needed on a smaller network that doesn’t have a
large video collection or database.

Dedicated NAS devices, already costly to purchase, also hit your wallet
with relatively high energy consumption. If you don’t need a big bulky dedi-
cated NAS system, you can achieve much of the same result on a small scale by
rolling your own NAS solution with a Raspberry Pi (Rasp Pi).

Don’t expect your Rasp Pi NAS to shoulder enterprise-level workloads. One of the
issues with using the Pi as a NAS is the bottlenecks caused by its system architecture.
In particular, the relatively slow Fast Ethernet interface and the mass storage, which
can only be connected via USB 2.0, take a toll on performance. But if you don’t have
big demands for performance, a simple and unobtrusive Raspberry Pi 3 (RPi3) will
work well as a NAS.

OpenMediaVault [1] (Figure 1) is a NAS-focused Linux distribution that maintains
a version for the Rasp Pi. Your Rasp-Pi-based OpenMediaVault server is suitable for
minor datasets such as text files or spreadsheets. At a data rate of about 9MB/s
(write) and 11MB/s (read) via Ethernet, you only need close to two minutes to trans-
fer a 1GB file. In practice, this means managing large amounts of image or multime-
dia data with the Rasp Pi is not much fun. However, you do not have to give up on
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Figure 1: OpenMediaVault is a specialty Linux distro preconfigured for NAS scenarios.
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OpenMediaVault if you need more
performance than a Rasp Pi can offer.

The developers also provide a version of
OpenMediaVault for classic x86 machines.

NAS Software
Specialized operating systems are a recommended alternative
to classic Linux for NAS tasks. Manual installation and config-
uration of all the necessary services is demanding, even for
veteran Linux administrators, so a system that is already con-
figured for NAS workloads has many benefits. Our Rasp Pi
OpenMediaVault NAS has the added benefit of being tiny and
unobtrusive.

As with other Rasp Pi distros, you need to burn the OpenMe-
diaVault IMG file to a MicroSD card. Unpack the image file [2]
into any directory on your computer. If you are using a Linux

l LISTING 1: Writing the IMG File on Linux

$ 1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 59,6G 0 disk

| -sdal 8:1 0 53,7G 0 part /

| -sda2 8:2 0 5,9G 0 part [SWAP]

sde 8:64 1 3,8G 0 disk

$ sudo dd bs=4M if=omv_2.2.5_rpi2_rpi3.img of=/dev/sde

$ sync

[ LISTING 2: Finding the IP Address

$ sudo apt install arp-scan

$ sudo arp-scan --localnet | grep Raspberry
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computer, use the dd command to write the image. If you are
working on Windows, write the image with a graphical tool
like Win32DiskImager.
As shown in Listing 1, Linux users should set the
name (possibly with the path) of the IMG
file for the if= input, and the device
name of the MicroSD card in the card
reader for the of= output. You can deter-
mine the device name with 1sblk. Next, use
sync to ensure that the system can empty write
caches that may have been created. Then insert
the card into the Rasp Pi and start it. You can
configure the services via the web interface of an-
other machine in the network.

Please take care to ensure from this point that you
use a power supply unit that can provide at least 2.5A at
5V with the RPi3.

If the NAS is built with a Raspberry Pi 2 (RPi2) and an

2

~  external 2.5-inch hard disk without its own power supply

unit, you still need to prepare the USB ports (see the “More
Power” box). However, keep in mind that not every hard disk
will be a good match.

Since the RPi3 only has a Fast Ethernet interface with a
maximum throughput of 100MB/s, you need to check
whether the WiFi interface works faster, since it runs with a
maximum of 300MB/s from the 802.11n standard onward.
The nominally higher bandwidths of the WiFi interface, how-
ever, often fail less than the cable-based variety (due to the
overhead during data transfer and depending on location).
OpenMediaVault initially only activates the Ethernet inter-
face, although it can cope with the RPi3’s built-in WiFi inter-
face if you configure it manually.

First Run

The Rasp Pi equipped with OpenMediaVault, when connected
to a screen, simply shows a text-based terminal with a login re-
quest after booting. If you wish to configure the NAS system,
switch to a desktop computer in the network rather than log-
ging into the Rasp Pi directly.

The Rasp Pi’s status messages display the IP address briefly
before the login screen when the Pi receives its address
through DHCP. If you are working on a Rasp Pi without a
monitor, you can determine the IP address from a Linux PC
via arp-scan (Listing 2); you can use the Adafruit Raspberry
Pi Finder [3] for this purpose on other systems. Alternatively,

l MORE POWER

RPi2s are only set by default to supply low power via USB, mean-
ing that many external 2.5-inch hard disks will not run. You must
modify the Rasp Pi configuration in config. txt in order to provide
more power on the USB interfaces — this modification is not nec-
essary for RPi3. To undertake configuration work, log into the
Rasp Pi OpenMediaVault via SSH as the root user with the pass-
word openmediavault. You now open the configuration file with
the nano /boot/config. txt command and add max_usb_current=1 to
the end of it, before saving the file and restarting the Rasp Pi. An
impressive 1200mA (instead of 600mA\) is available on the RPi2
Model B, meaning that an external 2.5-inch hard disk will func-
tion without the need for additional power.
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read the IP assigned to the Rasp Pi from the web interface of
your wireless router.

The next step is to open a web browser on the desktop com-
puter and enter the IP address of the Rasp Pi as the URL. You
will then come to a login screen, from which you first set the
relevant language localization by means of a selection list and
then proceed to log in as admin using openmediavault as the
password.

A clearly structured dashboard opens for you to call up all
the configuration options from a list on the left. Next to this
dashboard on the right, two small windows show the status of
the individual services and simple system information.

The first step for increasing the security of the admin access
is to modify the preset access data. Select the General Settings
menu on the left before altering the login data in the Web Ad-
ministrator Password tab. An encrypted connection via SSL can
also be set up in the same menu - this time from the Web Ad-
ministration tab. You must confirm each of these modifications
by clicking on the Save button.

Check the time zone, date, and time settings on Systemn |
Date & Time and adjust these settings as necessary. Correct
time and date settings ensure correct information in log files
and are a prerequisite for some of the NAS automated actions.
(See the “No Time” box.) The third step is to set up LAN ac-
cess on System | Network. You can modify the configuration of
the individual network adapters available on the system in the
Interfaces tab and switch these services on and off in the Ser-
vice Discovery tab. Finally, specify rules for the firewall as
needed in the Firewall tab.

Moving to the last action for basic configuration of the
OpenMediaVault system, you must install any pending up-
dates. OpenMediaVault deploys Debian’s Apt package system.
Open System | Update Manager | Updates, displaying possible
updates with Check, and install the updates that appear.
Then activate the relevant options for automated updates in
the Settings tab.

Plugins
OpenMediaVault, like most dedicated NAS operating systems,
provides the option of integrating add-ons into the system. In
the System | Plugins menu, you will find
a wide range of additional applications
sorted into sections. You can integrate
any of these applications into the operat-
ing system with a mouse click.

Install an application by ticking the
names and then clicking Install (from
the list view). The system loads the de-
sired program packages from the Inter-
net and installs them. OpenMediaVault
keeps the plugins at the same update
level as the system by means of the up-
date routine.
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You must configure the existing mass
storage for OpenMediaVault to function
as a NAS system. Select Storage | Physi-
cal disks menu for a list of the devices
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l NO TIME

The Rasp Pi has never had an integrated clock (known in EDP jar-
gon as a real-time clock, or RTC for short). The Pi therefore ob-
tains the current time via an NTP server with each start-up. As a
result of this limitation, OpenMediaVault displays a long error
message on the Rasp Pi when applying changes in the settings.
The developers recommend investing in an RTC module.

connected to the system storage and their key technical param-
eters. It does not matter whether you are using hard disks or
SSDs. However, the system does initially sideline mass storage
devices that are connected via external USB interfaces. You
must manually click on Search at the top of the list area to en-
able these devices.

The routine displays the disk drives in an overview table,
along with technical specifications such as filesystem and
memory usage. Drive-specific options such as the write cache
or the power management settings can also be changed with a
left-click on one of the drive letters, followed by Edit at the top
of the list view.

You will find the S.M.A.R.T. menu item on the left under the
Physical Disks entry (Figure 2). This item allows you to adjust
the hardware monitoring for hard drives so you can anticipate
and detect defects and secure the data saved on the drive in
good time. However, please note that some external hard drives
have their own controller electronics and will not fully imple-
ment the SATA interface commands. This phenomenon occurs
especially frequently in external hard drives that offer further
connectivity options in addition to the USB interface. Because
these devices do not usually transfer any S.M.A.R.T. values to
the host, checking routines do not run.

Activate the slider in the Settings tab of the S.M.A.R.T. menu,
sliding it to the right and then clicking Save. Then select the
drives to be monitored by means of the S.M.A.R.T. daemon in
the Drives tab. The aim of this process is to manually activate
monitoring for any mass storage devices connected; click on
Edit and then confirm the activation rule. Your next move is to
specify automated checking routines after clicking on Add in
the Scheduled tests tab.

Storage | RAID Management
o create 52 (5]

Mame Device
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Devices
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Figure 2: Choose configuration options in the tree view in the left pane of the OpenMedia-
Vault main window. S.M.A.R.T. and RAID Management appear in the Storage folder.



It is worth creating a fault-tolerant disk array via the RAID
Management menu item on a system with two or more hard
disks. Click on Create in the display pane and define the RAID
level, drives, and designation for the array in the resulting win-
dow. OpenMediaVault can allow the drives from a selection list
by checking a box (with the exception of system drives). If
there are too few physical mass storage devices for a particular
RAID array, the software displays a note to this effect.

Click on Save after completing the RAID configuration. At
this point, the system creates the disk array (as shown in Fig-
ure 2), which can consume quite some time, depending on the
size of the mass storage device. You then generate a filesystem
for the data carriers in the next menu item: File Systems. Select
the array or the desired drive in the corresponding dialog and
mark a suitable filesystem from the selection list. OpenMedia-
Vault supports the Linux default filesystems Ext3/4, JFS, and
XFS. You can close the dialog with OK; writing the filesystems
takes some time.

Users and Groups

The next task is creating more users in OpenMediaVault by
means of the Access Rights Management | Users dialog, which
is accomplished by clicking on Add and defining your settings
in the dialog box. After you have saved and applied the config-
uration, you can go on to create your own home directories for
the newly-created users in the Settings tab. If you later wish to
change the settings you defined, click Edit at the top above the
application window’s list view.

Users on OpenMediaVault belong to different groups. There
are numerous out-of-the-box groups available on the system;
you must select one or more of these groups when defining
new users. If the existing group structure does not meet your
needs and you want to add new groups to the system, use the
Access Rights Management | Group dialog box.

Sharing
The final step is to define sharing and enable some services so
that users working from desktop computers can access existing
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drives and directories in OpenMediaVault. Open the Shared
Folders entry from the Access Rights Management menu and
create a new shared folder by clicking on Add in the Shared
Folders tab.

The configuration dialog allows you to specify a name
and path. You can also assign permissions (for which the
system clearly explains the various options). The button
panel offers several other options for customizing the
shared folder.

The most important of these options is the ACL button. A de-
tailed dialog accessed lets you define specific access control
lists (ACLs) for every single share, allowing fine-tuned alloca-
tion of rights (Figure 3).

After completing all the settings for sharing drives and fold-
ers, you can finish by setting up the desired background ser-
vices (daemons) on Services. OpenMediaVault will only unlock
access via SSH by default, so if you use the OpenMediaVault
Rasp Pi in a heterogeneous network, you must enable Win-
dows workstations access to the Rasp Pi through SMB/CIFS.
A more complex dialog allows extremely detailed settings for
SMB access.

You have the option of enabling other services, such as the
ClamAV virus scanner. However, you must first install Cla-
mAV via System | Plugins. The Anti-Virus entry will then ap-
pear in the left sidebar, which also branches out into a de-
tailed settings dialog. OpenMediaVault allows actions from
this box, including detailed scanning of various content and
file types for malware.

Conclusions

The Debian-based OpenMediaVault and the RPi3 provide a
neat NAS solution for small networks, which you can imple-
ment at a low cost. OpenMediaVault is excellently pre-config-
ured and copes without any power-draining bells and whistles
causing confusion for users. The clear and convenient user in-
terface facilitates easy learning without wading through the
technical literature.

However, don’t expect high data rates from the Rasp Pi
OpenMediaVault. If you really want
speed, consider using an alternative
single-board system such as the
ODROID-XU4 [4], which features Giga-
bit Ethernet, two USB 3.0 ports, and
eMMC flash storage. OpenMediaVault
also offers ISO images for easy installa-
tion on the ODROID-XU4, as well as
other ODROID models. nmm

Jj INFO

[1] OpenMediaVault:
http;//www.openmediavault.org

[2]1 Download: https:/sourceforge.net/
projects/openmediavault/files/

[3] Adafruit Raspberry Pi Finder:
https://github.com/adafruit/
Adafruit-Pi-Finder

[4] ODROID-XU4: http://www.

Figure 3: You can assign very detailed permissions with ACLs.

hardkernel.com/main/products/prdt_
info.php?g_code=G 143452239825
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Optimal DIY NAS with Rockstor Linux

Tailor Made

Rockstor Linux turns a microserver into a fully functional NAS. sy Erik Bérwaldt

o help cope with fast-growing volumes of data, more
and more users are installing network-attached storage
(NAS) systems on their own networks. Several hardware
vendors would love to sell you a dedicated NAS device,
but if you don’t have the budget for expensive, proprietary NAS
hardware, you can still get in the game. A compact PC with
state-of-the-art hardware is ideally suited for network data
storage, assuming it meets a handful of conditions. I will show
you how to configure a home-built NAS system with a compact
computer running Linux.

Requirements

For your custom NAS, you don’t need a fast processor, and you can even use an older
system that is no longer suitable as a desktop system. However, other considerations,
like the mass storage subsystem and the performance of the power supply play an
important role in NAS.

Thus, you should make an investment in your DIY project: Old computer systems
that still rely on IDE interfaces using the parallel ATA standard only support two hard
disk drives or SSDs per connection. Years ago, the parallel ATA interface was replaced
because of poor performance with the more modern serial ATA (SATA) standard.

The SATA specification not only provides for far higher data transfer rates, it also
allows far larger media; therefore, the cumbersome, error-prone master/slave config-
uration does not apply. If you do intend to use an older computer system for building
your NAS, make sure it at least provides the SATA 2.0 (3Gbps) standard interfaces.

One problem in building a NAS system from existing components is rooted in the
power supply. Legacy models usually have a relatively high power consumption
and are designed for the CPUs of that time, which were not exactly economical.
Because a NAS is usually intended for continuous operation, you can expect signifi-
cantly higher costs if you use such components. Therefore, it is not advisable to use
power systems designed for Pentium 4 processors or the first generation Dual-Core-
branded processors. Newer power supplies, designed for 80 Plus certification, will
ensure greatly increased efficiency.

Finally you should look for hardware that lets you access storage slots easily from
the outside. Commercial systems have replaceable bays with corresponding mecha-
nisms, so a defective disk can be replaced within a few minutes. Conventional cases
generally do not have slots that let you exchange components, but you might be able
to add them retroactively.

When using more than two hard drives, the use of a RAID controller offers better
data integrity in the case of hard disk failure - if you select an appropriate RAID level.
A RAID controller can be quite expensive, so you need to calculate precisely before
the project to see if it is actually still worthwhile upgrading existing hardware for the
desired purpose or if purchasing a compact system will be cheaper.

Because the configuration of software RAID without dedicated controllers can
now be managed easily, especially with regard to the mass storage devices, precise
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planning of the kind of data secu-
3 55 rity you want to achieve is advisable.
The simple software solution might al-
ready meet your needs.

ProLiant MicroServer

The Hewlett Packard Enterprise (HPE) ProLiant MicroServer
Gen8 [1] is optimally designed for use as a NAS and comes
standard with all the necessary components in place from the
factory. You can purchase the device in various configurations,
with processors from a Celeron running at 2.3GHz clock fre-
quency up to an identically clocked Xeon.

A smart array controller with four bays for hard drives or
SSDs is common. The configuration lets you run various
RAID levels with hardware support. The bays with the drive
cages are fitted vertically at the front of the unit behind a
cover, but are not designed for hot-swapping, although they
can hold at least 16TB of mass storage. You need an adapter
if you want to install 2.5-inch drives. The first two slots use
the current SATA 3.0 standard with maximum speeds of
6Gbps, whereas the other two only support the older SATA 2.0
specification.

The device also has four external USB ports that support the
current USB 3.0 standard and three RJ45 LAN connectors, one
of which is designed as an integrated lights-out (iLO) connec-
tor, which, in case of a problem, allows remote management of
the server. The LAN interfaces all support Gigabit Ethernet.

Inside the server on the motherboard is a slot for SD/SDHC
memory cards and a USB port. The internal connections are
bootable, which means you can use media inserted there to
boot operating systems. (See the “Bootable USB Sticks” box for
more information.)

-‘ti
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Another slot for an optical drive with a slim form factor is

- accessible from the outside. On the main circuit board of
the computer are two slots for standard DDR3 memory

s .q. modules and one free PCle slot for additional cards,
which you can access without tools. The

‘% graphics card is a Matrox G200, which

a sends signals via VGA output with reso-

lutions up to 1920x1200 pixels and a color

depth of 16 bits/pixel.

Rockstor Linux
As the operating system for the home-built NAS,

I will use Rockstor Linux, which the developers op-
timized for use as a NAS. You can get the free system
o~ based on CentOS and Fedora - from the project page
. in the form of an approximately 730MB ISO image [2].

Compared with a dedicated NAS system based Linux,
Rockstor comes with Btrfs as the default filesystem and
implements many advantages of the ZFS filesystem [3] al-

ready used by some distributions. The system is also suit-
able for use in heterogeneous IT environments because it
supports SMB/CIFS.

The distribution also uses Docker containers, called “Rock-
ons” in this context, that let you integrate cloud services into
the system. You can configure and manage the system in a cus-
tomized JavaScript interface, which means you can access it at
any time from any computer on the LAN.

Preparation

The ProLiant server initially has an unusually long initializa-
tion phase. However, this ensures that all components are
doing what they are supposed to be doing. To address the mass
storage devices installed in the computer properly using Rock-
stor, you need to configure the SATA controller built in to the
server before installing the operating system.

Pressing F9 during the initialization phase runs the graphical
setup, in which you select the first entry, System Options, by
pressing the Enter key. Next, select SATA Controller Options,
then open the Embedded SATA Configuration dialog by press-
ing the Enter key.

In the new window, select the option Enable SATA AHCI Sup-
port. This turns off the B120i RAID controller, and the mass stor-
age is now under the control of the Intel SATA controller. Now

l BOOTABLE USB STICKS

More and more motherboards have internal USB ports; SD/mi-
croSD slots can occasionally be found on the motherboard, as
well. These ports are marked in the BIOS as bootable, so you can
connect a boot drive in the form of a USB stick or a memory
card. Rockstor Linux also supports USB media as boot drives,
but it is advisable not to use conventional USB flash drives.
Many writes to the devices take place, especially with system
logging, and because the memory cells of commercially avail-
able USB sticks support only a limited number of write cycles,
you should choose a USB flash drive for the boot drive that relies
on single-level cell (SLC) technology. Compared with the usual
multi-level cell (MLC) or even triple-level cell (TLC) flash mem-
ory, SLC can handle many more write cycles, it is significantly
faster, and it has a service life similar to SSDs.
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quit the BIOS by pressing Esc several times, until all the dialogs
are closed. To save the new settings before rebooting, press F10.

This procedure is required to install Rockstor onto mass stor-
age. Because controlling the RAID controller requires a proprie-
tary driver from Hewlett Packard, which is missing from the
standard Rockstor, the system would not cooperate with the
controller. The driver available from Hewlett Packard for the
B120i RAID controller in the network is certified for SUSE En-
terprise Server and Red Hat, but that doesn’t mean it automati-
cally supports all CentOS- or Fedora-based systems: Although
Rockstor let me install the HP driver, it did not work properly.

After customizing the BIOS and restarting, you end up in a
simple GRUB boot manager, which has an option for installing
the operating system directly or after testing the medium. The
third option, Troubleshooting, takes you to a submenu where
you can repair a damaged system or install the system with a
general-purpose graphics driver.

Because the NAS system will not have partitions - just com-
plete mass storage devices - you should install the operating

system on a USB stick if you are only using two hard disk
drives or SSDs, so you can add both internal media to the
storage pool.

In most cases, the default installation should work fine:
Server systems rarely use extremely exotic video cards, which
largely prevents problems with the modules. After selecting
one of the options, the Anaconda graphical installer launches.

In the first dialog, you select the locale and set the time zone.
Next, you define the disks on which to install the system; the
routine will already have selected some sensible defaults. For the
root filesystem, Rockstor Linux exclusively supports Btrfs; you
also set the parameters for the network interface in this dialog.

The routine detects only wired access. In the case of the
server, it is possible to address one of the two Ethernet ports.
The software ignores WiFi hardware; as a result, the dialog of-
fers no way to configure it. During the subsequent installation,
you create a user account for the operating system administra-
tor. The installer copies the system to the mass storage device
in parallel.

After completing the installation and
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rebooting, the system tells you before
you log in that you can access the graph-
ical configuration of the server, if re-
quired, from a web browser on any com-
puter on your intranet by typing the URL
https:// < IP address > . Calling the ad-
dress in a browser branches to a simply
designed page (Figure 1). Here, you first
create the Hostname of the server, as
well as an account for the administrator
of the management interface.

Now, you are taken to a dashboard,
which provides a wealth of information
summarized in groups (Figure 2). Among
other things, it displays the status of the
CPU, memory, mass storage, and network
interface, even showing the throughput.

Figure 1: Rockstor Linux initially expects you to create an account for the administrator.

A horizontal menubar at the top gives
you access to more settings.
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Getting Started
To use Rockstor Linux, you first need to
create a pool and shares. The menu item
Storage | Pools | Create Pool in the dash-
board takes you to a dialog where you
can define new pools, for which you also
set the appropriate RAID level (Figure 3).
If only one mass storage device is avail-
|| able, just set the Raid configuration box
to Single. If you have several disks,
choose a RAID level of 0, 1, 10, 5, or 6.
Clicking Submit completes the pro-
cess, and the system displays a corre-
sponding entry in the table. Then you
can use the Storage | Shares | Create
Share dialog to set up shared directories,

e || while defining compression for the re-

spective shares. After clicking Submit,

Figure 2: The dashboard lists all the important activities and the status of the system.
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To use the shares, you need to publish
them on your intranet. You have several
options for doing this depending on the
client operating systems: In addition to
NFS shares, it makes sense to enable
Samba shares for Windows machines.
The Rockstor system is also capable of
supporting SFTP or AFP for Apple en-
vironments.

All of these options can be reached in
the Storage | File Sharing menu. First,
you need to enable some of the services,
such as NFS and SMB, in the corre-
sponding dialogs by flipping a virtual
switch; without this feature, you would
have to install the software.

The individual network filesystems'
options also let you define the permis-
sions and specify which hosts or subnets
have access. You can then start using the
NAS system as a drive in the file man-
ager of your workstation (Figure 4).

The System | Identity menu, with the
subgroups Users and Groups, have dia-
logs structured similarly to the Storage
option, giving you granular control of
access privileges. Here, you create and
manage your user accounts and groups.

Additions

Much like the dedicated NAS systems
with proprietary operating systems,
Rockstor Linux lets you integrate addi-
tional modules, which come as Docker
containers. To install these modules, go
to the System | Services menu and en-
able the Rock-on service by clicking the
slider to ON (Figure 5). The system
prompts you to release a share specifi-
cally for the additional components and
then enables the service. On the dash-
board, you will now see the available
applications in the Rock-ons menu. Al-
though the selection is not as extensive
as with a dedicated NAS, it extends
from file-sharing services, to the free
ownCloud solution, to media servers
and databases.

Installing the desired application is
just a matter of pressing the Install but-
ton; the system creates a basic configura-
tion before installing, depending on the
service, that integrates the respective
daemon (Figure 6). In the same menu,
you can turn off existing applications
and, if necessary, uninstall them. To do
s0, go to the Installed tab and push the
slider to OFF; then, click on the Uninstall
button.
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Figure 3: With just a few clicks of the mouse, you can create a pool quickly via the web
interface of the specialist distribution for NAS systems.
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Figure 4: Using the desktop file manager, you can mount the NAS on the client.
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Figure 5: An additional service manages the extensions that reside in Docker containers and
for which you need a dedicated share.
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Figure 6: Rock-ons are integrated into your system automatically with a few clicks of
the mouse.

Data Security
Rockstor provides security against data loss through differ-
ent components. For example, you can create snapshots of
the installation in the Storage | Snapshot menu and back up
your data with automated backups. The System | Scheduled
Tasks menu also lets you define fixed periods for when
backups expire.

The developers have also thought of the hardware. By default,
the operating system switches on the S.M.A.R.T. service - if it is

Jj INFO

supported by the hardware - to monitor
your storage, which preemptively finds
hardware defects. If S.M.A.R.T. is en-
abled, you have the option of going to
the Storage | Disks menu to retrieve
data or perform tests by clicking on the
desired drive and then selecting one of
the tabs. A click on the Refresh button
at top right executes the desired func-
tion in the window (Figure 7).

Conclusions

Rockstor proves to be both a sophisti-
cated and a flexible NAS system for
home-built servers, thanks to the use of
Docker containers and Btrfs. The simple
operating concept and the uncluttered
interface go hand in hand with good sta-
bility. Thus, Rockstor is highly recom-
mended for use in everyday life. For
users who want to rehash no longer
used legacy hardware as a central stor-

age system or convert a microserver into a NAS, the free NAS
operating system provides an interesting solution. mEE

[1] HPE ProLiant MicroServer Gen8: http.//www8.hp.com/us/en/
products/proliant-servers/product-detail.htm/?0id=5379860

[2] Rockstor: http://rockstor.com/download.html
[3]1 Btrfs: https.//btrfs.wiki.kernel.org/index.php/Main_Page
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Linux Lite

Linux Lite 3.0 for legacy systems

[RAVEL LITE

Lean Linux distributions compete for the favor of
users with older hardware. Linux Lite enters the
scene with some interesting options for achieving
simplicity with full functionality. sy Erik Birwalat

lder computers with slow pro-

cessors and minimal RAM don’t

work so well with mainstream

desktops and bulky graphical
applications. Several Linux distributions
are designed to appeal to the users of
older systems, offering practical yet
slimmed-down apps and kernels tuned
for a more minimal setting.

New Zealand’s Linux Lite [1] is a lean
Ubuntu derivative aimed at Linux new-
comers. In addition to a lean design and
conscious avoidance of bloat, Linux Lite
offers some simple yet effective manage-
ment tools that will appeal to transitioning
Windows users and other Linux beginners.

Since Linux Lite 3.0 is based on the
current Ubuntu 16.04 version with LTS

-

support, it will receive security updates
for several years.

The hardware requirements are very
modest: Linux Lite is content with a 700-
MHz CPU and 512MB RAM; the monitor
should be able to display at least 1024x768
pixels. Even older computers with 4:3 dis-
plays, such as elderly notebooks, can thus
easily cope with Linux Lite.

The 950MB 32- and 64-bit Linux Lite
images are available from the project
website [2]. You can use these hybrid
ISO images to create a bootable DVD or
USB stick.

Getting Started
Burn the bootable image to a DVD or USB
stick. After you boot the Linux Lite ISO,

Welcome to Linux Lite

LINUX LITE

‘Welcome to Linux Lite. Linux Lite is free for everyone to use and share, and suitable for people who are new to Linux or for people who
want a lightweight environment that is also fully functional.

Linux Lite aims to provide each user with a basic collection of everyday tools, a web browser, email client, media player an Office suite an
image editor and so on. To get the best possible start to using Linux Lite, browse through the information below.

you can either test
Linux Lite in Live
mode or launch a
permanent instal-
lation from the
Grub menu. In

- 9

Start Here @ Support
@ Upgrading & Lite Software @ Help Manual

3 Hardware Recommendations @ Hardware Database

Figure 1: The Welcome screen introduces the system.
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Live mode, Lite
starts up surpris-
ingly quickly,
showing a fully
operational XFCE
desktop. In fact,
you have to look
closely to realize
the visually ap-
pealing system is

Contribute

BR Code

W Donate

11 Social Media

& Show this dialog on startup.

Close

actually the simple and light XFCE. At
first glance, you would swear it is KDE.

Right after booting, Linux Lite displays
a welcome screen and introduces the
system (Figure 1). Clicking on one of the
buttons reveals information about how
the operating system works and what
options it offers.

The Linux Lite developers designed
the Help Manual as a very practical aid:
Clicking on this button launches the
Firefox web browser and opens the lo-
cally installed manual, which provides
information and assistance for the many
configuration options. The instructions
also contain illustrations of the current
menus, so that you will quickly find
your way around (Figure 2).

Only three icons appear on the Linux Lite
desktop in Live mode: In addition to a sym-
bol for the built-in mass storage devices,
you’ll find an icon to let you call the man-
ual, as well as the Install Linux Lite icon,
which calls the Ubiquity installer familiar to
Ubuntu users. Ubiquity installs the system
on your hard drive in just a few steps.

The XFCE desktop looks very tidy with
its classical menu. Strong color contrasts
and large, intuitive symbols allow users to
keep working without delays, even under
adverse lighting conditions, such as note-
book displays with high ambient light.

Fortunately, Linux Lite does without an-
noying, resource-consuming gimmicks

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM

Lead Image © damedeeso, 123RF.com
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Figure 2: The Help Manual familiarizes users with the system.

such as wobbling or crumbling windows.
You will not even find a shadow around
the edges of the window or other subtle ef-
fects, such as intrusive acoustic feedback,
which tends to disrupt the workflow.

Software
A quick look at the main menu and its
branches shows that Linux Lite comes
with a full set of important applications,
in spite of the ISO image's relatively
small size. On board, you will find GIMP
2.8.16, LibreOffice 5.1.2.2, Firefox
46.0.1, and Thunderbird 38.8.0, as well
as the all-round Media Player VLC 2.2.2.
Also included are some smaller applica-
tions from the XFCE treasure trove.
Rounding out the application set is a
useful collection of system programs: For
example, the Settings | Firewall configu-
ration submenu contains the Gufw tool,
which provides a convenient graphical
configuration option for the firewall. The
System | Systemback entry offers an easy
backup tool. In addition, the Accessories
menu has Backups, another tool for en-
abling automated data backups on a cus-
tomizable schedule.

In-House Development
Linux Lite is not confined to the role of a
visually enhanced and resource-friendly
Ubuntu clone: The system also comes
with its own applications, which com-
plement the existing functionality and
contribute to the general ease of use.
These tools include Lite Tweaks, Lite
Software, Lite User Manager, and Lite
Upgrade.

Linux Lite does not have its own soft-
ware store but relies on the Synaptic GUI
and installs from the Ubuntu repositories.

The extensive Ubuntu repository system
provides more than 50,000 packages,
which are ready to install on your mass
storage media. Lite Software, which you
will find in the System menu, comple-
ments the software manager with an in-
teresting alternative: It lets you install the
most frequently used packages at the
push of a button, without long searches;
the tool automatically resolves all depen-
dencies (Figure 3).

Linux Lite

Newcomers, who often find Linux
confusing, will appreciate the Lite Soft-
ware option as a simpler way to manage
packages. Lite Software does not imple-
ment a new package management sys-
tem but uses existing resources. The
most popular packages that you can in-
stall with Lite Software include Audacity,
Calibre, Chromium, Kodi, PlayOnLinux,
TeamViewer, the Tor web browser, Virtu-
alBox, and Wine.

Lite Upgrade performs a complete up-
grade of the operating system after a
new Lite release. You can launch the pre-
installed Lite Upgrade tool with the
lite-upgrade-series3 command to dis-
cover when the next system refresh is in-
tended (Figure 4).

The tweak tool Lite Tweaks (Figure 5)
automatically optimizes the system. You
will find the graphically simple Lite
Tweaks in the System menu. Lite Tweaks
mainly handles the task of cleaning up
obsolete files on the hard drive. You can
also clear the current Firefox cache or
check the options to initiate operating
system-specific actions, such as deleting
the package buffer.

Select Name Category
Audacity Multimedia
.h Calibre Office
6‘ Cherrytree Accessories
E Chromium Web Browser Internet
iz Dropbox Internet
[TEJ Games Pack Games

:j iDevices Manager Multimedia

w Instant Messenger Internet

e Kodi Iultim eclia
Music Player Multimedia

Password Manager Accessories
Pinta Graphics
PlayOnLinux

Remote Desktop Software Internet

EQSCooERM BE

Install Additional Software RE > ]
Select the program you wish to install, then click the Install button. Sort Categories by clicking on the column.
You can select multiple programs to install by holding down the Ctrl or Shift keys.
Status
Mot Installed Software for recording and editing sounds
Mot Installed Afree and open source e-book library management
Mot Installed A hierarchical note taking application
Mot Installed Open-source alternative to the Google Chrome web |
Mot Installed A popular cloud storage application
Mot Installed Provides with Solitaire, Mahjongg, Mines and Hearts §
Mot Installed Manage your iDevices with Gtkpod
Mot Installed Pidgin, a multi-protocel Instant Messenging client
Mot Installed The Kodi Media Center (formerly known as XBMC)
NotInstalled Clementine is a modern music player and library org
Mot Installed KeePassX, an excellent password manager
Mot Installed An easy to use drawing program similar to Paint.Met
Cross Platform Mot Installed Use numerous games and apps designed to run it
Mot Installed Remmina Remote Desktop Client for Windows (RDP)

Restricted Extras Multimedia Not Installed Additional codecs and useful file formats
Skype Internet Mot Installed A popular audio and video chat application
Steam Games Mot Installed Steam is a cross platform gaming client
Teamviewer Internet Not Installed Teamviewer Remote Desktop Support software
Torrent Software Internet Mot Installed Deluge Torrent client software
Tor Web Browser Internet Mot Installed Tor Web Browser a privacy respecting web browser
Video Editing Software Multimedia Not Installed Openshot, a simple to use yet powerful video editor |
VirtualBox System Mot Installed Install other operating systems like Windows from wi
@-7 Weather Monitor System Tray  NotInstalled AWeather Monitor Plugin for your tray
‘,;‘ Webcam Software Internet Not Installed Guvcview, webcam software for your computer
g4 Wine Cross Platform Mot Installed Install and run some Windows programs and games

Description

Cancel Install

Figure 3: The Lite Software tool installs the most frequently used applications on your local
mass storage device with just a few mouse clicks.




Linux Lite

To prevent unconsidered deletions
that could lead to malfunctions or even
make the system inoperable, the devel-
opers added a Status column to the
display. The Caution entry shows that
caution is advisable before deleting the
selection. The Task column shows the
effect the modification will have on the
system.

A Clean entry in the Task column cleans
up the system by deleting unnecessary

files, and information points to useful in-
formation about mass storage devices or
very large files. In the Description col-
umn, Lite Tweaks shows how much disk
space you would save by triggering the
delete action.

A Management Thing

Linux Lite offers various tools for conve-
nient graphical management of the sys-
tem. It cleanly separates the configura-

Linux Lite Upgrade Utility

k

=u The next system upgrade will be available on 1st November 2016.

tion of the actual operating
system and its components
from the components of the
XFCE desktop. For example,
you will find tools for soft-
ware management, printer

CI -

oK

Figure 4: Now you know exactly when the next system

upgrade is scheduled.

configuration, partitioning,
and task management.

There are 2 levels of Status:
Safe - Safe to perform, no harm can be done.
Caution - Proceed with caution. involves altering system files.

Select  MName Task Category Status
Autoremove Packages Clean Packages Safe
Bootup Fix Fix Repair Caution
Default\Web Browser  Preferred  Browser Safe
Display Disk Usage Information Systemn Safe
Firefox Clean Internet Safe
Hostname Edit System Caution
Kernel Removal Clean System Caution
Locate Large Files Information Systemn Caution
Log Archives Clean System Safe
Package Cache Clean Packages Safe
Package System Repair Fix Repair Caution
Thumbnail Cache Clean Images Safe
Whisker IMenu Clean Menu Safe

Lite Tweaks R ]

Select the task you wish to perform, then click the Begin button. Sort Categories by clicking on the column,

You can select multiple tasks to perform (password required for some tasks).

Dest

ption

Remove packages installed for programs that are no longer present
Restore the boot splash to Linux Lite

Setyour defaultweb browser

Display overall disk usage information for all partitions

You can currently remove 1.5MB from your Firefox cache

Change your computer hostname (you MUST reboot after)

Remove kernels you no longer wish te boot from

Find files on your system within a size range

You can currently remove 476KB worth of archived logs

You can currently remove 16 1MB worth of files from your package cache
Restore the package management system to default

You can currently remove 0kB from your thumbnail cache

You can currently remove 10 Recently Used itemss from your Whisker Menu

Quit Begin
Figure 5: Lite Tweaks helps you keep your system trim and lean.
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Figure 6: The XFCE Settings Manager provides tools for managing the XFCE desktop.
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The Settings menu includes the tools
for the desktop configuration. This in-
cludes, in particular, the integrated XFCE
management interface Settings, which
primarily defines the appearance of the
desktop environment and specifies how
removable drives, input devices, and ser-
vices are handled (Figure 6).

The individual options grouped in the
Settings tool can be accessed via the
Settings menu, so you do not need to go
through the tool in many cases. The XFCE
desktop offers a perfect balance in terms
of configuration options: You cannot drill
down to the smallest detail, as you can
with KDE, but you can access signifi-
cantly more options for individual modifi-
cations than in newer versions of Gnome.

The Linux Lite Settings menu includes
tools for the network configuration, in-
cluding the ability to customize the fire-
wall graphically without in-depth knowl-
edge of iptables. Install drivers is a
graphical tool for addressing hardware
with proprietary drivers. The Install
drivers tool proves especially useful
with recalcitrant WLAN and UMTS
cards, and if you need to support laptop
graphics chips: The installation of pro-
prietary drivers and firmware files can
easily be automated without the need to
search the vendor pages and manually
load OEM modules.

Conclusions

Linux Lite has an impressively efficient
approach and excellent hardware sup-
port on older machines. For example,
Lite ran very smoothly on laptops that
were between five and eight years old,
some of which had hardware that is hard
to address with Linux.

And thanks to Ubuntu’s extensive soft-
ware repositories, you can customize
Linux Lite for virtually any use case. The
lean, but by no means boring, XFCE
desktop ensures an appealing look and
supports efficient work, thanks to good
ergonomics. Users migrating from other
operating systems, and newcomers who
want to avoid a long learning curve, are
well served with Linux Lite. mmm

Jj INFO

[1] Linux Lite:
https://www.linuxliteos.com/

[2] Download Linux Lite:
https://www.linuxliteos.com/
download.php#current
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KDE is steering the Plasma 5.8 desktop into calmer waters through long-term support, while
the developers continue to extend and perfect. By Ferdinand Thommes

hen Matthias Ettrich created

the Kool Desktop Environ-

ment more than two de-

cades ago [1], no one knew
where the journey was heading. Ettrich
had noticed that the already five-year-
old Linux was becoming increasingly so-
phisticated, but it lacked a uniform and
stylish desktop environment that made
daily work easier for end users.

For more than 20 years and five gen-
erations of software, KDE has remained
true to its task of supporting end users,
whereas Gnome, which is three years
younger, increasingly targets develop-
ers and other professional users.
Ettrich’s ongoing commitment led to
some personal recognition: He was
awarded the Medal of Merit of the
Order of Merit of the Federal Republic
of Germany in 2009 for founding the
KDE project.

30

Tripartite

KDE comprises three parts: KDE Desk-
top; KDE Frameworks, which was pre-
viously monolithic KDE libraries; and
KDE Applications. The desktop compo-
nent has gone by the name Plasma
since the fifth incarnation. Although
the three components interact, they do
not need to be released together. This
independence makes work easier for
developers.

Plasma is currently at version 5.8 and,
as the first LTS version in the fifth cycle,
now offers long-term support with secu-
rity updates and bugfixes for at least 18
months [2]. The same is true for KDE
Frameworks 5.26. The extended support
will make it easier for enterprise Linux
distros to offer continuous support for
the lifetime of the release.

Plasma 5.8 LTS was released in early
October; most of the remaining errors

from version were 5.7 eliminated, and
some changes were introduced.

Task Manager

The previous Plasma 5.7 introduced a
task manager back end [3]. The previ-
ous code was already 16 years old and
designed for X11, which made it diffi-
cult to use with the new Wayland dis-
play manager. In Plasma 5.8, some ap-
plets that use the new back end have
been completely revised; in particular,
the pager and the window list have
seen extensive changes. They now ob-
tain their data directly from the task
manager, which saves memory and con-
serves resources.

Even the task manager itself gets some
new features with Plasma 5.8. You can
now drag files onto a linked application
in the task manager and open them
along with the program. The context

Lead Image © NASA_ngc7635bubble_hubble26, 123RF.com
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Figure 1: The Kate jump list in the alternative
Dash menu.

menu of applications in the task man-
ager now also supports media control.
With a right-click on the application in
the bar, you can control the volume of
music and movies or skip to the next
track in a playlist.

Jump Lists

One major simplification with

Plasma 5.8 involves how global key-
board shortcuts are handled [4]. Ac-
tions can now be called using a single
modifier key like Ctrl, Alt, or Shift with-
out having to press another key. The
Windows button, also referred to as the
Meta key on Linux, now defaults to
opening the K menu as a dash in full-
screen mode. This innovation is cur-
rently not reflected in the Shortcuts part
of the system settings; you need to con-
figure it manually in ~/.config/kuinrc.
Jump lists introduced in Plasma 5.6
make it possible to open applications
with a direct jump to specific functions
(Figure 1). They now also allow jumps
within a single application at the push
of a modifier button, which means you
can open, say, the Compose window of
an email client or a web browser in pri-
vate browsing mode [5].

Multimonitor

Plasma 5.8 finally puts an end to the
problems that existed in earlier Plasma
versions with controlling multiple moni-
tors. The same applies to the use of pro-

jectors or docking stations. On the soft-
ware side, Plasma now uses Spectacle
instead of KSnapshot for creating screen-
shots (Figure 2). Plasma Discover, a tool
for targeted searches for applications,
has been newly developed in line with
the specifications of the Kirigami frame-
work (Figure 3).

A few improvements to the Save dia-
log in Spectacle would be helpful: The
dialog does not include the Places dis-
play in Dolphin and requires several
mouse clicks more to access frequently
used storage locations.

Major upheavals unnoticed by users
have been taking place under the Plasma
hood for some time now. These changes
mainly concern the KWin window man-
ager, which the developers have been
preparing for the new Wayland display
manager [6]. For example, the KDE win-
dow manager under Wayland already
supports all the common features found
in X11.

Plasma 5.8

Future
The KDE developers are still working on

bringing the full KDE4 functionality to
Plasma 5.X, but a quick look at KDE de-
veloper Sebastian Kiigler’s plans [7] re-
veals that, for example, the global menus
are set to return in a contemporary form
as early as January 2017 with Plasma 5.9.
This change will mean that application
menus will appear outside of the applica-
tion window, as in Ubuntu’s Unity: at the
top of the screen or in the system tray.

Additionally, just three Plasma releases
per year are planned for the next two
years. The developers hope for a better
balance between development work and
stabilization phases between the releases.
Plasma 5.9 is set for release January 31,
2017, and the next LTS version is sched-
uled for August 2018 in Plasma 5.14. The
next LTS version will correspond with an-
other LTS version of the underlying Qt
framework, which is planned for the
summer of 2018.
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Figure 2: Spectacle has replaced KSnapshot as the screenshot application.
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Figure 4: The tidy System Settings window provides easy access to configuration options.

Problems

KDE still faces one problem: The PIM
suite Kontact and KMail have fallen even
further behind the general development
and are still fraught with many errors.
Back in KDE4 days, two new technolo-
gies were introduced to KDE that caused
many problems for Kontact and KMail:
the Nepomuk semantic desktop and the
Akonadi datastore, which provide PIM

applications such as email and calendar
programs access to uniformly managed
data and metadata. Nepomuk has now
been tamed by the new index and search
framework Baloo, but Akonadi is still
having problems, displaying complexity
that does not fit well with the ambitions
of an intuitive PIM suite.

Gnome and KDE have shifted increas-
ingly away from each other in recent years,

dd — Dolphin
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El Images
3 audio Files
H videos
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8 Folders, 2 Files (0 B) L - 24,7 GiB free

Figure 5: Dolphin from Plasma 5.8 in openSUSE Leap 42.2 RC1.
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with Gnome becoming more simplified,
leaving out tried and trusted features of
the past. The fifth generation of KDE con-
tinues to polish its claim of being configu-
rable throughout, but usable with the de-
faults. KDE has sacrificed nothing of this
vaunted configurability in Plasma 5. On
the other hand, the default configuration
meets most requirements, without confus-
ing or missing too much.

Conclusions
The latest KDE is the best that ever ex-
isted in the eyes of many users. You
might not like the default wallpaper, but
you can replace it in seconds if you are
not satisfied. All told, the visual appear-
ance is clear, elegant, and businesslike at
the same time; the design retires to the
background and is unobtrusive (Fig-
ure 4). With Dolphin as its control cen-
ter, KDE has undoubtedly one of the best
file managers on the market (Figure 5).
With Plasma 5.8 LTS, KDE finally
seems to have settled into the fifth cycle.
The KDE developers have already treated
Plasma 5.8 to two minor updates, which
are available in cutting-edge distributions
such as KDE Neon [8] or the small but
impressive KaOS [9]. With Plasma 5.8,
KDE now seems more than ever to know
where the project is going. mmm

I INFO

[1] Announcement:
https://groups.google.com/forum/
#loriginal/de.comp.os.linux.misc/
SDbiV3lat_s/zv_D_2ctS8sJ

[2] Plasmab5.8LTS:
https://vizzzion.org/blog/2016/09/Its-
releases-align-neatly-for-plasma-5-8/

[3] Task manager:
https://blogs.kde.org/2016/05/31/new-
plasma-task-manager-backend-
faster-better-wayland

[4] Keyboard shortcuts:
https://blog.martin-graesslin.com/
blog/2016/08/modifier-only-
shortcuts-available-in-plasma-5-8/

[5] Discussion on jump lists:
https://forum.kde.org/viewtopic.php?
f=285&t=129536

[6] Wayland in Plasma:
https://blog.martin-graesslin.com/
blog/2016/06/wayland-in-plasma-5-7/

[71 Plasma roadmap: https.//vizzzion.org/
blog/2016/10/plasmas-road-ahead/

[8] KDE Neon: https:/neon.kde.org/

[9] KaOS: https://kaosx.us/
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Encrypt files and folders with TruPax 9

Wrapped

The TruPax tool specializes in encrypting small datasets to
safeguard your data from prying eyes. By Erik Birwaldt

ryptographic software tools are
two a penny on Linux, but
complete encryption of a disk
or partition is hardly worth-
while for individual
small datasets.
On the one
hand, it takes
a long time
to complete
the opera-
tion de-
pending
on the
physical
size of the
storage me-
dium; on the
other hand, en-
crypted partitions
are no longer porta-
ble. One remedy is
cryptographic soft-
ware that bundles
the data into vol-
umes of variable
sizes. In

— e

this article, I look at TruPax 9, a simple
but useful application for home use.

The standard solution - the undis-
puted King of the Hill, at least on Linux
- was TrueCrypt until the developers
surprisingly stopped working on the tool
under partly unexplained circumstances
in May 2014 [1]. As early as 2013, VeraC-
rypt was created as a fork of TrueCrypt [2];
it provides the same functionality while
eliminating most known bugs from
TrueCrypt.

Whereas VeraCrypt is designed for en-
crypting large datasets, TruPax [3] is a
smaller tool and a good alternative for
quickly and reliably keeping small
amounts of data safe from unauthorized
users. The volume format is compatible
with VeraCrypt, so the volumes you cre-
ate can be opened and edited in either
application.

Setting up TruPax
Although the program has been in de-
velopment for some time, you will so
far not yet find TruPax in the software
repositories of the popular distribu-
tions; this means pick-
ing up the program
from the project
page. Versions
for 32-bit and
64-bit Linux
are available
along with the
source code.

“
(0=

The source archive is a roughly 40MB
ZIP file, which you can unpack and in-
stall in any directory. In the newly cre-
ated subdirectory, call the ./install.sh
script, which copies the complete pro-
gram to /opt/trupax/ and adds a starter
to the application menu. Because the
installation script temporarily requires
administrator privileges, it prompts you
for a password. If you work in a distri-
bution that only supports sudo after
manually installing the appropriate
software package, then you need to
move the entire program folder to the
/opt/ directory yourself.

After completing the setup, you can
launch the GUI version of the program
with the trupaxgui command. The trupax
command-line tool, which also exists, ac-
cepts a large number of parameters,
which it outputs when called without op-
tions. To use the software more conve-
niently in the future without changing to
the command line, you can create a
starter in the menu tree after the manual
installation.

Interface

The application window (Figure 1) ap-
pears spartan at first glance: On the
left is a large, empty list area immedi-
ately after launching the program. On
the right are some buttons that let you
create, edit, or unzip volumes and add
some storage options. At the bottom
left is a color-inverted activity and
progress bar that indicates the current
state of the software.

At the top is a small horizontal me-
nubar with File and Help entries. If you
have any doubt about a feature, simply
mouse over the item in question: The
program provides bubble help that
briefly explains the operation in a sen-
tence or so.

Packing
The first step is to define which files or
folders you want TruPax to add to the
volume and encrypt. To do so, click
Add Files or Add Folder at the top right
in the program window. If you want
TruPax to encrypt directories recur-
sively (e.g., to add all the subfolders
to the volume), check the Include
Subfolders option.
If you want the software to
save complete paths as in the
source tree without saving the

OM | LINUXPROMAGAZINE.COM
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Size Date S Files...
Add Folder..
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Store Full Path

Mo merging -

Clear

Free Space:

Label

Figure 1: Spartan but yet very easy to use: the application window in TruPax 9.

drive identifier, then also check the Save
Full Path option. As soon as you click on
the dialog to add files or folders, a file
manager appears to let you select the de-
sired content. The software displays the
volume size and the size of the selected
files in the status area at the bottom of
the program window.

Finally, enter a name for the volume in
the Label box. The name can comprise
numbers and letters and up to 15 charac-
ters. Do not confuse this identifier with
the actual name of the volume file: The
identifier serves as a kind of drive identi-
fier for the VeraCrypt volume.

Same Name

On systems with large amounts of data,
files commonly have the same names
within nested directory hierarchies. If
you save such a complete folder hierar-
chy in a volume in TruPax without sav-
ing the source tree, you will inevitably

experience conflicts when you save the
files with identical names.

To prevent TruPax accidentally over-
writing the original file with a newer
version, select the No merging option
in the corresponding drop-down menu
of the program window. If this entry
reads Merge instead, a newer file with
the same name will overwrite the
older file, and the program does not
take upper- and lowercase into ac-
count. The option Merge Case Sensi-
tively only overwrites an older file
with a newer file of the same name if
the spelling of the two file names
matches exactly.

Before creating the volume, you
check the Write-protected option on
the right in the program window to tell
the program to make the volume read-
only, and thus immutable. The option
Wipe Afterwards deletes the original
files as soon as TruPax has created the

13 TruPax
File Help
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Figure 2: Let TruPax create the volume after selecting the data to be encrypted.
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Invalidation Confirmation x
/home/linuxmag/Downloads/TruPax9A/Untitled.hc

4 ;'\ Do you really want to invalidate this volume?
Invalidation will cause its content to become unrecoverable,
since the master key will be destroyed.

Continue Continue and Delete Abort

Figure 3: TruPax lets you irrevocably delete
volumes.

volume. To keep the volume compati-
ble with VeraCrypt, if necessary, check
the For VeraCrypt parameter.

XXL

TruPax automatically sets the size of the
volume so that it matches the total vol-
ume of the files and folder of the origi-
nal content. The program thus avoids
wasting disk space on the target me-
dium. However, if you add files to the
volume that you want to edit later, it is
advisable to allocate additional space to
the volume.

In the Free Space field, type an integer
value followed by the letter k, m, or g for
kilo-, mega-, or gigabytes. TruPax adds
the desired storage capacity and displays

18 An Error Occurred - + x

Cannot unlock volume File.
€ code: 21 (CANNOT DECRYPT)
Details: ne matching algerithms

OK
—)

Figure 4: No way back: Invalid volumes do
not reveal data.

the total in the status display in the
lower left corner.

After completing the file and folder se-
lection, click the Make Volume button at
the bottom (Figure 2). In the dialog box
that then appears, enter the name for the
volume file and select the storage path.
TruPax typically uses the TrueCrypt-
compatible volume format as the file ex-
tension (.tc). If you enable VeraCrypt
compatibility, the volume name ends
with . hc instead.

In the next step, the routine prompts
you for a password that you must spec-
ify later on when you open the volume.
Select a password as secure as possible
so the volume is not exposed to the risk
of dictionary attacks; note that TruPax is
case sensitive. You need to enter the
password a second time to confirm.

After assigning the password and
clicking on Proceed, TruPax writes the
volume to the hard drive. The applica-
tion uses a 256-bit key with the secure
AES algorithm for encryption. Depend-
ing on the data being encrypted, the
process can take a while to complete.

Unpack and Destroy
To unpack volumes again, select File |
Extract. TruPax opens a dialog in
which you specify the destination for
the unpacked directories and files and
the volume to extract. Next, just enter
the password for the volume and wait
for the software to extract the data to
the desired location. The original vol-
ume is kept.

Unneeded vol-

¥ VeraCrypt

Volumes Favorites Tools Settings Help

slot  Volume
= 2

= 3

= 4

= 5

=6

= 7

= 8

=9

= 10

= 11

Create Volume Volume Properties...

Volume
/home/dd/untitled.hc

vencoe [ Never save history

Dismount

Auto-Mount Devices
J

Size Mount Directory

Volume Tools...

Dismount All

umes represent a
potential security
risk, as long as you
do not dispose of
them safely. A sim-
ple delete does not
reliably remove a
volume from the
disk; it can be re-
constructed just
like any other file
by special soft-
ware. To make an
obsolete volume
physically disap-
pear from the re-
spective data car-
rier, TruPax offers
a function for de-

Type

Select File...

Select Device...

Exit

Figure 5: You can use TruPax volumes on systems with VeraCrypt.

36

stroying files.

The option for this is File | Invalidate |
Continue, which destroys the header in
the volume and thus throws away the
key. In the corresponding deletion dia-
log, you will also find the Continue and
Delete option, which physically removes
the volume from the disk so that the
space can be used for other purposes
(Figure 3).

Invalidated volumes that are not de-
leted simply remain on the system. How-
ever, you no longer have a way to access
the data stored in the volume, even if
you know the assigned password. As
soon as you try to extract such a volume
in TruPax, the software outputs an error
after you enter the password (Figure 4).

In VeraCrypt, you can easily mount a
volume encrypted with TruPax as a con-
ventional volume, assuming you prepared
it appropriately by setting the For VeraC-
rypt option in the TruPax program win-
dow. If you then load such a volume in
VeraCrypt, the TrueCrypt successor de-
crypts the volume and mounts the data as
a drive (Figure 5). The name entered as
the Label in TruPax is used as the volume
label. A volume that is modified in VeraC-
rypt can be opened again in TruPax.

Conclusions
TruPax gives you the ultimate tool for
encrypting smaller datasets that you
want to access on the go. The software
impresses with its fast and stable func-
tions and its intuitive interface that elim-
inates visual overkill. The 256-bit AES
encryption feature reliably backs up the
data and safeguards it from prying eyes.
Moreover, TruPax is compatible with
VeraCrypt, which makes it much more
flexible than a proprietary volume for-
mat, SO you can access your data on
computers that only have VeraCrypt in
place - even if it’s a Mac or Windows
machine. TruPax is thus recommended
without restrictions for smaller datasets
on removable storage. mmm

Jj INFO

[1] True Goodbye: ‘Using TrueCrypt Is
Not Secure’, by Brian Krebs:
https.//krebsonsecurity.com/2014/05/
true-goodbye-using-truecrypt-is-not-
secure/

[2] VeraCrypt:
https://veracrypt.codeplex.com

[3] TruPax:
https.//www.coderslagoon.com/


https://krebsonsecurity.com/2014/05/true-goodbye-using-truecrypt-is-not-secure/
https://krebsonsecurity.com/2014/05/true-goodbye-using-truecrypt-is-not-secure/
https://krebsonsecurity.com/2014/05/true-goodbye-using-truecrypt-is-not-secure/
https://veracrypt.codeplex.com
https://www.coderslagoon.com/

Lead Image © Kirsty Pargeter, 123RF.com

Spam-Detecting Neural Network

Detecting spam users automatically with a neural network

Build a neural network that uncovers spam websites. 8y chris Hinze

ebsite builders - online
hosting services that pro-
vide tools for non-technical
users to build their own
websites - are frequently exploited by
spammers looking for a convenient
launching pad. Checking thousands, or
sometimes millions, of web pages manu-
ally to look for evidence of a spammer is
both tedious and inefficient.

In this article, I show how to build a
suitable spam-searching neural network
with help from Google’s TensorFlow ma-
chine learning library [2] [3] and
TFLearn [4], a library with a high-level
API for TensorFlow. Even if you don’t
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Nuremberg, Germany, g .
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Lochmann New Media GmbH as a web
developer. His work there involves
back ends for smartphone apps, and he
has collaborated on automated spam
recognition for homepage-baukasten.de.

spend your days searching for spam-
mers, the techniques described in this
article will give you some insights on
how to harness the power of neural net-
works for other complex problems.

Training Day

The neural network needs both positive
and negative samples in order to learn.
This solution starts with a manually
compiled list of sample users divided
into spammers and legitimate users,
taking care to distribute both types in
equal numbers. Alongside this classifi-
cation (spammer or not spammer), the
data set contained the user’s name or
the website that belongs to the user, the
IP address with which the site is regis-
tered, and the language version associ-
ated with the site.

As a result of the solution described
here, the neural network now automati-
cally recognizes new spammers as they
register. The next step is to combine
this automatic check with a manual
check. A Python script automatically
blocks sites that the network classifies

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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with a very high probability of being
spam, and an employee manually
checks the sites that are deemed high
probability.

Sound Network

Neural networks are mathematical mod-
els that can approximate any function. A
neural network is guided by networked
neurons similar to those in the human
brain, such as in the visual cortex. What
makes these networks special is that you
do not have to model their behavior ex-
plicitly; instead, you train the network
using sample data.

Neural networks help out when it is
difficult to model functions manually,
and they are often used in image and
speech recognition. You need to provide
the neural network with training data
that has already been classified, and it
will then attempt to classify new data in
a similar way.

A single artificial neuron comprises
several weighted inputs and an activa-
tion function, which is usually non-lin-
ear and helps to determine the output
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value of the neuron. There is also a
threshold value or bias, which comple-
ments the weighted inputs, thus influ-
encing the activation function. The

mathematical formula behind this con-
cept is as follows:

The formula uses the w vector to weight
the input vector x and calculate the sum

SOLVING PROBLEMS WITH NEURAL NETWORKS

A single neuron can already solve lin-
early separable problems. The binary OR
function is an example of such a linearly
separable problem. If you enter the pos-
sible inputs in a coordinate system, the
two output values can be separated with
a straight line (the top right neuron in
Figure 1).

Few problems, however, are so easy to
solve. A single neuron is typically not
enough to make a classification. Full net-
works composed of neurons are used in
practice, because more complex chal-

lenges can largely be split into separable
sub-problems, which individual neurons
can then solve.

Figure 1 shows the binary exclusive OR,
which proves not to be linearly separa-
ble. A single line is not sufficient to sep-
arate the two ones from the zeros. As
the propositional logic is aware, the
XOR function consists of a combination
of two conjunctions:

Both the two conjunctions and the dis-

junction can in turn be separated linearly.

It is therefore possible to model the binary
exclusive OR with

three neurons, with
one of them receiv-
ing the outputs of the
two others. This
combination of neu-
rons forms a small,
two-layered neural
network.

As the small exam-
ple demonstrates,
deep learning ex-
perts can calculate
complex functions
with ease by com-
bining multiple
neurons. The

O
1

strength of a neural

o network increases
with the number of

f layers used. The

Figure 1: A binary XOR is not linearly separable per se, although
it can be split into linearly separable sub-problems.

layers allow experts
to compute more
functions.

of both. It then adds the bias b, using the
activation function phi. When developers
skillfully combine several neurons, they
can compute more complex functions
(see the box titled “Solving Problems
with Neural Networks”).

Networked Learning

Several layers of interconnected neu-
rons form a neural network (Figure 2).
These layers consist of at least an input
layer, which receives the input values,
and an output layer, on which the data
arrives after passing through several
hidden layers. All the neurons on a
particular layer generally use the same
activation function.

Neural networks learn through an op-
timization process that determines the
parameters of the network, the weight-
ings of the connections, and the bias of
all the neurons, then refines these val-
ues step by step. The process that deter-
mines parameters is one of the optimi-
zation problems. This process involves
the use of many traditional numerical
analysis methods (e.g., the gradient
method [5]).

The script first initializes the network
using random parameters. Next, the
script applies the training data set to the
neural network and determines the dif-
ference between the network’s results
and the correct results from the training
data. The gap between these results is
the loss, which the script attempts to
minimize in the course of the optimiza-
tion process.

Circuit Training
The training is conducted iteratively.
During a pass (an epoch), the developer

»

o

Input Layer

Hidden Layers

Output Layer

Figure 2: A neural network with two hidden layers.
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Figure 3: The gradient descent method
determines a function’s minimum in this
simplified depiction.



passes the complete data set through the
neural network one time and works out
the loss. You do not use all the data at
once in this process but, rather, divide it
into smaller portions (batches) for per-
formance reasons.

In the course of a later epoch, the
training script sets new parameters via
the optimization process, incurring a
smaller loss. Ideally, the loss will con-
verge toward a specific minimum value.
The network can then be regarded as
trained, and the training script stores the
calculated weightings and threshold val-
ues that produced the minimum loss.

Figure 3 shows a simplified view of
how the gradient descent method deter-
mines the minimum for an individual
weighting u. The x-axis is the weighting,
and the y-axis is the loss function’s value
with this weighting. The training script
determines the loss graph’s differentia-
tion - and thus its slope - with each iter-
ation of the gradient method at the point
of the current weight, then moves a step
in the learning rate (eta) direction.

Interesting Properties

The fields of the data sets, which are
used as inputs for the network, are
known as properties. The neural net-
work works with real numbers, which
means names and IP addresses cannot
be added directly as properties in the
form of strings.

Our experience shows that spammers
often use very cryptic usernames. We
were able to derive the following proper-
ties to help identify spammers: the
length, the number of hyphens, the
number of numerals, the differentiation
of the characters, the number of vowels,
the number of non-letters, and the oc-
currence of certain keywords (e.g., cred-
its, 100mg, taler).

A geolocation database breaks down
the country, matching a particular IP ad-
dress and the ISP. The on-hand data re-
veals how often an ISP operates as a
spammer, how frequently a combination
of a particular country of origin and cho-
sen language appears for the website
builder, and which countries transmit an
especially large amount of spam.

The next step is to sort out properties
that do not correlate strongly with the
class and thus contribute little to the
outcome. The reason for sorting out the
data that doesn’t correlate strongly is

that a smaller network can be trained
more quickly and needs fewer re-
sources. I can use a correlation matrix
to discern how well-suited properties
are for spam detection.

Spam-Detecting Neural Network

Listing 1 shows a Python script for
setting up the correlation matrix. The
script reads a CSV file with the data,
computes the correlation matrix using
the np.corrcoef () function, and finally

l LISTING 1: correlation.py

01
02
03
o4
05
06
o7
08
09
10
11
12
13
14
15
16
17
18
1)
20
21
22
23
24
25
26
27
28
29
30
31
32

33

34
35
36
37
38
39
40
4.1
42
43
a4
45
46
&7

import
import
import
import
import

import

from PIL import Image,

csv
numpy as np
os

sys

dnn
tflearn

ImageDraw

def read_file(filename):

data = []
with open(filename, "r") as file:
reader = csv.reader(file, delimiter=",")
next(reader) # Skip header
for row in reader:
row.pop(0) # Remove username
row = map(float, row)
data.append(row)

return data

def calculate_correlation_matrix(data):

with np.errstate(invalid="ignore")

return np.corrcoef(data, rowvar=0)
def draw_matrix(matrix, filename, size=20):
n = len(matrix)
img = Image.new("RGB", (n*size, n¥*size))
draw = ImageDraw.Draw(img)
for i in range(0, n):
for j in range(0, n):
color = "hsl(0, 0%%, %d%%)" % (matrix[i][j]*100)
draw.rectangle((i*size, j*size, (i+1)*size,
(j+1)*size), fill=color)
img.save(filename)
if __name_ == "__main_ ":
if len(sys.argv) < 2:
sys.exit("Usage: python correlation.py <input-csv-file>")
input_file = sys.argv[1l]
data = read_file(input_file)
matrix = calculate_correlation matrix(data)
draw_matrix(np.absolute(matrix), "correlation.png")
print(matrix)
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generates a PNG file with the density
plot of the matrix. The script ignores the
first column (in the username sample
data) during this process. If the CSV file
contains other values that are not real
numbers, you will have to modify the
read_file() function accordingly. The
class, which distinguishes spammers
from legitimate website builders, is in-
tended to be in the last column.

The density plot (Figure 4) shows an
overview of which properties are partic-
ularly suitable. Each row and column
cover a property. The lighter the field,

Figure 4: The correlation matrix density
plot reveals the interdependencies among
properties.

the higher the correlation between the
row property and the column property.
The last row and column reveals the cor-
relation with the class. For this reason,
the lighter colored the field in the last
row and column, the better suited the
properties to the classification.

The correlation matrix also reveals
whether two characteristics are exces-
sively similar and whether it would be
sufficient to classify them as one where
possible. The properties 6 (the number
count in the username) and I0 (the
number of non-letters) would be an ex-
ample of this. The white field indicates a
strong relationship between both these
variables. It is therefore sufficient to take
property 6 into account, because 10 pro-
vides no additional information.

Hyperparameters

The lion’s share of work with neural
networks is in determining the struc-
ture or configuration of the network
with the aid of hyperparameters. De-
velopers usually perfect this process
manually by individually training each
network configuration and comparing
the results until ending up at a good

Linear Sigmoid

Tanh Relu

Figure 5: The most important activation functions at a glance.

- Loss/Validation
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Figure 6: Loss during training at different learning rates, with the blue curve representing the ideal.
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configuration. Hyperparameters in-
clude the number and size of the lay-
ers, the activation functions for the
layers, the number of epochs, the size
of the data batches, the optimization
process, and the learning rate.

TFLearn offers a variety of activation
functions in the tflearn.optimizations
package. Figure 5 depicts the most im-
portant of these functions; the easiest is
the identity or the linear activation func-
tion, which returns the input value unal-
tered. The sigmoid function is non-linear
and so is more interesting as an activa-
tion function than the linear equivalent.
The function is restricted and only pro-
duces positive values between 0 and 1.

Tanh can be compared with sigmoid,
except that it returns values between -1
and 1. A further activation function is
known as a rectified linear unit, or Relu.
You can think of this as a linear function
with a threshold value. Relu converges
very quickly and is the recommended
function at this time. We also use it for
our network.

Another important activation func-
tion goes by the name softmax. The
softmax function creates a relationship
between the value of the neuron and
the values of other neurons in the layer.
Its special characteristic is that all out-
put values in this layer add up to 1.
Users often use this function for the
output layer in networks whose pur-
pose is to classify. The network’s output
can then be interpreted as probabilities
for the individual classes.

You also pick an optimization process
along with the layers and their activa-
tion functions. Adam, an algorithm
with which you can generally achieve
good results, is often used by develop-
ers to train neural networks as an alter-
native to the classic gradient method.
Adam also needs a learning rate. The
preset value of 0.001 is a suitable learn-
ing rate to start with, although it can be
reduced to achieve an even better out-
come where possible. All the optimiza-
tion techniques supplied with TFLearn
are included in the tflearn.optimizers
package.

You can train your network and mea-
sure its accuracy by using the hyperpa-
rameters you have found, before proceed-
ing to vary the parameters. You continue
to repeat this process until you can no
longer significantly increase the accuracy.



Figure 6 shows the loss during training
in graph form. The graph will indicate
whether the learning rate is too high or
low. The loss graph is intended as far as
possible to resemble a falling exponential
curve (the blue graph). If the learning rate
is too high, the loss initially drops quickly,
although it is possible that it may con-

verge prematurely (red). This indicates

that you have not yet found the optimum.
The loss only drops very slowly when the

learning rate is too low, and it is more Z:
likely that you actually find the global op- s
timum (yellow). You can increase the o
batch size if the loss graph is too noisy. o
Genuine Configuration o8
Although the optimization process aims g
for a good result with use of the training uE
data, it is possible that the network could, 09
in a sense, learn the training data by heart 10
instead of generalizing and developing a 11
common method. This effect is called 12
overfitting [6]. To test whether the net- 13
work does generalize, you have to split 14
the data set in advance into training data 15
and validation data. Use the training data -
for optimizing parameters, determine the .
accuracy via validation data still un- s

known to the network, then compare the

data for testing the neural network.
Training, validation, and test data is typ-
ically distributed at an 80:10:10 ratio.
The network here consists of a layer of
30 neurons with the linear activation
function and four Relu layers with 30
neurons each. Adam optimizes with a
0.00001 learning rate. After 500 epochs,
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the activation function achieves an accu-
racy of 92.6 percent with the validation
data and still manages 91.9 percent with
test data. The training lasted around 30
minutes on a MacBook Pro.

You can normalize the data in ad-
vance if you want to produce a better
result. To normalize, begin by weighting

l LISTING 2: train Function from dnn.py

def train(name, dir, input, net, optimizer, batch_size, epochs):

# Import and distribute data
data, labels = parse_csv(¥input)
X_train, X_val, X_test, y_train, y_val, y_test = split_data(data, labels)
# Preprocessing: zero-center, and normalize

X_train, mean = tflearn.data_utils.featurewise_zero_center(X_train)
X_train, std = tflearn.data_utils.featurewise_std normalization(X_train)
X_val = tflearn.data_utils.featurewise_zero_center(X_val, mean)

X_val = tflearn.data_utils.featurewise_std_normalization(X_val, std)
np.save(dir+"mean", mean)

np.save(dir+"std", std)

# Training
net = tflearn.regression(net, optimizer=optimizer)
model = tflearn.DNN(net, best_checkpoint_path=dir)

model . fit(X_train,
show_metric=True, n_epoch=epochs, batch_size=batch_size, run_

_train, validation_set=(X_val, y_val),

different network configurations. id=name)
In addition to training and validation 19
data, you’ll also need to set aside some
000 Pumows  x Loms |
€ = C [} 127.0.0.1:6006 TS =
orBoard DIO 0 . @
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Figure 7: TensorBoard graphically processes the statistical data from TensorFlow.
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the values to the average by subtracting
the arithmetic mean. You then bring the
data to the interval [-1, 1] by dividing
by the standard deviation. It is impor-
tant to determine the arithmetic mean
and standard deviation only with the
training data and to reuse these values
for the validation, testing, and produc-
tion data.

TensorFlow

The TensorFlow library implements the
neural network. TensorFlow comes with
TensorBoard, a web app that displays

statistics from TensorFlow and pro-
cesses them graphically (Figure 7). Ten-
sorBoard helps with optimizing the net-
work structure and is very well suited
for monitoring the learning process and
comparing different configurations.
TFLearn also uses TensorFlow and pro-
vides easier-to-use functions for neural
networks.

See the instructions at the TensorFlow
project website for information on how
to install TensorFlow [7]. Python pack-
age manager pip then installs TFLearn
on the hard drive. You will need at least

l LISTING 3: evaluate Function from dnn.py

OL [[oo0ol

02 def evaluate(name, dir, input, net, optimizer, batch_size, epochs):

08 [[cool
o4 # Import and distribute data
0S data, labels = parse_csv(*input)
06 X_train, X_val, X test, y_train, y_val,
y_test = split_data(data, labels)
07
08 # Preprocessing: zero-center, and normalize
09 mean, std = np.load(dir+"mean.npy"), np.load(dir+"std.npy")
10 X_test = tflearn.data_utils.featurewise_zero_center(X_test, mean)
11 X_test = tflearn.data_utils.featurewise_std_normalization(X_test, std)
12
13 net = tflearn.regression(net, optimizer=optimizer)
14 model = tflearn.DNN(net, best_checkpoint_path=dir)
15 model.load(get_checkpoint(dir))
16
17 print(model.evaluate(X_test, y_test))
18 [...]

l LISTING 4: predict Function from dnn.py

OL [[cool

02 def predict(name, dir, input, net, optimizer, batch_size, epochs):

@8 [[cool

o4 # Import data

05 X, _ = parse_csv(sys.argv[3], input[1])

06

07 # Preprocessing: zero-center, and normalize

08 mean, std = np.load(dir+"mean.npy"), np.load(dir+"std.npy")
09 X = tflearn.data_utils.featurewise_zero_center(X, mean)

10 X = tflearn.data_utils.featurewise_std_normalization(X, std)
11

12 net = tflearn.regression(net, optimizer=optimizer)

13 model = tflearn.DNN(net, best_checkpoint_path=dir)

14 model.load(get_checkpoint(dir))

15

16 for line in model.predict(X):

17 print(line)

18 [oool

version 0.2.2. We installed TFLearn via
Git, as described at the project web-
site [8]. You will also need the numpy,
sklearn, scipy, and pillou packages.

Listing 2 shows excerpts from the dnn.py
script, which trains and evaluates neural
networks (Listing 3) and is used for classi-
fication (see Listing 4).

Listing 2 demonstrates how the devel-
oper can train a network with TFLearn.
The script first loads the input data from
the CSV file before splitting and normal-
izing the data. The script then saves the
mean value and standard deviation of
the training data to apply them to the
production data later on. The best_
checkpoint_path parameter (line 17) in-
structs TFLearn to save the state of the
network each time as soon as the script
achieves higher accuracy with the vali-
dation data during training. The script
trains the network across epochs with
n_epoch via the model.fit() method
from the TFLearn library.

Listing 3 deals with evaluation of the
network. First, the code re-imports the
CSV file with the input data. The script
divides the data equally with each exe-
cution according to the random num-
ber generator’s fixed seed. It then re-
trieves the mean value and the stan-
dard deviation, normalizing the test
data. To finish, it evaluates the net-
work status with the best accuracy and
determines the hit rate of the test data
set with model.evaluate().

The code in Listing 4 allows the net-
work to classify the data. It also reads
the data to be classified as a CSV file,
normalizes it, loads the network status,
and classifies data sets with model.pre-
dict(). The function outputs the proba-
bilities for each class per data set.

Experiments

The experiments.py file determines the
structure and configuration of the indi-
vidual networks (Listing 5). An experi-
ment is a function. It returns a tuple con-
sisting of input data, network, optimiza-
tion methods, batch size, and number of
epochs. Here, input is a tuple including
the CSV file name, the list of columns
with properties, and the column that
specifies the class.

The methods tflearn.input_data(),
tflearn.batch_normalization(), and
tflearn.fully_connected() define the
network’s layers. The developer indi-



vidually assigns each layer a size and
an activation function. The input layer
receives the properties, with their size
depending on their number. There
should be a batch normalization layer
ahead of each fully connected layer.
The softmax type, with the number of
classes as its size, is recommended for
the last layer.

The batch size reveals how many data
sets the optimization method processes
at once during an iteration. The higher
the figure, the more smoothly the loss
and accuracy graphs are plotted in Ten-
sorBoard and the faster TensorFlow
trains the network, although a higher
batch size also requires more resources.
A figure between 128 and 1024 is a good
reference value.

The epochs variable in the script repre-
sents the number of epochs, so it speci-
fies how frequently the neural network
manages to learn the entire training set.
This network mostly converged after 500
iterations, so it is worth using a higher
value in this instance. You can manually
cancel the training as soon as the loss no
longer changes.

Call up:

python dnn.py train experiment

to train a network, where experiment is
the name of a function that you created
earlier in the experiments.py file. The
current loss and the accuracy of both
the training and the validation data

l LISTING 5: experiments.py
01 import tflearn
02

03 def relu3x10_adam01():

Spam-Detecting Neural Network

appear directly in the terminal during
training. TensorBoard represents the
values as a graph. To start TensorBoard,
use:

tensorboard -logdir=/tmp/tflearn_logs/

Usually you call the web interface in the
browser with http://127.0.0.1:6006. The
plotted graphs for accuracy and loss are
hidden behind the Events entry. You can
select the experiments under the Runs
section. The data usually updates auto-
matically every 120 seconds; you can
also update manually on request by
clicking the button at the top right.

If you have found a good configura-
tion and feel satisfied with the accuracy
of the network, you can perform a
check by entering

python dnn.py evaluate experiment

to establish how well the network de-
tects still-unknown test data. You must
also store new data sets in a CSV file to
classify them and call them up with the
command:

python dnn.py predict experiment Input

The network classifies the data and
outputs the probabilities for the corre-
sponding classes line by line. In the
example here, the first value for each
line describes the probability of the
user having good intentions, and the

ou input = ("trainingdata.csv", ("name_length", "char_diff",
"hyphens", "numbers", "vocals"), "spammer")

05

06 net = tflearn.input_data(shape=[None, 5])

07 for i in range(3):

08 net = tflearn.batch_normalization(net)

09 net = tflearn.fully_connected(net, 10, activation="relu")

10 net = tflearn.batch_normalization(net)

11 net = tflearn.fully_connected(net, 2, activation="softmax")

12

13 optimizer = tflearn.optimizers.Adam(learning_rate=0.001)

14 batch_size = 128

15 epochs = 300

16

17 return input, net, optimizer, batch_size, epochs

second provides the same for spammer
suspects.

Future

The method described in this article has
some limitations. Although a neural net-
work can come close to any complex
function, it may be the case that the op-
timization processes do not produce the
optimum solution. In this case, the net-
work only achieves a low accuracy level.

A further potential problem is caused
by unbalanced or contradictory training
data, which, for instance, might quite
accidentally involve only the spammers
having hyphens in their names. There is
also the previously mentioned risk in
large networks of overfitting, where the
network learns the training data by heart
but doesn’t gain the ability to evaluate
new, unknown data.

Despite these limitations, you can
check far more pages than before using
the method described in this article, be-
cause the neural network pre-sorts po-
tential spammers. If additional spam-
mers are found manually, you can feed
them into the network later in the form
of training data. mmm
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Android USB Backup

9 I would like to back up my Android-

® based smartphone to a large hard
disk attached to a Linux computer while
the phone is connected via USB. Apart
from all the apps out there that use their
own archive format, is there something
simple that I can do from the Linux
desktop for creating a backup that is also
readable from Linux without needing a
special program or app?
(- The universal tool for accessing

Android at the system level over

USB or the network is the adb command,
which exists in the android-tools-adb
Debian and Ubuntu package.

Install adb (use the “unstable” Debian
branch to get the newest version) with:

sudo apt-get install [-t unstable] 2

android-tools-adb

adb has a way to create Android backup
archives of apps and associated data via
the backup command, but it also allows
you to execute shell commands on the
phone. If the Android system has the op-
tion to run commands as root, a full
backup via the standard tar command is
possible, otherwise only globally read-
able data, such as recorded pictures or
videos, can be archived.

To access the smartphone, adb must
be enabled in Android’s “developer op-
tions” first. By default, this menu is
hidden and only appears if you click
seven times on the Build number item
in Android’s Settings | About device
menu. After seven clicks, a popup
should tell you that “You are now a de-
veloper!” or “Developer mode has
been enabled.” Back to the main Set-
tings menu, the box under Developer

options | USB debugging should be
checked to allow you to access the
phone over USB (Figure 1).

If after connecting the phone to the
computer via USB cable a notification re-
quests your permission to access the
phone from that computer, tick the
checkbox and click OK. In the Terminal
window on the Linux desktop side, you
can now start the adb commands for ac-
cessing the phone. Table 1 shows a small
summary of commands.

The exec-in and exec-out feature,
which is not mentioned in the man page
or in help yet, provides an easy and fast
way to transfer binary data between An-
droid and the attached Linux computer.
After entering

NMEedO

Developer options

On

Manage root accesses

iew and control the root rules
Debugging

Android debugging

Enable the Android Debug Bridge (ADEB) .
nterface

Debugging notify
Display a notification when USB or network .
debugging is enabled

ADB over network

debugging over network
USB networks). This
set on reboot

Revoke USB debugging authorisations

Local terminal

- |
Figure 1: The enabled Developer options
screen.




adb root

(works only for rooted phones), you can
create a compressed tar stream of the
phone’s critical data partition. To trans-
fer and store it to a backup file on your
computer, issue:

adb exec-out 2
"GZIP=-1 tar -zcpf - /data 2
2>/dev/null" > android-data.tar.gz

® GZIP=-1 tar -zcpf - creates (-c) and
streams a tar archive to standard out-
put (-f -), which is compressed (-z)
with GZIP level 1 (-1) for fastest com-
pression, while also archiving the se-
cure Linux contexts and special per-
missions (-p). Secure Linux contexts,
by the way, are important; they allow

apps to access their specific data files,

because Android in “strict” SELinux
mode will in fact deny access to files
if these special modes are not set cor-
rectly, causing apps to crash. Of
course, it’s a security feature, so tar
on newer Android versions has the
(also yet undocumented) -p option
for storing additional permission in-
formation.

® /data is the partition containing set-
tings and app data. (The stuff you defi-
nitely want to keep, even if you decide
to upgrade the /systenm partition with a
new Android version.)

® 2>/dev/null discards error messages. If
the command terminates very quickly,
you might want to remove that option
to see what happens (maybe the -p
option is not supported in older An-
droid versions), but error messages
and notices can pollute the tar archive
data if inserted into the stream, so it’s

TABLE 1: adb Commands

recommended to send them to /dev/
null if the command is otherwise OK.
> android-data.tar.gz sends the cap-
tured tar archive stream from standard
output to the file android-data. tar.gz.
No intermediate data is stored on the
Android side.

To check the archive content, run:

tar -ztvf android-data.tar.gz

(No adb here; it’s local!) To restore parts
of the archive back to the phone, the
command is:

adb exec-in 2
"tar -zxpf - data/media/0/Music" 2

< android-data.tar.gz

e tar -zxpvf - decompresses (-z), ex-
tracts (-x), and restores data from the
archive streamed as input (-f -), also
restoring secure Linux contexts (-p).

e data/media/@/Music indicates the only
part of the archive you want to restore
(e.g., the Music directory here). Unless
you are recovering from a crash or
after a “factory reset,” you probably
don’t want to restore the entire ar-
chive, because newer versions of set-
tings and files would be overwritten.
The default (without specifying a di-
rectory) is to extract the entire archive.

e < android-data. tar.gz feeds the stored
archive as an input stream to adb.

For transferring single files or directo-
ries from and to Android, the commands

adb pull <filepath>
adb push <filepath>

are also useful, but they are not as flex-
ible as tar. mmm

Give root permissions for subsequent commands on the

smartphone (requires a rooted phone and may ask for per-

Command Description
adb root

mission).
adb shell

Log in to a remote shell on the smartphone; feels almost
like a shell on a desktop computer (cd, 1s, ..., type exit to
leave).

Back up apps and app data in encrypted format.

Restore apps and app data in encrypted format.

Run command on Android and capture its unfiltered binary
output (stdout) — undocumented feature.

adb backup <options>
adb restore <options>
adb exec-out "<command>"

adb exec-in "<command>" Run command on Android and feed the unfiltered console
input (stdin) — undocumented feature.
adb help Short help (man page is more verbose).
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Mail-merged party invitations with gLabeI§

é\ftg On'

Add an individual touch to invitations or cards to help your event start with a bang.

By Mario Blattermann

grab bag of software can still be

found in electronics stores

alongside last season’s tax re-

turn software. Illustrious prod-
ucts such as greeting card creators and
the like accompany jaded graphic and
video suites and font packages. Al-
though you will find hardly any coun-
terparts to these titles in the free soft-
ware world, you do have some more in-
telligent alternatives.

COMPILING GLABELS

If you are building gLabels from the
source code [2], you use the usual three-
step process of configure, make, and make
install. In addition to GTK 3.x, you also
need Libxml and Libsvg — all with the ap-
propriate developer packages — as well
as the XML:Parser Perl module. Other
extras, such as the Zint or QRencode li-
braries for generating barcodes, are op-
tional. Depending on your system’s GTK
configuration, the configuration script
might complain about other missing li-
braries — but nothing too exotic — so the
installation is unlikely to fail, except on
BSD systems that don't get along well
with GTK3.

When the task is creating invitations
and place cards for an event, some Linux
users might wish they had some of these
Windows programs. They make life easy,
with ready-made design templates into
which you only have to enter names.
With a little ingenuity, though, you can
just as easily use gLabels [1].

First published more than 15 years ago
and updated constantly, the first version
of this program was intended for design-
ing and printing labels and business
cards like those available commercially.
However, just as most people can man-
age to knock a nail into the wall with a
pair of pliers, if need be, glLabels will let
you create totally different and no less
professional-looking printed materials.
Although, glLabels is not a mature desk-
top publishing program like Scribus, the
opportunities it offers are fine for the
task at hand, and the learning curve is
pleasantly flat.

The program can be found in the repos-
itories of mainstream distributions. The
current version 3.4.0 was released in
April 2016, so it is likely available in the
repositories - or, you can build gLabels
from source (see the “Compiling gLabels”

box). The mail merge function has been
around for years, so the task at hand can
be completed even with far older versions
of the software.

Ready, Set, Print

After starting the program, go to the File
| New menu and select the template that
meets your needs. For this example, you
can choose a label or card template
freely from the collection.

The Generic brand in the left drop-
down menu (Figure 1) contains a few
common paper formats, such as the A6
format, which acts as the template in
this example. After clicking Next, select
the orientation (Normal or Rotated, i.e.,
portrait or landscape) and begin to un-
leash your ideas for the design.

Enabling the grid in the background
(View | Grid) generally makes it easier to
arrange individual objects. First, you
need text, such as: “You are cordially in-
vited to Tom and Diana’s New Year’s Eve
party at 7:00pm.” With the mail merge
feature, you can invite many other
guests without repeatedly entering the
salutation and names, which greatly
simplifies the process.



Cancel

Select Product

Choose label or card product from hundreds of predefined templates or define your own.

Choose QOrientation

Recent Search all

Review
Brand:

Generic b

4.1339 x 5.8268 inches
1 x 1 (1 per sheet)

Select Product Next

Page size: | A6 =

Generic A6-Full-Page: A6 full page label

Custom

Category: | Any B

Figure 1: The generic templates include paper formats, typically in 1ISO or US standards.

You can store the names of your guests
in an external text file in the comma-sep-
arated value () format, which you can
export from a spreadsheet, or you can
even create the list in a simple text edi-
tor. Write each salutation and the corre-
sponding names, separated by a comma,
one after another in rows (Figure 2). The
comma acts as the delimiter; the applica-
tion accepts spaces in the rows without
problem.

Fresh Text

Now you can insert the text into the
drawing area in gLabels by clicking the T
in the toolbar or by accessing Objects |
Create | Text through the menubar. Click-
ing on the drawing area lets you create a
suitable object whose properties you can
edit in the panel on the right.

To size the text frame properly, drag
the green handles, and to move the text
box, mouse over the border between the
green handles and press and hold the
left mouse button while dragging.

The text itself needs a little more atten-
tion: A decorative font in an appealing
size, possibly centered on the page, adds a
more aesthetic touch to your invitation.
You will find the appropriate settings in
the Style tab in the properties panel. An-
other interesting option here is the Shadow
tab, where you can add a shadow in a
freely selectable color and offset to the
text. The software does not blur the
shadow, so you should use the effects
sparingly. Too little contrast and too much
offset could make the text illegible. The x
and y offsets can be adjusted in a granular
way in increments of thousandths of an
inch or tenths of a millimeter; adjusting
the Opacity also improves readability.

You can insert objects, such as images,
lines, and borders with or without a fill
color to your heart’s content. All of these
objects can be accessed directly from the
toolbar. Useful

glLabels

other objects, because each object has
its own layer. You can bring a layer to
the front or send it to the back in the
Objects | Order menu. Figure 3 shows
what the example looks like with a color-
filled box in the background, a shaded
and colored font, and a small graphic.

Batch Processing

This draft of the invitation only takes
care of one invitation. To incorporate
mail merge for personalized invitations,
open the Objects | Merge properties menu
(Figure 4). As the Format, select CSV;
you may notice that the menu supports
quite a few more formats, such as TSV,
which uses a tab as the delimiter. For Lo-
cation, specify the previously created
CSV file. You could even access your
Evolution address book, although you
would need to add a salutation.

graphics and im- List (~/Documents) - gedit X
ages are also avail- File Edit View Search Tools Documents
able in the public |7 Bopen ~ Hsawe & & undo B -
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Figure 2: gLabels processes the data for your guests’ names and
addresses from lines of text in a simple format.
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Figure 3: The invitation offers some potential for improvement, but it isn't bad for a first draft.
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2 Ethan Miller
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Select all Unselect all

Source
Format: Text: Comma Separated Values (CSV)
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Cancel OK

Text

Dear ${1} ${2}]

(7]

T Text object properties

the design phase
you should mark
the center of the
template with a
line, which is
used as an edge
for folding and

CSV file.

window. Your
variables are of
variable length, so
you can’t be sure
how much space
the text will oc-
cupy in the saluta-
tion box. Figure 6
clearly shows how
the nobility still
requires special at-
tention today.

Dinner Is

Figure 4: Setting up the name list for processing in your mail merge

document.

In the properties panel in the main
window, a previously inactive Insert
merge field option is now ready for use,
so you only need to replace the names in
the text with variables. Two entries ap-
pear: one for the salutation and one for
the name. Figure 5 shows what the text
looks like after this step.

Now it’s time for a first print preview.
Select the printer icon in the toolbar and
press the Preview button in the resulting

Served!

The invitations
have been sent
out, and now it’s time to turn to the
place cards. gLabels does not let you
manage multiple templates in a project,
even if they are on the same sheet of
paper. Thus, you need to select File |
New to open a new template. To create
a folding card, you can use the generic
A6 template again and rework it, or you
can opt for a smaller template (e.g., a
business card). The standard format re-
sults in a visible area of approximately
3.5x1 inches

glabels-3 job #7

Dear Duchess Poppy Petal Emina

th Degerauy Donghue

K now the weekKend is here;
Hang up the suit and tie and come have a beer.
Forget about overdue reports and paper trails;
Sit Bk rela and ave some cocktails.

You are cordially invited to Tom
and Diana's New Year's Eve party
at 7:00pm to shakKe up martinis and
shake off the work week,

Tel: 800.231.4321

(85x24mm) when
folded and posi-
tioned next to the
place setting. In

Figure 5: The inserted variables pave the
way for batch processing of entries from the

can be deleted
from the finished
layout.

You again need
a CSV file as a data source, although it is
simpler than the one for the invitations;
this time, you only need to write the
names themselves in a text file. You
could even rehash the design from the
invitations to impress your guests, who
will suspect that you called in a profes-
sional service provider.

Now embed the objects for text and
images as described before. People are
inquisitive by nature; often guests fur-
tively check the silverware for authentic-
ity or try to discover where you sourced
the place cards. You could add a copy-
right note on the back of the card to
make your product look even more pro-
fessional - and satisfy your guests’ curi-
osity without them having to be intru-
sive about it.

To create the copyright line, open a
text object in the drawing area. To
avoid the text being printed upside
down, rotate it in 90-degree increments
with the appropriate function in the
Objects | Rotate/Flip menu. After rotat-
ing twice clockwise or counterclock-
wise, the text - now standing on its
head - will regain its feet when you
fold and place the card.

Figure 7 shows the finished place card,
as shown in the glabels drawing area.
It’s time for another detailed check in
the print preview. In the print dialog,

9107 BUeIq U WOL G

Figure 6: An excessively long name can mess up the layout, so you

should always inspect the print preview.

48

of names.

Figure 7: gLabels shows you the place card with the variable instead
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Figure 8: The print preview lets you know whether your design works.

you will want to enable the option Print
borders (to test print alignment) in the
Labels tab. This is recommended, espe-
cially if you have no frame around the
layout, to show the borders of each card.

Discover the past
and invest in a new
year of IT solutions
at Linux New Media’s
online store.

Want to subscribe?

Searching for that back issue
you really wish you'd picked
up at the newsstand?

shop.linuxnewmedia.com

The preview shows that expanding
the variables to real names worked
(Figure 8). You now only need to de-
lete all the guidelines and print the
place cards.
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Conclusions
Comparing the use of gLabels with the
use of pliers for knocking in nails
turned out to be pretty unfair; after all,
gLabels mastered the task with flying
colors. It is only one example of many;
you can coax much more out of the
software with a little creativity and sur-
prisingly little effort.

gLabels lets you print invitations and
place cards with a made-to-order layout
and professional design. The software
provides less functionality than a desk-
top publishing program but features
mail merge. Creativity is still needed,
but with an invitation of your own de-
sign and matching place cards, at least
you will be unlikely to hear your guests
saying: “Seen that, done that.” mmm

IINFO

[1] glabels: http:/glabels.org

[2] Latest gLabels version: http:/ftp.
gnome.org/pub/GNOME/sources/
glabels/3.4/glabels-3.4.0.tar.xz

[3] Openclipart: https://openclipart.org
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Charly’s Column - httpstat

The sys admin’s daily grind: httpstat

My Point of View

Httpstat is a special stopwatch you can use to discover how long web servers take to serve
up a static or dynamic HTML page. Visible performance lags indicate optimization potential

for the server. By charly Kiihnast

ttpstat is a Python script that

wraps itself around cURL. Apart

from Python 2 or 3 and cURL, it

has no other dependencies. You
can retrieve it from the GitHub reposi-
tory and call it using:

wget https://raw.githubusercontent.com/?2
reorx/httpstat/master/httpstat.py
python httpstat.py <URL>

If the Python installer pip is present on
your system, you also can pick up the
script and call it with:

pip install httpstat
httpstat <URL>

Although you can leave an http:// out
of the URL, you cannot omit https:// for
web pages secured with TLS.

Figure 1 shows httpstat measuring an
unencrypted call. Four milliseconds for a
DNS reply is a really good value, but I
cheated: The name of the site is cached
on my local Dnsmasqg. As soon as my
computer has to turn to my provider’s
DNS, the value rises to 80-200ms. The
TCP handshake is 22ms, which is about
par for the course.
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The time the
server needs to

Connected to 37.120.191.252:50 from 10.0.0.50:43296

create the page
. HTTP/1.1 301 Moved Permanently

(Server Processing)  |nate: ton, 16 0ct 2016 16:14:50 Gi

Server: Apache/2.4.18 (Ubuntu)
shows whether the Locatior ! https://sensorenheim. de/

Content-Length: 313
web server has Content-Type: text/html; charset=iso-8859-1

some tuning po-
tential that I have
not tapped. My ex- |[ 9% }
ample is not repre- namelookup: dns
sentative, because

instead of HTML,

22ms

(hur'lyﬂ funghi:~% httpstat http://sensorenheim. de

Body stored in: /tmp/tmp7loedgfx

connec t:2bms

oms

| 22ms | 1
| | |
| | |
| |
starttransfer:48ms |

1

total:48m=

the server simply
outputs 301 Moved
Permanently,
which means I
should have called
the page using
HTTPS. A browser
would do that in-
dependently, but

L

Connected to 37,129,191

HTTP/1.1 200 0K

2016 16:16:28
8 tu

¢ 2039537

bytes

11321

text/h

not cURL. fody stored in: /tep/tmptgizthgh
Figure 2 re- il S us |
quests the same P I
. connect:
page using
HTTPS. The

charly@funghi:~$ httpstat https://sensoren
2523443 from 18.9.9,58: 55816

26m% | ]

Figure 1: The page that httpstat requests via HTTP, and receives
quickly, is only an error message in reality.

191ms | 1lms 1 Oms 1

| ] |

| 1 |

: |

pretransfer:21/ns |

starttransfer:25das |
total:25des

lookup and TCP
values remain the
same, but the TLS
Handshake takes forever for this static
page. The value can go up to several
seconds for a big site with a large vol-
ume of dynamic content and advertis-
ing banners.

Httpstat is not controllable using com-
mand-line parameters because they
would be fielded by cURL; however, you
can influence the tool with environment
variables. The line

export HTTPSTAT_SHOW_SPEED=true

B CHARLY KUHNAST

and the DMZ.

Figure 2: When requested using HTTPS, the HTML page obviously
takes longer to appear.

tells httpstat to show how quickly the
web page is delivered (e.g., speed_
download: 219.6 KiB/s, speed_upload:
0.0 KiB/s). The httpstat website [1] ex-
plains all of the variables and has links
to the httpstat implementation in Go,
Bash, and PHP. mmn

Jj INFO

[1] httpstat:
https.//github.com/reorx/httpstat

Charly Kithnast manages Unix systems in the data center in the Lower Rhine region of
Germany. His responsibilities include ensuring the security and availability of firewalls
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Perl - Video Preview

Time-saving preview of surveillance videos

City View

Rather than stare at boring surveillance videos, in which
nothing happens 90 percent of the time, Mike Schilli tries the
OpenCV image recognition software, which automatically

By Mike Schilli

n my home city of San Francisco,
hardly a day goes by without hun-
dreds of cars, garages, and homes
being broken into. Instead of get-
ting upset about this, I tend not to keep
anything of value in easily accessible
places, and I have also installed security
cameras so that I can peruse the video
footage of thieves at work for my per-
sonal amusement.

Wireless, Even
Of course, installing a secu-
rity camera is no easy
task, because you
need to install a
cable and route it
to the monitor.
Although the
camera itself
often com-
municates
wire-
lessly
with
the
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extracts the most exciting action sequences.

control panel, it still needs a power sup-
ply, and a power supply is not easy to
come by in hotspots such as the under-
ground parking lot or the stairwell.

Recently, a company called Arlo
started to sell child-fist-sized, battery-
powered cameras [1], which amateur
detectives can simply hang up using a
magnet (Figure 1). These pocket won-
ders wirelessly send recorded videos to
a hub at a distance of up to about 100
feet, which in turn sends the data via
the Internet to a server, from which a
variety of smartphone apps or a website
transfers the data to the user’s screen
on request.

Conservative Operation

To reduce the load on the four lithium
batteries powering the camera so they
can last for about one month, the cam-
era is allowed to wake up about a half a
dozen times a day if it detects motion in
its vicinity and then transfer a one-min-
ute video. You then download the
movie from Arlo’s website (Figure 2) to
see thieves, say, dragging your new bike
out of the garage. You typically only see
motion at the beginning of a surveil-
lance video, the rest of the one-minute
footage normally shows nothing but
motionless background (Figure 3).

B MIKE SCHILLI

Mike Schilli works as a software engineer
in the San Francisco Bay Area. He can be
contacted at mschilli@perlmeister.com.
Mike’s homepage can be found at
http:/perlmeister.com.
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Figure 1: The pocket-sized Arlo camera fits into the smallest cubbyhole and needs no

power supply.

Fast Forward to the Action
“Cut to the chase,” people say when some-
one fails to come to the point. This proba-
bly refers to action films, where the audi-

Perl - Video Preview

In this sense, it would be nice for the
software to scour the video for frames
in which a subject actually moves
through the scene, so that the viewer
knows whether the videos are worth
watching and, if so, the location to
which to fast forward in the video.

Jerky Action

Fast-motion playback of the movie, for
example, with the help of the fps
(frames per second) parameter in
MPlayer, would be the easiest option:

mplayer -framedrop -fps 150 video.mpd4

The -framedrop parameter simply throws

ence does not want to see long-winded,
suspense-building scenes but prefers to
fast-forward to the car pursuit at the cli-
max of the Hollywood production.

away frames if the CPU fails to keep
pace when decoding. The result is a
movie that runs roughly five times as
fast as normal, which looks like some-
thing from the early days of movie mak-
ing, like the old hand-cranked takes of
Charlie Chaplin.
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Figure 2: Videos recorded by the camera are available for download.

Figure 3: Most frames only show the closed door.
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This procedure requires a human re-
viewer, whereas I was looking for an
automated process that lists the most
important seconds of the retrieved
video as metadata, along with illustra-
tive thumbnails, much like a photogra-
pher’s contact sheet.

Motion Detection

Much has happened in the field of pat-
tern recognition in image processing in
the last few years, and the OpenCV [2]
package even offers some highly scien-

l LISTING 1: max-movement-lk.cpp

01 #include "opencv2/opencv.hpp"

o2

03 using namespace std;

04 using namespace cv;

05

06 const int MAX_ FEATURES = 500;

07 const int MAX MOVEMENT = 100;

08

09 int move_test(Mat& oframe, Mat& frame) {
10 // Select features for optical flow
11 vector<Point2f> ofeatures;

12 goodFeaturesToTrack (oframe,

112 ofeatures, MAX FEATURES, 0.1, 0.2 );
14
15 // Parameters for LK

16 vector<Point2f> new_features;

17 vector<uchar> status;

18 vector<float> err;

19 TermCriteria criteria(TermCriteria: :COUNT
20 | TermCriteria::EPS, 20, 0.03);
21 Size window(10,10);

22 int max_level = 33

23 int flags = 03

24 double min_eigT = 0.004;

2

26 // Lucas-Kanade method

27 calcOpticalFlowPyrLK(oframe, frame,

28 ofeatures, new_features, status, err,
29 window, max_level, criteria, flags,
30 min_eigT );

31

32 double max_move = 0;
33 double movement = 0;

34 for(int i=0; i<ofeatures.size(); i++) {

35 Point pointA

36 (ofeatures[i].x, ofeatures[i].y);

37 Point pointB

38 (new_features[i] .x, new_features[i].y);
39

40 movement = norm(pointA-pointB);

41 if(movement > max_move)

tific routines as an open source pro-
gram. To determine whether someone
or something is moving through the
video, a program needs to read the
frames in the video stream and deter-
mine which pixels have shifted from the
(x, ¥) coordinates to the (x +Ax, y+Ay)
coordinates. If you find a large contigu-
ous area for which this is true, then you
can assume that a movement took place  objects.
between two frames.

One of the procedures included with
OpenCV is called Lucas-Kanade [3]; it

42
43
44
45
46
47
48
49
50
51
52
53
54
58
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

attempts to find optical flow - areas
around central points that jointly move
from one frame to the next - in a video.
To do so, it first determines a number of
interesting areas, where monitoring
promises success and that another algo-
rithm can extract from an image by fo-
cusing on image points in areas with a
recognizable structure or on the edges of

To perform the Lucas-Kanade (LK)
analysis, the OpenCV package (on
Ubuntu, this is libopencv-dev) provides

max_move = movement,

}
return max_move > MAX_ MOVEMENT,;

int main(int argc, char *argv[]) {
int i = 0;
Mat frame;

Mat oframe;

if (arge !'= 2) {
cout << "USAGE: <cmd> <file_in>\n";

return -1;

VideoCapture vid(argv[1l]);
if (!vid.isOpened()) {
cout << "Video corrupt\n";

return -1;

int fps = (int)vid.get(CV_CAP_PROP_FPS);

i++;

if(!vid.read(oframe)) return 1;
cvtColor(oframe, oframe, COLOR_BGR2GRAY);

while (1) {
if (!vid.read(frame))
break;

it+3

cvtColor(frame, frame, COLOR_BGR2GRAY) ;
if(move_test(oframe, frame))
cout << i/fps << "\n";

oframe = frame;

return 0O,

}



the calcOpticalFlowPyrLK() function with
no fewer than 11 parameters.

Acrobatics with Cmake

The C++ program in Listing 1 [4] reads
in a video file and detects any movement
of objects between frames. Converting it
into an executable program requires
some compilation acrobatics with in-
clude files and link libraries; your easiest
approach here is to use cmake and its
meta Makefile in Listing 2.

Typing the cmake . command (the dot
stands for the current directory, in
which the CMakeLists. txt file resides)
followed by the make command starts
the lengthy compilation process, which fi-
nally produces the max-movement-1k binary.

l LISTING 2: CMakeLists.txt

cmake_minimum_required(VERSION 2.8)

0

project( max-movement-1k )

3 find_package( OpenCV REQUIRED )

It expects a video file and outputs
movie location values in seconds for
scenes containing motion.

To do this, the main() function reads
the video file name from the command
line and starts VideoCapture provided
by the OpenCV package in line 57. The
frame rate is read from the video file in
line 63 and stored in the fps variable.
Because the LK algorithm works best
with grayscale images, lines 68 and 75
bleed the color out of every frame to
be analyzed.

A uhile loop iterates across all the
frames, and the move_test() function
checks in line 76 whether any motion oc-
curred between the last frame read, ofranme,
and the current frame. If so, line 77 divides

the counter value
by the FPS value of
the video and thus
computes the time
at which the mo-
tion occurred in

4 add_executable( max-movement-1lk max-movement-1kK.cpp )

(9]

l LISTING 3: motion-meta

01 #!/usr/local/bin/perl -w
02 use strict;

03 use File::Temp qw( tempdir );
04 use File::Copy qw( move );
05 use DateTime::Duration;

06 use DateTime::Format::Duration;
07 use Image::Magick;

08

09 my %seen = ();

10

11 my $video = shift @ARGV;
12 if( !defined $video ) {
13 die "usage: $0 video";
14 }

15

16 my $tmpdir = tempdir( CLEANUP => 1 );

17 my $magick = Image::Magick->new;
18

19 while( <> ) {

target_link_libraries( max-movement-1k ${OpenCV_LIBS} )

the video as a
value in seconds.

Perl - Video Preview

Me-Too Algorithm

The algorithm borrowed from OpenCV
Essentials [2] uses the move_test() func-
tion (lines 9-45) to call the OpenCV
goodFeaturesToTrack() function (line 12)
to detect points of interest in the old
frame (oframe); the maximum number
points of interest is limited to 500 by the
constant MAX_FEATURES (line 6). Line 27
then calls calcOpticalFlouPyrLK() and re-
turns a number of areas in the neu_fea-
tures variable that have apparently
shifted, compared with ofeatures in the
last frame.

The for loop (lines 34-43) iterates
across the areas and finds the range
that covered the longest path. If one of
them exceeds the value of 100, line 44
returns the value 1 from move_test(),
thus indicating that movement must
have occurred.

Spice It Up and Show Me!
Listing 1 thus outputs lines of integer val-
ues that represent the values in seconds
for times at which something in the video

29 my $newname = sprintf

30 "$tmpdir/frame-%s. jpg",
31 secs_format( $second );
32 move $frame, $newname;

33 $magick->Read( $newname );

34 }
35

36 my $montage = $magick->Montage(

37 label => "%f",
38 shadow => "True",
39 tile => "5,
40 )3

47

42 $montage->Write( "motion-meta.jpg" ) and

43 die "write failed";

45 sub secs_format {

46 my( $secs ) = @_;

47

20 chomp; 48 my $fmt =

21 my $second = $_; 49 DateTime: : Format: :Duration->new(
22 next if $seen{ $second }++; 50 pattern => "%T" );

223 51

24 system "mplayer", "-ss", $second, $video, 52 return $fmt->format_duration(

25 "-vo", "jpeg:outdir=$tmpdir",
26 "-ao", "null", "-frames", 1;
27

28 my( $frame ) = glob "$tmpdir/o*";

52 DateTime: : Duration->new(
54 seconds => $secs )

85 )3

56 }




Perl - Video Preview

frame-00:00:00.jpg frame-00:00:01.jpg

frame-00:00:23 jpg

frame-00:00:24.jpgy

frame-00:00:02.jpg

frame-00:00:25.jpg

raw still image file names, conveniently
chosen to reflect the time in the video in
minutes and seconds.

10 Million for a Specialist
Detecting moving objects in video
streams is used not only with surveil-
lance videos, but with self-driving cars
to distinguish endangered pedestrians
from stationary road signs. Learning
these techniques could pay off in terms
of your career: According to ex-Googler

frame-00:00:21.jpg frame-00:00:22.jpg

frame-00:00:26.jpg

Figure 4: The motion filter only shows the seconds of video in which something actually

happened.

moved from one frame to the next. It’s
now time for the code in Listing 3 to spice
up this raw data, generate thumbnails for
the appropriate scenes, and summarize
the whole thing in an overview, as shown
in Figure 4.

It uses the good old, all-around
mplayer tool for the thumbnails, fast
forwarding to the specified video second
with the -ss option and storing the
frame in a temporary directory $tmpdir.
The -frames 1 option stipulates that
mplayer terminates right after reading a
single frame. The move() function from
the CPAN File::Copy module then re-
names the file in the temporary directory
to one in the current directory and uses
the CPAN DateTime::Format::Duration
module to convert movie seconds to the
hh:mm:ss format. The frame at second 64
thus becomes the file 80:01:04. jpg.

LINUX UPDATE

Sebastian Thrun, companies in this field
are currently outdoing each other and
paying about $10 million for special-

ists [5]. Now who could afford it to say
no to that? mmm

Jj INFO

[1] Arlo Security System: https://www.
amazon.com/dp/BO0OP7EVST6

[2] Deniz Suarez, O., M. del Milagro Fer-
nandez Carrobles, N. Vallez Enano,
G. Bueno Garcia, and I. Serrano Gra-
cia. OpenCV Essentials. Packt Pub-
lishing, 2014. https://www.amazon.
com/OpenCV-Essentials-Oscar-
Suarez-2014-08-25/dp/B017YCOEHA

[3] Lucas-Kanade method:
https://en.wikipedia.org/wiki/
Lucas%E2%80%93Kanade_method

[4] Listings for this article:
ftp.//ftp.linux-magazine.com/pub/
listings/magazine/195/

[5] Post by Sebastian Thrun:
http.//www.recode.net/2016/9/17/
12943214/sebastian-thrun-self-
driving-talent-pool

The Ubuntu perimagick package adds
the CPAN Image::Magick module to the
system, which you can use to create mon-
tages from multiple image files (i.e., vir-
tual contact sheets) in the format shown
in Figure 4. The call

$ max-movement-lk test.mp4 | 2

./motion-meta test.mpd

glues the two parts of the pipeline to-
gether and produces the contact sheet in
motion-meta. jpg.

The first part analyzes the frames in
the video and prints the values (in sec-
onds) during which movement has oc-
curred. The second part grabs the movie
second values, deduplicates them, looks
up the associated thumbnail in the
video, and mounts all of them to create a
contact sheet — using nothing but the
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NN Command Line: Lynis

Security audits with Lynis

Auditor

Running a security audit periodically on your
system lets you spot unexpected changes and
possible weak points. By Bruce Byfield

ecurity is on everybody’s mind Unix-like systems without concern for the ~ Running it requires access to /tmp. For a

these days, but where do you release number - a difference that is es- complete system audit, Lynis should be

start? For that matter, how do pecially welcome with distributions that run as root, but it can also be run from an

you know when your precau- have rolling releases. In general, Lynis of-  ordinary user account for penetration £
tions are complete? One answer to both  fers a more flexible and thorough audit testing. Documentation is available online E
of these questions is Lynis [1], which than Bastille, reporting facts and leaving [6] or from the man page, but it is written
audits the security of a system by run- you to make the decisions. to include Lynis Enterprise, which means %
ning more than 200 tests in a matter of that not all the options listed are available g
a few minutes. Basic Syntax in the free version. At times, the only way &

Lynis was created by Michael Boelenin  Lynis is a shell script available as a pack- to know which options are available is to E

2007 and is now maintained by CISOfy [2],  age or tarball or as a GitHub clone [5]. try them; fortunately, the unavailable g
which uses Lynis as _
the back end for its EEEEEEEEEEE ST E S E PRSI EEEEEEEEEEEEEFEEEEEEEEEEEE SRR

commercial desktop # Compressed uploads (set to zero when errors with uploading occur)
application Lynis En- compressed-uploads=yes

terprise [3]. It was in- # Show non-zero exit code when warnings are found

spired by Bastille error-on-warnings=no

Linux [4], which a de- # Use Lynis 1n your own language (by default auto-detected)
cade ago was a stan- language=

dard Linux security

. . # Lynis Enterprise license key
tool but now is semi- license-key=

moribund and no lon-
ger available in most
distributions. The main
difference between

Bastille and Lynis is
that Bastille included a # Number of seconds to pause between every test (@ is no pause)
pause-between-tests=0

# Defines the role of the system (personal, workstation or server)
machine-role=server

# Profile name, will be used as title/description
profile-name=Default Audit Template

system audit tool and a

hardening wizard # Enable quick mode (no waiting for keypresses, same as --quick option)
i quick=no

which among other
things could configure Figure 1: Lynis runs from a detailed, customizable profile.
a firewall, whereas
Lynis offers only an
audit, leaving users to

FreeBSD available FreeBSD accounting information (security)
InakEChangeSfor OpenBSD available OpenBSD accounting information (security)
themselves. Another Linux available Linux accounting information (security)
: . _ Linux sysstat accounting data (security)
QKRHencelsthatBag. Linux auditd (security)
tille focused on specific Linux auditd rules (security) | |
: Linux auditd configuration file (security
releases of a few Linux Linux auditd log file (security)
distributions, whereas Linux Snoopy wrapper and logger (security)
Lynis runs on most Figure 2: Lynis runs more than 200 tests, including some specific to a distribution or operating system.
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Starting lynis 2.4.0 with PID 17199, build date 2016-10-27

### 2007-2016, CISOfy - https:-//cisofy.com/Llynis/ ###
Checking permissions of /fusr/share/lynis/include/profiles
File permissions are 0K

Reading profile/configuration /etc/lynis/default.prf
Action: created temporary file /tmp/lynis.qG8621MeeM

Language set via profile to

Plugin 'compliance’ enabled according profile (/etc/lynis/default.prf)
Plugin 'configuration' enabled according profile (/etc/lynis/default.prf)

Plugin 'control-panels' enabled according profile (/etc/lynis/default.prf)

Figure 3: The Lynis logfile gives a thorough description of each audit.

options simply will not run and cannot
harm your system.

Lynis runs from a profile located in /etc/
lynis/default.prf that includes the tests to
run (Figure 1). Other profiles for specific
distributions like Debian or Red Hat Enter-
prise Linux will be run if Lynis detects that
they are relevant. Users can also create
their own profiles, although most will
probably be content with the default.

Lynis’s basic syntax is:

lynis AUDIT OPTIONS

The three major audit options are audit
system, audit system remote HOST, and
system dockerfile FILE. However, Lynis
also has what the documentation calls
“helper options,” which are entered in
the same position as the audit options. In
particular, the shou helper option displays
information about the work directory and
file locations. The tests (Figure 2) that
Lynis runs are listed with the command:

lynis show tests

Most of Lynis’ regular options affect how
an audit is run. The option --test
TEST-ID can limit the audit to specified

Boot and services

Service Manager
Checking UEFI boot
Checking presence GRUB2

- Checking for password protection
Check running services (systemctl)

tests, whereas --pentest runs a penetra-
tion test from a regular user account. For
ease of reading, you might want to use
--wait, which pauses between sections
of the audit, giving you more time to
read. You can also add --quiet (-Q) to
run an audit without any user input.
Other options change the default compo-
nents: --lTogfile PATH, --plugin-dir
PATH, and --profile FILE all being self-
explanatory. For security reasons, you
might prefer --no-10g to prevent sensi-
tive information from being written to
disk.

Other options format the report that
is output to the screen. With --no-color,
the report uses only the foreground
color set for the terminal, whereas
--reverse-colors is useful against a
light background.

If you do not add any options, or a cir-
cumstance arises not covered by the op-
tions added to the basic command, the
output will add brief help notices as
needed.

Running an Audit

As you gain experience with Lynis, you
might want to experiment with some of
its options. However, you can make

1
DlSABLI]:D 1

Result: found 32 running services
Check enabled services at boot (systemctl)

Result
Check startup files (permissions)

Kernel

Checking default run level
Checking CPU support (NX/PAE)

found 26 enabled services

CPU support: PAE and/or NoeXecute supported

Checking kernel version and release

Checking kernel type
Checking loaded kernel modules
Found 116 active modules

Checking Linux kernel configuration file
Checking default T/0 kernel scheduler
Checking for available kernel update
Checking core dumps configuration

Figure 4: Lynis reports on a system'’s resources in depth with various summaries.
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quick, practical use of Lynis with the
bare command:

lynis audit system

The audit outputs to the screen, writing
the information to /var/log/lynis-report.
dat. To get a more exhaustive view of the
audit, view /var/log/lynis.log (Figure 3).
Both the report data and the logfile are
overwritten when the next audit is run,
so you need to rename these files if you
regularly audit the system. You might also
copy and paste the report directly from
the screen into a file.

So far as possible, the report remains
neutral. It reports whether useful re-
sources are available or not and offers
detailed warnings only at the end. So
far as I can see, it recognizes Systemd
as a service manager but does not
check for its security particulars. Nor
does it mention Firejail [7], which pro-
vides a measure of security by contain-
erizing standard applications. The audit
takes a classic architectural stance, fo-
cusing on the security built in to the
system rather than features like antivi-
rus software.

The report begins with general infor-
mation about the system and the Lynis
settings used and checks for key files
and configurations, including those
specific to Debian or another popular
distribution. These resources are re-
ported variously as FOUND, NOT IN-
STALLED, DISABLED, NONE, NON-
DEFAULT, DIFFERENT, NOT RUN-
NING, or WARNING (Figure 4). Ordi-
narily, only WARNING is an immediate
concern, since a file or setting may be
not installed or disabled without nec-
essarily being a security risk. Possibly,
too, where there is a choice, as with
the boot manager, only one is in-
stalled. Still, you might want to check
these results, just to be sure, after you
deal with the more urgent results.
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-[ Lynis 2.4.0 Results 1-

Found one or more vulnerable packages.

[PKGS-7392]

https://cisofy.com/controls/PKGS-7392/

Couldn't find 2 responsive nameservers [NETW-2705]
https-//cisofy.com/controls/NETW-2705/

Suggestions (38):

* Install Llibpam-tmpdir to set $TMP and $TMPDIR for PAM sessions [CUST-0280]

* Install libpam-usb to enable multi-factor authentication for PAM sessions [cusT-0285]

% Install apt-listbugs to display a list of critical_bugs prior to each APT installation. [CUST-0810]

Figure 5: The suggestions and warnings in the report link to web pages with more detailed information.

For example, the maximum age for a
password before it must be replaced is
usually disabled in most major distribu-
tions without major consequences. How-
ever, if you are security conscious or the
system is networked, enabling this fea-
ture adds security with minimal effort.
Similarly, not having a default umask —
the default permissions for a new file or
directory — might seem minor, but it is a
bit of hardening generally worth imple-
menting. By contrast, non-default mount
options for your partitions probably
means nothing more than that you have
customized them; in fact, altering them
will probably reduce overall perfor-
mance. In the same way, if a service like
CUPS is not running, then you need to
turn it on and rerun the audit so that it
can be accessed.

The report finishes by summarizing
warnings and suggestions (Figure 5).
The warnings will include both lax con-
figurations and vulnerable packages,
whereas the suggestions spell out a
concrete action that either you need to
do only once or recommend the addi-
tion of a tool that will help with ongo-
ing security. Both warnings and sugges-
tions are accompanied by a link to more
detailed information on a CISOfy page
(Figure 6), worded in such a way as to
help you decide whether you should
implement it or not. However, in a few
cases, you might want to search for
more information; although this can be
a tedious process, it at least organizes
and makes sense of the complicated
subject matter and reduces much of the
uncertainty.

Home » Support » Lynis Controls » AUTH-9328

Security Controls

AUTH-9328 - Default umask

Description

where desktops may be less strict (022).
Group
Authentication

How to solve

The umask defines what default file permissions will be applied on a file or directory. Usually servers can have a more strict umask like 027,

Files and directories are created with a default set of permissions. These depend on the parent directory and the umask value. This umask
value contains three or four numbers and gives the system a hint on how to create new objects on the file system. For example using the
umask 027 will be translated into 750 for directories or 640 for files. This means that the ownercan read and write, with additional
execution rights for directories. This latter part means that you are allowed to traverse the directory. The group will get read permissions for
files, and again execution rights for directories. The otherwon't get any access to the file.

Using the right umask helps with limiting who can access created files. This is especially important for systems with multiple users. This is

alsa the case when loose file permissions can result in unauthorized information disclosure, like a web server.

Additional resources

« Umask (Wikipedia)

After the First Report

Lynis should be run as soon as it is in-
stalled and then acted on as necessary. It
should also be run again after you have
acted on the warnings and suggestions.
However, that is just the start. Running
Lynis regularly is a convenient way to
spot unexpected changes in a system
that might indicate intrusions. Moreover,
your needs might change over time, and
Lynis’ report can help you decide what
adjustments are necessary.

Those who once depended on Bastille
are likely to find Lynis a less complete
solution. If nothing else, Bastille did a
more thorough job of explaining the
pros and cons of possible actions. Yet,
despite this shortcoming, Lynis remains
a quick and convenient update of the
Bastille concept and an education in it-
self. So long as you are willing to put in
the time, you can benefit without being
a security expert. If you have never run
Lynis on a system that you administer,
you owe yourself the favor of doing so
immediately. mum

Jj INFO

[11 Lynis: https://cisofy.com/lynis/

[2] CISOfy: https://cisofy.com/

[3] Lynis Enterprise pricing:
https://cisofy.com/pricing/

[4] Bastille:
http.//bastille-linux.sourceforge.net/

[5] Lynis on GitHub:
https://github.com/CISOfy/Lynis

[6] Documentation: https://cisofy.com/
documentation/lynis/

[7] Firejail:
https://firejail. wordpress.com/

Figure 6: The final payoff: Concrete suggestions about how to improve the system.
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It's no secret that 2016 has brought a lot of
change to the world. The political destinies of both
Europe and America have shifted in ways that
seemed almost inconceivable just a few years ago,
and that's without mentioning the scores of be-
loved celebrities that are no longer with us. Here in
the UK there's been yet another political shift this
month, though one we've long seen coming. We've
followed the progress of the Investigatory Powers
Bill (also known as the Snooper’s Charter) with dis-
may since it was first proposed just over a year
ago. On November 16, 2016, the act passed through the final chamber of parliament and
only waits for the Queen'’s signature before becoming law. The UK is now poised to invade
privacy by digitally tracking every citizen, and the government has the right to hack into
our devices. Digital security has always been important, but now it's more so than ever.
This month Valentine Sinitsyn looks at auditd, and | take a look at intrusion detection.

Even our cozy Linux world hasn't escaped the perversions of 2016. November also
brought the shocking news that Microsoft joined the Linux Foundation. It's a little hard to
process information as absurd as this, so we've harnessed the finest minds we could find
(Simon Phipps and Andrew Gregory) to bring a little sense to this madness.

Not everything has changed (not yet, at least, but 2016’s not over), and there are still few
better ways to survive the cold, dark winter months than settling down with a good game,
immersing yourself in a different reality. In Gaming On Linux this month, we take a look at
the latest triple-A masterpiece to come to our platform — Deus Ex: Mankind Divided.
Alongside all this, there's plenty more Linux goodness to help banish the 2016 blues, so
turn the page and get stuckin.

Ben Everard

- Ben Everard
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Opinion

Has Microsoft Surrendered to Open Source?

Hey, everybody, they are still Microsoft. &v smion pripps

Simon Phipps

is ex-president of the
Open Source Initiative
and a board member
of the Open Rights
Group and of The
Document Foundation
(makers of LibreOffice).

ne of the big stories of 2016 has
O been Microsoft's continuing charm

offensive to persuade the open
source free software communities they are
now “us” rather than “them.” They've changed:
joined Eclipse, publicized their contributions
to large numbers of projects, and even joined
The Linux Foundation at the highest (Plati-
num) level.

In response, almost every commentator
has been lauding Microsoft's progress and dis-
missing residual criticisms — almost certainly
the response Microsoft seeks. One veteran
commentator even declared “open source has
won and Microsoft has surrendered” [1].

To believe that Microsoft has “surrendered”
is not right. They are still a company embrac-
ing the theory of maximizing shareholder
value regardless of morality. They continue to
do so without regard for the social norms of
the communities they find in their chosen
markets. That's demonstrated in part by their
continuing monetization of their software
patent portfolio at the expense of the other
members of the Linux Foundation, which
they have recently joined.

As an indication of the scale of that mone-
tization, Linux Foundation's $500k Platinum
membership fee [2] represents about one
quarter percent of the lowest estimate [3] of
Microsoft's income from asserting patent
threats against the Linux kernel and things
that use it such as file servers, Chrome OS,
and Android. That lowest estimate — $2bn -
represents the total revenue of genuine open
source Linux leader Red Hat. At around 2% of

62

Microsoft's revenue, it's a considerable sum,
but still one that could feasibly be foregone in
support of business strategy, given the will.

Soit's not Microsoft's whole business that's
changed to favor open source. Office is not
available for Linux, and neither are Sharepoint,
Active Directory Server, or indeed any other
paid software product. What has changed is
they have dropped the legacy leadership of
their founders that saw it as impossible to
embrace open source in the pursuit of share-
holder value. Those legacy leaders could not
tolerate the presence of copyleft software
within any strategy, for what seemed a lot like
ideological reasons from the outside.

The key change is thus new leadership that
can simultaneously visualize proprietary mon-
etization of “boxed products” and a belief in
the relevance of copyleft community soft-
ware. The result is they now have a division
with executive aircover — their Azure cloud
product division — that understands its future
success depends on hosting Linux as a run-
time environment and appealing to the devel-
opers who target it.

This business unitis an underdog in its
market and has a strong motivation to em-
brace open source to progress. That business
unitis doing a great job, and it is exerting influ-
ence on other parts of the company to play
along. The Azure team deserves encourage-
ment and praise for its stance toward open
source. They are very effectively pursuing
both hosters and developers and making
friends in the open source community.

| seriously doubt they have embraced the
commitment to developer and user freedom
from which open source flows. They are main-
taining proprietary control over Azure, as well
as integrating Linux run-time capabilities into
Windows. Whereas Red Hat has a corporate
commitment to open source that results in
their new products trending to open source,
Microsoft's instincts trend in the opposite di-

rection. They'd like to make Linux servers
merely Azure instances and make the desktop
into Linux for Windows services under Win-
dows, rather than offering software freedom.
If left unchallenged, that's the future of main-
stream Linux — APls in a proprietary container.

One can either speak just of Microsoft's
cloud business and its related developer
community and credit them with open
source goodness, or one can speak of Mi-
crosoft and balance the actions of the vari-
ous parts of the company with radically dif-
ferent attitudes. We want Microsoft in the
community, but not at the cost of turning a
blind eye to patent parasitism, to the contain-
ment of software freedom in a proprietary
casing, and to the ostracism of community
members who dare to find fault in either.

No, Microsoft has not surrendered, except
in the sense of Greene's 22nd Law [4]. They
simply have a leadership that can see open
source is of primary importance in securing
a leadership share in utility cloud computing.
The company has indeed changed, but that
change has not resulted in embracing the or-
igins of software freedom, just the fruits of
one part of its company. nun

[1] S.J. Vaughan-Nichols opinion piece:
http.//www.computerworld.com/
article/3144063/open-source-tools/
open-source-has-won-and-
microsoft-has-surrendered.html

LF bylaws: https://www.linuxfounda-
tion.org/about/bylaws

Microsoft's Android royalties:
http.//www.businessinsider.com/mi-
crosoft-earns-2-billion-per-year-from-
android-patent-royalties-2013-11
Greene, R. The 48 Laws of Power:
http://48-laws-of-power.blogspot.co.
uk/2009/01/law-22-use-surrender-
tactic-transform.html

[2

[3

[4
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Linux Foundation
eunt domus!

We're gonna need a bigger bazaar.

ell has frozen over, the Eagles
have re-formed, and Microsoft
has joined the Linux Foundation.

We must conclude that the Linux Foun-
dation has zero credibility, so now is the
time for the Free Software Foundation
(FSF) to step up and provide not just the
moral leadership for Free Software, but
some sort of authentic advocacy.

Ha! Had you going for a bit there, didn't I?
While the Linux Foundation is sullied be-
yond redemption, the FSF cannot become
the campaigning, pro-Linux, pro-business
voice while it prizes ideological purity above
all else. To be clear, the FSF is magnetic
north in terms of purity. It's immovable and
incorruptible, and when it speaks, we
should listen; however, it doesn't do a good
job of promoting Free Software. We need a
compass to point the way, and that cannot
any longer be the Linux Foundation.

So in the spirit of the splitter, | propose
a new organization: the People's Popular

GIMP HANDBOOK
Discover the amazing
free photo editor

Front of Linux (PPFL). This organization
would campaign tirelessly to raise public
awareness of Linux on the desktop, on
the smartphone, and on the server. It
would be ready with a handy quote for
journalists whenever there’s a story about
“Computer Viruses,” informing the public
that it's actually Microsoft that's at fault
rather than computers in general. It
would be there to provide insight the next
time closed-source code is implicated in
a car emissions cheating scandal, orina
hacking incident, or when someone’s
closed-source insulin pump goes wrong
because of a hard-coded error and the li-
cense makes it illegal for anyone other
than the vendor to fix it.

When a self-driving car makes you late
for your appointment because it needed
to re-boot and install an update, the PPFL
will be there to tell the world that it's not
acceptable; the Linux Foundation will
shrug its shoulders and count the money.

When an ISP stores its passwords unen-
crypted and literally everybody in the
mainstream ignores the cavalier risks
they took because everyone else is taking
them, the PPFL will speak up and advise
on best practice. When the Internet of
Things finally reaches into every corner
of our lives, the PPFL will need to shout
from the rooftops that if you don't control
the software, the software will end up
controlling you.

Plenty of experts are already working to
protect the freedoms that we gain as soft-
ware users, including the 0S|, the Soft-
ware Freedom Law Center, the Open
Rights Group, and the Electronic Frontier
Foundation, but when the holder of the
Linux trademark is in the pocket of Micro-
soft — an organization with a natural oppo-
sition to Free Software, Linux, and open
source — it's just not fit to represent Linux
any more. We need a better alternative
and we need it now. Who's with me? mum
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Jon “maddog” Hall is an author,
educator, computer scientist,
and free software pioneer
who has been a passionate
advocate for Linux since 1994
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No matter who the US President is or why, it's the citizens who need to
understand how they can prepare for the jobs that are begging to be

when he firstmet Linus Tovalds ~ filled In modern economies. BY JON “MADDOG” HALL

and facilitated the port of
Linux to a 64-bit system. He
serves as president of Linux
International®.

n November 8, 2016, the United
O States was rocked by a historic

election. Donald Trump was
elected the 45th President on a campaign
slogan of "Make America Great Again.”

Whether or not you agree that the
United States is or ever was great, or
even that the word “America” is misused
when people talk about the United States,
his election by a large portion of people
who feel that the economy has left them
behind is something that (in retrospect)
most of the “professional politicians”
have ignored. Whether Donald Trump and
his policies will make any difference is to
be seen in the future; however, this issue
is not just confined to the United States, it
is happening all over the world.

In the short term, | do not think govern-
ments can do very much to keep jobs in-
country, because the problem is not just
about the transference of jobs to another
part of the world. Certainly that is what
most people see, and it lends to the prob-
lem, but the real issue is that the kinds of
jobs that new and evolving companies offer
do not lend themselves, because of auto-
mation and mechanization, to the kind of
education that most people today receive —
or have received in the last 10 years.

Many people today recognize that there
is a lack of prospective employees with a
STEM (science, technology, engineering,
and math) education. At the same time that
unemployment was reaching its heights,
many companies were complaining that
they could not find the trained people they
needed for their businesses. Unfortunately,
STEM-educated people cannot be pro-
duced overnight. It requires a solid educa-
tion in math, practical physics, and general
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chemistry and biology, most of which are
lacking in students who graduated from
high schools and universities in the last 10
or 20 years. Please do not think that this is
an attack on our educational professionals.
If anything, this article is a wake-up call to
parents and students of all ages every-
where — notjust in the United States.

Competition (and this is no attack
against capitalism, either) is going to
keep driving the automation of various
jobs, which will cause the STEM educa-
tion needs to go ever higher. Evenif a job
will not be fully automated, the tools em-
ployees use to do the job consequently
reduce the number of people needed.

| watched as CAD tools reduced the
number of draftsmen (a highly skilled
profession) in a large company from 300
to three. Draftsmen no longer had to re-
draw entire large sheets of paper to make
simple changes. A few quick commands
to a program would copy the entire de-
sign and allow them to make a quick up-
date. This was not a company moving
their work to China or some other coun-
try. The jobs just went away.

As a computer engineer, | do not regret
this path, but | do see the problem getting
even more focused in the future, which is
why the students of today (even students
that are 40 years old) have to face the fact
that it will be up to them to get the educa-
tion and training that they need and to con-
tinue being trained for the rest of their lives.

Which brings me to Free and Open
Source Software and Hardware.

In the past, automobiles were mostly
mechanical. Most people with rudimentary
skills in mechanics could understand how
an automobile worked and repair it. Young

people could work on old cars — “tinkering”
with them — and learn how to repair newer
cars.

Today, more and more of the mechani-
cal parts are replaced by a simple sensor
and a microprocessor, which is typically
“closed source.” Young “auto mechanics”
cannot look at the source code of older
cars and see how a newer car works.
Cars (and the software that drives them)
keep getting more and more sophisti-
cated. Where will we get the auto me-
chanics of the future, the people trained
and knowledgeable about this software?

The same could be said about operat-
ing systems, compilers, and the software
that drives the cloud. We need more open
systems to allow the tinkerers to learn
and grow. Five years ago the Raspberry
Pi Foundation created a sensation with
their small computer that was designed
(for the most part) by university profes-
sors who realized that new freshmen
were not as knowledgeable about com-
puters as the students of 20 years ago.
By providing an open platform for high
school students to use, the professors
made their teaching jobs easier by having
students arrive at the university with a
higher level of computer knowledge.

For the level of STEM needed in the
world today, grades nine through 12 are
too late to introduce STEM education.
Educators, parents, and the students
themselves need to stimulate interest
and thirst for STEM knowledge from
birth and throughout their lives.

A knowledgable employee is not some-
thing that one man or political party can
create by themselves; to paraphrase, it
takes a village to make this happen. mnn
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GoboLinux: Out with

the old 1n with the new

Explore this novel Linux distro, which throws out the old Unix filesystem hierarchy
in favor of something more modern.

FEBRUARY 2017

mouth of Henry Spencer, author of the

Regex regular expression parsing library
(among many other things). He said: “Those who do
not understand Unix are condemned to reinvent it,
poorly” But, what exactly did he mean by this? Well,
many hackers regard Unix as the pinnacle of operat-
ing system design. Unix
pieces together many
ideas and technologies
that make it a truly uni-
versal operating system,
running on everything from wristwatches to super-
computers. The concepts and foundations on
which it's based will be solid forever.

Still, every few years, someone comes along
promising a revolutionary OS that discards all the
old 1970s baggage and implements everything
using the latest buzzwords du jour. Why imple-
ment all that old Unix gunk when you can build an
0S in a version 0.0.3 language someone just
posted on Hacker News? Why should everything
be a file when obviously JSON is the only sensible
way to store data? And who needs a filesystem
anyway?

But the same thing tends to happen to trendy
OSes like these. Over time, they either die off or
end up becoming more and more Unix-like. The
developers realize that Unix isn't actually old and
clunky but is actually a rather smart design
crafted by hackers with a lot of experience. Unix
may have been written for the mainframes and
minicomputers of the 1970s, but it was very easily
adaptable to smaller devices. It's no coincidence
that Unix flavors pretty much run the world now:
Linux and FreeBSD on servers, Android on
phones, Mac OS on many desktops and laptops.
Even Microsoft is trying to get in on the action
with its Windows Subsystem for Linux.

So Unix is a solid and well thought-out OS, and
straying too far from its principles can be risky.
However, that doesn't mean you should be overly
dogmatic and resist any change. Arguably, a few
things in Unix-like systems are a bit archaic and

BY MIKE SAUNDERS O ne of my favorite sayings comes from the

ISSUE 195

GobolLinux

could be updated, without radically re-engineering
the whole OS. Say hello to GoboLinux [1].

GoboLinux is — for the most part — a regular Linux
distribution, but with one major difference: it es-
chews the old filesystem hierarchy (/usr, /1ib, /etc,
and so forth) in favor of a more modern design
where each program lives in its own directory. In the-
ory, this should make it
easier to distribute, install,
and remove programs.
Additionally, GoboLinux
features its own boot sys-
tem that's not based on the old SysVinit or BSD
scripts — nor does it use Systemd. It's a fascinating
distro, so in this article, I'll show you how it works,
how to install it, and where it's heading.

A Bit of Background

Most Linux distributions adhere to the Filesys-
tem Hierarchy Standard, aka FHS [2], which de-
termines the directory structure in a typical
Linux installation = i.e., which files and directo-
ries go where on the drive. The FHS is heavily
inspired by older Unix flavors and leads to a
setup like this:

/ (aka root directory) — The highest level direc-
tory, with nothing above. This contains all other di-
rectories (and their subdirectories).

/etc — Configuration files. This really is a mixed
bunch, containing text-based config files for sys-
tem-wide applications and services, scripts, and
other bits '’ pieces. There's very little standardiza-
tion in here, with each file having its own format
and syntax, and various subdirectories.

/bin and /sbin — Base-system binaries for regu-
lar users and the superuser (root), respectively.
These are available immediately after booting, be-
fore other filesystem partitions are mounted. Here's
where you find the Bash shell and other tools.

/lib — Historically, this contained base-system li-
braries, like the C library that almost every pro-
gram depends on. Today, it also contains Linux
kernel modules, systemd scripts (on distros that
use it), and various other components.

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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/usr and /usr/lib — Programs and libraries for
normal user accounts. This is typically the largest
part of an installation and includes non-base soft-
ware — the X Window System, desktop environ-
ments, Firefox, etc. In many older Unix installa-
tions, /usr would be on a separate partition and
mounted later during the boot process to keep
user apps separate from the base system.

Those are some of the most important directo-
ries in a typical Linux installation, but there are
many more as well. You can see some historical
baggage in there, with some directories serving
multiple purposes, bits of overlap, and not much
in the way of standardization (despite the best ef-
forts of the FHS). Most significantly, though, is
that a single program may have files in many dif-
ferent directories. Have a look at some packages
on your current Linux installation and see where
they scatter files. For instance, on a . deb-based
distro:

dpkg -L bash

This shows that the Bash package drops files into
/etc, /bin, /usr, and various sub-directories of /usr.
There is some logic to this, but it makes a package
manager pretty much essential. How can you eas-
ily remove a program when its files are scattered
over so many different directories? How can you
tell which file belongs to which program? Tools like
dpkg, apt-get, yum, rpm, etc. take the pain of this
away, but you could argue that they are just more
layers of complexity and abstraction on top of
what should be a simple design.

How does Gobolinux approach this? Essentially,
it tries to redefine the filesystem. Instead of pro-
grams being scattered all over the drive and hard
to manage without specific tools, each programis
placed in its own subdirectory of /Progranms, so they
are easy 1o locate, change, and remove. In Gobo-
Linux, “the filesystem is the package manager,
drastically simplifying the software management
process. On top of that, the distro makes it possible
to have multiple versions of the same program in-
stalled, side by side. Try doing that with your regu-
lar Linux distro — even with the most awesome
command-line gymnastics and symbolic link she-
nanigans, it's tough to achieve.

Installing GoboLinux
You may be reticent at this stage to switch to
Gobolinux as your primary distro. Fair enough — |
recommend exploring it in a virtual machine such
as VirtualBox (or just installing it on a spare PC).
Go to the download page [3] and grab the ISO
image of the latest release — 016 beta at the time
of writing, but it may be final when you read this.
In VirtualBox, assign it to the emulated DVD
drive and start the virtual machine. After a few

moments of booting up, GoboLinux will ask you to
select a language and keyboard map. Then you'll
land on a root command-line prompt — which
probably wasn't what you're expecting, so enter
startx to bring up the X Window System and ac-
cess the GUI. From there, you'll find an installer
icon on the desktop, so double-click that and fol-
low the prompts.

If you have trouble running startx, though,
you'll need to perform a text-mode installation
(Figure 1) — enter:

Installer

Note the capital letter at the start — this is your
first taste of how GoboLinux does things! Use Tab
to switch between buttons and other elements on
the screen, and Enter to select them. You'll be
prompted to choose the partition(s) on your drive
where Gobolinux should be installed, the package
sets to be copied over (it's best to leave them all
selected), and where to install the boot loader. For
the most part, you can just accept the defaults
and keep selecting Next.

You'll be prompted to set a password for root, the
administrator user, and also create a normal user
account for your day-to-day work. Lastly, the Gobo-
Linux installer will perform a final check that you're
ready to go ahead with the options you selected — if
s0, the files will be installed and then you can re-
boot. If GoboLinux boots into text mode, you can
log in as your regular user account and enter startx
to bring up the desktop (Figure 2).

Filesystem Magic

To see how GoboLinux handles software, open
a terminal and cd into the /Programs directory.
There you'll see a bunch of directories, one per
program, so try switching into one — e.g., Nano.
Then you'll see three directories: one with a ver-
sion number, which contains the binary and
support files for that version of Nano. There's
also Current, which is a symbolic link to the ver-
sion currently in use (this is how you can have

Installation process
Helcome to the Gobolinux installer!

Follow through the steps to have the systenm
installed to your hard disk. In this installer
you will be able to format the disk partition
which will host the new system, select which
packages should be installed and perform basic

conf iguration to get your new system up and
running.

This installer will ask you all the questions
necessary to install GoboLinux. You can go back

Tab: move focus Enter: select

fead this to learn more about the installation.

Figure 1: GoboLinux's text-
mode installer gets you set
up easily - you can mostly
just hit Enter.
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Figure 2: The Awesome win-
dow manager is included
with version 016, along with
arather moody theme.

Figure 3: Here you can see
what the root directory con-
tains - /etc, /lib, and so on
are all hidden by default.
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multiple versions installed at any one time), and

Settings, which contains files that would nor-
mally be stored for system-wide usage in /etc
(e.g., nanorc).

This system doesn't just apply to programs but
to libraries as well. For instance, Glibc (the GNU C

Library) can be found in /Programs/G1ibc/2.24/
1ib). As for “infrastructure” software — i.e., not

standalone desktop apps — those are in /Prograns,
too. You'll find the X Window System in /Programs/

Xorg-server, binaries from Coreutils in /Programs/
Coreutils/Current/bin, and so on.
This is all good and well, but how does Gobo-

Linux keep track of all these, without having to use

a giant $PATH environment variable? Well, take a

look in the /System/Index directory. There you'll see

bin and 1ib directories containing huge amounts

of symbolic links to all of the programs and librar-

ies stored separately in the /Prograns folder. For
instance, go intobinand do 1s -1 nano, and you'll
see something like:

nano -> ../../../Programs/2

Nano/2.7.0/bin/nano

4B96 Nov 16 13:58
4@96 Nov 16 13:508
4896 Nouv 7 B2:26
16384 Nov 16 10:38
40896 Nov 16 10:41
12288 Nou 16 13:50
4@96 Nov 16 10:38
4@96 Nov 16 18:41

(ru,relat ine,data=ordered)
devtnpfs on <deu type deuvtmpfs (ru.relatime.size=1534872k,nr_inodes=383518 .mode=|
55)
proc on /proc type proc (ru,relatime)
wne on ssys type sysfs (ru,relat ine)
devpts on ~deuspts type deupts (ru,relat ime,mode=600,ptmnxnode=000)

jects type sysfs (ru,relatime)

proc on /System/Hernel/Status type proc (ru,relatine)

devtmpfs on /System/Herne
odes=383518,node=755)
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I7Devices type devtmpfs (rw,relatine,size=1534072k,nr_i

This shows you how GoboLinux knows where to
find Nano (and other programs) in the installation.
The /Systen directory contains other components,
neatly arranged into their own sub-folders, as well.
You'll see that the kernel can be found there (along
with its modules), while the Settings directory
does the job of a traditional /etc.

Now, if you cd into the root (/) directory and look
around with 1s -3, you'll notice something odd:
Apart from Tost+found, none of the usual Unix-y
filesystem locations can be seen. There's no /etc,
/1ib, /tmp, or anything like that (Figure 3). What's
going on here? Has GoboLinux done away with
them all completely?

Well, not quite. GoboLinux is set up with a ker-
nel patch that hides these directories by default.
They do actually exist, so you can cd /etc and
then look around inside, but they’re not shown to
you in your daily work. This is all about simplic-
ity: Users and admins shouldn't need to be con-
cerned about the “legacy” Unix filesystem, apart
from in extreme cases. For most tasks of editing
config files, updating programs, and the like,
these should all be possible via the newer Gobo-
Linux filesystem structure.

GoboLinux is primarily a source-based distro,
so whenever you want a new piece of soft-
ware, you issue a command that downloads
the program's source code (along with the
code for its dependencies) and builds the
whole caboodle. First, take a look at the avail-
able “recipes” [4] - that is, the scripts and in-
formation bundles for various open source
apps and tools (Figure 4).

Let's say you want to install Qemu, the rather
awesome PC (and other machine) emulator.
Enter the following command:

Compile gemu

This will search for a matching recipe and tell
you what it's going to download. If the app
has a lot of dependencies, Compile will
prompt you before grabbing them; enter “CA"
for “compile all” to skip having to confirm for
every single file.

Then, Compile builds the dependencies and
the program itself and installs them into
Gobolinux creating symbolic links accord-
ingly so that older programs using Unix-like
paths can still work with them. GoboLinux
has a lot of recipes at its disposal, so you can
find pretty much every major FOSS app and
utility in there, although some of the versions
are rather dated (Figure 5).
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Helpfully, though, the distro includes a small
tool for changing this behavior. Enter gobohide -1
to list all of the Unix-ish directories that are hidden
by default. To disable hiding, so that one is shown
at the command prompt and in your file manager,
use the following:

gobohide -u /etc

Now /etc will be visible. You'll see that it's a sym-
bolic link to the /System/Settings directory you
were in earlier, however, so it's not just duplicated
content.

Have fun exploring the system: Clearly a lot of
thought has been put into the design, and it works
surprisingly well given the amount of software out
there that expects traditional Unix-style filesystem
layouts. GoboLinux feels well engineered, and
when you go back to a regular distro with its pack-
age files scattered all over the place, everything
seems rather disjointed and thrown together.

Still, GoboLinux has its rough edges: | had issues
getting some apps to work (see the “Adding New
Software” box), and there are some questions

If GoboLinux has whetted your appetite for
Linux distros that take an alternative ap-
proach to package management, take a look
at NixOS [5] as well. This is built around Nix, a
“fully functional package manager for Linux
and other Unix systems that makes package
management reliable and reproducible.” The
reproducible part is built upon checksums
and other techniques that guarantee that bi-
nary packages match their source code
equivalents. (In other words, nothing dodgy
has been injected by the package creator in
the building process.)

In terms of reliability, Nix packages exist in
isolated read-only directories; updates don't
overwrite the original files, so it's easy to re-
vert back to the previous version of an app or
library if you're having trouble with the new
one. And, all updates are "atomic”: They either
succeed or they don't. So, if you're updating
an app and the process gets interrupted half
way (e.g., due to power loss), you won't end
up with an app where half the files are from
one version, and half from another.

While Nix has been quite innovative here, some
other mainstream distros are starting to adopt
similar approaches. Take Ubuntu, for example,
with its Snap packages [6] — they are also de-
signed to be updated safely and are isolated
from one another so that one badly behaving
app can't cause chaos on the whole system.

Nano

cd /Prograns/Nano
Is -1

root 4096 Oct 19 82:10
root 5 Nov 7 B2:27 Current -> 2.7.0
root 4096 Oct 19 82:10

Is Settings

Is 2.7.8

cd 2.7.8/Resources
1s -1

19 82:18 Architecture

19 82:10 BuildInformation
19 82:10

19 82:10 Dependencies

19 82:10 Description

19 82:10 Revision

19 82:18 UseF]ais

Figure 4: Look into /Pro-
grams/Nano and you can
see how GoboLinux handles
multiple app versions and
meta information.

about its long-term viability (there was a major gap
of six years between releases 014 and 015). But
even if Gobolinux isn't going to be your daily driver
any time soon, it's good to try out a distro that
dares to do things differently — after all, as great as
Unix and Linux are, you should always give room
for improvements. And, given that GoboLinux’s
novel directory structure can still be used to create
a working distro, I'd like to see some elements of it
incorporated into the mainstream distros at some
point (see the “NixOS: Another Alternative” box).
Fedora devs, what do you reckon?

GoboLinux:

Filesystem Hierarchy Standard:

GoboLinux download:
Figure 5: For some reason,
GoboLinux includes the
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Linux’'s

Next-Generation

Firewall

Nftables promises to be the future of Linux firewalls. Meet iptables’ replacement.

Why should I be con-

cerned about what Chris-
tian hip-hop artist Nate Feuer-
stein does with his tables?

Not NF’s tables, but nf-

tables (or Netfilter tables).
It's the name of the next-genera-
tion firewall for Linux.

Firewall? That sounds like

a pretty horrible thing.
Even if the fire doesn't spread,
the smoke damage would be
catastrophic for the interior dec-
oration. | cant imagine it'd be too
good for the computer either, es-
pecially as the fan that's sup-
posed to keep the CPU cool
would only make the fire hotter.
You can keep your pyromania to
yourself, thank you very much.

Just on the off chance that

you're not being deliberately
difficult, a firewall is a bit of soft-
ware that looks at all the network
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traffic going in or out of your ma-
chine and decides if it should be let
through or not. These can be as
simple or complex as you like. For
example, a really basic firewall
would let any outbound connec-
tions through (so you could get
data from other machines) but not
any inbound connections (so no
one could request data from you).
If you then decided to run a web
server on this machine, you'd have
to open up port 80 so that brows-
ers could connect to you.

Hang on, I'd need 80 ports?

I've only got one Ethernet
connection. Where would | get
the other 79?

In IP networking (which is
almost all networking
these days), you need two iden-
tifying things when connecting
to the other computer. There's

the IP address, which locates
the machine to which you want

ISSUE 195

to connect, and there’s a port
number, which identifies the
software you want to connect to
on that machine. The port num-
ber doesn't refer to a physical
port but is just a reference, so
the machine receiving the con-
nection knows where to send
the data.

On any machine, only one
piece of software can be listen-
ing on a given port, so the kernel
forwards all data to that soft-
ware. All ports are the same, so
in principle you could have any
software listening on any port
number, but a few conventions
make life a little easier. For exam-
ple, web servers usually listen on
port 80 (for HTTP) and 443 (for
HTTPS), so when you use a web
browser, it will always try to use
these ports unless you specify a
different port, which is done by
adding a colon and then the port
number after the web server do-
main hame.

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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Ah, OK. So all | have to do

is tell my firewall what ser-
vices | want to run, and it'll open
up those ports?

Well, that would be a very

basic setup. Firewalls
can do quite a lot more than
this, though. The current stan-
dard Linux firewall, iptables, al-
lows you to do things like limit
access to certain services to
particular machines (usually
identified by IP address), log
particular events, and even
block people who are repeat-

edly trying to guess passwords.

All together, the iptables fire-
wall is a large part of most
Linux setups’ security.

This all sounds quite use-
ful. I should get a firewall.

If you're using Linux, you

probably already have one,
and it's probably iptables. You
can see what it's currently doing
by entering the following at the
command line:

sudo iptables --list

This will give you a list of rules.
For each packet, the firewall
starts at the top, and each rule
is a pattern to match that
might contain a port, an IP ad-
dress, or some other way of
matching a packet. Each rule
has either an accept, reject, or
log action. If the packet
matches that rule, the firewall
performs the action; if it
doesn't, it moves onto the next
rule until it gets to the bottom.
If nothing matches, the firewall
accepts the packet. Nftables
works in much the same way.

OK. If iptables is so popu-

lar and nftables works in
much the same way, why should
| bother with nftables?

That's an excellent ques-

tion. Iptables is a mature,
well-understood technology
that you shouldn't be in a rush
to get rid of, but at the same
time, it does have some weak-
nesses. For example, iptables
only works with IPv4, which is
still the most common version
of the IP protocol, but IPv6 is
slowly becoming more used.
There is an IPv6 equivalent
(rather unimaginatively called
ip6tables), but this means that
you have to duplicate all your
work to make sure you stay se-
cure on a machine that sup-
ports both versions (and you
should support both versions if
possible).

The second major difference is
that the rule syntax allows more
concise expression. In many
cases, rules that would have
taken many lines of iptables
rules can be done in a single line
with nftables. This might not
seem like a huge deal if you're
only using small rulesets, but it's
not uncommon for server setups
to have iptables configurations
that span several hundred lines,
and shortening this makes it
much easier to maintain.

Beyond this, there are a few
advantages for larger setups,
such as faster updating of rules,
but these are only really applica-
ble to large data centers.

In short, there are no major
problems with iptables, but nf-
tables is a bit better and likely
to be the future of firewalls on
Linux.

When can | get started
with nftables?

Right now [1]. Well, de-

pending on your distro,
that is. Support for nftables first
came into Linux with kernel ver-
sion 3.13, which was back in
January 2014, so most modern
distros should have it available
(although you might have to in-
stall a package from the reposi-
tory to get it to work) [2]. If you're
using a slow-moving enterprise
distro, you might have to upgrade
to get support. Take a look at
your distro's documentation for
more details.

So, | guess this begs the
question: Should I be using
iptables or nftables?

There's no simple answer

to that. If you're currently
using iptables and it's working for
you, then there's no pressing need
to switch at the moment. On the
other hand, if you're not using a
firewall, or learning how to config-
ure them for the first time, then
you might want to consider nf-
tables, because it's likely to be the
future of Linux firewalls. mmm

[1] Want to get up and running
with nftables? The project
website (www.netfilter.org)
has more information than
you could possibly want.

[2] Nftables has been part of the
Linux Kernel since version
3.13, but it needs to be se-
lected before compiling, so
make sure to select the right
options if you build your own.
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Valentine Sinitsyn develops
high-loaded services and
teaches students completely
unrelated subjects. He also has
a KDE developer account that
he's never really used.

Figure 1: The Linux audit
framework: major compo-
nents and their interactions.
Arrows indicate possible
data flow.
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Look for intruders and study the health of your system
with Linux auditing tools. BY VALENTINE SINITSYN

Audit Your Linux Box

0 one enjoys being tracked. In Free Soft-
N ware and Linux, we take privacy very seri-

ously. Yet, we sometimes set surveillance
cameras to watch the back yard. We hardly ever
look at the recordings, unless things go wrong.
Then we could use videos to learn who broke that
window.

Audit in Linux works much the same way. It
captures security-related events, such as file ac-
cess, system calls, user logins, or system re-
boots. Then it stores these logs safely and lets
you search through them. This process doesn't
add any security by itself, but it helps to track in-
truders. Having this is a prerequisite to Common
Criteria certification, and it's a good way to peek

-

A

init daemon } { other userspace components J

—

H

Kernel mode components J

‘ fvar/log/audit/audit.log }— auditd

auditctl
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{ \
..\- /J_.
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—
— ausearch \ ;
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into the system’s operation for learning, fun, and
profit.

The Big Picture

The Linux audit framework spans multiple com-
ponents, both in userspace and in the kernel (Fig-
ure 1).

A story begins when something generates an
audit event. For instance, when you open a file,
the kernel can learn about it using the very
same mechanism covered previously [1]. Or, if
you want to trace system calls, the kernel raises
a flag on a process descriptor, which causes
Linux to fire an event when it returns from the
call.

Not all audit events originate from the kernel,
though. When the system boots, switches run lev-
els, starts or stops daemons, etc., an init process
such as systemd logs these life cycle events. This
also happens when a user logs in or out. Techni-
cally, such messages end up in the kernel as well,
so all other audit framework components have a
single events source.

The kernel reports audit events via a Netlink
socket. In userspace, a daemon called auditd
reads them and stores them in audit log file. au-
ditd can also forward events to a dispatcher dae-
mon, audisp. This component acts as an event
multiplexer for programs, which want to analyze
events in real time, such as Intrusion Detection/
Prevention Systems (IDS/IPS). You can also use
audisp to send events to storages other than
local disk, such as remote servers. This helps
keep them secure. Even though audit logs are in-
accessible to users other than root, an intruder
with sufficient permissions can still tamper or
destroy them.
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CORE TECHNOLOGIES [ E110),ve)[e=

Listing 1 audit.log Sample

type=DAEMON_START msg=audit(1478917138.665:1665): auditd start, ver=2.4.5 format=raw kernel=4.4.0-47-generic auid=4294967295

pid=406 subj=unconfined res=success

type=SYSTEM_BOOT msg=audit(1478917138.740:5): pid=433 uid=0 auid=4294967295

ses=4294967295 msg=' comm="systemd-update-utmp" exe="/lib/systemd/systemd-update-utmp" hostname=? addr=? terminal=?

res=success'

Many things are happening in your system at
any given moment. Logging all of them would
probably be overkill and a waste of resources.
How does the kernel know which one to remem-
ber and which one to forget? Audit rules tell it.
These rules define which files, directories, and
system calls the kernel should monitor. You also
use rules to select processes to trace or users
whose actions you want to follow. auditct1 com-
municates rules to the kernel, either during the
system startup or dynamically in run time.

Now, with events recorded somewhere, how
do you get a sense of them? aureport tool
comes to the rescue. It produces a summary or
detailed report upon your request. There are
also ways to visualize these reports, as you'll
see shortly. If you look for a specific event, use
the ausearch tool. A common pattern is to find
an event of interest in aureport (Figure 2), and
then take its event ID and retrieve the details
with ausearch.

Getting Your Feet Wet

For starters, let's look at how all these pieces work
together using vanilla Kubuntu 16.04 LTS as an ex-
ample. Once you boot the system, the audit log,
which resides in /var/1og/audit. 1og, should al-
ready have some events (Listing 1).

Listing 1 shows a so-called raw log format:
auditd decodes kernel messages and persists
them in the same form they arrive. There are no
other options available out of the box, but you can
ask audisp to redirect messages to the sysiog if
you wish.

You may now wonder what happens if auditd is
not running. It depends on the setting called “fail-
ure mode.” If you are serious about security, the
kernel may shut down the whole system. The de-
fault behavior is just to put a warning in the dmesg
log, though. Similar options are available for when
the system is low on disk space or a disk error oc-
curs [2].

Despite the name, raw log format is mostly self-
explanatory. As you see in Listing 1, each audit re-
cord consists of several key-value pairs or fields.
type sets the record type. Suppose a SYSTEM_BOOT
event occurs when the system boots, and DREMON_
START fires when auditd itself comes to life. Note it
happens before the system is booted.

Different message types have slightly different
fields yet many of them are common. Say, nsg
stores both the timestamp and the message ID,
colon-delimited. To query a record by its ID, you
can do the following (# denotes root command
prompt):

# ausearch -a 1665 -1i

type=DAEMON_START msg=audit?
(11/11/2016 18:18:58.665:1665) : auditd start, 2

ver=2.4.5 format=raw kernel=4.4.0-47-generic 2

auid=unset pid=406 subj=unconfined res=success

Figure 2: Sample aureport
output, which shows a
detailed system call report
on a vanilla Kubuntu 16.04
LTS box.

File  Edit

View Bookmarks Settings Help

Syscall Report

# date time syscall pid comm auid event

. 11/11/2016 12:15:08 close 2339 autrace val 132
. 11/11/2016 12:15:08 fstat 2339 autrace val 133
. 11/11/2016 12:15:08 brk 2339 autrace val 134
11/11/2016 12:15:08 brk 2339 autrace val 135
. 11/11/2016 12:15:08 write 2339 autrace val 136
. 11/11/2016 12:15:09 close 2339 autrace val 138
. 11/11/2016 12:15:09 execve 2339 1s val 139

. 11/11/2016 12:15:089 brk 2339 1s val 140

. 11/11/2016 12:15:09 access 2339 1s val 141
10. 11/11/2816 12:15:09 mmap 2339 ls val 142

11, 11/11/2816 12:15:89 access 2339 1ls val 143
12, 11/11/2816 12:15:89 open 2339 ls val 144

13. 11/11/2816 12:15:89 fstat 2339 1s wval 145
14. 11/11/2816 12:15:09 mmap 2339 ls val 146

15. 11/11/2816 12:15:09 close 2339 1s val 147
16. 11/11/2816 12:15:89 access 2339 ls val 148
17. 11/11/2816 12:15:89 open 2339 ls val 149

18. 11/11/2816 12:15:89 fstat 2339 1s wval 151
19. 11/11/2816 12:15:09 mmap 2339 ls val 152

20. 11/11/2816 12:15:09 mprotect 2339 1s val 153
21, 11/11/2816 12:15:089 mmap 2339 ls val 154

22, 11/11/2816 12:15:89 mmap 2339 ls wval 155

23. 11/11/2816 12:15:89 close 2339 1s val 156
24. 11/11/2016 12:15:09 access 2339 ls val 157
25. 11/11/2816 12:15:09 open 2339 ls val 158

26. 11/11/2816 12:15:09 fstat 2339 1s val 160
27, 11/11/2816 12:15:89 mmap 2339 ls val 161

28. 11/11/2816 12:15:089 mprotect 2339 1s val 162
29. 11/11/2816 12:15:09 mmap 2339 ls val 163

30. 11/11/2816 12:15:09 mmap 2339 ls val 164

31, 11/11/2816 12:15:089 close 2339 1s val 165
32, 11/11/2816 12:15:89 access 2339 ls val 166
33. 11/11/2816 12:15:89 open 2339 ls val 167

34. 11/11/2016 12:15:09 fstat 2339 1s val 169
35. 11/11/2816 12:15:09 mmap 2339 ls val 170

36. 11/11/2816 12:15:89 mmap 2339 ls val 171

37. 11/11/2816 12:15:09 mprotect 2339 1s val 172
38. 11/11/2816 12:15:89 mmap 2339 ls wval 173

39. 11/11/2816 12:15:09 close 2339 1s val 174
40. 11/11/2016 12:15:89 access 2339 ls val 175
41, 11/11/2016 12:15:89 open 2339 ls val 176

42, 11/11/2016 12:15:89 fstat 2339 1s val 178
43, 11/11/2016 12:15:89 mmap 2339 ls val 179

44, 11/11/2016 12:15:09 mprotect 2339 1s val 180
45, 11/11/2016 12:15:89 mmap 2339 ls val 181

(Y- R WV I S PO S

> | val : mc
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Here the -a option tells ausearch the ID of the re-
cord you are interested in, and -i prescribes to
convert numeric values, such as user identifier
(UIDs) or timestamps, to their human-readable
representations. Sometimes, this search yields
more than one event record. Events related to a
single operation (e.g., a system call) share the
same message ID. Note that message IDs don't
persist across system reboots.

You've probably guessed what pid, uid, gid, etc.
are for. auid stands for Audit user ID and is also
known as “login ID." You get one when you login,
and it stays unchanged during the session. conm is
the command, in kernel's parlance. As you see, it
could be different from the executable (exe). suc-
cess, of course, tells the operation status, and the
key field acts as an administrator-defined tag; I'll
show you an example.

To get an events summary, use the aureport tool
(Figure 2). The command also accepts a number of
switches to build reports for specific event groups.
For example, aureport --auth reports authentication
attempts (either successful or not), aureport --file
tells about files access, and aureport --comm does
the same for commands. Note that each detailed re-
port is a table, normally having “event” as the last
column. That's the ID you can use to lookup event
details with ausearch.

aureport has some filtering capabilities built-in.
You can limit the timespan with --start and --end
switches. Both accept the date and the time (in
this order) and are locale aware. Here, 11/12/2016
and 72.711.20176 are both valid, depending on which
part if the globe you are, and refer to the same
point in time. Shortcuts like now, today, recent (not

more than 10 minutes ago), or this-week are also
supported. You may also filter successful opera-
tions only with --success [3].

The ausearch querying capabilities are, as per
name, more advanced. You can filter by message
type or types (comma-separated), pid, command

Audit Beyond Commands

Userspace audit tools rely on two libraries, libaudit and libauparse, to do
the low-level stuff. These libraries constitute the public API. This means
you can use them in your programs as well. This is not something un-
usual. For example, when an init daemon wants to generate a SYSTEM_
BOOT event, it calls audit_1log_user_message() or a similar function from
the Tibaudit.

Administrators rarely code in C. They use scripting languages such as
Bash or Python. For the former, userspace audit tools should cover most
needs. If you code in Python, you'll be happy know that both libraries pro-
vide official bindings for Python 2 and 3. They are generated with SWIG
and follow the native C API closely. There is no separate documentation,
unfortunately: You have to consult 1ibaudit and 1ibauparse man pages
directly. The good news is that these bindings should be available in your
package manager as python-audit or something similar.
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name, and user ID, including auid (aka login ID).
Free-text search is available for string-based fields,
such as file names, and ausearch is clever enough to
match whole words if needed. The later means sys-
temd matches systemd, but not systemd-update-
utmp, for instance. You can also filter by date
range or operation status the same way you do in
aureport.

It is possible to pipe ausearch output into aureport,
to make the latter read it instead of audit log. For ex-
ample, this is how you build a neat summary for the
events of interest:

# ausearch ... --raw | aureport --summary --file

Note the --raw argument to ausearch, which
makes it output event records in raw form, as in
the logs. (See the “Audit Beyond Commands” box
for more information.)

Your Game, Your Rules

As you can see, the default configuration already
captures some interesting things. Yet there are
many possibilities for fine tuning. The Linux
audit framework lets you install rules that define
events of interest. Static rules reside in /etc/
audit/audit.rules or /etc/audit/audit.rules.d.
When auditd starts, its init script calls auditct1 to
load these rules, so they are always in effect. You
may also use the auditctl command to install
custom dynamic rules that you don't want to sur-
vive a system reboot. The syntax stays the same
in both cases: You either store auditct1 com-
mand-line switches in the rules file or supply them
to the command directly.

auditctlis a multitool. It can do global configu-
ration: disable audit, lock the subsystem so no
one (even root) can change it, flush rules, or set
the failure mode. It can also list rules or query
audit status. And, of course, it can also manage
your own custom audit rules!

Rules reside in one of four kernel lists and
have one of two actions: never, which sup-
presses event generation, or aluays, which in-
duces it. The most used list is exit, which
stores rules to run at the end of a system call.
The user list applies rules to events coming
from the userspace. Recall that many user-
space components, such as an init daemon,
generate audit events, often unconditionally.
This way, you can iron out these events. The ex-
clude list is used to filter events by type. The
last list, task, is rarely seen in practice.

Each rule also has a set of preconditions. They
come in form of C-like comparisons (=, !=, &=, and
so on) either against fixed values (-F) or between
event fields themselves (-C). All conditions must
be met for an action to trigger. Finally, you can at-
tach an arbitrary string (called a "key”) to a rule.

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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This helps to filter events produced by the rule:
ausearch -k does just that.

Remember that only processes with CAP_AUDIT_
WRITE capability (this means root in general) can
send audit events from the userspace [4]. That's
how you silence them for a while:

# auditctl -a user,never

The -a option tells auditct1 to append a rule to
the list; -A prepends it, and -d deletes. The order
is important because rules are evaluated until
the first match. Check that the rule was installed
with auditct1 -1. Now, if you generate a user-
space event with auditctl -m, the kernel will hap-
pily ignore it.

Okay, this was an artificial example. Normally,
you use auditctl to install filesystem rules, called
watches, or system call tracers.

Watching the Filesystem
Consider the following scenario. You have a direc-
tory, say, /var/cache/something that keeps a cache

expensive to rebuild. Yet something cleans up
filesin it on a regular basis. What is it? A cron
script? An over-diligent user? Or maybe a mal-
ware? Stop guessing — the audit subsystem can
tell you for sure (Figure 3).

You start with adding a watch for the pathname
you want to monitor:

# auditctl -w /var/cache/something 2

-p w -k "cache offender"

The -u option tells the filesystem location to
watch. The -p option describes access permis-
sions of interest to us: reads (r), writes (), or attri-
butes changes (a). They are not standard permis-
sions bits you operate with chmod, but rather sys-
calls issued at the filesystem object, or flags it is
open()ed with. File removal is considered to be a
directory write, so you track writes here. You also
add a key to find generated events later.

Now, wait for the directory to become empty
again. When this happens, delete the rule to save
system resources, then run:

The latest is 2.6.7,
released Spetember 11,
2016.

Changel og

Need kernel headers >=
2.6.30

audit-2.6.7.tar.gz
audit-2.6.6.tar.gz

RHEL-5

audit-1.8-1.src.rpm need
glibc-kernheaders==3.0

gudit-1.8.tar.gz need new
headers

gudit-1.7.18-1.src.rpm
need glibc-
kernheaders>=3.0

audit-1.7.18.tar.gz need
new headers

RHEL-4

audit-1.0.16-1.src.rpm
need glibc-
kernheaders>=2.4-9.1.95

gudit-1.0.16.tar.gz need
new headers

You can compile the
source rpm like this:
rpmbuild —rebuild audit-
1.0.16-1.src.rpm

Audit x 4+

« q ¢ people.redhat.com Audit #F 2 =_0O x
Linux Audit
Future Direction
Up 2.6 -> 2.7 Event Field Classification system in auparse
X 2.7 -> 3.0 Reactive component for IPS
Download:

Technical Resources

SVN
svn co http://svn.fedorahosted.org/svn/audit
or browse audit code

Mail List
There is a mail list to discuss the linux audit system. Please join if you have any questions or like this
topic.

IRC
‘We have #audit on freenode

Specs
The specifications have moved to github. The following will be left in place for a while and then
removed.

The specs around How to write good events
Dictionary of event field names in csv format
The specs around System Lifecycle events
The specs around User Login Lifecycle events

The specs around User Account Lifecycle events
The draft specs for Audit Event Enrichment

The specs to the Audit Event Parsing Library
The specs to the Auditd Real-time Event Interface
A diagram showing Audit System State

Articles:
Audit + Prelude HOWTO

Article about audit log visualization

Presentations:

Updated version of the 2007 Red Hat Summit slides about audit system and layering an IDS/IPS on
it

Presentation given at Red Hat Summit 2008 about audit system and the prelude plugin

Presentation given at Red Hat Summit 2007 about audit system and layering an IDS/IPS on it
Slides from audit BoFs at SE Linux Symposium 2007

Slides from audit BoFs at SE Linux Symposium 2006

FAQ
Audit System FAQ

Figure 3: The Linux Audit homepage is an example of old-school web design, but it also contains many useful specs.
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Listing 2: Syscall event record. a0 is the pathname

# ausearch -m SYSCALL --syscall unlink -i

03 type=SYSCALL msg=audit(11/14/2016 02:30:37.670:236) :

arch=x86_64 syscall=unlink success=yes exit=0 a0=0x560e36a15250

al=0x0 a2=0x0 a3=0x8 items=2 ppid=1 pid=2198 auid=unset uid=root

gid=root euid=root suid=root fsuid=root egid=root sgid=root

fsgid=root tty=(none) ses=unset comm=cupsd exe=/usr/sbin/cupsd

# ausearch -k "cache offender" -i

As an alternative, you can filter by the directory’s
pathname:

# ausearch -f /var/cache/something -i

The output could be lengthy, but it will show you a
command, a user and process ID, and everything
else you need to reach the offender and explain
that he is doing something wrong.

Tracing System Calls

Watching the directory as above is the most
straightforward solution, but not the only one.
Another way is to trace un1ink(2) and un-
linkat(2) system calls. These syscalls are used
to delete a file, and once you have relevant
event records, comm and pid will tell you who is
doing this.

Adding a syscall rule is not much different from
installing a filesystem watch. Remember however
that all userspace processes on your box issue
system calls and do this quite often. So, if you en-
able system call tracing, you get a performance
hit. In our case, the kernel will have to iterate over
rules in the exit list even for processes which
never issue unlink(2). The fewer rules you have,
the smaller the penalty is. Match multiple system
calls in one rule whenever possible, as in the snip-
pet below:

# auditctl -a exit,always -F arch=beu 2
-S unlink,unlinkat -F path=/var/cache/something 2

-k "cache offender, part two"

Two things to note here. First, | had to specify
the system’s architecture. Linux distinguishes
system calls by their numbers, and these num-
bers may overlap on different architectures, in-
cluding 32- and 64-bit x86. Here, | simply force

Listing 3: Running autrace

# autrace /bin/true

Waiting to execute: /bin/true

Cleaning up...

Trace complete. You can locate the records with 'ausearch -i -p 2685'
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a 64-bit system call table. Second, | use a path-
name filter to ignore events unrelated to the
cache directory. unlink(2) and unlinkat(2) also
receive the pathname as an argument, but you
can't filter by it. The reason is you only get
pointers, not string values in the audit log (List-
ing 2).

When the cache empties again, make a similar
search in the event log:

# ausearch -k "cache offender, part two" -i

Of course, it should yield the same offender as
before.

Sometimes, you want to trace syscalls in one
specific command. Sure, you can add a rule,
run the command, and delete it afterwards. The
autrace tool wraps this sequence for you. Con-
ceptually, it's similar to strace, yet it produces
audit events instead of console output.

Note that autrace flushes audit rules if you have
them installed. That's because the tool adds its
own temporary rules, and it doesn't want to mess
up your rules. Otherwise, using autrace is straight-
forward (Listing 3).

The output shows the command you can use to
dump the trace. autrace also runs in a resource
usage mode [5]. mum

[1] “Filesystem Monitoring” by Valentine Sinitsyn,
Linux Magazine, Issue 194, pg. 74.

[2] auditd.conf(5) man page:
https://linux.die.net/man/5/auditd.conf

[3] aureport(8) man page:
https://linux.die.net/man/8/aureport

[4] capabilities(7) man page:
https://linux.die.net/man/7/capabilities

[5] autrace(8) man page:
https://linux.die.net/man/8/autrace

[6] mkgraph home page: http:/people.redhat.
com/sgrubb/audit/visualize/mkgraph

[7] mkbar home page: http:/people.redhat.com/
sgrubb/audit/visualize/mkbar
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Command of the Month: mkgraph & mkbar

The Linux audit framework collects a lot of data — how do you
get a sense of it? A picture is worth thousands of words and vi-
sualizing audit data would certainly be helpful.

Two simple scripts are available for these purposes: mk-
graph [6] and mkbar [7]. Download the scripts and make
them executable. The scripts are quite old and may need
some tweaks to run on your box. If the commands below
yield empty files, remove the -t switch to read commands in-
side the scripts. You may also want to adjust $EXT, which de-
fines the output file format.

You'll need Graphviz for mkgraph and Gnuplot for mkbar, so in-
stall those from your package manager now. Comments in the
scripts give you some usage examples. This is how you see
which programs run which system calls:

LC_ALL=C aureport -s -i | 2

awk '/~[0-9]/ { printf "%s %s\n",$6, $4 }' | 2

sort -u | ./mkgraph
This uses auk to get the fourth and the sixth columns (syscall
and comm) from the detailed system call report. Then, it re-
moves duplicates and feeds the output to mkgraph. You can see
the result in Figure 4. mkbar works the same way, but it draws
bar charts, which are quite useful for quantitative metrics such
as event count.

There are ways to build visualizations that look better. The
mkgraph and mkbar tools aren't meant to be ready for your in-
vestor presentations, but they are nifty little tools you could
use in your day-to-day work. mum

Figure 4: An nkgraph-generated flowchart showing some files a user has accessed. Not really aesthetic, but sometimes useful.
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FOSSPicks

Graham tears himself away from updating Arch Linux to search for the
= best new free software. sv cranam MoORRISON

L

Image processor

Darktable 2.2.0

arktable is a photo man-
agement and processing
tool that's good enough

for professional use and can
even replace costly proprietary
alternatives like Adobe Light-
room. It's brilliant because it al-
lows you to split the tasks of im-
porting, processing, and render-
ing photos into logical steps, and
it provides a lot of cutting edge
tools to help you. The color pro-
cessing, exposure adjustments,
lens correction, and sharpening
tools are essential, for example,
and have often compensated for
my very poor photography skill,
even when those photographs
are destined for print.

This is a major release with lots
of major new features — there
have been more than 2,000 com-
mits to the project’s repository
since version 2.0, for instance.
But, if you play with only one new
feature, is has to be the perspec-
tive tool. Ever since the days of
Deluxe Paint, there's been nothing
more satisfying that transforming
a two-dimensional map of pixels
through three-dimensional space.
Rather than remapping pixels
across a simple polygon, however,
Darktable allows you to compen-
sate for perspective distortion ef-
fects, letting you adjust the vertical
and horizontal lens shift, for exam-
ple, as well as shear and rotation

1 History and Snapshots. Changes to your photos in Darktable are never
permanent. 2 Preview. Thanks to OpenCL, many processes are hardware
accelerated and update in real time. 3 Workflow. More than an editor or a
library, Darktable manages your image workflow. 4 Processes. Modular effects
are enabled or disabled and applied serially. 5 New Effects. Drag new effects
into your process stream. 6 Management. Tag and organize vast photo collec-
tions. 7 Perspective editing. The best new feature in this release. 8 Metadata.
You can even edit the location where a photograph was taken.
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within this 3D transforma-
tion. But — and this is the
clever part — it does this by
first analyzing your photo
for structural features
within the image itself, look-
ing for parallel linear ele-
ments to use as anchors
for the transformations.
These create converging
lines to a vantage point,
which is then used to calcu-
late the perspective and
how the image should be
transformed. The results
are natural and brilliant. You
can make walls vertical, for
example, and you can shear
the image around one of
the diagonal lines within the
image. Perfect if you don't
have a quadcopter handy.
Another new tool is liquify.
This groups together a se-
ries of other tools into one
easily controllable effect.
The effect is controlled by
drawing a point,alineora
curve onto your image, and
the way each affects the pix-
els is slightly different but
generally looks like the
image is printed onto a mov-
ing piece of material. It's
great for working with text,
for example, by warping its
shape. Our next favorite new
module changes the colors
within an image by swap-
ping them with colors held
inatable. It's called the
“color checker lut module;

Sparkling gems and new
releases from the world of
Free and Open Source Software

with “lut” meaning look up
table. A simple lookup table
is how some of the color
rendition presets work,
swapping out one palette
foranew one and replacing
one set of colors with an-
other, but with the new plu-
gin you can now create your
own replacement palette or
adjust others to nail the ef-
fect you're looking for, rather
than relying on presets.
Darktable is complex
and slightly overwhelming
for any beginner, but it's
now offering features ri-
valed only by its expen-
sive proprietary competi-
tors. With many smart-
phones bundling half-de-
cent cameras, and some
even capable of full frame
RAW output, there’s never
been a better and more
affordable time to get into
photography. Tools like
Darktable give you the
power that only profes-
sionals had access to five
years ago, making this up-
date and the continued
success of the project
even more impressive. If
you've only ever tried Shot-
well, you owe it to yourself,
and your photographs, to
give Darktable a try. mmm

Project Website
https://www.darktable.org/
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Terminal Emulator

Cool-Retro-Term

quality of your monitor was
judged by how flat the

screen could be made, and how
close together the cathode ray
tube could fire photons to pro-
duce as many colors as possible.
But now that we're in the “post
CRT" era, we're inundated with
flatness and tight pixels. This
may be why curved monitors are
the latest thing, and also why
Cool-Retro-Term exists.

Cool-Retro-Term is a wonder-
ful terminal emulator, in the tru-
est sense. While hosting your ter-
minal session, it emulates many
of the physical characteristics of
ancient displays, rendering one-
time flaws in real time on your
modern GPU. The default profile,
for example, recreates one of
those lovely amber VT220 termi-
nals, complete with screen curve,

I twasn't so long ago that the

flickering, persistence, and glow-
ing interference. Different pro-
files switch from this to the green
of an Apple ][ display, or the mis-
firing rays of some random IBM
PC-AT clone. The authenticity of
the appearance is uncanny, and
takes you back 20 and 30 years if
you're old enough to have experi-
enced the real hardware.

All of these effects are imple-
mented using a selection of
shaders with some excellently
chosen fonts. The shader values
can be changed, and they include
bloom, curve, static burning,
glow, jitter, ambient light, flicker-
ing, and RGB shift. When com-
bined with different fonts and
colors, you can recreate the an-
cient displays of almost any
hardware and save this as a new
profile. Unless you're a film direc-
tor working on a sequel to War

Based on Qt QML and qtermwidget (Konsole), Cool-Retro-Term is as
good in operation as it is in looks.

Games, it's not going to make
you more productive, but it will
definitely make you smile. nmm

Project Website
https://github.com/Swordfish90/
cool-retro-term

Terminal word processor

WordGrinder 0.6-1

ack in the age of early
CRT monitors, letters, re-
ports, and doctoral the-

ses would all be produced using
a word processor with a text in-
terface. There was no graphical
interface. The world's most terri-
ble acronym, WYSIWYG, was still
a secret, and regardless of
whether a word was italic, bold,
or written in Comic Sans, the text
would look just like any other text
on the screen. Instead of chang-
ing these styles visually, old-fash-
joned word processors would
use inserted codes and short-
cuts. This made them harder to
use, but crucially, it also made
them lightning fast and efficient,
just like using vim over gedit or
kate. So, it's not surprising that
there are still WordStar aficiona-
dos, for example, clinging to their

DOS word processor almost two
decades after its last release.
That's why it's so good to see a
new(er) addition to this venerable
genre. WordGrinder is a word pro-
cessor for the command line,
rather than a text editor for the
command line. It's been devel-
oped to create text documents
that you'd normally create in Li-
breOffice, only from within a fast
and efficient text interface. It will
even output the same formats, in-
cluding ODT, alongside more text-
centric formats like HTML, Mark-
down, and LaTex. The always on-
screen word count and the flat
menus, file requester, and search
and replace panes, make this
more friendly than vim and better
for letters than nano. It's also an
excellent option if you happen to
have a Raspberry Pi working as a

It may be a simple com-
mand-line word proces-
sor, but it's comprehen-
sive enough to include
Unicode support.

USB print hub and want to quickly
create a good-looking document
you can print and send without
having to run a graphical inter-
face, or even connect to a ma-
chine locally. And if you're still
using WordStar in DOSBOX, per-
haps you can finally reconfigure
that muscle memory. mum

Project Website
http://cowlark.com/wordgrinder/
index.html
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Mobile notifications

KDE Connect

before, and recent develop-

ments mean it's becoming
one of KDE's best features. KDE
Connect is an applet and back-
ground service for your desktop,
but it's also an open source app for
your Android phone. Installed ei-
ther via Google Play or F-Droid, the
Android app connects to your
desktop whenever both your com-
puter and phone are connected to
the same network, although you
do need to accept a PIN first for
authentication. After both devices
are connected, which happens au-
tomatically and transparently after
the first synchronization, you can
now see lots of information from
your phone and perform lots of
new actions. Things you can see
include battery status, any notifica-
tions from your phone (enabled

I 've mentioned KDE Connect

separately), and the phone's file-
system. You can transfer files,
send and receive files in either di-
rection, and make your phone ring
if you need to find it. You can use
your phone as both a keyboard
and a touchpad, which is an excel-
lent option for presentations or re-
mote control, and you can share
the “copy and paste” clipboard
with either device or PC, which is
great for URLs and passwords.
You can even run commands re-
motely, which is good for shutting
down your PC from the kitchen.
New in the latest release, you
can also reply to SMS notifica-
tions from your desktop. This
feels like the modern age of inte-
grated devices, and it's genuinely
useful. It means you can keep
your phone plugged in some-
where and still send messages

KDE is now synergizing
with your phone by letting
you send SMS messages
from your desktop.

and access its core features. To
get this feature to work, | needed
to delete all our old configuration
filesinthe ~/.config/kdeconnect
directory and re-sync devices, but
this could have been because I'd
iterated over many old versions
during development. After are-
start, KDE Connect is faultless
and highly recommended. nun

Project Website
https://community.kde.org/
KDEConnect

Android navigation

Marble Maps 1.0 ?

droid is the most widely

used and distributed version
of Linux. And even though
Google is seemingly fighting to
make its new Android frame-
works as proprietary as possi-
ble, its Android core remains
open source and at the heart of
other mobile open source oper-
ating systems. This may be why
some Linux projects are expand-
ing into Android development as
an extension of their more tradi-
tional roots. The KDE project is
one of those pioneering spirits.
KDE Connect (above) links your
phone to your desktop, while
Marble Maps takes this further,
testing KDE's long-promised
platform agnosticism by porting
the Marble libraries to Android
and creating a whole new app

I t could be argued that An-
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for browsing OpenStreetMap
data in the process.

Marble Maps itself is a naviga-
tion app that uses the same data
and rendering routines as its
desktop counterpart. This is evi-
dent from the first launch, where
the vectors are rendered as
finely as your phone's display will
allow. On any screen with a high
DPI, it looks amazing. It's also
quicker than the standard open
source OpenStreetMap app, Os-
mAnNd, but it's also bereft of
many of its features. There's the
same routing planning you get at
http://www.openstreetmap.org,
but very little else. No control
over caching, no plugins, no
tracking, no importing — none
of the features that make Os-
mAnd so useful. But this is just
a first release, and because of
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Marble isn't the only KDE
app making its way to
Android; there's also a
version of KStars, too.

the beautiful rendering and
quick screen update, we'd still
recommend Marble Maps as
the app to use when you're lost
in a city, just as long as that city
is in Germany, where there's
even 3D building data, or the
rest of Europe or the USA where
OpenStreetMap details are
highest. umm

Project Website
https://marble.kde.org/
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Desktop Twitterer

Anatine 1.1.0

enough to look at Twitter, it

remains a social media plat-
form that has its uses. It's unri-
valed for its ability to capture
news events as they unfold, for
example, and there are still many
Linux developers and open
source advocates sharing their
thoughts with the world via its
140 characters. But the initial
glut of Linux clients that followed
its launch way back in March
2006 have mostly dried out. It's
seems most users are happy to
use the now permanently web-
bound Tweetdeck or stick with
their old Twitter clients.

But there's also Anatine, which
is definitely worth a look if you
need a desktop client. Anatine
isn't strictly a desktop applica-
tion, though. It's built around an

I f there's anyone still brave

encapsulation of the mobile twit-
ter site (mobile. twitter.com)
using the Electron Node/Javas-
cript and Chromium framework,
which means it's basically a
browser loading a single page.
This also means you can cus-
tomize the experience as if you
were using a single application,
and what's particularly good
about Anatine is its use of key-
board shortcuts and a rather ex-
cellent dark mode implemented
via easily editable CSS.

Anatine can be run directly from
the download (although it's a zip
bomb, so be careful) and needs a
single login to get going. This is be-
cause it's using an official web
portal, rather than accessing your
account via a limited access AP,
which is what destroys many third-
party Twitter clients. When logged

Filter out the hate, and
Twitter is still a good
way of keeping in touch
with the open source
community.

in, Anatine is simple, quick, and
looks great on-screen. It doesn't
have the power of Tweetdeck, but
neither does it eat up the same
amount of RAM and resources,
and it lets you easily keep on top of
your Twitter updates or ignore
them completely. mnm

Project Website
https://github.com/sindresorhus/
anatin

FTP client

FileZilla

here are two reasons why
the FileZilla fork - FileZilla
Secure — is brilliant. And,

the first is that it's not hosted on
SourceForge. SourceForge was
the GitHub of its day. It hosted the
websites, the binaries, and the
code for many of the projects we
took for granted, including my
own. But changes of ownership at
SourceForge and commercial
pressure changed what initially
seemed like an altruistic initiative
into one that was riddled with ad-
vertising. Even worse, the adver-
tising even made its way into
some of the binaries as malware,
seriously affecting the site as a
source for untainted open source.
One of the most important proj-
ects hosted on SourceForge was
Filezilla, a perfunctory but power-
ful graphical FTP application.

Secure

When someone asked for an ap-
plication to make FTP transfers
easy, especially on Windows or
OS X where free alternatives don't
exist, FileZilla was the recom-
mended application. But because
FileZilla was hosted on Source-
Forge, it became a difficult rec-
ommendation.

The second reason why FileZilla
Secure is brilliant is that, despite
many requests, FileZilla (the origi-
nal one) still stores your password
as plain text. Plain. Text. That
means that anyone with any kind
of access to your computer, in-
cluding malware that's been se-
cretly installed, can take your
passwords and easily use or sell
them. FTP security is bad enough,
but this makes it considerably
worse. The solution is trivial for a
programmer to implement, and

Gucusd files

Pl (RATTErs | soccesaful transfers |

Don't risk using the origi-
nal FileZilla; now there’s

a secure fork.

that's exactly what's been done
with FileZilla Secure. It's a fork of
FileZilla that isn't hosted on
SourceForge and that encrypts
your passwords. As a bonus,
FileZilla Secure has also upped the
number of threads that can be
used when transferring data, po-
tentially increasing transfer rates
by five times. mum

Project Website
http://www.filezillasecure.com/
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Spam Filter

RSpamd 1.4

or the past three years,
I've been the maintainer
of the Linux Voice mail

server. Over that time, as you
might expect, it's taken a ham-
mering. And as anyone who runs
a mail server will know, that ham-
mering is thanks to the 9999:1
spam to real email ratio. Fighting
spam is a full-time job in itself,
and one that equally consumes
your time, your computing re-
sources, and network bandwidth.
It's partly what makes hosted
email services like Gmail so at-
tractive as Google uses its vast
network of data to filter out
spam automatically. But, even
with Google's resources, spam
emails still get through.

For many years, the vanguard of
open source spam fighting has
been SpamAssassin, an email fil-
ter that runs on the mail serverin
conjunction with a Mail Transfer
Agent (MTA) like Postfix. SpamAs-
sassin uses a variety of clever
techniques such as online black-
lists, Bayesian filtering, and ma-
chine learning to mark and drop
email before it hits your inbox, and
considering the scale of the fight
on its hands, it's very, very good.
But SpamAssassin has started to

feel a little neglected lately. Up-
dates have slowed and more
spam is getting through, and it's
still difficult to configure and main-
tain. This isn't always SpamAssas-
sin's fault though. It does the job
so well that a spammer will often
use a local installation to run their
emails through, tuning their con-
tent until they can squeeze past
the latest filters. As a result, I've
kept an open mind about finding
an alternative. And, after coming
from nowhere, RSpamd appeared
untested on the horizon. After the
release of a new major update,
version 1.4, it seemed the right
time to finally jump the SpamAs-
sassin ship and give something
elseatry.

Installing a new spam filter into
a complex Postfix and Dovecot
email system is never going to be
easy, and installing RSpamd isn't
easy. It uses its own Rmilter to
talk to Postfix and stores data
using Redis — none of which will
be typically installed on the aver-
age mail server. But installation is
easier than SpamAssassin, and
the final part where you open
your dreaded Postfix configura-
tion file is actually the easiest
part. After that, everything just
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RSpamd has a web user-interface, which offers valuable feedback that
SpamAssassin can't touch without installing something like MailScanner.

82

og

. B fem—
[oiss 1100 W wme 1o -
[5337 135 | mo o Low e
[0 ] m o o

For us, RSpamd discovers more spam than SpamAssassin, and

performance is better too.

seems to work. That's what's
most impressive. Even with no
email training, | found the default
options in RSpamd to be slightly
more effective from first installa-
tion than my SpamAssassin con-
figuration with three years of heu-
ristics.

RSpamd also includes a very
helpful web Ul. This gives immedi-
ate feedback on how many emails
are getting through, how many are
blocked, greylisted, or marked.
Greylisting is a delay and a resend
request, letting the filter make a
deferred decision on its status,
whereas marked email are proba-
bly spam and are flagged as such
in their headers. Thresholds for
each level can be easily changed,
and you can dive into the details
for each filter through the web to
create a configuration that works
best for you. You can even use the
web Ul to help RSpamd learn from
those emails that get through, as
well as scan emails manually.

Thanks to a module system that
uses LUA scripts, you can create
your own filter modules or modify
the included modules to suit your
needs, and you can even import
your own SpamAssassin filters,
which will be huge benefit if you're
thinking of migrating to RSpamd.
Which is exactly what we've done.
It may be early days, but so far, the
results are excellent. umm

Project Website
https://rspamd.com/
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NES Emulator

LaiNES

t's taken many years, but for
once Nintendo has listened

to its audience and created
something most of us would
never have thought possible — a
recreation of the classic Nin-
tendo Entertainment System. It's
a smaller, self-contained console
that can't take those old car-
tridges, but it's packed with 30
games and includes the control-
ler. And it's even running Linux!
For once, those of us with a han-
kering to play the many classic
NES games of the 80s don't have
to resort to emulation.

But that doesn't mean emula-
tion is dead. It really means the op-
posite as Nintendo is obviously
using emulation within its embed-
ded Linux system, and developers
are still creating new emulators
such as LaiNES. What's remark-

able about LaiNES is that it's a
cycle accurate NES emulator writ-
ten in approximately 1,000 lines of
C++ code. Even though this total
doesn'tinclude a couple of librar-
ies, it's still a hugely impressive ac-
complishment. So, 100, is the way
the emulation is cycle accurate.
This means the cycle iteration of
each chip within the old NES, and
the way those chip cycles were
clocked against each other, is per-
fectly emulated. It makes the emu-
lator much more CPU intensive,
but it also makes it much more ac-
curately and theoretically capable
of recreating all the same quirks
and glitches that many games de-
signers used as features back in
the day.

It's size is evident in the speed
the source takes to compile —
under two seconds on our system,

Load RO
Exit
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LaiNES is resource
hungry, taking around
40 percent of our
6700k CPU, but the
main reason for this
emulator is the source
code.

and the resulting binary loads in-
stantly. A simple GUI lets you
navigate to your games, scale
the view to either double or triple
the original resolution, and
change which keys are used for
the two controllers. After that,
the emulation just works. Select

your game and play! mmm

Project Website
https://github.com/AndreaOrru/
LaiNES

Arcade Emulator

MAME v0.180

his is one of those proj-
ects with a crazy version
number. 0.180 doesn't

mean it's nearly a fifth of the way
to a major release. That would
make a mockery of its 20 years of
development (MAME celebrates
its birthday on February 5,2017).
Instead, it's a hard-fought testa-
ment to the many, many releases
over those years, each adding too
many platforms, too many games,
and too many features to list.
MAME has grown from an emula-
tor for playing basic arcade games
from the early age of computing,
to a system capable of playing
more than 10,000 different
games. Since 2015, it has also in-
cluded the computer and console
emulators from MESS, and 2016
brought a much more functional
internal Ul for selecting games.
But it's the last couple of releases

that have got us excited, as these
are the first to incorporate native
OpenGL shaders for Linux.

The Windows version of MAME
has always benefited from graphi-
cal effects coded to work with Mi-
crosoft's DirectX, and although
OpenGL shaders have been cre-
ated by users for Linux, they were
never part of the main project.
They instead required you to build
them manually and add them to
configuration files. The recent re-
lease of MAME has finally rolled
these into the main project, and
while you can't yet save every pa-
rameter, you can access dozens of
effects for changing how MAME
looks from the new Ul. These ef-
fects include perspective distor-
tion to change the angle of the
screen or the curve of the CRT.
You can add noise bars, distortion,
and scanlines, change the beam

—'

Party like it's 1984 with the latest OpenGL shaders built right into MAME.

scatter algorithm for the CRT

and the convergence of red,
green, and blue pixels, as
well as play around with the
color, gamma, and contrast.
With a bit of practice, you
can recreate the character-
istics of almost any ancient
and heavy screen, and
MAME even includes pre-
sets. These can be pasted
into a game's specific config-
uration file so you can have
one set of shaders for Space
Invaders, for example, and
another for Rastan Sega.

Alittle like archive.org,
this is a project about doc-
umenting the history of
computing and gaming. Of
course, there will always be
those of us whorun a
MAME-based arcade ma-
chine, playing games we
couldn’t afford to push
coins into as children, but
that's really a side show
from the incredible breadth
of MAME. mmn

Project Website
http://www.mame.net/
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GAMING ON LINUX

The tastiest brain candy to relax those tired neurons

BY MICHEL LOUBET-JAMBERT

Deus Ex:

Michel Loubet-Jambert is our Games
Editor. He hasn't had a decent night's
sleep since Steam came out on Linux.

here’s plenty of Vulkan AP

news making the rounds,
which is always good to see. The
Radeon-Vulkan (radv) driver has
been making plenty of progress,
with lots of new features and bug
fixes being pushed out, though
still not really that stable as of
yet. Along with that, Mesa 13 has
seen upwards of 30 percent per-
formance improvements on Vul-
kan over the last version on the
Intel driver. At the same time, the
porting house Feral Interactive
has requested that Canonical
provide a PPA for more updated
Mesa drivers in order to be able
to support more Intel and AMD
hardware, which have unfortu-
nately been neglected of late by
many developers for such rea-
sons. One interesting non-official
project is VK9, which seeks to im-
plement Direct X 9 over Vulkan,
which may be useful to get more
performance out of things like
Wine. It would be nice though if
this were done with d3d11, be-
cause it could hasten compatibil-
ity with a whole generation of
games that are currently unplay-
able on Linux.

On the virtual reality side of
things, the open source platform
OSVR has been added to the sup-
ported platforms on Steam. This
is a pretty big step for the project,
because if it is to stand much of a
chance commercially, then being
on the biggest digital distribution
platform is a must. It's also inter-
esting to see that Valve isn't shut-
ting out platforms that can poten-
tially compete with Vive, and con-
vergence with SteamVR has been
hinted at in the past.
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Mankind Divided

Cyberpunk dystopias with
political intrigue.

Web: http.//store.steampowered.com/app/337000/
Price: £39.99/$59.99/EUR49.99

titles make their way onto Linux and

even better when it's soon after the origi-
nal Windows release, especially one so rep-
resentative of the history of PC gaming.
However, Mankind Divided really shows how
far the platform has come since 2000, and
even from 2011, when Human Revolution
was released.

This game can be seen more as a direct
sequel to Human Revolution, which is made
abundantly clear in its very long sequence
that summarizes the events in the two years
prior to Mankind Divided. It is also made very
clear that there's a lot going on in the game’s
dystopian future, from trans-humanism and
mega corporations to apartheid and the Illu-
minati (not kidding). Don't let the name of the
bad guys fool you, though, the story and
fleshed-out world are incredibly enthralling
and feel very well thought out, rather than
something slapped together.

The graphics for this game are truly out-
standing, and it's hard not to stop and admire

I t's always great to see when big triple-A

The series has benefited from the latest generation
of graphics, bringing its world to life.

the tiniest of details to appreciate the work
that went into them, with these details being
overwhelming at times. Choosing Prague as
the main setting really lets the graphics
shine, as having one of the world’'s most
beautiful cities clad in cyberpunk decor looks
both fantastic and eerie.

As for gameplay, it's hard to pin down,
though perhaps best described as a stealth-
shooter RPG. The action-focused parts of
the game need not be action at all, as almost
everything can be solved in various ways, be
it through stealth or guns blazing, or discov-
ering secret passages and using skills like
hacking and cybernetic enhancements to
progress. The story progression is also non-
linear, with plenty of side quests that go
above and beyond simple fetch quests and
their discovery rewards exploration.

Mankind Divided does almost everything
right. However, because its predecessor is
not available on Linux, it is made a far more
rewarding experience by doing some reading
into its world beforehand.

Adam Jensen still looks like he was
dressed by an early 2000s 9-year-old.
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Transport
Fever

A modern day answer to
Transport Tycoon.

Web: http://store.steampowered.com/app/446800/
Price: £26.99/$34.99/EUR31.99

then Transport Fever certainly brings

the transport management genre
into the 21st century. Itself a sequel to
Train Fever, it builds on those founda-
tions to bring something far more refined
and all-encompassing to the table.

The game offers two map flavors in Eu-
rope or the United States, along with their
corresponding vehicle types, which con-
sist of road, rail, air, and fluvial transport.
The overall aim is to avoid bankruptcy
while connecting together primary re-
source production with industries, build-
ing a supply chain to bring goods to con-
sumers, as well as providing said con-
sumers with a public transport network.

I f playing OpenTTD feels a little dated,

Both maps offer all vehicle types, but the Euro-
pean trains are faster and more advanced.

As the game progresses from the year
1850 onwards, technological advance-
ments add both speed and capacity to the
network, with towns and industries grow-
ing accordingly.

Although on paper this all seems fan-
tastic, certain things can be wonky, such
as the production chain randomly stop-
ping and then not starting again, though
these issues are being ironed out
through patches. The campaign modes
are also a little lackluster and cease to
serve their purpose once the basics of
the game are learned. Overall, the game
is an extremely enjoyable experience
and deserves to be called Transport Ty-
coon'’s spiritual successor.

Total War: Warhammer

A match made in heaven?

Web: http.//store.steampowered.com/app/364360/

Price: £39.99/$59.99/EUR59.99

he combination of the Warham-
I mer and Total War franchises

makes so much sense that it's a
wonder it's never been done before. With
the Total War games having perfected
Real Time Strategy combat and mechan-
ics, Warhammer provides an established
setting for the series to ditch historical
accuracy and do something a little differ-
ent without having to re-invent the wheel.
Those large tabletop armies seem to
mesh perfectly with the real time battles
of the Total War franchise.

The game has a number of campaign
modes, each revolving around different
races of the Warhammer world. Each
race provides a different backstory, as
well as race-specific advantages and
challenges. Far from superficial differ-
ences, these essentially force completely

Being able to control large armies gives battles
an epic sense of scale.

different styles of play, both on the bat-
tlefield and in the overworld. As a re-
sult, every campaign feels new and as
entertaining as the last, despite taking
place on the same map. Unfortunately,
not all the races and factions are cov-
ered, although the base game does
provide tons of content. Though the
main thrust of the game is the battles,
the overworld system is also fairly well
fleshed out, with economy, building
perks trade, and diplomacy to manage,
making it a broad and detailed game
overall.
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Football Manager 2017

The popular sports management franchise is
back with a new iteration, featuring over 2,500
foothall clubs and over 500,000 players. As
usual with these annual sports series though,
don't expect anything groundbreaking since
most changes from the previous version con-
sist of roster updates and nothing essential
for those already enjoying its predecessor. For
those new to the game though, there's plenty
of detail and immersion to be found.

http://store.steampowered.com/app/482730/

Silence

This sequel to The Whispered World does
away with many of the point-and-click
genre's staples to focus on story. The in-
ventory system is gone, as is the fairly
open world and dialog trees, leaving in-
stead puzzles “on rails,” which unlock the
next part of the story. The art style is fan-
tastic, seamlessly blending 3D characters
with pre-rendered backdrops, whereas the
simple gameplay is perhaps a sign that the
genre is evolving.
http://store.steampowered.com/app/
314790/

Motorsport Manager

If the career mode on racing games seemed
like the most interesting part, then this is the
game for you, especially considering many
racing games have now cut that part out. It's
certainly one of the best management sims
out there, allowing the player to manage the
financial and sporting performance of a rac-
ing team. Through its intuitive interface, it
also manages to offer plenty of detail with-
out being cumbersome.

http://store.steampowered.com/app/
415200/
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Intrusion Protection:

Digital Selt-Detense

No computer security is perfect, so make sure you've got a second line of protection.

BY BEN EVERARD
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et's take a look at two ways of making sure
L that, in the event of some bad guys (who

may or may not work for a government)
break into your machine, you find out they're there
before they do any damage. The two methods dif-
fer in what they monitor: We'll use a host-based in-
trusion detection system (HIDS) to keep an eye on
what's going on inside our machines, and we'll
use a network intrusion detection system (NIDS)
to try and detect suspicious traffic. Neither is fool-
proof, but these two complementary systems can
significantly increase your chances of staying
safe.

OSSEC - the HIDS we'll use - is built from
the ground up to monitor multiple computers in
a network. Years ago that might have only been
relevant for people working on enterprise IT, but
these days most people have many devices
connected to their home network, and with the
Internet of Things starting to take off, the num-
ber of computing devices in the average home
is only likely to increase. Tripwire (see “Tripwire”
box for details) is another option that's a bit
easier to set up but only really suitable for one
machine at a time unless you buy the enterprise
additions.

Before installing OSSEC, you'll need to decide
which machine should be the master. If you have
a home server that's on all the time, then this is
ideal. However, even if it's a desktop that's only
turned on periodically, this is still better than not
having any protection.

First, you need to grab the software from the
OSSEC website [1]. This will come as a tarball file
called something like ossec-hids-2.8.3.tar.gz. Ex-
tract this to any directory; inside you should find a
file called instal1.sh, which unsurprisingly is a
shell script to install the software. You can run
this by opening a terminal and navigating to the
newly uncompressed directory and running:

sudo ./install.sh

ISSUE 195

This script is a little more involved than most
software installs because it also creates a con-
figuration file that sets OSSEC running the cor-
rect way. The first question you'll be asked after
setting the language and confirming that you
want to install is: What type of install do you
want to create (server, agent, local, or hybrid)?
The server option creates a master version of
OSSEC that collates input from other machines
into one place so you can see problems with any
of your machines from a single point. Agent is
for machines that monitor their local machine
but send all the output to a server. Local only
monitors the local machine, and hybrid is a com-
bination of server and agent where it'll collate in-
formation from other machines, but also monitor
the local machine. We'll use hybrid.

The rest of the options are quite self-explana-
tory, and you can just select the defaults (though
if you don't have your email provider’s servers' in-
formation, you may want to disable email alerts
for now). Once OSSEC has all the details it needs,
it'll compile the software (Figure 1).

IS

OSSEC is a great all-round host-based IDS for
one or more systems, but it's not the only op-
tion. Tripwire is perhaps the classic Linux
HIDS and has been popular for many years
for a good reason. It's rock solid and was the
first bit of software to bring some intrusion
detection features to the Linux world. There's
a basic version of Tripwire that's open source
and works well if you're protecting a single
host. However, if you need more features —
particularly if you're running on multiple ma-
chines — this version can be a little clunky to
manage. There's a commercial version that
offers many more features, but the cost of
this makes it prohibitive for home use.
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€ ossec.github.io

Welcome to OSSEC’s documentation!

OSSEC is an Open Source Host-based Intrusion Detection System. It performs log analysis, integrity checking,
Windows registry monitoring, rootkit detection, real-time alerting and active response. It runs on most operating
systems, including Linux, OpenBSD, FreeBSD, Mac OS X, Solaris and Windows. A list with all supported platforms

is available at: Supported Systems

News & Info

Manual & FAQ

¢ Manual

Figure 1: The 0SSEC documentation on GitHub [2] provides plenty of details on how to customize OSSEC in more advanced

ways than we have here.

After everything is set up, you'll see some out-
put giving you directions on how to start and stop
OSSEC, which will probably be /var/ossec/bin/
ossec_control start. Run this (as root) to start
monitoring your machine.

More Power
There are two ways of adding more machines to
your protected system: As an agent or agent-
lessly. When a new machine is added agentlessly,
you don't need to install anything on that machine.
Instead, you configure the master to connect to
the machine periodically and poke around inside
to make sure everything's still as it should be. This
is easier to set up and can be done even on ma-
chines that you can't put more software on. How-
ever, OSSEC can't tell as much about an agentless
system, so you don't get the same level of protec-
tion. On the other hand, with an agent you have to
install OSSEC, and it sends everything back.
Installing an agent on another machine is more
or less the same process as installing the server.
You'll need to grab the code and run install.sh,
but this time select agent as the install type. Once
it's installed, you need to add it to the server con-
fig. Obviously, security is critical to this process;
otherwise, anyone who compromised your serv-
ers could simply fake the OSSEC agent to make
the master think that everything was fine. OSSEC
ensures security by generating keys on the master

server that are then installed on the client. These
are unique to each client and held securely on the
agent machine.

The process of adding keys begins on the mas-
ter server where you need to run the manage_agents
program, which is installed in the OSSEC binary di-
rectory (typically /var/ossec/bin). Running this
command-line program will give you the option to
add a new agent, and then you'll need to enter the
IP address or host name of the new machine.
Once the new agent is added, you can extract the

L Security Onlon - Mozilla Firefox
% Security Onion x i+

] securityonion.net

SECURITY

Figure 2: If you're serious
about security, you might
want to set up a machine
just to monitor everything,
and a specialist distro such
as Security Onion comes
with everything you'll need.

SECURITY ONION
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Figure 3: The default Suri-
cata configuration file

comes with plenty of com-
ments if you want to tweak
the way the software runs.
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@ - 0 suricata-debian.yaml [Read-Only] (/etc/suricata) - gedit

[open - |[F1|

append: yes
#filetype: regular # 'regular', 'unix_stream' or 'unix_dgram’

# Extensible Event Format (nicknamed EVE) event log in JSON format
- eve-log:

enabled: yes
filetype: regular #regular|syslog|unix_dgram|unix_stream|redis
filename: eve.json

#prefix: "@cee: " # prefix to prepend to each log entry

# the following are valid when type: syslog above
#identity: "suricata"
#facility: locals
#level: Info ## possible levels: Emergency, Alert, Critical,
## Error, Warning, Notice, Info, Debug
#redis:
# server: 127.0.0.1
# port: 6379
# mode: list ## possible values: list (default), channel
# key: suricata ## key or channel to use (default to suricata)
# Redis pipelining set up. This will enable to only do a query every
# 'batch-size' events. This should lower the latency induced by network
# connection at the cost of some memory. There is no flushing implemented
# so this setting as to be reserved to high traffic suricata.
# pipelining:
# enabled: yes ## set enable to yes to enable query pipelining
# batch-size: 10 ## number of entry to keep in buffer
types:
- alert:
# payload: yes # enable dumping payload in Base64
# payload-printable: yes # enable dumping payload in printable (lossy)

YAML ¥ Tabwidth:8 v | Ln 1, Col 1 ¥ | INS

keys. This is done with the same program but by
selecting E (extract) at the menu. You'll need to
enter the agent's ID for which to extract keys. You
should then see a string of what appears to be
random text on the screen. You'll need this to set
up the agent.

On the machine that you want to monitor, you
also need to run the manage_agents program, but
this time you'll be presented with a different menu.
Select Import Key From Server and now paste in the
key that you got in the previous step. Once this is
added, you can restart OSSEC on both machines,
and you should have communication between the
agent and the server. Any actions on the agent will
be reported in the logs on the master.

Double-No 7
Sometimes, you'll come across machines that you
need to monitor but can't install software on — typi-
cally, these are embedded platforms such as rout-
ers. OSSEC can do some checking of these ma-
chines through the agentless configuration options.
These options tell OSSEC to SSH into the machine
and perform the commands that would run locally.
OSSEC can read the results and report on any
changes as though an agent were installed on that
machine. However, OSSEC can't run as many secu-
rity checks when running agentlessly as it can when
it's installed on a machine, so this should only be
used where running an agent isn't an option.

To begin, you'll need to enable agentless config-
uration with the following (run in the OSSEC binary
directory):

sudo ./ossec-control enable agentless
Then, you need to add the machines you want to

monitor with a command like the following (with
user and host set correctly):

FEBRUARY 2017 ISSUE 195

./register_host.sh add user@host

You'll need to set up either certificate or password
SSH login for this to work.

Now you've got everything set up, the only thing
left to do is check that nothing untoward is hap-
pening. If you set up email monitoring, you'll be
contacted should anything happen. Otherwise,
you'll need to keep an eye on the logs (typically
stored in /var/ossec/logs). The alerts. 1og has all
the critical information in it. Take a look at the
“Logging” box for more details of how to make this
easy.

This will get you up and running with OSSEC,
and the default setup is quite good — certainly a
lot better than running without any intrusion de-
tection system (Figure 2). If you want to cus-
tomize the system to your particular needs, you
can do this by editing the ossec. conf file (typi-
cally in /var/ossec/etc/).

Looking at the Network

OSSEC monitors your files and machine, but
there’s another place that you can look to help
identify any intruders — the network data. A NIDS
monitors any data going in or out of the machine
(and possibly other traffic it can detect on the
network) to look for tell-tale signs of an attack.
This is particularly good at spotting things like
port scanning or trojan horses phoning home.

Snort

Snort is perhaps the most famous IDS for
Linux and fundamentally works in a similar
way to Suricata. Snort is incredibly powerful,
but does take a little bit of effort to set up cor-
rectly. If you need maximum protection for an
enterprise setup, then Snort is definitely
worth investigating; however for smaller, less
high-risk setups, Suricata should provide
ample protection.

If you do decide to use Snort, some additional
pieces of software can help you get up and

running more easily. Pulled Pork is a com-
mand-line program to help manage your rules
and configuration files. This is useful for
Snort because NIDS (unlike most other soft-
ware) need to regularly update their configu-
rations to help identify newer trojan horses
and hacking tools.

There is also a range of GUIs to help under-
stand the Snort logs. Snorby, for example, is a
Ruby On Rails web app that can convert the
Snort logs into something easier to under-
stand at a glance. Another option here is to
use a more general logfile analysis tool.
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Logging

You may have noticed that both the intrusion
detection systems we've looked at here log
activity in the same way that your system log
does. This is intentional, and an important se-
curity step is keeping an eye on what's hap-
pening in your logs. Obviously, very few peo-
ple find it interesting to read their logs on a
daily basis, so if you've got more than one or
two machines, it's a good idea to consolidate
your logs into a central place and keep an eye
on them in a more natural form than raw log
files.

Logstash along with Elasticsearch and
Kibana makes the ELK stack and is an excel-
lent open source offering for larger groups of
Linux machines (but is probably a little overkill
for a small setup). Logwatch is another tool
for consolidating log files into reports and is a
bit easier to setup than ELK. For smaller set-
ups, a simpler tool such as Glogg (Figure 4)
can provide a more user-friendly log overview
than a normal text viewer.

There are quite a few NIDS available, and we're
going to look at one of the easiest to get up and
running — Suricata. (See the “Snort” box for other
options.)

There are two basic steps to installing Suricata.
First, you need the software which should be in
your distro’s repository. On Ubuntu-based sys-
tems, you can get it with:

@ - O Ffast.log - glogg

sudo apt install suricata

The second thing you need are the rules. These
are the configuration files that tells Suricata how
to identify suspicious data on the network. There
are loads of different rule sources, but a good
source is Emerging Threats. You can download
the emerging.rules. tar.gz file [3], and then extract
it and copy the rules into /etc/suricata/rules.

You'll also need a configuration file (Figure 3).
On Ubuntu systems, the default is /etc/suricata/
suricata-debian.yaml, but on many distributions
it's /etc/suricata/suricata.yaml. This default
configuration file should be fine for testing out
the software, so let’s jump in and start running
with:

sudo suricata -c /etc/suricata/2

suricata-debian.yaml -i <iface>

where <iface> is the ID of the network interface
you want to monitor. If you don't know what this
is, enter ip addr into a terminal to see a list of all
options. For example, on our test system, we see
the following line in the output:

2: enp3s0: <BROADCAST,MULTICAST,Z
UP,LOWER_UP> mtu 1500 gdisc?
pfifo_fast state UP group default glen 1000

The interface name for this network connection is
enp3s0.

If all goes well, you should see some output say-
ing that Suricata is starting. If there are any errors,

[ & | fvarflog/suricata/fast.log (44.8 KiB - 213 lines - modified on 28/11/2016 21:12 - US-ASCII)

3683 [**] [1:2200074:1] SURICATA TCPv4 invalid checksum [**] [Classification:

Figure 4: Using Glogg, we
can easily monitor high-pri-
ority issues. Grep on the
command line can do the
same thing.

X Line 4

(null)] [Priority: 3] {TCP} 31.13.90.6:443 -= 192.168

2446 [**] [1:2200074:1] SURICATA TCPv4 invalid checksum [**] [Classification: (null)] [Priority: 3] {TCP} 31.13.90.6:443 -= 192.168
5553 [**] [1:2200074:1] SURICATA TCPv4 invalid checksum [**] [Classification: (null}] [Prioriti: 3] {TCP} 31.13.90.36:443 -=> 192.16

8036 [**] [1:2200874:1] SURICATA TCPv4 invalid checksum [**] [Classification: (null)] [

: 3] {TCP} 31.13.90.6:443 -> 192.168,

6411 [**] [1:2200829:1] SURICATA ICMPv6 unknown type [**] [Classification: (null)] [Priority: 3] {IPv6-ICMP} 0880:0000:0000:0800:00

6411 [**] [1:2200094:1] SURICATA zero length padN option [**] [Classification: (null)] [Priority:

3] {IPv6-ICMP} BEOO:0EH0:B00E:0EA(

1263 [#**] [1:2200029:1] SURICATA ICMPv6 unknown type [**] [Classification: (null)] [Priority: 3] {IPv6-ICMP} 0000:0000:0000:0000:00

1203 [##] [1:2200894:1] SURICATA zero length padN option [#*] [Classification: (null)] [Priority:

3] {IPv6-ICMP} POGO:0000:0000:000

9866 [**] [1:2200029:1] SURICATA ICMPvE unknown type [**] [Classificatien: (null)] [Prierity: 3] {IPv6-ICMP} feB80:0000:0080:00800:eal

9866 [**] [1:2200094:1] SURICATA zero length padN option [**] [Classification: (null)] [Priority:

3] {IPv6-ICMP} feB0:0000:0000:000

9517 [**] [1:2200029:1] SURICATA ICMPvE unknown type [**] [Classification: (null)] [Priority: 3] {IPv6-ICMP} feB80:0000:0000:0000:ea

9517 [**] [1:2200094:1] SURICATA zero length padN option [**] [Classification: (null)] [Priority:

3] {IPv6-ICMP} fef0:0000:0000:000

Text: [ Priority: 1|

| = | Search

[ ]| 5 matches found.

649267

["] 1gnore case [ | Auto-refresh

124 11/28/2016-20:15:
149 11/28/2016-20:18:
150 11/28/2016-20:18:
198 11/28/2016-21:04:
189 11/28/2016-21:04;

12012887
12013273
12013273
12013273
12013273

ET POLICY Http Client Body contains pass= in cleartext [#*] [Classification: Potential
ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 41414141 [**] [Classification:
ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 41414141 [**] [Classification:
ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 41414141 [**] [Classification:
ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 41414141 [**] [Classification:

.179418
367065
889530
984558
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you'll need to fix them before continuing. Once it's
started correctly, enter Ctrl+C to end the process
and return to the shell. We'll now set up the service
to run automatically.

Before running Suricata as a service, you'll
need to make sure the defaults are set correctly.
These are in the file /etc/defaults/suricata.
Most importantly, make sure that the following
line is present:

RUN=yes

Without this, the service will refuse to run. The sec-
ond thing you need to check is the listening mode.
NFQueue is often set as the default even though
this isn't available on all kernels. The pcap mode
should work on more setups, but does require you
to set the interface to listen on. On our test system,
we configured Suricata with the following.

LISTENMODE=pcap
IFACE=enp3s0

The last thing we need to do before kicking off the
service is to change the Suricata logging. When

Honeypots

Intrusion detection systems try to separate
out normal use from malicious use, but this is
a difficult task. False positives and missed at-
tacks can happen and indeed are inevitable
on any IDS. Another approach is to have a
computer (possibly a cheap one such as a
Raspberry Pi) that shouldn't have any activity
on it. Anything that's run on it is then automat-
ically cause for alarm. This is known as a hon-
eypot, because it's trying to attract attackers
into a trap. This could be a normal system
that you set to listen for connection attempts,
but you can make it more attractive by using
honeypot software that mimics insecure soft-
ware and then records the attacker's action.

The Kippo SSH honeypot is one of the most
popular options. To an attacker it appears just
like an SSH server. You can set it to accept
common passwords, and it'll let the attacker
log into what appears to be an SSH session.
However, they're locked away from any tools
that can do any damage, and all their actions
are recorded. When linked to a public IP ad-
dress, honeypots give you an idea of just how
many attackers there are searching the web
for any weak points. When added to your in-
ternal network, they are another tool to help
detect any attackers that have breached your
defenses.
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we started Suricata from the command line, we
saw the output in the terminal, but obviously this
won't work when we start as a service, so we need
to change the main YAML configuration file to out-
put data to the correct place.

Open the configuration file (in Ubuntu this is /etc/
suricata/suricata-debian.yaml, but on other distri-
butions it could be /etc/suricata/suricata.yanl)
and make sure the logging outputs section is
changed to the following:

logging:
outputs:
- console:
enabled: no
# type: json
- file:
enabled: yes

filename: /var/log/suricata/suricata.log
With this set up, you can start Suricata with:
service suricata start.

Now we've got our Suricata intrusion detection
service (IDS) running, let’s take a look at the logs.
These are typically in /var/log/suricata. The
fast.log gives an overview of any security-criti-
cal events whereas http. 1og will give details of
all HTTP activity, and stats. 1og will — unsurpris-
ingly — contain statistics. If you enable email re-
ports in the YAML configuration file, then you'll
have all important information sent to you via
email; otherwise, you'll have to keep an eye on
the logs (see the “Logging” box for more).

With everything set up, you’re now monitoring
for any changes in the key files on all machines,
looking for any changes to configuration of the
security services (e.g., iptables) and monitoring
network traffic for any suspicious activity. If
you want to go one step further, you can ac-
tively try to trap attackers (see the “Honeypots”
box for details). Remember, though, that no se-
curity is impervious to attack; it only makes it
more difficult. A sufficiently skilled or deter-
mined attacker may still be able to infiltrate
your machines, and no security setup is suffi-
cient to stop thinking about digital self-defense.
However, with these IDS in place, you've got an-
other two layers of protection. mum

[1] OSSEC:
http://ossec.github.io/downloads.html|

[2] OSSEC documentation:
ossec.github.io/docs/

[3] Rules file: http:/rules.emergingthreats.net/
open/suricata-1.3/
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Set up your own cloud

Get the most from Nextcloud

Get all the benefits of cloud storage and calendars without governments and
megacorps spying on you.

FEBRUARY 2017

BY MIKE SAUNDERS aybe you've heard this line before:
“There is no cloud, just other people’s

computers.” Indeed, if you've been to a
Free Software-related event recently, you may
even have a sticker with those words on it, cour-
tesy of the Free Software Foundation Europe [1].
And it's a good point: “cloud computing,” despite
all the hype, is simply about handing over control
of your data and resources to someone else. It's
not actually especially new, but a bunch of tech-
nologies mean you can effectively “live” in the
cloud, using a low-spec computer and doing all
your processing and storage elsewhere. (Well, pro-
viding you always have a good Internet connec-
tion, of course.)

Still, there are some benefits to the cloud. If
you're regularly switching between lots of devices
and machines, having easy access to your data is
a major bonus. Similarly, you can use cloud ser-
vices to make regular backups of your data with
minimal intervention. So what do you do if you like
the technical benefits that cloud services bring,
but don't want to hand over all your data to
Google, Dropbox, or anyone else? Make your own
cloud, of course!

Now, this may all sound extremely complicated
when you consider all the things available in typical
cloud services: file storage, file sharing, calendars,
document collaboration, and more. Fortunately,
though, there’s an excellent Free Software solution
in the form of Nextcloud. This is a spin-off of own-
Cloud (see the “ownCloud vs. Nextcloud” box for
more information on its origins) and really simpli-
fies the job of setting up your own cloud infrastruc-
ture. You can set up Nextcloud in your home or of-
fice for a “local” cloud installation — or for some-
thing more Google or Dropbox-esque, host it on a
remote server so you can access your data, calen-
dar, and documents everywhere. Ultimately, like all
good things in free and open source software
(FOSS), the control remains with you.

In this article, | will show you how to install, con-
figure, and use Nextcloud. It's not a hugely difficult
job, but there are various steps involved, including
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editing some configuration files. If you're familiar
with command-line basics, you should be able to
follow. Let's get started.

Setting up the Server

First, you'll need to grab the latest Nextcloud re-
lease from the website [2]. Under “Get Nextcloud
Server,” click the Download button, which will pop
up a box offering the most recent release — 10.0.1
at the time of writing. Click the large blue Down-
load button and save the file to your home direc-
tory; it's around 45MB.

Next, you need to install some dependencies for
Nextcloud. The core requirements are a web
server (Apache) along with a database (MySQL or
MariaDB) and various PHP libraries. To get every-
thing you need on a Debian-based distro (I'm
using Debian 8 here), enter the following as root:

apt-get install apache2 libapache2-mod-phps 2
php5-sqlite php5-gd php-xml-parser phps-intl 2
php5-merypt phpS-curl phpS-imagick php-apc 2
php5-mysql mysql-server ntp

If you're on a different distro, search in your pack-
age manager for Apache, MySQL, and those PHP
modules — they may have similar names, or you
may have to check your distro’'s documentation. In
any case, once you have everything installed,
Apache and MySQL should start automatically; if
not, try the following as root:

service apache2 start

service mysql start

(On systemd distros, try changing service to sys-
temct1 if the above doesn’t work.) You'll then be
able to check whether Apache is running by going
to the IP address or server’s hostname in a web
browser — or on the same machine, go to http://
lTocalhost. You should see a default page for
Apache, confirming that the web server is running.

Next up is copying the Nextcloud files into your
web server’s directory. On Debian and Ubuntu-

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM



TUTORIALS - NEXTCLOUD [ E1[0),Ge)[e=

based distros, this can be found in /var/uuw/html —
but check with your distro's setup in case it's some-
where else. On Debian, you can extract the down-
loaded . zip file as root like so:

cd /var/www/html
unzip /home/mike/nextcloud-10.0.1.zip

(Change the location to where you downloaded
Nextcloud accordingly.) This creates a new direc-
tory, /var/uww/html/nextcloud, with all the files for
the server. You're almost ready to start Nextcloud's
web-based setup wizard, but there are a few
Apache tweaks you need to do beforehand. First,
change the Nextcloud installation directory’s per-
missions so that the Apache user can modify them:

chown -R www-data:www-data /var/www/html/ 2

nextcloud

Again, uuu-data is what Apache runs under in
Debian, but it may be different in your specific dis-
tro (it's apache in Fedora and http in Arch Linux).
You also need to give Apache some information
about the Nextcloud installation, so create /etc/
apache2/sites-available/nextcloud.conf as shown
in Listing 1.

Modify the directory paths accordingly for your
Nextcloud installation. Enable this configuration
by creating a symbolic link to it like so:

1ln -s /etc/apache2/sites-available/ 2
nextcloud.conf 2

/etc/apache2/sites-enabled/nextcloud.conf

Finally, enable some useful modules in Apache
with the following commands:

a2enmod rewrite headers env dir mime

and restart Apache:

Nextcloud - Mozilla Firefox

= Nextcloud

€ lacalhost

service apache2 restart

All' being well, Apache is now fully set up for Next-
cloud, so you can put the command line aside for
a while and switch to the shiny web-based setup
wizard.

Installation Wizard

In a web browser, go to the hostname of the ma-
chine running Apache and add /nextcloud after it.
For instance, if your web browser is running on the
same machine as Apache, you can just visit http: //
localhost/nextcloud. The setup wizard should ap-
pear, prompting you to enter an administrator user-
name and password (Figure 1). Don't forget these!
They're like Nextcloud's root account and are es-
sential to perform most configuration jobs.

Underneath the admin box, you'll see a “Perfor-
mance warning” message. By default, Nextcloud
is set up to use SQLite for storage — which is fine
for testing, but rather slow for production use.
Click Storage & database and choose MySQL/Mar-
iaDB underneath. Then enter the root or admin
user for your MySQL/MariaDB installation and
password; if you're on Debian, you will have cre-
ated those when you apt-getted the database ear-
lier. Finally, provide a name for the database (e.g.,
“mynextcloud”) and click Finish setup.

If all is well, you'll then land at the main Next-
cloud file sharing screen (Figure 2). (A pop-up may
appear with links to downloading Nextcloud cli-
ents — just dismiss it for now.) And, there you have
it, you're ready to use Nextcloud! Well, as the
admin user, at least. Obviously, this is not good
practice on a day-to-day basis, so your first job is
to click the admin drop-down list in the top-right of
the interface, and then Users. Here you can enter
new usernames and passwords in the empty
fields and then click Create.

By default, Nextcloud is set up primarily for file
sharing, but you may want to enable much more
of its functionality. Click the

Listing 1: Nextcloud Installation Information

Alias /nextcloud "/var/www/html/nextcloud/"

Create an admin account

<Directory /var/www/html/nextcloud/>
Options +FollowSymlinks
AllowOverride All

<IfModule mod_dav.c>
Dav off
</IfModule>

SetEnv HOME /var/www/html/nextcloud
SetEnv HTTP_HOME /var/www/html/nextcloud

Figure 1: Nextcloud needs a bit of command-line preparation, but most of the

. . . </Di it >
setup is achieved through the web interface. rectory
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drop-down menu in the top-left of the web inter-
face, next to the Nextcloud logo, and choose
Apps. This is where you can enable various add-
ons, so browse around and see what takes your
fancy. | especially recommend Calendar, Con-
tacts, and Documents in the Productivity section,
bringing Nextcloud much closer to the services
offered by Google (Figure 3).

Using Nextcloud and Advanced Tuning
Now you're ready to use Nextcloud for your day-
to-day work. Click admin in the top right and then
Log out. Now log in as the normal user account
you created earlier, and you'll arrive at the file man-
agement page. You can now begin using the file
storage features: create new folders and upload
your files knowing that they're backed up on your
own personal cloud. To share a file or folder, click
the Share button (two lines connected with dots),
which lets you share with other users on the same
Nextcloud installation, or indeed pass around a
link over the web (be careful with this). By clicking
the three separate dots next to a file or folder, you
can download, rename, or delete it.

Click Files in the top-left to access Nextcloud's
other features; try Calendar first. This brings up a

Files - Nexteloud - Mozilla Firefox

familiar calendar interface, where you can navi-
gate between months and years, click on days to
add events, and so forth. You may want to ac-
cess your calendar from other software as well:
click the three dots next to the calendar name
(e.g., "Personal”) and then Link. This provides a
URL that you can then use in WebDAV-compati-
ble calendars.

Also in the top-left menu, try Documents, and
click the About. odt file (Figure 4). As the filename
extension suggests, Nextcloud uses the Open
Document Format (like LibreOffice), although its
editor is rather primitive in comparison. Still, it's
more than good enough for basic editing tasks,
and multiple users can work on the same docu-
ment simultaneously (click the Share button at
the top).

Depending on your desktop environment, you
may be able to access your Nextcloud files via you
regular file manager (Figure 5), instead of using
the web interface. In Nextcloud, click the top-left
menu and choose Files. Then, look for Settings in
the bottom-left and click it — a WebDAV box will
appear. This is an address you can use in your file
manager to access the Nextcloud data via the
WebDAV protocol.

Apps - Nextcloud - Mozilla Firefox

€

= Files - Nextcloud

i localhost.

. Documents 8¢
Productivity
| rrows set
[#]  memeiou sec
Nexteioasd Manual ¢

o

= Apps - Nextcloud

i localhostinex

Calendar
4. = by owncloud (AGPL-icensed)

proved *

Disable

Contacts
by cwncloud (AGPL-icensed)

Disable

Figure 2: Nextcloud's file manager is a simple affair, but gets the job

done nicely.

ownCloud vs. Nextcloud

Figure 3: Beef up your Nextcloud with extra multimedia tools, productivity

apps, and even games.

Forks in the Free Software world are rarely pleasant but often
required in order for progress to be achieved. Look at X.org
which forked off from XFree86, for instance, or LibreOffice
which forked off from OpenOffice. Both of those forks ended
up attracting by far the most developers and were adopted by
virtually every Linux distro available. A similar situation exists
with ownCloud and Nextcloud.

The ownCloud project was originally created by KDE devel-
oper Frank Karlitschek in 2010. One year later, Karlitschek
started a company to monetize ownCloud by offering an en-
terprise version on top of the open source community one.
Things seemed to go well for ownCloud until April 2016, when

Karlitschek and some other developers left the company and
started a fork: Nextcloud.

Karlitschek hasn't elaborated on exactly why he made the fork,
but said that some things “could have been better at ownCloud
Inc.” Many followers speculate that the company Karlitschek
founded was losing its community focus as more investors
got involved, hence the need for a fork to return to its roots.

In any case, it looks like Nextcloud will be the more popular and
developed version for the foreseeable future — at least for FOSS
fans. ownCloud has more brand recognition after six years of
development, but it remains to be seen whether it can attract
new developers, or whether enough damage has been done.
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Copy it to your clipboard and then try to open a
new location in your file manager; the specifics
will depend on your desktop. In Nautilus, for in-
stance, hitting Ctrl+L lets you paste in an address.
I'had to change http:// to dav:// in my instance,
but your results may vary depending on the librar-
ies you have installed. If in doubt, check your desk-
top’s documentation.

Nextcloud periodically needs to perform some
background tasks to keep it ticking over smoothly.
By default, Nextcloud does this whenever a user
accesses the web interface, but that's far from
ideal. A better solution is to set up a cron job that
runs every 15 minutes. Edit the cron table by en-
tering the following:

crontab -u www-data -e

(Change uwu-data for the appropriate account for
the web server.) Then add this to the bottom:

*/15 % * * % php -f /var/www/html/ 2

nextcloud/cron.php

Back in the Nextcloud web interface, log in as the
admin user, click the top-right menu and go to
Admin. You'll see a cron section there where you
can switch from Ajax to cron for better perfor-
mance.

In your Nextcloud installation directory, check
out config/config.php. This contains some use-
ful information, such as the username and
password that Nextcloud created for its
MySQL/MariaDB database - in case you need
to perform some manual work. Also worth not-
ing here is the trusted_domains option, which is
where you can specify IP addresses and host-
names that are valid for this Nextcloud installa-

Dig out that Raspberry Pi!

Got a spare Raspberry Pi sitting around doing nothing especially use-
ful? Put it to work making backups of your critical data! Yes, Nextcloud
will run on the Rasp Pi, but don't expect blazing performance, even on
the Raspberry Pi 3. If your Nextcloud installation will be processing
vast amounts of data and documents for many different users, the
Rasp Pi may be too sluggish — but it's more than adequate for occa-
sional jobs.

|, for instance, have a Rasp Pi plugged in to my router via Ethernet, run-
ning Nextcloud from a 16GB SD card. That may not sound like much
data, and it's not used for storing videos or music; however, for docu-
ments and other work-related files, it's more than spacious enough. With
the NextCloud desktop client installed and a link to its shared folder on
the desktop, anything saved in there is automatically synced and stored
on the Rasp Pi as well — without having to do any extra work.

With all critical data backed up on the Pi, it's not the end of the world if a
particular desktop or laptop goes kaput. Switch to a different one, sync
up with the Rasp Pi, and all files are accessible via a desktop folder
again. Even when testing other operating systems inside a virtual ma-
chine, for which no Nextcloud desktop clients are available, the web in-
terface is still there as an option.

name (e.g., if the hostname on the network is
raspberrypi, add that here).

By default, Nextcloud uses plain HTTP, which Imu
works for a simplg homeT network or testing, but if [1] “Thereis no cloud”
you want to use it in business or over the Internet, sticker: https://fsfe.
you should enable SSL. The Nextcloud installation

tribut
guide [3] explains how to do this and includes org/contribute/
. . . spreadtheword.en.

many other pointers for advanced configuration

' . ) ) , html#nocloud
and fine-tuning of your Nextcloud installation. It's
well worth checking out. (2] Download Next-

So, enjoy your shiny new self-hosted cloud, cloud:
as well as independence from snooping eyes. https://nextcloud.
com/install/

Let us know how you get on, and what funky

skillo things you're doing with your Nextcloud  [3] Nextcloud installa-

tion. You can see that there's already one item installation! Indeed, you could try hosting Next- tion guide:
(numbered zero) in the list for Tocalhost, soadd  cloud on a spare Raspberry Pi (see the box "Dig http://tinyurl.com/
more if you want to access it under a different out that Raspberry Pil” for details). mum hgpghe8
About.odt - Documents - Nextcloud - Mozilla Firefox webdav + - 0X
& About.odt - Documen... x |
= < » | ¢ webdav Q = v | = - @O x
€ lacalhostrc o t B c a8 9 ¥+ & =
© Recent ﬁ‘ o ‘:I
= Fome Documents Nextcloud.mp4d Nextcloud Manual.
[ Desktop L
@ [} Documents E
i» Downloads Photos
Nextcloud

About Nextcloud

Welcome to Nextcloud, your self-hosled file sync and share solution.

share solution on servers you control.

hrasa_drssmninzd snd ndnsd nhoine and wdans

MNaxicioud is the open source file sync and share software for everyone from indiiduals to lange
enlerprses and senice providers. Nexicloud provides a sale, secure and complant file sync and

With Nexicloud you can share one or more folders on your PC. and sync them with your Nexicloud
sorver, Place files in your local shared direciones, and those files are immediately synced 1o the
server, and then 1o other PCs via the deskiop client. Not near a deskiop chent? No problem, simply
log in with the web client and manage your files there, The Androad and i0S mobile apps allow you 1o

Pictures

Wastebasket

~
dd
[o]
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Computer
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Figure 4: It's no LibreOffice, but the collaborative document editor works

well for basic tasks.
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Figure 5: Desktop integration in action — here’s Nautilus accessing Next-
cloud's files over WebDAV.
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Events

FEATURED
EVENTS

Users, developers, and vendors meet at Linux events around the world.
We at Linux Magazine are proud to sponsor the Featured Events shown here.

For other events near you, check our extensive events calendar online at
http://linux-magazine.com/events.

If you know of another Linux event you would like us to add to our calendar,
please send a message with all the details to events@linux-magazine.com.

SCalLE 15x 2017 HPC for Wall Street

Date: March 2-5, 2017 Date: April 3,2017

DrupalCon Baltimore

Date: April 24-28, 2017

Location: Pasadena, California Location: Baltimore, Maryland

Location: New York City, New York

Website: https./www.socallinuxexpo.org/
scale/15x/

Website: hitps://events.drupal.org/balti-
more2017

Website: http://www.flaggmgmt.com/
linux/
Don’t miss the 15th annual Southern
California Linux Expo at the Pasadena
Convention Center. SCALE 15x is
four days packed with more than
100 technical sessions and featuring
more than 100 exhibitors. More
than 3,600 Linux and technology
professionals attended SCALE 14x in
2016. Visit the website to learn more
about the event.

The Drupal community is one of the
largest open source communities in
the world. We're developers,
designers, strategists, coordinators,
editors, translators, and more. Once a
year, our community comes together in
a US city for one of our biggest events:
DrupalCon. This year we are excited to
bring DrupalCon to Baltimore. Visit our
website to learn more!

Register now for HPC for Wall Street
for an All-Star Conference Program!
This event is designed for forward-
thinking industry veterans to get the
latest on cloud and data centers.
Visit the website to learn more and
register today.

| EVENTS
Univention Summit January 26 Bremen, Germany https://www.univention-summit.de/
DEVCONF.cz January 27-29 Brno, Czech Republic https://devconf.cz/
DevConf Panama 2017 February 1-3 Panama City, Panama http://devconfpanama.com/#/
FOSDEM 2017 February 4-5 Brussels, Belgium https://fosdem.org/

Open Source Leadership Summit
Embedded Linux Conference
OpenloT Summit

SCALE 15x
CeBIT 2017
SPTechCon 2017

2017 HPC for Wall Street — Cloud and
Data Centers Show and Conference

JAX DevOps

DrupalCon Baltimore
Check_MK Conference #3

ISC High Performance (ISC 2017)
AnDevCon

InterDrone
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February 14-16

February 21-23

February 21-23

March 2-5
March 20-24
April 2-5
April 3

April 3-6

April 24-28
May 2-4

June 18-22
July 17-19
September 6-8
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Lake Tahoe, California
Portland, Oregon
Portland, Oregon

Pasadena, California
Hanover, Germany
Austin, Texas

New York, New York

London, United Kingdom

Baltimore, Maryland
Munich, Germany
Frankfurt, Germany
Washington, DC

Las Vegas, Nevada
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embedded-linux-conference
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to take your money and compromise you
~ network. Next month we discuss some toa
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~ Preview Newsletter

__f_f‘_" The Linux Magazine Preview is a monthly email
* newsletter that gives you a sneak peek at the next
~ issue, including links to articles posted online.

#)
~ Sign up at: www.linux-magazine.com/newsletter
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DrupalCon Baltimore

The Drupal community is one of the largest open source communities in the world.
We're developers, designers, strategists, coordinators, editors, translators, and more.
Each year, we meet at DrupalCamps, meetups, and other events in more than 200
countries. But once a year, our community comes together in a U.S. city for our
largest gathering, DrupalCon. This year we're going to Baltimore!

Tickets on sale now

https://events.drupal.org/baltimore2017

Important Dates

Call for Papers closes: February 1
Early Bird ticket pricing ends: March 3

Schedule published: March 15
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