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This month, we who follow such things marked the passing 
of Unicorn Rides, a scooter vendor that billed itself as “the 
magical electric scooter to get where you’re going.” Their 
slogan needed some work (“get where you’re going” being 
both tautological and overused), but the concept had some 
promise. Unicorn didn’t actually make the scooters but, in-
stead, sold a modified version of the popular ES2 electric 
scooter made by Segway. The Unicorn scooters were in-
tended for single-owner scenarios (as opposed to on-street 
rental), and they were modified to include special software 
features. The scooter was designed to recognize the user’s 
cell phone and unlock itself automatically when the user was 
near. The Unicorn app also let you authorize other users to 
operate the scooter, and it provided integration with the Tile 
device tracker platform. (Tile founder Nick Evans was one of 
the founders of Unicorn.)

Unicorn apparently lined up $150,000 in funding, set up a 
website, and started selling scooters [1]. Unfortunately, 
behind the promotional videos and the carefully timed so-
cial media posts, these sales were actually pre-orders for 
scooters that hadn’t been built yet. And it turned out that, 
despite the extra features and marketing pizzazz, scooter 
buyers might have had trouble justifying the $699 price for 
a Unicorn when a garden-variety ES2 only costs $589. The 
company managed to sell a total of 350 scooters, and, sud-
denly, one day they ran out of money. They never met the 
minimum order with Segway, so the scooters were never 
manufactured. According to a contrite letter sent to cus-
tomers “the cost of Facebook and Google ads, payments 
for loans, and other expenses ate through our funding 
faster than new orders came in.” [2]

In the end, the customers received neither a refund nor a 
scooter. The whole enterprise played out as a massive trans-
fer of funds, with money flowing from investors and custom-
ers to Google and Facebook and no product reaching the 
light of day.

In the exhilarating days surrounding the June launch, Uni-
corn founder Nick Evans told The Verge, “Building a quality 
product and lasting brand takes a lot more work than placing 
an order on Alibaba and slapping your new hip logo and for-
gettable four letter company name on the side. It’s about fo-
cusing on the customers’ wants and needs and finding the 
best way to address them. How you get there should be inci-
dental to that goal.” [3]

A noble vision, but ultimately, such sentiments are never 
enough if you can’t pass that first hurdle of making sure you 
deliver a product to the customer who paid for it.

It is easy to second guess now, but startups go out of busi-
ness every day. In fact, more startups go out of business than 
stay in business. What is strange about this one is how far 
they could get just based on a dream without actually deliv-
ering anything.

The other thing to notice is that maybe all those social net-
work ads aren’t so powerful and effective after all. It is easy 
to believe there is this linear relationship between the money 
you pour into Facebook ads and the number of customers 
you get. Then, of course, there is also the assumption that 
whoever the ad platform brings to your doorstep will buy 
what you are selling – that whenever your marketing depart-
ment says your product is revolutionary and irresistible that 
means it really is and your customers will 
recognize that it is.

I’ve watched a lot of startups crash and 
burn from my vantage point as a salty 
old dog in the technical publishing 
field. After all I’ve seen over the years, I 
can offer a couple useful rules to those 
who are ready to start their own 
high-tech business:

•	� Don’t believe in your own 
hype.

•	� Don’t believe in anyone 
else’s hype.

Hold fast to these 
simple truths, 
then go and fol-
low your star.

SHORT RIDE

Joe Casad,  
Editor in Chief

[1]	� E-Scooter Company Unicorn Goes Bust After Spending Big  

on Facebook Ads:  

https://​www.​bbc.​com/​news/​technology‑50713723

[2]	� Important Update from Unicorn’s Founder:  

https://​www.​reddit.​com/​r/​ElectricScooters/​comments/​e77o38/​

unicorn_shutdown/

[3]	� Unicorn Is a $699 Electric Scooter from the Co-Creator of Tile: 

https://​www.​theverge.​com/​2019/​6/​20/​18691357/​

unicorn‑electric‑scooter‑price‑subscription‑tile
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Regolith – an Ubuntu-based 
Linux built for tiling.
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Are tiling window managers still 
relevant for today’s desktop? This 
month we explore the possibilities of 
the tiling paradigm with a modern 
Linux built for tiling. Other highlights 
include:

•	� Cryptomator – a free tool for 
encrypting cloud data (page 32).

•	� Unison – access your files from 
anywhere with SSH and this 
popular sync tool (page 50).

Check out MakerSpace for a story on 
building your own security camera 
with a Raspberry Pi and motionEyeOS, 
and turn to LinuxVoice for a look at 
the innovative Kube communication 
and collaboration client.
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32	 Cryptomator
This cool tool lets you encrypt your data 
locally before uploading to the cloud.

36	 Command Line – zip
If you use file compression regularly, zip 
belongs in your Linux toolbox.

39	� Charly’s Column – Telegram API
Charly doesn’t want to be out when a 
package of goodies arrives at his front 
door. When the courier rings, the 
Telegram API sends a notification to his 
mobile phone.

40	 guiscrcpy
With the guiscrcpy graphical user 
interface and the scrcpy command-line 
tool, you can control your 
smartphone from the comfort 
of your Linux 
desktop.

44	� Programming Snapshot – Go 
Terminal UI for Docker
With a monitoring system implemented 
in Go, Mike Schilli displays the Docker 
containers that have been launched and 
closed on his system.

50	 Unison
Sync your directories across multiple 
computers with Unison and SSH.

71	 Welcome
This month in Linux Voice.

72	� Doghouse – Older Architectures
Maddog considers the joys of 
recreating ancient computers and 
learning about programming 
within these older architectures.

73	 CubeSat Workshop
The CubeSat community gathered 
in Athens, Greece to explore the 
possibilities for open hardware and 
open source software in space. 

74	 Kube
Unite your email, contact lists, 
calendar, and other online 
communications in one sleek 
modern package.

78	 Geeqie
Geeqie lets you view and sort image 
collections. The tool supports 
numerous formats, reads metadata, 
and even displays the image 
location on a map.
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Graham explores glChAoS.P, Polar, 
RawTherapee, Gifcurry, Open Surge, 
and much more!

90	 Tutorials – Mastodon
Creating a custom application that 
toots text to Mastodon (the 
Fediverse’s version of Twitter) is 
easy, and you can mix it up by 
adding images and video.
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56	 motionEyeOS
Set up a professional video surveillance 
system armed with motionEyeOS and a 
Raspberry Pi.

62	� Open Hardware – 
Crowdfunding
With the Librem 5 as a cautionary tale, 
Bruce ponders the risks of backing 
crowdfunding campaigns.

66	 Python Turtles
Create a bulb and tube analog 
thermometer with a Raspberry Pi and 
Python Turtle graphics.
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On the DVD

[1]	� MX Linux: https://​mxlinux.​org/

[2]	� MX Users Manuals:  
https://​mxlinux.​org/​manuals/

[3]	� MX Linux Forum: https://​forum.​mxlinux.​org/

[4]	� Zorin OS: https://​zorinos.​com/

[5]	� Getting Started with Zorin OS:  
https://​zorinos.​com/​help/​#​getting‑started

[6]	� Zorin OS Forum: https://​zoringroup.​com/​forum/

Additional Resources

MX Linux MX-19 (64-bit)
The popular MX Linux bills itself as “…a midweight OS de-
signed to combine an elegant and efficient desktop with simple 
configuration, high stability, solid performance, and medium-
sized footprint.” MX is a joint venture of the antiX and former 
MEPIS communities. Like its predecessor MEPIS, MX has the 
goal of providing a simple and stable desktop with a best-in-
class selection of practical tools.

Zorin OS 15 Core (64-bit)
Zorin OS Core is a Linux distro focused on serving as a drop-in 
replacement to Windows or macOS. Their stated hope is to let 
newcomers transition to Linux so you “…won’t need to learn 
anything to get started.”

Defective discs will be replaced. Please send an email to subs@linux-magazine.com.

Although this Linux Magazine disc has been tested and is to the best of our 
knowledge free of malicious software and defects, Linux Magazine cannot be held 
responsible, and is not liable for any disruption, loss, or damage to data and computer 
systems related to the use of this disc. 
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 Elementary OS 5.1 Has Arrived
If you’ve not heard of Elementary OS, chances are you don’t know what Linux is. 

If, on the other hand, you have heard of Elementary OS, and you’ve yet to give it a 
try, now’s a great time. Why? The latest release, 5.1 (aka “Hera”) is available and it 
promises to be the best release yet.

Elementary 5.1 brings a number of new and exciting changes to what is often 
considered the most elegant desktop operating system on the market. Some of the 
new changes to the platform include:

• �A new first-run experience that makes onboarding seamless and simple. The 
app is modular and includes introductions to Location services, Night Light, 
Housekeeping, and the 
AppCenter.

• �A brand new login win-
dow that looks more re-
fined and includes nu-
merous bug fixes.

• �Sideload, a new app for installing Flatpak applications that are not found in the 
AppCenter.

•  �Flatpak support in the Elementary AppCenter.
• �Major upgrades centered around accessibility and the System Settings tool.
Although it might seem like a minor release (going from 5.0 to 5.1), Hera should 

be considered a major upgrade. Elementary releases new platform versions every 
two years. However, this particular release is significant enough to warrant its own 
name and identity.

Download Elementary OS 5.1 at https://elementary.io/.  

 �Linux Kernel 5.4 Released
Linux founder Linus Torvalds has announced the release of kernel 5.4 (http://lkml.

iu.edu/hypermail/linux/kernel/1911.3/00186.html). Included in this latest release are 
a number of additions and improvements that will certainly benefit desktop linux. 
What are the top features? Read on.

The most important addition to the Linux kernel 5.4 iteration is the new kernel 
lockdown mode. The goal of this new feature is a heightened level of security via 
the separation of UID 0 (also known as the root user) and the kernel. This feature in-
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ADMIN HPC
http://www.admin-magazine.com/HPC/

Profiling Python code  
• Jeff Layton
Profiling Python code – as a whole or by func-
tion – shows where you should spend time 
speeding up your programs.

Linux device mapper writecache  
• Petros Koutoupis
Kicking write I/O operations into overdrive 
with the Linux device mapper writecache.

GPU Computing
http://www.admin-magazine.com/HPC/

Exploring AMD’s ambitious ROCm initiative  
• Joe Casad
Three years ago, AMD released the innova-
tive ROCm hardware-accelerated, parallel-
computing environment.

Porting CUDA to HIP  
• Joe Casad
You’ve invested money and time in writing 
GPU-optimized software with CUDA, and 
you’re wondering if your efforts will have a 
life beyond the narrow, proprietary hard-
ware environment supported by the CUDA 
language. Welcome to the world of HIP.

ADMIN Online
http://www.admin-magazine.com/

Google Cloud Storage for backups  
• Thomas Drilling
We compare Google Cloud Storage for 
Internet-based backups with Amazon S3.

Credential harvesting at the network interstice  
• James Stanger
To thwart credential harvesters at the 
network interstice, you must understand how 
attackers exploit browser transactions.

The new OpenShift version 4  
• Martin Loschwitz
Red Hat launched the brand new OpenShift 4 
with a number of changes that might suggest 
upgrading or even getting your feet wet if 
you've stayed out of the pool so far.

cludes both integrity and confidentiality modes. Integ-
rity mode does not allow userland applications and ser-
vices to modify the running kernel, while confidentiality 
mode does not allow the extraction of confidential in-
formation by userland applications and services.

As for graphics? Other important new features in-
clude support for AMD Navi 12 and 14 GPUs, as well 
as AMD Arcturus graphic cards and the AMD Dali and 
2020 APU platforms. Intel Tiger Lake hardware now 
gets early support and the Nouveau open source driver sees improved display 
color management.

Finally, file systems are getting a couple of important additions. First off, an op-
tional case-insensitive file and folder handling feature has been made available in 
F2FS. This will bring support for case-insensitive file-name lookups. With this fea-
ture, F2FS case folding can be set on a per-directory basis. Second, exFAT support is 
now available for Linux. With this new option, the transferring of files bigger than 
4GB will be possible with drives formatted to the  exFAT file system.

 �System76 To Design And Build  
Laptops In-House

System76 (https://system76.com/) has been selling laptops and desktops, prein-
stalled with Linux, since 2005. But up until recently, their desktop machines were 
designed by third-party OEMs. That all 
changed in 2018 when System76 
began selling their in-house designed 
and built desktops, the Thelio (https://
system76.com/desktops). The Thelio 
machines have been met by glowing 
reviews around the globe, and can be 
specced high enough to accommodate 
serious loads.

As for laptops? System76 has been 
depending on Sager and Clevo to design 
their hardware. These laptops have 
served the company (and consumers) 
well. But once System76 proved they could build one of the finest Linux-powered 
desktops on the market, they set out to discover if it was possible to also produce lap-
tops in house.

Starting in 2020, the company will begin the journey to make this dream a reality. But 
these won’t just be the standard fare. According to Carl Rochelle, CEO of System76, 
the laptops will follow in the same footsteps as the Thelio and deliver as much form as 
it does function. In other words, the company plans on designing a laptop that can 
stand toe-to-toe with both the aesthetic and performance (relatively speaking) of their 
desktop offering.

The in-house designed and built laptop production should take 2 to 3 years to get on 
its feet. Until then, System76 will continue to offer the current laptop lineup, which in-
cludes the Galago Pro (https://system76.com/laptops/galago), Darter Pro (https://sys-
tem76.com/laptops/darter), Gazelle (https://system76.com/laptops/gazelle), Oryx Pro 
(https://system76.com/laptops/oryx), Adder WS (https://system76.com/laptops/adder), 
and Serval WS (https://system76.com/laptops/serval).

 �The PinePhone Pre-Order has Arrived
Created by Pine64 (https://www.pine64.org/), the PinePhone is an affordable Linux 

phone with a price tag of only $149. This phone is targeted at Linux enthusiasts and de-
velopers looking for privacy-centric open source software and hardware kill switches.

© Robertas Pezas, 123RF
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The specs for the PinePhone are humble (to say the least). The device includes an 
Allwinner A64 1.2 GHz quad-core A53 CPU, 2GB of RAM and 16GB of storage, a 
5.9” IPS LCD display, a 2MP front-facing camera and a 5MP rear-facing camera, a 
Mali 400 MP2 GPU, a 3000 mAh battery, and a USB C port.

The one feature that will excite privacy 
advocates is the inclusion of hardware kill 
switches for Wi-Fi, cellular, camera, 
speaker, and mic. For any mobile user con-
cerned about privacy and security, a kill 
switch allows quick disabling of a feature. 
And for those who like to experiment with 
different flavors of Linux, the PinePhone 
will eventually support the installation of 
other distributions, such as Ubuntu Touch, 
PostmarketOS, LuneOS, Nemo Mobile, 
and Aurora OS/Sailfish OS. Because there 

has been so much support from the Linux community, it is possible the Pine-
Phone will eventually be available with a number of operating systems to choose 
from. When the PinePhone is released to the general consumer, it will most 
likely ship with a version of KDE Plasma, which has been optimized for the 
smartphone form factor.

The first release of the PinePhone is called the “Braveheart Edition.” This release 
is strictly for enthusiasts and should not be considered a finished product for the 
general public. The “Braveheart Edition” goes up for pre-order on November 15, 
2019. Pine64 has targeted March 2020 for the general release.

 �
SUSE Adds SUSE Linux Enterprise  
to the Oracle Cloud Infrastructure

SUSE (a Gold-level member of Oracle PartnerNetwork) recently announced that 
SUSE Enterprise Linux is now a part of Oracle Cloud Infrastructure (https://www.
suse.com/c/news/suse-brings-enterprise-
linux-to-oracle-cloud-to-meet-growing-de-
mand-for-cloud-based-business-deploy-
ments/). This move also brings Oracle into 
the ever-growing membership of the 
SUSE Partner Program for Cloud Service 
Providers.

Both SUSE Linux Enterprise and SUSE 
Linux Enterprise Server for SAP Applica-
tions will allow customers to leverage high performance virtual machines and bare 
metal compute for Linux-based workloads. According to Naji Almahmoud, SUSE 
vice president of Global Alliances, “SUSE’s collaboration with Oracle Cloud Infra-
structure allows us to meet growing customer demand for the agility and cost bene-
fits of cloud-based business-critical applications…”

Via a bring-your-own-subscription arrangement, SUSE customers will be able to 
transfer existing SUSE subscriptions to 
Oracle Cloud Infrastructure so they can 
deploy new workloads or migrate existing 
workloads from their current datacenter to 
Oracle Cloud. There will be no additional 

cost imposed by SUSE for this new addition, and customers will be able to continue 
taking advantage of their existing relationship with SUSE support.

Vinay Kumar, VP of Product Management, Oracle Cloud Infrastructure, said, 
“SUSE Linux Enterprise Server on Oracle Cloud Infrastructure offers enterprises 
more choice as they transition to the cloud.” Kumar added, “Oracle and SUSE have 
a common goal of providing open and reliable infrastructure to support our custom-
ers’ digital transformation.”

© Cienpies Design, 123RF
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Kernel News

Chronicler Zack Brown reports 
on the latest news, views, 
dilemmas, and developments 
within the Linux kernel 
community. 
By Zack Brown

The Linux kernel mailing list comprises 
the core of Linux development activities. 
Traffic volumes are immense, often 
reaching 10,000 messages in a week, and 
keeping up to date with the entire scope 
of development is a virtually impossible 
task for one person. One of the few brave 
souls to take on this task is Zack Brown.

Author

they’ve been using for years and can 
never fix or replace.

That’s the problem. If it were possible to 
freely fix or replace binary executables 
when they ran into ABI conflicts, Linus 
would certainly not care nearly as much 
about breaking the Linux ABI. In that case, 
he would probably be just as willing to 
break the ABI as he is to break the API – 
the rationale being that it’s OK so long as 
no actual users are inconvenienced.

But Linus is fanatically loyal to exist-
ing binary code. He refuses to allow 
the progress of Linux kernel develop-
ment to break binary code that is al-
ready running in the wild. Anyone, 
anywhere, who is relying on compiled 
software, must be able to upgrade their 
kernel and continue to run their exist-
ing binary user code, without fear. As I 
say, virtually the only exception to this 
rule is where security is concerned. 
Linus would hew off any piece of the 
Linux kernel no matter how useful, if 
that were necessary to eliminate a se-
curity hole. Above all else – even func-
tionality – Linux is a secure system.

The ABI policy was demonstrated re-
cently when Douglas Anderson from 
the Chromium project posted a patch to 
revert a cryptography feature, on no 
other grounds but that the earlier patch 
had broken the kernel’s ABI. He said, 
“The commit made a clear and docu-
mented ABI change that is not back-
ward compatible. There exists user-
space code that relied on the old behav-
ior and is now broken.” He gave a link 
to the part of the Chromium project that 
relied on the old ABI.

It’s important to note that even though 
Chromium is an open source project, it 
still represents compiled executables that 
rely on the binary interface. Merely hav-
ing source code available for a given 
project is not enough to justify breaking 
the kernel’s binary interface relied on by 
that project.

Douglas was even willing to deal 
with an ABI change – you never know 

When to Break the ABI
It’s rare that a patch sneaks through the 
development process and changes the 
Linux kernel application binary inter-
face (ABI), though it’s common enough 
to see a patch that tries to do it or to see 
a developer that advocates doing it. 
When it has occurred, Linus Torvalds 
has always made it very clear that virtu-
ally nothing short of a security hole 
could possibly justify such a thing. But 
we almost never see a case where a 
patch is actually accepted into the ker-
nel, and then it is discovered that it 
changed the ABI.

To understand the ABI in context, con-
sider the kernel application programmer 
interface (API). The API is a set of li-
brary routines that can be referenced by 
user source code in order to give com-
mands to the kernel or get information 
out of the kernel.

Linus has no trouble at all changing 
the kernel API. Well, he has certain 
standards, but there is certainly no in-
terdiction against it; it’s just a normal 
part of kernel development. The reason 
is that in order to run into problems 
using the kernel API, a user must be 
trying to compile the source code of 
another program that uses that API. In 
that case, if the user sees the problem, 
they can patch the source code them-
selves by hand, using whatever pro-
gramming language their code is writ-
ten in. Once their source code is up-
dated, they can compile and run it, no 
problem.

The ABI is very similar to the API – 
but instead of representing a source code 
library, it represents the actual compiled 
machine code interface, the CPU op-
codes themselves that form the library 
call. For a user to run into a problem 
with the ABI, they must be trying to run 
software that has already been compiled 
to use that particular ABI. In such a case, 
the user may not have any source code 
to patch; they may simply have a closed-
source blob of executable code that 

Zack’s Kernel News
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when it might actually turn out to be a 
legitimate security issue – but he said 
the Chromium developers would 
strongly desire some help managing 
the necessary changes to their code-
base in that case.

Eric Biggers thanked Douglas for the 
report and asked to know how this 
broke Chrome OS. He also remarked 
that if it were really necessary to revert 
the patch, then the kernel would need 
to document the fact that a particular 
error code, which could arrive when 
doing encryption, was actually a filesys-
tem-specific error. Reverting the patch 
would essentially make the kernel’s be-
havior more difficult to understand and 
explain, which as Eric put it, “we’d re-
ally like to avoid….”

Eric pointed out that an alternative 
patch would break the ABI in a different 
way. He asked if Douglas was proposing 
that the kernel keep the complex, diffi-
cult-to-explain behavior.

Douglas acknowledged that he didn’t 
really know enough about this particu-
lar area of the kernel. He said, “I guess 
I’d have to leave it up to the people 
who know this better. Mostly I just saw 
this as an ABI change breaking user-
space which to me means revert. I 
have very little background here to 
make good decisions about the right 
way to move forward.”

Eric swallowed that, though it must 
have been difficult, and agreed that it 
looked as if the patch did indeed need 
to be reverted. He proposed that for 
the next kernel version, the existing 
behavior should be broken equally 
across all filesystems, so that the be-
havior would at least be consistent. 
Yes. The feature proposal is to break 
the rest of the filesystems in the same 
way, rather than accept even a single 
ABI change. As Eric put it, “I think we 
should try to make things slightly more 
sane by removing the same check from 
f2fs and fixing the documentation, so 
that at least each ioctl will behave con-
sistently across filesystems and be cor-
rectly documented.”

In addition to this, Eric had to swallow 
the equally bitter pill of trying to track 
down exactly where the ABI breakage 
truly was. After all, the original patch ex-
isted for a reason, and that reason still 
needed to be addressed if possible, but 
just without the ABI breakage.

But there’s a twist! As Eric proceeded 
to unravel the true nature of the break-
age, he found a way to repair the Chro-
mium behavior without actually revert-
ing the patch reported by Douglas. In 
response to this, Guenter Roeck of 
Google suggested that the kernel main-
tainers hold off on accepting the rever-
sion. He said, “I’ll do more testing next 
week, but as it looks like it may no lon-
ger be needed, at least not from a 
Chrome OS perspective.”

And Theodore Y. Ts’o, very high up in 
the kernel developer hierarchy, agreed! 
He said he would wait on sending the re-
version to Linus.

That was the end of the discussion, 
but it’s very interesting. Apparently the 
status of an ABI breakage can be influ-
enced by whether there are any actual 
users of that particular interface any-
where in the world. Having fixed the 
problem from the Chrome OS perspec-
tive, the kernel developers had found a 
sort of reprieve. If no other users come 
forward to complain about this particu-
lar breakage, it may even be conceivable 
that Linus would allow the ABI breakage 
to persist.

So the policy towards ABI breakage 
appears to be that it’s OK to solve a se-
curity problem or if there are no actual 
users of the ABI in question.

Status of vboxsf
There was an interesting interaction 
between the Linux maintainer (Linus 
Torvalds) and the maintainer of the 
stable branch (Greg Kroah-Hartman). 
Linus recently accepted a patch to a 
kernel release candidate (-rc), which 
brought the VirtualBox Shared Folder 
(vboxsf) filesystem into the staging 
area of the kernel source code. Specifi-
cally it was Linux 5.4-rc7, relatively 
late in the process towards the official 
5.4 release. The staging area is tradi-
tionally a place where upcoming fea-
tures can get the widest possible distri-
bution. They aren’t actually in the 
compiled kernel, because the staging 
area is kept isolated. But they are in 
the source tree, and anyone download-
ing that tree also gets the staging area. 
This is very useful for getting as many 
eyes as possible on new features, be-
fore they are actually transitioned into 
the main kernel code and put into ac-
tual use.
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is the removal of the vboxsf filesystem. 
It will get resubmitted properly later; 
there was nothing obviously wrong 
with it technically; it just ended up in 
the wrong location and submitted at 
the wrong time. We’ll get it done prop-
erly probably during 5.5.” Regarding 
the lateness of submitting vboxsf for 
inclusion, he remarked, “I considered 
just making a final 5.4 and be done 
with it, but decided that there’s no real 
downside to just doing the rc8 after 
having a release cycle that took a while 
to calm down.” So clearly the ‑rc7/​-rc8 
time frame was simply too late this 
time around.

For me, there are several interesting 
points to this whole exchange. The use 
of the staging area is always interesting, 
because it was created specifically to 
solve the problem of new features fail-
ing to get enough testing before going 
into the main tree. The idea of having a 
tree within the tree, to make sure up-
coming features were as available as 
possible, was a simple and surprising 
innovation.

And in this case, although Linus ac-
knowledged that the filesystem looked 
technically OK and had already been ac-
cepted into the staging area, he pulled 
the entire patch out again in the very 
next release candidate, just because the 
submission itself hadn’t been done prop-
erly. This seems to indicate a general 
principle of keeping things orderly, in 
the face of the tremendous onslaught of 
new features that pour into the kernel 
with every release cycle. Linus appar-
ently wants to make it completely unam-
biguous to developers exactly how each 
new feature should proceed on its way 
into the tree.

The other thing I find very interest-
ing about this is Hans’s attempt to do 
an end-run around developers who 
didn’t seem to be responding fast 
enough – particularly Alexander Viro, 
who comes as close as it gets to sitting 
side by side with Linus in the devel-
oper hierarchy. Hans tried various 
ways to get Al’s attention, raised the 
issue at developer conferences, and 
then followed other well-placed devel-
opers’ advice to bring Linus’s attention 
to the project. And lo and behold, it’s a 
near certainty that vboxsf will get solid 
and timely consideration before the re-
lease of Linux 5.5.  nnn

It was Greg who fed the patch up to 
Linus at that time, and he got the patch 
from Christoph Hellwig, who had said it 
was ready to go into the kernel. Greg ap-
parently misconstrued what Christoph 
had meant and put the new filesystem 
into the staging area instead of the main 
kernel for actual use. So after Christoph 
pointed out Greg’s mistake, Greg submit-
ted a new patch to Linus, for the ‑rc8 
kernel, migrating vboxsf out of the stag-
ing area and into the kernel proper.

Linus replied definitively:
“No.
“I was unhappy about a staging driver 

being added in rc7, but I went ‘whatever, 
it’s Greg’s garbage’.

“There is no way in hell I will take a 
new filesystem in rc8.

“Would you take that into stable? No, 
you wouldn’t. Then why is this being up-
streamed now.

“Honestly, I think I’ll just delete the 
whole thing, since it shouldn’t have gone 
in in the first place. This is not how we 
add new filesystems.”

Greg accepted this gracefully, saying, 
“Fair enough, sorry for the noise.”

However, Hans de Goede complained, 
saying:

“The problem is that Al Viro, after an 
initial review around v2 or v3 of the 
patch, which I believe I have fully ad-
dressed, has been ignoring this patch/​
new fs for over a year now. I’ve pinged 
him repeatedly both via email and on irc, 
but with no luck. I guess he simply is too 
busy with other stuff.

“I did ask other fs developers to re-
view and have gotten reviews from 
David Howell and Christoph Hellwig. 
I’ve addressed all their review remarks 
and I’ve had reviews of the newer ver-
sions with just a few nitpicks remain-
ing. I’ve also addressed those nitpicks. 
But I never got an Acked-by or Reviewed-
by from either of them on any of the 
newer versions.

“I even talked to various people about 
this at plumbers, but I did not get any 
traction there either.

“On the advice of Christoph I’ve asked 
Andrew Morton to take this directly 
under fs/​ instead, twice. When this all 
went no where I went the staging route, 
with the current result.”

Linus did not reply directly, but 
when he announced ‑rc8 he did say, 
“The other noticeable thing in the diffs 
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lot of these projects. So making sure that 
in addition to projects that use GitHub or 
GitLab, we have, you know, CI/​CD 
frameworks and all the tools that you 
would need to release software and do 
that in a secure way. 

We do research; we’re a research orga-
nization. One example is we’re partnering 
with Harvard University to try and under-
stand what the world’s most important 
software is from a security and usage per-
spective and understand how people be-
have in those projects and how we could 
help improve their security. Those are the 
fundamental things that we do for all the 
projects that we promote.

LM: How has the Linux Foundation 
grown over the years? Is there something 

I n 2000, the Linux Foundation arose 
from a merger of Open Source De-
velopment Labs (OSDL) and the 
Free Standards Group (FSG) to 

work towards standardizing Linux and 
promoting its adoption. Recently, we 
caught up with Jim Zemlin, the Linux 
Foundation’s long serving executive di-
rector, following his keynote at the Open 
Source Summit Europe 2019 [1] in Lyon, 
France, to discuss how the nonprofit has 
matured through the years.

Linux Magazine: What does the Linux 
Foundation do? Not through its various 
groups, but what does the foundation 
itself do?

Jim Zemlin: So there’s a few ways to 
think about the foundation where we 
are the infrastructure that allows these 
projects to be a good upstream for a lot 
of, in particular, commercial down-
stream usage. And that involves man-
aging the intellectual property. So we 
have several attorneys on staff who 
manage the governance, the intellec-
tual property of those projects. 

This year alone, we will have people 
sign 33,000 contribution agreements. 
And so just the processing and manage-
ment of all the intellectual property 
agreements and frameworks around 
these projects is a lot of work. 

We are an event organization. This 
[Open Source Summit Europe] is one of 
150 events that we will run this year. 
The biggest event will be about 12-
13,000 people in November.

LM: Open Source Summit Europe isn’t 
the biggest?

JZ: No this isn’t even close. Our Kube-
Con event in November [2] will be [the 
biggest]; I think it’ll be somewhere 
probably between 12,000 and 13,000 
people. And then we have small hack-
athons. And then this [Open Source 
Summit Europe] is sort of a midsize. 

We are an e-learning organization. So 
we have an entire training team that cre-
ates OpenJS certification that provides 
free learning tools and curriculum for 
people from all over the world to learn 
about Linux and Kubernetes and all of 
our projects. 

We promote all of these projects; we’re 
the manager of the IT infrastructure for a 

The Linux Foundation

Promoting 
Adoption
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down with Jim Zemlin to talk about how the nonprofit has 
expanded its mandate since its inception. By Mayank Sharma



curity or, you know, in the case of the 
utility sector with energy. Recently we’ve 
been having conversations with some 
life science companies. Governments 
often approach us and ask us how they 
could use open source software to create 
better outcomes for their citizens, and 
we do spend a lot of time filtering 
through those requests to make sure that 
anything we work on will have a big im-
pact that adheres to our open principles 
and [whether] we have the resources to 
support them. Those are kind of the 
ways we think about choosing what to 
work on.

LM: Do you make requests to other parties 
to get together and work on something?

JZ: I haven’t in awhile. We were not 
necessarily out there soliciting. I think 
there was a period of time where we 
looked at, for example, a vertical view 
of the software stack and asked our-
selves as an organization, “Ok, what 
components of the stack are still kind of 
closed and proprietary places where 
there’s an opportunity for open 
source?” And what’s crazy to say is that 
if you look at  [it] just sort of from the 
application layer with things like Node.
js all the way down to the OpenBIOS 
project, open hardware projects, and 
from the operating system, networking 
stack, and everything in between, today, 
[for] much of the modern software indus-
try, that entire stack is being driven by 
open source software. So that vertical view 
of the world has been something where 
we’ve, I think, seen some success. But we, 
a very long time ago, thought of the world 
that way and then intentionally worked 
with folks who might have an opportu-
nity at various layers.

Today, we much more think about 
sort of how we would work with 
wholesale industries. So again, the en-
ergy sector is a great example of where 
most modern utility operators are in 
state run organizations. The grid oper-
ators themselves are private compa-
nies. But they don’t have necessarily a 
ton of incentive to create proprietary 
software around certain aspects of that 
industry. And so this is an area that’s 
just ripe for being able to use open 
source to get better outcomes for their 
customers, which are you and me and 
anyone who uses the electric grid.

was the CTO of Lucas at the time. [He] 
convened a group of the leading tech-
nologists from all the major film stu-
dios at the Academy of Motion Picture 
Arts and Sciences down in Los Ange-
les. It was a cool meeting, because it 
was in the boardroom of the Academy. 
These are the people who created the 
Oscars, so there’s a mystique to it. And 
this was pretty early in that they un-
derstood that by sharing the mainte-
nance and development of this under-
lying infrastructure technology, they 
could improve things for everyone. But 
that it is also an industry [where] – be-
cause similar to software – films are 
based on intellectual property, and 
trademarks and copyright that are 
highly protected and are, you know, 
sort of how they make money.

So it took a very long time, not to con-
vince the technologist, Rob – I mean he’s 
just a engineer’s engineer – but the law-
yers took us a couple of years to con-
vince that this was a safe framework and 
that all those competing studios could 
work together in a safe way that would 
safeguard both their intellectual property 
and allow for the open collaboration.

So that is probably 80 percent of what 
I do is work with a lot of folks who may 
not understand open source software or 
how to do it, but have understood 
through looking at other successes that 
this would be a good way for them to 
work with their industry. And, you 
know, we’ve done that in telecommuni-
cations here in Europe in the energy 
sector with our LF Energy project [4]. 
We’ve done it in the financial services 
world with our blockchain initiative, 
Hyperledger [5]. And we spend a lot of 
time working to convince the decision 
makers and stakeholders in these big 
entities that it’s okay to open their 
source code – that these sharing re-
gimes are safe and reliable. And that 
just takes a lot of time.

LM: And how do you decide on an area 
or aspect of computing that could use 
the Linux Foundation treatment?

JZ: We have a huge amount of inbound 
interest of entities who come to us and 
ask us to help them understand how 
they can use the methods and the tools 
that we have to help them in a particular 
area of technology, whether it’s cyberse-

that you’re doing now that you would 
not have thought of doing a decade ago?

JZ: I’ll tell you a story [about] my first 
date with my now wife. She is a tech 
executive herself. She’s a partner at 
PricewaterhouseCoopers and went to 
Harvard Business School, a very Type A 
person. So this is a blind date. She 
asked me what I do for a living. And I 
say I work at this nonprofit, and it’s 
open source. It was like 16 years ago. 
The look of disappointment was just 
palpable. She was checking her watch, 
like “I must get going.”

Fortunately I convinced her to be my 
wife. But I think back then a lot of 
open source was about evangelizing 
the concept of open source – that it 
was safe and a better model for inno-
vation. And I don’t think we ever 
thought that Linux would be as suc-
cessful as it is. I don’t think we were 
ever constrained in our thinking. But I 
mean, it’s just now the most ubiqui-
tous and successful software in the 
world. I wouldn’t have thought that 
the open development model would 
leap into adjacent areas around stan-
dards setting and data, the things I 
talked about this morning [in the key-
note]. So, you know, those were things 
where we, to some degree, stumbled 
upon them. But in many ways – and I 
think Linux is the best example – 
there’s no roadmap for the Linux ker-
nel, right? It sort of works with how 
the market and the world is evolving. 
We’ve been similar in that way, but we 
have a set of core principles around 
having projects that are open for any-
one to participate in; [you] don’t need 
to join any organization to do that. We 
believe in open technology. And those 
are the things that guide us as we 
choose new opportunities to work on.

LM: I was just reading about the Acad-
emy Software Foundation [3], and you 
mentioned in a talk that it took you 
two years to get it up and running. Is 
that typical for a project? What are the 
conversations that happen behind 
closed doors?

JZ: At the Academy Software Founda-
tion, Rob [Bredow], who I mentioned 
in my talk, is the president of ILM [In-
dustrial Light & Magic] – I think he 
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time coming. And good for those guys to 
have gotten there.

LM: What has the job taught you? How 
has it helped you grow as an individual?

JZ: Yeah, I mean I publicly talk about 
that. I tell this to everyone who considers 
even working at the foundation, which is 
the number one thing it teaches you is 
emotional patience. And the medium for 
making critiques in open source is a ver-
sion control system where it’s a pull re-
quest or critique. And so, often at a con-
ference like this, I’ll have someone come 
up to me and say, “Hey, Jim, I have a 
quick question for you.” And I’ll respond 
to say, “Well, is it really going to be a 
question?” They’ll say, “Well, it’s more of 
a comment.” I am like “Is it a criticism?” 
and often that is the case.

But if you’re patient and a good lis-
tener, I think that this is a job where you 
can succeed and that every year that’s 
more reinforced, and I think as the world 
becomes more interconnected that peo-
ple who succeed will be those who have 
those emotional skills to be collaborative, 
patient, understanding, [and] empa-
thetic, and we try and teach everybody at 
our organization to behave that way.  nnn

structure around us. But having said 
that, there are certainly many good open 
source organizations, many of which we 
also support, whether it’s financially or 
through working with them to cohost 
events or other things.

LM: Not everything in this world is pow-
ered by open source software. What’s 
the one area or aspect of computing that 
bugs you, because it isn’t open source?

JZ: I’d love to see more open source in 
the life sciences and pharmaceutical in-
dustry. I think that’s an area where it 
would – as you have more computa-
tional challenges around introducing 
new drugs and so forth – help accelerate 
that market and make it more efficient. 
And that’s a market we all care about. 
It’s an industry that is obviously very 
conservative when it comes to intellec-
tual property. And I’d just love to see 
more there, because healthcare is some-
thing I think we can all agree upon [that] 
is important.

LM: Any particular initiatives?

JZ: None that I could talk about right 
now.

LM: Fair enough. You introduced the 
KernelCI initiative [6] in your keynote 
today. What’s that about?

JZ: So it’s a common framework for test-
ing in the kernel that will help to im-
prove the way that upstream testing hap-
pens in the Linux kernel project. It will 
expand test coverage in a project that’s 
critical to all of us. And essentially help 
us identify and remediate bugs in the 
kernel that often become security vul-
nerabilities, and so it’s just in every-
body’s interest to do that. I’m super ex-
cited about it; I’ve been working on [it] 
for years, so I expect big things from that 
project. You can talk to Greg [Kroah-
Hartman] about it, but I think he would 
admit that testing in the kernel isn’t the 
best, in that improving that is incredibly 
important as the kernel is more impor-
tant to all of us, and KernelCI is [a] long 

And so those are areas where we will 
work with big industry stakeholders and, 
in the case of the energy industry, that’ll 
impact climate change and can help im-
prove the world. That’s the final thing 
[that] we still continue to think about, 
which is if we’re not having some kind of 
impact on important issues, then why 
bother? Go work for a for-profit company.

LM: Although you are a nonprofit, do 
you need to make money to fund events?

JZ: So the other thing I do besides what 
we just discussed is I’m a fundraiser. So 
I go around and work with different 
companies who depend on open source 
to underwrite the organization. Fortu-
nately we provide a lot of value, whether 
it’s through these events where people 
sponsor it or through our open source 
projects that these companies depend 
on. So explaining the value and getting 
people to help support them has not 
been incredibly challenging, but it’s cer-
tainly not easy either.

LM: So, it’s all funding and collabora-
tions. Are there any commercial agree-
ments or fee-for-service type of arrange-
ments?

JZ: We get asked all the time, “can you 
consult with us to teach us how to lever-
age open source?” We’re not a consult-
ing company. We don’t want to do that 
kind of work.

LM: You’re not the only open source 
foundation out there. For lack of a better 
word, what’s your unique selling propo-
sition (USP)? I got a press release re-
cently that said that Databricks just mi-
grated their Delta Lake platform to the 
Linux Foundation. What would compel a 
project to come under the guidance of 
the Linux Foundation?

JZ: Oh, we’re the largest organization of 
our kind. We can work with projects 
from large to small; we have an entire in-
frastructure, event, training, [and] legal 
governance team. We really have, by far, 
the most comprehensive support infra-

[1]	� Open Source Summit Europe 2019: 
https://​events19.​linuxfoundation.​org/​
events/​open‑source‑summit‑​europe‑​
2019/

[2]	� KubeCon 2019: https://​events19.​
linuxfoundation.​org/​events/​kubecon‑​
cloudnativecon‑​north‑america‑2019/

[3]	� Academy Software Foundation: 
https://​www.​aswf.​io/

[4]	� LF Energy project:  
https://​www.​lfenergy.​org/

[5]	� Hyperledger:  
https://​www.​hyperledger.​org/

[6]	� KernelCI: https://​kernelci.​org/
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The i3 window manager organizes applications in a flexible grid. Regolith is an Ubuntu-based Linux 
alternative that makes it easy to explore i3 and window tiling. By Christoph Langner and Joe Casad

O perating a computer is a bit like driving a car. You sit behind the wheel (in 
front of the keyboard and mouse) and drive off. You know what to do re-
gardless of the car’s manufacturer or model. With a computer, users are ac-
customed to a similar operating experience regardless of the manufacturer or 

even the operating system. Central elements such as the desktop, windows, folders, 
and files are largely the same, whether you are working in Linux, macOS, or Win-
dows. This dominant style of user interface is known as the WIMP format (Windows, 
Icons, Menus, Pointer), and it was originally developed by Xerox Corporation, which 
had a GUI-based computer operating system as early as 1973 and released the com-
mercially viable Xerox Star in 1981 [1].

Although mouse pointing and window pushing are standard practice around the 
world, a defiant minority of users seeks to keep mouse interaction to a minimum. 
Many of these users swear by command-line tools like the Vim editor or Emacs, file 
managers like Ranger, or text-based mail clients like Mutt. But you don’t have to do 
without a graphical desktop environment. Tiling window managers organize applica-
tion windows without the need to continually resize them and move them around. 
You can navigate to applications on the screen by means of intuitive keyboard short-

cuts – without reaching for your mouse. Proponents of tiling window 
managers believe that, with a little practice and dedication, you can 

work far faster with a tiled desktop than with a conventional 
desktop environment.

Tiling Options
Window tiling is not a specific product or a tool but is 

more like a philosophy. Many different operating 
systems support tiling in a number of 
ways. Several versions of Microsoft 
Windows have a built-in option for til-

ing. Both KDE and Gnome provide a 
number of different extensions that offer 

tiling support [2] [3].
Or, if you’d rather avoid the bloat of 

Gnome or KDE, the Linux environment sup-
ports a number of other desktops and window 

managers that were designed from the ground up to 
support tiling.

i3 [4] is a classic tiling window manager for Linux. 
You will find i3 in the package sources of all common 

Linux distributions. The current version at the time this 
article was written was 4.17.1, which was released at 

the end of August 2019. i3 offers many advanced features, 
such as virtual workspaces. In addition to basic tiling, i3 

also lets you stack windows or bundle them into tabs.
You can install i3 on your Linux system anytime and con-

figure your X-based Linux graphics environment to support 
tiling. (Another window manager called Sway bills itself as a 

Exploring the i3 tiling window manager with Regolith Linux

Timely Tiling
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“drop-in replacement” for i3 in Wayland graphics environ-
ments [5].) However, many users would prefer to avoid the 
complication and disruption of reconfiguring, adapting, and 
optimizing a new window manager on their existing system.

The success of Ubuntu, with its many flavors (Kubuntu, 
Lubuntu, Xubuntu), is an indication of the public’s preference 
for systems that just work with the desired desktop environ-
ment already built in and optimized. Why not a full-featured 
Ubuntu system that supports tiling out the box?

Introducing Regolith
Regolith [6] jumps into the breach, offering a fully equipped 
Ubuntu-based system preconfigured for tiling with i3. The cur-
rent version of the Regolith R1.2 system is based on Ubuntu 
19.04. The Regolith developers have successfully combined i3 
with the graphical system tools of Gnome, resulting in a lean 
desktop with keyboard-optimized controls and convenient 
tools for system administration.

If you’re considering making the switch to a tiling environ-
ment, or if you are just curious about how tiling would look 
with the familiar Gnome/​Ubuntu toolset, try Regolith.

Installing
To install Regolith on your computer, download the 2.1GB ISO 
image [7]. Since Ubuntu no longer offers a version for 32-bit 
computers, Regolith cannot offer a 32-bit version either. Burn 
the image on a DVD or put it on a USB stick with at least 4GB 
capacity. At boot time, you can choose whether to explore 
the system in live mode or install the operating system on 
your computer’s hard drive. The Regolith developers also 
offer another interesting option: You can convert your exist-
ing Ubuntu system into Regolith by installing a predefined 
collection of additional packages (see the box entitled 
“Ubuntu Roots”).

Regolith installation is similar to Ubuntu installation. Access 
partitioning tools as needed and choose whether to install a 
minimal or complete system. The easy installation ensures that 
even newcomers can set up the system without difficulty. 
Thanks to the solid Ubuntu underpinnings, Regolith reliably 
detected all the hardware in our tests. After completing the ini-
tial installation, you will need to reboot. After you log in, you 
are taken to a welcome dialog in the Gnome login manager, 
where you can set up the keyboard layout, enable positioning 
services, and integrate existing online accounts with Google, 
Nextcloud, Microsoft, or Facebook.

Regolith software is much like the typical set offered with other 
Linux distributions. You’ll find the Firefox web browser, along 
with LibreOffice, the Shotwell photo manager, Simple Scan, and 
other favorites. You have a choice of two terminals: Simple Termi-
nal (aka st) is the default terminal, but you can also choose the 
Gnome terminal (dubbed Regolith Terminal in Regolith).

Exploring
Regolith and tiling window managers were created for peo-
ple who would rather stay on the keyboard and not go 
searching for a mouse. The key to working efficiently in 
Regolith is to memorize the keyboard shortcuts that let you 
open and close applications, move between windows, and 
resize windows for an efficient workspace. See Table 1 for a 

list of common shortcuts. Note that all the key combinations 
begin with the Super key. On most computer keyboards, the 
Super key is the key with the Windows logo. (This key is 
sometimes called the “Windows key,” but as you can imag-
ine, that name is not popular with Linux users.) On Apple 
keyboards, the Super key is the command key. The Super 
key gets its name from the X11 nomenclature, where this key 
sets the shift bit designated as Super.

You can call up the list of common keyboard shortcuts any-
time by entering the key combination Super+Shift+?. Until you 
have memorized all the shortcuts, the shortcut list is a fast and 
easy reference. Find your shortcut in the list and then enter 
Super+Shift+? to toggle the list back off again.

Users who don’t like the mouse are often the same users 
who would rather work at the command line and avoid GUIs 
altogether. Regolith is well suited to the command-line user, 
but it is also fully capable of operating graphical applications 
within the structure of a tiling interface. In fact, one of the 
reasons Regolith exists is to support the full range of Ubuntu/​
Gnome applications within the i3 tiled window context. Keep 
in mind, however, that if you open a window with an applica-
tion that requires a mouse, you’ll still need to use the mouse 
and pointer within that window, unless you happen to know 
the keyboard shortcuts for the application. This context 
switching between a command-line and mouse environment 
might sound confusing, but once you get use to it, it is no dif-
ferent from switching between desktop apps and command-
line tools in a conventional GUI environment. In fact, Rego-
lith apps are mostly the same applications you would be 
using in everyday Ubuntu/​Gnome – the only difference is the 
window navigation.

When you first launch Regolith, you’ll get your first glimpse 
of the Regolith desktop (Figure 1). As you can see in the figure, 
the Regolith desktop looks quite a lot like other desktops – the 
most interesting feature might be the absence of a start menu, 

Calling Regolith an independent distribution is an exaggera-
tion: The system relies entirely on the Ubuntu repositories and 
includes only one additional PPA with the system configura-
tion and a few additional packages [8]. In fact, it is possible to 
convert an ordinary Ubuntu system into a Regolith system. 
The developers support Ubuntu 18.04 “Bionic Beaver,” as well 
as Ubuntu 19.04 “Disco Dingo.”

To turn your Ubuntu system into Regolith, open a terminal 
window on “Bionic” or “Disco” and type the commands from 
Listing 1. The first command integrates the PPA package 
source provided by the Regolith developers. Then refresh the 
package manager and install the software packages required 
for Regolith. The system automatically retrieves the i3 window 
manager from the Ubuntu repositories. After the install, log 
out and, in the gear menu, select Regolith as the desktop to 
load in the login manager.

Ubuntu Roots

$ sudo add‑apt‑repository ‑y ppa:kgilmer/regolith‑stable

$ sudo apt updatelib

$ sudo apt install regolith‑desktop

Listing 1: Converting Ubuntu
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tool tray, or any other icon that would be 
a target for the user to point and click.

As you can see in Table 1, the web 
browser and terminal window applica-
tions are popular enough to get their 
own shortcuts. To launch a terminal 
window, press the Super+Enter key 
combination. The first application you 
launch fills the whole desktop (Fig-
ure 2). Interact with the terminal as you 
would on any other Linux system – 
you won’t really notice anything differ-
ent when you’re working with a single 
application.

Suppose you want to search the web 
for more information on a command you 
plan to enter in the terminal. Press the 
Super+Shift+Enter combination to 
launch a browser window. The terminal 
moves over to the left automatically, and 
the browser launches on the right (Fig-
ure 3). In a single step, you have 
launched a second application and posi-
tioned both windows for full visibility. 
(In a typical WIMP-style system, the sec-
ond application would launch on top of 
the first one, and you would then have 
to expend several steps moving windows 
around to achieve the perfect alignment 
shown in Figure 3.)

Suddenly you realize you’d better doc-
ument what you’re doing. Time to 
launch LibreOffice. By default, Regolith 
will continue to split the screen from left 
to right, adding new applications on the 
right side and sliding everything over. If 
you continue to add more applications, 
the windows will eventually get too nar-
row. Press the Super+Backspace key 
combination to toggle the Layout mode, 
which defines whether to add new win-
dows vertically or horizontally.

Then enter Super+Space to launch 
an application menu based on the Rofi 
application launcher [9] (Figure 4). If 
LibreOffice Writer doesn’t appear on 
the list, type it in the search field. The 
new application launches below the 
previously active window. If you think 
LibreOffice needs a little more screen 
real estate, and you can get by with 
less for the terminal, press Super+r to 
enter Resize Window mode, which will 
let you slide the borders between the 
windows using the arrow keys to achieve 
an optimum position (Figure 5). You’ll 
need to press the Esc key to exit Resize 
Window mode before entering any ad-
ditional commands.

Figure 1: First view of Regolith – wallpaper plus a handy list of common 
shortcuts.

Figure 3: The second application starts – the first one scoots over auto-
matically, and the two windows share the space.

Figure 2: The first application fills the whole desktop and looks very 
much like any other Linux GUI.
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Change the active window (called the window focus) to the 
window on the left side, and then launch another application 
for a four-window configuration (Figure 6). Remember you 
can toggle to Resize Window mode to adjust the borders. To 
make a window active, click on it with 
the mouse, or move between the win-
dows by pressing Super plus one of the 
arrow keys.

If you are mainly working in a single 
window and don’t want the clutter of the 
whole tiled desktop, press Super+f to 
toggle the currently active window to full 
screen mode (which looks similar to Fig-
ure 2). To close the active window, press 
Super+Shift+q. Other key combinations 
change the workspace, lock the screen, or 
initiate the logout process.

Find Your Groove
The ideal screen configuration depends 
on the nature of your work and the ap-
plications you are using. A four-window 
desktop is fairly comfortable for most 

monitors. Command-line users often op-
erate many more terminal windows at 
once – especially if all they need to see is 
the command line and a couple lines of 
output. Even in GUI scenarios, a user 
who is skilled with the key combinations 
can easily move among small windows 
and toggle them to full screen mode to 
work in one at a time.

If sliding around the window borders 
does not provide enough control of the 
layout, press Super+Shift+f to toggle 
to Floating Window mode, which lets 
you place the windows wherever you 
want them. Then press Super+Shift 
plus an arrow key to move the active 
window (or drag the window with the 
mouse).

If Regolith is installed on your com-
puter (not operating as a live system), 
you can save the desktop configuration 
so it will be waiting for you the next 

time you log on. Arrange your desktop for efficient access to 
the four or five applications you use the most, and you’ll grad-
ually become accustomed to moving between the windows 
using the keyboard commands. (See the “Hacking” box.)

Sequence Function
Applications and Commands
Super+Enter Launch terminal

Super+Shift+Enter Launch Browser

Super+Space Application launcher

Super+Shift+Space Command launcher

Super+c Open settings

Super+n Open network configuration

Super+w Open WiFi settings

Manipulating Windows
Super+Ctrl+Space Window selector

Super+Arrow keys Navigate between windows

Super+Shift+Arrow keys Reorganize windows

Super+Backspace Toggle between vertical and horizontal mode

Super+f (De)activate full-screen mode for windows

Super+Shift+f Activate floating mode for current application

Super++, Super+- Increasing or decreasing size of webs between segments

Super+Shift+? Shows help for important keyboard shortcuts

Virtual Desktops
Super+1 to 0 Changes to desktops 1 to 10

Super+Ctrl+1 to 9 Changes to desktops 11 to 19

Super+Alt+1 to 0 Moves current application to desktops 1 to 10

Super+Ctrl+Alt+1 to 9 Moves current application to desktops 11 to 19

Super+Tabulator Changes to the next desktop

Super+Shift+Tab Changes to the previous desktop

Super+t Toggles between horizontal and vertical tiling and tab 
view

Super+r Activates Resize mode (exit with Esc or Enter)

Manage Session
Super+Shift+e Ends session and logs out user

Super+Shift+s Puts computer on standby

Super+Shift+b Restarts computer

Super+Shift+p Shuts down computer

Table 1: Regolith Keyboard Shortcuts

Figure 4: Press Super+Space to 
access the application menu.

Figure 5: Toggle the Layout mode to launch a third application below. 
Resize Window mode lets you shift the window borders to give more 
space to applications that need it.
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Regolith also makes it easy to create 
different workspaces for different sce-
narios. For instance, workspace 1 
could be the desktop you like to use at 
work, and workspace 2 could the con-
figuration you like at home. You can 
tab between the workspaces by press-
ing Super+Tab or just press the Super 
key and type the number of the work-
space you wish to reach.

Conclusions
It takes a while to become accustomed 
to a workflow designed for keyboard 
shortcuts, but once you get used to it, it 
is often easier to work with a tiling win-
dow manager than with a classic desk-
top environment. The benefits are partic-
ularly noticeable when you have to work 
with a small screen at low resolution, 

such as on a 13-inch business laptop. Since the Regolith desk-
top does without space-consuming panels or window ribbons, 
you have more room for content.

Regolith is a good candidate for introducing you to the world 
of tiling window managers. Even if you are used to relying on 
the mouse, you can master the basics of Regolith in just a few 
minutes. The project website provides a Getting Started guide 
[11] and other useful documents for new users. See the detailed 
HowTo list in the Regolith Wiki [12] for additional tips on cus-
tomizing your system.  nnn

Figure 6: Four applications fit comfortably on most monitors, and many 
can manage more. If you need more space, enter Super+f to toggle the 
active window to full-screen mode.

Figure 7: The i3 desktop is configured in a single file. 
The mode hide option causes the footer to appear 
only after pressing Super. The tray_output primary 
line enables a notification field in the bar for applica-
tions like the network manager applet or Skype.

[1]	� Xerox Star Professional Workstation:  
https://​www.​youtube.​com/​watch?​v=zVw86emu‑K0

[2]	� Gnome Material Shell:  
https://​github.​com/​PapyElGringo/​material‑shell

[3]	� KDE Krohnkite: https://​github.​com/​esjeon/​krohnkite

[4]	� i3: https://​i3wm.​org

[5]	� Sway Window Manager: https://​swaywm.​org/

[6]	� Regolith: https://​regolith‑linux.​org

[7]	� Download: https://​sourceforge.​net/​projects/​regolith‑linux/​
files/​regolith‑linux‑r1.​2

[8]	� PPA package source: https://​launchpad.​net/​~kgilmer/​+archive/​
ubuntu/​regolith‑stable

[9]	� Rofi: https://​github.​com/​davatorium/​rofi

[10]	�Unixporn: https://​www.​reddit.​com/​r/​unixporn

[11]	�Regolith Getting Started Guide: https://​github.​com/​
regolith‑linux/​regolith‑desktop/​wiki/​Getting‑Started

[12]	�Regolith HowTos:  
https://​github.​com/​search?​utf8=%E2%9C%93&​
q=org%3Aregolith‑linux+HowTo+in%3Atitle&​type=Wikis

Info

$ mkdir ‑p ~/.config/regolith/i3

$ cp /etc/regolith/i3/config ~/.config/regolith/i3/config

$ gedit ~/.config/regolith/i3/config

Listing 2: Editing the i3 Configuration

The configuration implemented by Regolith is just one example 
of how to design an i3 desktop. Users have countless other pos-
sibilities for adapting the system. If you need further inspiration, 
search the web for “Ricing i3” or take a look at Reddit Unixporn 
[10] – don’t worry about the name, everything is legit on the site.

For example, Regolith does without a notification area, where 
active applications (like the network manager applet or a mes-
senger like Skype) can log messages in the background. To en-
able a notification area, first create a copy of the configuration 
file responsible for i3 in the home directory and open the file in 
an editor (Listing 2).

Then change the tray_output none line to tray_output primary in 
the section following # Configure the bar. Optionally add a mode 
hide line below bar { – then the desktop bar at the bottom of 
the screen only appears when you press Super (Figure 7). In 
order to enable the new configuration file, you need to log off 
and back on again by pressing Super+Shift+E. For further 
changes, it is sufficient to instruct i3 to reread its configuration 
with Super+Shift+R.

Hacking

22

COVER STORY
Regolith and i3

FEBRUARY 2020	 ISSUE 231	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

https://www.youtube.com/watch?v=zVw86emu-K0
https://github.com/PapyElGringo/material-shell
https://github.com/esjeon/krohnkite
https://i3wm.org
https://swaywm.org/
https://regolith-linux.org
https://sourceforge.net/projects/regolith-linux/files/regolith-linux-r1.2
https://sourceforge.net/projects/regolith-linux/files/regolith-linux-r1.2
https://launchpad.net/~kgilmer/+archive/ubuntu/regolith-stable
https://launchpad.net/~kgilmer/+archive/ubuntu/regolith-stable
https://github.com/davatorium/rofi
https://www.reddit.com/r/unixporn
https://github.com/regolith-linux/regolith-desktop/wiki/Getting-Started
https://github.com/regolith-linux/regolith-desktop/wiki/Getting-Started
https://github.com/search?utf8=%E2%9C%93&q=org%3Aregolith-linux+HowTo+in%3Atitle&type=Wikis
https://github.com/search?utf8=%E2%9C%93&q=org%3Aregolith-linux+HowTo+in%3Atitle&type=Wikis




filer mode (more on this later) or select 
Build Preferences, which takes you to a 
menu where you can create new files or 
open additional windows and terminals. 
The next two buttons to the right open 
and close the sidebar and footer. For ex-
ample, Builder can output the build log 
in the lower area of the application win-
dow or display an integrated terminal 
window.

In the middle of the toolbar, Builder 
displays a field with the name of the cur-
rent project; clicking on this field dis-
plays the project’s details. Clicking on 

H ave you ever tried to knock a 
nail into a wall with a screw-
driver or drill a hole with a 
saw? Of course not: You know 

to use the right tool. Then why would 
you use Gnome’s gedit as your inte-
grated development environment (IDE)?

When it comes to global searching, Git 
integration, and an integrated terminal, 
Gnome Builder is the right tool for pro-
gramming in a Gnome environment. 
Gnome Builder emerged from a crowd-
funding campaign [1] in 2015, but many 
developers still don’t have it in their 
toolbox. Gnome Builder 3.34, released 
with Gnome 3.34, deserves its turn in 
the spotlight [2].

You can launch Gnome Builder directly 
from the application menu (see the “In-
stallation” box); it starts up with a wizard 
that opens the last project you used or 
clones known Gnome applications like 
calendars, files, or photos (Figure 1). Al-
ternatively you can start a new project by 
clicking on Start New Project… or clone 
any other project on the computer by se-
lecting Clone Repository…. After import-
ing, the system automatically offers to 
download the software development kits 
(SDKs) required to build your project.

Operation
In the sidebar to the left of the main win-
dow under Project Tree, you will find 
Version Control, Build Targets, Unit 

Tests, and Files. If you double-click on 
one of the source code files, Builder 
opens its contents as a page in the main 
window to the right (Figure 2). Pages are 
files opened in parallel by Builder. All of 
the currently active pages appear above 
the address tree under Open Pages. By 
clicking on one of the entries, using the 
left and right arrows next to the file 
name in the editor area, or pressing 
Alt+Ctrl+Page-Up/​Page-Down, you can 
quickly toggle between the pages.

You can use the toolbar buttons top 
right to switch between Editor and Pro-

A powerful IDE for Gnome

The Right Stuff
This integrated development environment for Gnome offers several features gedit lacks. 
By Christoph Langner

Figure 1: A wizard helps you create your first project. Code from existing 
projects can be cloned directly to your own computer using Builder. Le
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the brick wall icon lets you build the 
current project; clicking on the Play but-
ton next to it executes the project. 
Gnome Builder reports any errors or 
problems in the build output in the 
footer. The search field at the right edge 
of the toolbar not only searches in the 
currently active source code file, but also 
automatically returns matches from all 
of the project files. In the hamburger 
menu, you can start new projects or 
open the Preferences.

Gnome Builder covers an IDE’s most 
important functions. Builder becomes re-
ally interesting when you start to cus-
tomize the workspace. Take a look at the 
bar at the top of the editor area, for ex-
ample. Next to the arrows for toggling 
the page, you will find the name of the 
opened file, a jump function that auto-
matically sends the cursor to a selected 
function, and the line number currently 
being edited. Below the icon with the 
down arrow, you’ll find a menu for con-
figuring the workspace.

Flexible User Interface
The Open in New Frame option splits 
the workspace vertically into two (or 
more) sections. In the default setting, 
Builder displays the contents of the 
currently open page (that is, the file 
currently being edited) in parallel. 
Changes in one section automatically 
appear in the other. In addition, the 
Split option can be used to split the 
currently active frame horizontally 
(Figure 3).

Gnome Builder supports simultane-
ous editing of code or text at multiple 
locations in the currently opened file. 
Simply left-click on the desired posi-
tions while holding down Ctrl. Every-
thing you then type will appear at the 
selected locations.

All the windows always display the 
same content. This means that you can 
make changes to several parts of a pro-
gram file in parallel without having to 
scroll through the window. If you work 

Every distribution maintained by 
Gnome in its package sources should 
also contain Gnome Builder. The instal-
lation for Debian, Ubuntu, or Linux 
Mint is handled directly with the graph-
ical package manager or via:

sudo apt install gnome‑builder

On Fedora, use:

sudo dnf install gnome‑builder

Arch Linux also includes Gnome 
Builder in its package sources.

However, the major distributions tend 
to lag behind when it comes to the 
Gnome Builder version. An update to 
the current version 3.34 is only avail-
able if you update the distribution, too. 
Ubuntu, for example, delivers Gnome 
3.34 with Ubuntu 19.10 “Eoan Ermine.” 
However, at the time of writing this arti-
cle, Gnome Builder 3.32 is the current 
version found in Eoan Ermine’s pack-
age sources.

Optionally, you can install Gnome 
Builder 3.34 independent of your distri-
bution choice using a Flatpak, which 
you can pick up from Flathub [3]. On a 
test system with Ubuntu 19.04, the in-
stallation worked in this constellation 
without any complications. However, 
you need to prepare the system for in-
stalling Flatpaks following the instruc-
tions from the Flatpak website [4].

Installation

Figure 2: Builder 3.34 with one file opened. The sidebar containing the 
project tree can be hidden if necessary.

Figure 3: Several files can be displayed in the workspace in the form of 
frames. If required, Builder also lets you subdivide frames into several 
areas and thus edit different locations in a file simultaneously.

IN-DEPTH
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rows expands the search dialog and 
gives you a Replace option. The button 
on the far right adds options for regular 
expressions, uppercase and lowercase, 
and restricting the search to whole 
words. Pressing the Esc button closes 
the dialog again.

The spellchecker can be accessed by 
clicking in the text and selecting the 
spellchecker option in the context menu. 
As is usual with other text editors, 
Builder will immediately highlight mis-
spelled words or expressions that are not 
in the dictionary with a red underscore. 
It also displays a sidebar on the right 
side of the screen, where you can go 
through the text word by word. You can 
correct or ignore each unknown word in-
dividually, with Builder usually provid-
ing helpful suggestions (Figure 5).

Optionally, you can select Highlight-
ing | Spellchecking in the context menu 
of the editor window to easily highlight 
spelling mistakes.

Conclusions
Gnome is notorious for occasionally re-
moving features that many users find 
useful. Gedit has an (unofficial) exten-
sion that allows the program’s editor 
area to be divided into two parts. How-
ever, this no longer works in the current 
version of the Gnome desktop. Conse-
quently, Builder’s features come in 
handy here: The program can do every-
thing that gedit can’t.

Additionally, Builder’s Preferences 
allow you to customize the IDE in de-
tail – from a dark theme, through color 
schemes, fonts, line spacing, line 
breaks, to the scrolling behavior. 
Builder can also emulate keystrokes in 
the style of Vim, Emacs, or Sublime 
Text. Personally, I use Gnome Builder 
to write and edit articles for Linux 
Magazine.  nnn

with multiple monitors, you can use the 
Open in New Workspace option to open 
another code window and move it onto 
the second screen.

To help optimize your program’s per-
formance or find errors, Builder inte-
grates Sysprof, a system-wide profiler 
for Linux [5]. To do this, instead of 
starting your program directly via the 
Play button, use the drop-down menu 
next to the button and select the Run 
with Profiler option.

When you do this, Builder requests 
administrative rights and then logs the 
system’s activities until you either close 
the application or click Stop Recording 

in the Builder editor area. The program 
then automatically opens the recording, 
from which you can then read the CPU 
history, the generated network traffic, 
or stack traces and counters over time 
(Figure 4).

Editing Text
You don’t have to be a Gnome devel-
oper to use Builder. For people who 
want to work on plain old text or Mark-
down files, the program includes a pow-
erful search function, as well as an inte-
grated spellchecker. You can start 
searching by pressing Ctrl+F. Pressing 
the button next to the up and down ar-

Figure 4: Gnome Builder directly integrates Sysprof, which helps 
programmers find bottlenecks and memory hogs in the program code.

Figure 5: Not just for programmers: Builder functions as an editor for 
simple text files or Markdown documents (e.g., this article was 
originally written in Builder).

[1]	� Gnome Builder crowdfunding cam-
paign: https://​www.​indiegogo.​com/​
projects/​builder‑​an‑​ide‑​of‑​our‑​gnome#/

[2]	� Gnome Builder:  
https://​wiki.​gnome.​org/​Apps/​Builder

[3]	� Builder on Flathub: https://​flathub.​org/​
apps/​details/​org.​gnome.​Builder

[4]	� Setting up Flatpak:  
https://​flatpak.​org/​setup

[5]	� Sysprof: http://​www.​sysprof.​com
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during the installation. You specify this 
when compiling an application in the 
first step of the typical three-step instal-
lation of the software below /usr/local/
stow/. Listing 1 shows you what the 
command looks like.

Often CMake is used in the first step. 
With ‑‑prefix as an additional instruc-
tion, all the software now ends up in 
stow/<software>.<version>. To convert it 
to the directory structure provided for 
by the Filesystem Hierarchy Standard 
(FHS) [2], type

cd /usr/local/stow/

to change to the stow directory, and trig-
ger the creation of the symlinks to /usr/
local/ with stow <software>.

If you want to completely remove the 
software later on, all you need to do is 
type

stow ‑D <Software>

followed by

rm ‑rf <software>.<version>

W hen it comes to file manage-
ment, keeping chaos in 
check is highly recom-
mended. Stow [1], a lesser-

known GNU file management tool, func-
tions as a symlink farm manager that or-
ganizes various sets of software or data 
located in separate directories on the 
filesystem, making them appear to be in-
stalled in a single directory tree.

Stow was originally created to manage 
software compiled on the system, which 
typically ends up in the subdirectories of 
/usr/local/. Stow is often used to install 
software globally across the system, but 
it also provides a clear-cut mechanism 

for managing configuration files and 
scripts in these installation’s home direc-
tories. Stow can be considered the GNU 
project’s official solution to keeping cus-
tom configuration files separate and dis-
tributing them to other systems.

When it comes to managing custom-
compiled software, the software often 
does not come with an uninstall target 
in the makefile or a similar mechanism 
to get rid of it when needed. As a result, 
this can lead to a time-consuming man-
ual uninstall. For instance, you would 
need to use whereis <software> to find 
out which subdirectories the software in 
question has been distributed to and 

then remove the 
files in each direc-
tory with rm ‑rf. 
Stow can simplify 
this process.

Three Steps 
and a Prefix
Stow creates a 
separate directory 
named stow/ 
below /usr/local/ 

Stow helps you manage custom configuration files across multiple users and computers, as well as 
organize your dotfiles. By Ferdinand Thommes

$ ./configure ‑‑prefix=/usr/local/stow/<software>

$ make

# make install

Listing 1: Creating stow/​

$ ./configure ‑‑prefix=/usr/local/stow/curl‑7.66.0

$ make

# make install

Listing 2: Installing curl-7.66.0
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After a package update, you can update 
the symlinks with ‑‑restow.

In my lab, I used the sources of the re-
cently published cURL 7.66.0 as an ex-
ample. The software is installed using 
the commands from Listing 2. After this, 
the /usr/local/stow/curl‑7.66.0 directo-
ries are located in the bin/, include/, 
lib/, and share/ directories. If the prefix 
had not specified ../stow/curl‑7.66.0/ 
as the installation location, the makefile 
would have distributed the program to 
these folders.

Symlink Redirection
To spoof the locations the system expects 
(Figure 1), you need to create symlinks 
from the /usr/local/stow/ directory 
with:

stow curl‑7.66.0

Follow this up with ldconfig to register 
new libraries with the system. If you 
now run ls ‑la in /usr/local/include, 
you will see the symlink to:

curl ‑> ../stow/curl‑7.66.0/include/curl

The same applies to the other directories.
By installing software to a single direc-

tory and achieving FHS compliance 
through symlinks to the system, Stow re-
sembles distributions such as NixOS or 
GoboLinux, which have long used a sim-
ilar approach as a general solution for 
managing software.

Managing Dotfiles
Today, software is mainly installed using 
the package manager or it enters the sys-
tem in the form of Flatpaks and Snaps. 
Over time, Stow has extended its appli-

cation beyond its original purpose. This 
is reflected in the way the helper is im-
plemented as a Perl script. In 2013, 
Stow’s man page called the tool a “Soft-
ware Package Installation Manager,” 
while today it describes itself as a “Sym-
link Farm Manager” that offers extended 
application options for private use.

One extended application option in-
cludes managing dotfiles (the hidden 
configuration files in an installation’s 
home directory called dotfiles because of 
the dot in front of their name). If you 
want to use these files or a collection of 
scripts that you use repeatedly on sev-
eral computers, Stow can help.

One good example of this is the 
.bashrc file. This configuration file goes 
into action every time you open a termi-
nal. Among other things, it contains use-
ful entries, such as the aliases you cre-
ated for frequently used command se-
quences or instructions for a custom 
prompt display. My .bashrc file has been 
in use for well over a decade, and I in-
clude it in every 
new installation.

Quick Setup
If you need to in-
stall software on 
multiple computers 
or test distributions 
on virtual ma-
chines, you can 
save a huge 
amount of time if 
applications reli-
ably exhibit the 
same behavior. The 
overhead involved 
in setting up Stow 
for this purpose is 

manageable, because with Stow you only 
manage the dotfiles that you consider use-
ful for this purpose.

First, for convenience, create a dot‑
files/ folder in your home directory. In 
the folder, create directories for all the 
programs whose dotfiles you want to 
manage with Stow. Figure 2 shows a 
sample home directory structure.

According to the XDG Base Directory 
specification [3], configuration files 
should be located in $HOME/.config/. 
However, not all developers stick to this, 
so the files are distributed all over the 
home directory. Mozilla, among others, 
sets a bad example here.

Tidying Up
Looking at the .bashrc file example 
again, the file is usually located directly 
in the home directory. To manage it with 
Stow, move it to the dotfiles/ folder you 
previously created in the home directory. 
If you also want to manage the .bash_
profile and .bash‑logout files there, it 
makes sense to create a bash/ folder in 
dotfiles/ and move the three files there 
for better organization.

Then execute the command

cd ~/dotfiles && stow ‑v bash

to create the required symlinks (Figure 3). 
To see whether this worked, type

ls ‑la | grep "\‑>"

The command should show you the 
three symbolic links created by Stow. 
Using stow * lets you work on multiple 
directories in a single action.

Figure 1: By installing the application in its own directory, Stow isolates 
the data from the system. It then adds symlinks in the directories to 
which the software is usually distributed.

Figure 2: The tree ‑a command lets you view the 
directory hierarchy as a tree structure. You then can 
check whether the replicated structure actually 
matches the conditions in your home directory.
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The files are located in .config/ and 
.config/share/ in the case of the Konsole. 
You therefore need to replicate the struc-
ture in dotfiles/. Since there are several 
files to back up here, it makes sense to 
create a subfolder named konsole/ first 
and emulate the directory structure in it.

You can extend the directory structure 
as you like, for example, to store files 
containing private information sepa-
rately or to sort files by subject. No mat-
ter how nested the structure is, as long 
as you run the stow command from the 
correct directory at the end of the day, 
the tool will do the rest. If you treat all 
dotfiles to be backed up in this way, you 
will always have fast access to them.

Another possibility is to manage dot-
files with Git. This can be done manu-
ally in a few minutes or automatically 
using a script such as yadm (Yet Another 
Dotfile Manager) [4] (Figure 4). This 
also makes it possible to encrypt directo-
ries that are under version control, but 
that you do not want to be openly acces-
sible on GitHub. GitHub dedicates a sep-
arate page to the dotfiles topic [5].

Conclusions
Following the Unix philosophy, GNU 
Stow specializes in simplifying file man-
agement tasks. It is very useful if you 
want to distribute dotfiles locally be-
tween users or computers. If it is a ques-
tion of making dotfiles available to other 
users beyond your own network, it is a 
good idea to extend Stow to include the 
home script from GitHub [6] (Figure 5). 
Stow’s documentation [7] is, as with 
most GNU projects, very detailed. The 
tool does exactly what it says on the box 
with minimal effort. I did not experience 
a single error in my test.  nnn

Stow creates links to the parent direc-
tory if not told to do something else (i.e., 
it typically uses its own home directory). 
If you want to link to another user’s 
home directory, add the ‑‑target (‑t) 
parameter. After changes to configura-
tion files, use the ‑‑restow or ‑R parame-
ter to reload them.

Freedom
If you enjoy working at the command 
line, you may have created several pro-
files for your preferred terminal emula-
tion that define the font, its size, and the 
background color. For example, I main-
tain some Konsole profiles along with 
one Yakuake profile.

Figure 3: The actual work is done by the stow command, followed by 
the application to be processed. Adding ‑‑verbose or ‑v shows you the 
symlinks created by this step. To check for their presence in the right 
location, run the ls command.

Figure 4: If you want to manage dotfiles with Git, first create a local 
repository and add the files to be managed to it.

Figure 5: A repository on GitHub, or with your trusted provider, is con-
nected to the local repository. It then versions private or public changes 
to the dotfiles.

[1]	� Stow:  
https://​www.​gnu.​org/​software/​stow/

[2]	� FHS: https://​en.​wikipedia.​org/​wiki/​
Filesystem_Hierarchy_Standard

[3]	� XDG: https://​wiki.​archlinux.​org/​index.​
php/​XDG_Base_Directory

[4]	� yadm: https://​yadm.​io/

[5]	� GitHub notes on dotfiles:  
http://​dotfiles.​github.​io/

[6]	� home:  
https://​github.​com/​cdwilson/​home

[7]	� Stow documentation:  
https://​www.​gnu.​org/​software/​stow/​
manual/​stow.​html
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that it can be used on all current distri-
butions without needing to retrofit any 
dependencies. For Ubuntu and its deriv-
atives as of version 18.04 and for Arch 
Linux, the project provides separate re-
positories. For all other distributions, 
you first need to download the AppIm-
age [3], which weighs in at around 
55MB. The manufacturer asks for a do-
nation of up to EUR25, but even if you 
choose not to donate, you can still 
download the application.

Note that Cryptomator only runs on 
computer systems with a 64-bit architec-
ture. After downloading, assign execute 
permissions to the image. Then run it 
with the

./cryptomator‑1.4.15‑x86_64.AppImage

or just by clicking if you are using a file 
browser like Dolphin.

Getting Started
After starting the software, a two-part 
window without a menubar or button-
bar appears. The application is con-
trolled using the three buttons located 
bottom left. Use the plus button to create 

C loud services provide a conve-
nient and cost-effective alterna-
tive to local storage, especially 
for users who want to access 

their data from anywhere. However, 
many cloud providers do not pay suffi-
cient attention to data security. They 
often store unencrypted data in the 
cloud as well as transferring the data 
without encryption. This paves the way 
for hackers to sniff for authentication 
data to access a cloud account and then 
spy on the data.

State institutions, such as intelligence 
services or investigative authorities, can 
also view this unprotected data. In addi-
tion, this kind of sniffing is often legal, es-
pecially in countries where data protec-
tion is of little importance. Cryptomator 
[1], a program developed by the German 
company Skymatic, puts a stop to this 
data espionage by encrypting your data 
transparently. Since Cryptomator’s source 
code is licensed under the GPLv3, built-in 
backdoors are eliminated.

Strategy
Cryptomator works as a local server that 
processes the data to be encrypted on a 

virtual drive integrated by the Filesystem 
in Use (FUSE) module on Linux. If FUSE 
is not available, the software uses Web-
DAV instead. Cryptomator always en-
crypts the data with a 256-bit AES key 
and a MAC master key, generating the 
keys using scrypt technology [2]. In con-
trast to many other cryptographic pro-
grams, Cryptomator not only encrypts 
the file contents, but also their metadata. 
In addition, it changes the file size, 
which makes it difficult to draw conclu-
sions about a file’s content.

The software has an easy-to-use graphi-
cal front end that works with vaults where 
you store the data. The vaults match the 
directories to be synchronized with the 
cloud service; in other words, the front 
end must be connected to some kind of 
cloud storage. The files can be edited at 
will in the respective vault; encryption and 
decryption takes place practically in real 
time. The cloud service client then trans-
fers the locally encrypted data to the server 
without transferring the keys.

Installation
Cryptomator provides the software for 
Linux as an AppImage, which means 

Store data securely in the cloud with Cryptomator

 Secure Cloud
Cloud services often place little value on data encryption. With Cryptomator, you 
can easily and transparently encrypt your data locally before uploading to the cloud.  
By Erik Bärwaldt and Thomas Leichtenstern
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new vaults, the minus button to remove 
existing ones from the interface, and the 
gear button to open a simple settings di-
alog, where you can define whether the 
software automatically checks for up-
dates at startup and which function it 
uses to mount drives (Figure 1).

A click on the plus button opens a 
context menu in which you select + Cre-
ate vault. Cryptomator displays the dia-
log for creating a new vault in an over-
lapping window, where you first define 
the vault’s name and the directory in 
which the data are stored. Its name 
needs to match that of a cloud file direc-
tory. After pressing Save, the window 
closes. You are then prompted for a pass-
word for the vault in the main window. 
The color bar below indicates the pass-
word’s strength.

After confirming the password by 
clicking on Create Vault, you will see the 
vault name and path in the left column. 

There is a closed padlock icon to the left. 
On the right, enter the password for the 
vault again and click on Unlock Vault.

Pressing the More options button takes 
you to further settings. You can enter 
your own drive options for mounting the 
device in an input field or tell the soft-
ware to mount as read-only.

Opening and Closing
After unlocking the vault, Cryptomator 
opens a window with a file manager 
containing the virtual drive. At the same 
time, the padlock symbol in front of the 
relevant vault opens. You can quickly 
see which vaults are open, even if there 
are several (Figure 2).

You can drag and drop to move, or sim-
ply copy, the files to be encrypted to the 
virtual drive. In the main window, you 
will also see a graph in the right window 
segment that shows the transfer rates for 
encryption and decryption in megabytes 

per second. The 
red line indicates 
the encryption 
throughput, while 
the green line de-
picts decryption 
throughput (Figure 
3). The software 
also opens several 
vaults simultane-
ously if required. 
In our lab, Crypto-
mator showed no 
weaknesses, even 
when encrypting 
and decrypting 
files with a size of 
more than 15GB.

As soon as changes (due to users stor-
ing and encrypting new files) occur on 
the virtual Cryptomator drive, the cloud 
client synchronizes the data with the 
server. This ensures that only encrypted 
data are sent to the cloud server. The 
files can be viewed and downloaded in 
the web interface. However, Linux iden-
tifies them as binary data; the content is 
not revealed either by name or file size. 
To stop working with Cryptomator, click 
Lock Vault on the right side of the main 
window. The software then closes the 
vault, which is indicated by the locked 
padlock icon.

When you open a vault again, you can 
immediately work with the decrypted 
files on the virtual drive. When loading 
and saving, the software then displays 
the data rates again in the graphical in-
terface. If you close Cryptomator without 
closing the open vaults, the window is 
minimized to the taskbar, where you can 
access it at any time.

To remove a vault, click the minus 
icon in the lower left corner of the main 
window. If the vault is open, it is grayed, 
and the action cannot be performed. If 
the vault is closed, a window appears to 
inform you that the software is not re-
moving the vault (the actual directory 
containing the data) from the system, 
but only the link from the graphical front 
end. You therefore need to manually de-
lete the target directory from the system 
afterwards (Figure 4).

Resource Hog
We noticed some unusual behavior 
when running Cryptomator in our lab. 
For inexplicable reasons, the processor 

Figure 1: The Cryptomator front end is limited to the 
bare essentials and is easy to use. 

Figure 2: Cryptomator also manages multiple vaults 
simultaneously.

Figure 3: Cryptomator visualizes the transfer rates 
during encryption and decryption.
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AppImage offered by the project on 
openSUSE. On Ubuntu 19.04, the proces-
sor load increases permanently to 100 
percent, but without depleting the RAM. 
This is primarily due to the gnome‑shell 
process, which immediately returns to 
its original value of one to two percent 
CPU load after closing the AppImage.

We also observed this behavior in the 
Windows variant. Although it did not 
use all of the CPU capacity, the load on 
our test system still increased perma-
nently to about 30 percent.

Conclusions
Cryptomator significantly increases your 
data security in the cloud. It relies on in-
telligent encryption to not only modify 
the content by cryptographic means, but 
also abstract the file details and meta-
data. The software is extremely stable 
and can also handle large files.

The very simple front end is notewor-
thy. It does not present any surprises 
even for inexperienced users, which 
makes transparent encryption easy to 
handle even for beginners.

Annoyingly, what appears to be a 
bug in the software causes the CPU to 
use up to 100 percent of its capacity 
when displaying the password prompt 
on Ubuntu. On openSUSE, the CPU 
consumption doesn’t increase that 
much, but the RAM is depleted rela-
tively quickly.  nnn

load and memory consumption of the 
system increased until the computer al-
most came to a standstill.

On launching Cryptomator, the re-
source consumption was normal. The 
same was true of mounting a vault and 
for as long as the vault remained 
open. But after closing a vault, the 

load on a multicore CPU increased to 
over 50 percent on all cores. The mem-
ory consumption increased continu-
ously until the system started to swap 
out and became virtually impossible to 
use. We noticed that Cryptomator was 
eating up about 2GB RAM per minute 
(Figure 5). This started as soon as the 

application 
prompted us for 
the password for 
a suspended 
vault. Closing the 
software released 
the resources im-
mediately.

Further research 
revealed the fol-
lowing: This pecu-
liarity occurs if 
you use the cryp‑
tomator‑1.4.15 

Figure 5: A possible bug in the software causes the system resources to 
go completely out of control after closing a vault.

Figure 4: The software only removes the entries for 
vaults; the data contained in the vaults are retained.

[1]	� Cryptomator: https://​cryptomator.​org

[2]	� Scrypt technology:  

https://​en.​wikipedia.​org/​wiki/​Scrypt

[3]	� Download Cryptomator:  

https://​cryptomator.​org/​downloads/​#​

winDownload
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Despite these similarities, neither zip 
nor gzip recognizes the other’s exten-
sions, although both can use files cre-
ated by the other if the extension is 
changed. zip can use the option ‑‑bzip 
to use bzip options, which can produce 
somewhat better compression rates, at 
least in theory, on binary files.

Zip Basics
If you have worked with other com-
pression programs, zip is easy to start 
using. The only unusual feature is that 
a new archive name follows the com-
mand and the options and is followed 
by a space-separated list of the files to 
archive:

F ile compression in Linux is usu-
ally handled by the native com-
mands tar, gzip, or bzip2. How-
ever, an additional alternative is 

zip [1], a popular cross-platform com-
mand supported by a variety of scripts 

and utilities. If you are dealing with 
someone using another operating sys-
tem, zip is often the ideal choice among 
these compression tools.

Admittedly, on Linux, zip has fallen out 
of favor, because for a time it did not sup-
port 64-bit computing and could not han-
dle files large than 2MB. Today, though, 
zip, gzip, and bzip2 are broadly similar in 
functionality and structure. All three have 
similar options, although not always the 
same name for every option. All three, 
too, have a history of providing alternate 
command names for some functions, 
such as unzip and ungzip, that duplicate 
standard options – presumably to make 
the commands easier to remember.

Cross-platform file compression

Zipline

If you use file compression regularly, zip belongs in your Linux toolbox. By Bruce Byfield

Bruce Byfield is a computer journalist and 
a freelance writer and editor specializing 
in free and open source software. In 
addition to his writing projects, he also 
teaches live and e-learning courses. In his 
spare time, Bruce writes about Northwest 
coast art (http://​brucebyfield.​wordpress.​
com). He is also co-founder of Prentice 
Pieces, a blog about writing and fantasy at 
https://prenticepieces.com/.
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zip OPTIONS NEW‑ARCHIVE.zip FILES

Files are not deleted when being added 
to an archive (Figure 1).

If you choose, the options can in-
clude the option ‑‑recurse‑patterns 
(‑R), which automatically includes 
subdirectories. You can also strike a 
balance between the speed and effi-
ciency of compression with ‑NUMBER, 
with 0 indicating no compression, 1 the 
fastest but least compression, and 9 the 
slowest but greatest compression. The 
highest compression is somewhere be-
tween 2:1 or 3:1 for text, while binary 
files are usually considerably less, per-
haps 3:2 or 4:3.

However, these options are only the 
beginning. You can use ‑‑exclude (‑x) to 
list files that should not go into the ar-
chive or ‑‑include (‑i) to specify that 
only certain files are included. For secu-
rity, you might also want to add ‑‑pass‑
word (‑P) STRING or ‑‑encrypt (‑e), al-
though the security is somewhat weak 
by modern standards (see zipcloak 
below). Still another option is ‑‑en‑
try‑comments (‑c), which lets you anno-
tate each file in an archive with a single-
line comment that can be read using the 
zipnote utility (Figure 2). As the options 
grow, you are well-advised to add ‑‑test 
(‑T) to ensure that nothing unexpected 
happens.

zip’s options really come into their 
own once an archive is created. You can 

use ‑‑delete (‑d) or unzip to remove files 
from an existing archive and ‑‑grow (‑g) 
to add files. Alternatively, you can use 
‑‑copy‑entries (‑U) to create a new ar-
chive consisting of files in an existing 
one. If you are creating archives for 
backups, you can use ‑‑update (‑u), 
‑‑filesync (‑FS), or ‑‑freshen (‑f) to 
keep the backups current. Should an ar-
chive become corrupt, you can try to re-
pair it using ‑‑fix (‑F). However, many 
of zip’s options require considerably 
more information. Consequently, the 
most that I can do in this article is indi-
cate the possibilities.

Zip Utilities
A series of small scripts and utilities 
have sprouted up around zip. These 
utilities’ usefulness is sometimes lim-
ited by their inability to handle files 
larger than 2GB. This limitation ex-
tends to larger files made with recent 
versions of zip, including those cre-
ated from a desktop environment. 
However, even with these limitations, 
the utilities can sometimes be useful, 
especially if you are working with text 
files. Some are installed alongside zip, 
while one or two have to be installed 
separately.

zipcmp
Like diff with text files, zipcmp com-
pares the files in zip archives. The com-
mand is so simple that it does not in-

clude a separate man page or help op-
tion. All you need to do is enter the 
command, followed by the two files to 
compare. The first file is marked by a 
minus sign and the second by a plus 
sign (Figure 3).

zipcloak
You can password-protect and encrypt 
zip files using zip ‑‑encrypt (‑e) option 
OUTPUT or zipcloak OUTPUT (Figure 4). If 
an unencrypted file has been added to 
the archive, then once you enter the 
password, the unencrypted file is en-
crypted. The unencrypted output file is 
saved to the original directory unless the 
‑O command is used to specify another 
location. With the ‑d option, the entire 
archive is decrypted, or, if you do not 
have the password, then copied instead. 
Because of zipcloak’s age, it works only 
with archives of less than 2GB.

The man page explains that encryp-
tion is done through a public domain 
program that offers a low level of en-
cryption. However, the file that details 
the program no longer seems to be on 
the Internet. In the absence of more in-
formation, you can still rely on the pass-
word for privacy.

zipgrep
zipgrep searches for patterns within a 
zip archive. It can use any pattern sup-
ported by egrep, such as * for any num-
ber of characters or ? for a single charac-

Figure 2: zip includes the ability to add single-line comments about each file.

Figure 3: zipcmp compares the files in an archive.

Figure 4: Use zipcloak to manage encryption on zip files.
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2GB. If you do edit the file size, then you 
should probably add ‑t to do a dry run 
and see how many files you will create. 
Use zipmerge to reassemble the original 
archive. As an alternative, you can use 
the ‑‑split‑size option.

The output will consist of eight char-
acter files, each ending in a number. 
The first seven characters will be the 
first seven letters of the original file 
name.

A Comprehensive Solution
This article barely scrapes the surface of 
zip’s capabilities. zip is a command al-
most as old as personal computing, and 
its man page consists of over 1,900 lines. 
Still, even this overview gives some im-
pression of its functionality. Even though 
it is not a traditional part of the Unix 
toolkit, if you use file compression regu-
larly, zip is worth a closer look. And 
should you be sending files to some 
other operating system, your colleagues 
will thank you for using it.  nnn

ter. zipgrep cannot be used to search for 
file names, only the contents of files.

zipinfo
zipinfo displays the attributes of all the 
files in a zip archive. This information 
includes permissions, name, date cre-
ated, uncompressed and compressed 
file sizes, and the percentage created 
(Figure 5).

zipmerge
zipmerge adds a source archive into a 
target archive. Use zipmerge carefully, 
since files in the target will be overwrit-
ten by files of the same name in the 
source. You can reduce the chances of 
accidental overwriting by using the ‑i 
option to verify each overwriting. Simi-
larly, ‑S will automatically prevent over-
writing files with the same size and 
name on both the source and target. 
Also avoid using ‑I to ignore letter case.

Note that zipmerge is not installed au-
tomatically. When archives merge, both 
the original files remain, and the only in-
dication of the merge is that the target 
file is larger.

zipnote
zipnote is used to read and edit com-
ments in archives. To read an archive’s 
comment, pipe it to standard output with:

zipnote FILE‑NAME.zip > FILE‑NAME.tmp

Open FILE‑NAME.tmp to read and edit. 
Then add the updated comment with:

zipnote ‑w FILE‑NAME.zip < FILE‑NAME.tmp

zipnote is particularly useful for 
changing file names in an archive that 
start with @home in the comment. How-
ever, remember to keep the original 
extensions.

zipsplit
zipsplit divides existing archives into 
smaller ones, creating an index file to 
help reassemble them (Figure 6). You 
might want to divide an archive for two 
reasons: To reduce any loss of data due 
to corruption and to store the files across 
multiple volumes. The default file size is 
36KB, but it can be edited using the ‑n 
option, although the maximum size is 

Figure 5: zipinfo provides a convenient viewer for the attributes of files in a zip archive.

Figure 6: zipsplit divides an archive into smaller ones.

[1]	� zip: https://​linux.​die.​net/​man/​1/​zip

Info
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919445171:U

  AAFt4RTVEcI919fAI_5YGHX0A8QyQnY_fBA

The first few digits are your bot’s nu-
meric ID, followed by a colon and the 
access token. Now you have to start a 
chat with your bot in the app or the web 
interface [3]. This chat also has a nu-
meric ID, which you need to discover. 
The curl command from Listing 1 does 
the trick.

Note that you need to prefix your bot’s 
numeric ID with the bot keyword. For 
the most part, the long answer is unim-
portant for the purposes of this article, 
but it does contain a string reading 
"id":930313820 – this is the chat ID. Now 
you have all the information you need.

If you now want to automatically send 
a message to the bot chat, using a Bash 
script for example, the curl call from 
Listing 2 is all it takes. The phone vi-
brates and a message appears on the dis-
play (Figure 2). Now, I’ll never miss my 
deliveries again.  nnn

However, Twitter is increasingly setting up 
hurdles for access to the API. For example, 
you now need to describe in a small, free 
text essay the purpose of your proposed 
use of the API. This may be understand-
able from the supplier’s point of view, but 
I would prefer things to be a little simpler.

This explains why I now use the Tele-
gram API [2]. Among other things, I can 
create bots that can be used to do many 
funny things. On top of this, I can get the 
bot to send me messages. You can create 
a bot by starting a chat with BotFather in 
the Telegram app (Figure 1).

Start with the /newbot command. 
BotFather asks you for a name and a 
username for your bot. In return, you 
are sent a numeric ID and an access 

token – that is, a 
string that you 
have to pass to 
the API to iden-
tify yourself. It 
could look like 
this, for example:

I mainly find notifications on my mo-
bile phone annoying and have dis-
abled most of them. But things are 
different when something requires 

my attention at home. The classic exam-
ple is the doorbell: I want to know when 
a delivery person is standing at my front 
door even if I’m flooding my noise-kill-
ing headset with electric guitar music. I 
already solved this problem back in 2016 
with a Raspberry Pi and described the 
setup in this column [1].

With my earlier solution, notifications 
reached me as Twitter direct messages, 
mainly because I didn’t want to install a 
notification app just for this purpose. Twit-
ter is already installed on my phone and 
provides a useful programming interface. 

The sys admin’s daily grind: Delivery notification

 Hey, Mr. Postman
Our columnist Charly Kühnast doesn’t want to be out when a package delivery service is standing 
at his front door with some goodies. When the courier rings, he can have the Telegram API send a 
notification to his mobile phone. By Charly Kühnast

Figure 1: Create a new bot by opening a 
conversation with the BotFather.

Figure 2: When the delivery person rings the bell, 
the bot is triggered and my phone vibrates.

$ curl ‑X POST https://api.telegram.org/bot919445171:AAFt4RTVEcI919fAI_5YGHX0A8QyQnY_fBA/getUpdates

Listing 1: Start Telegram Chat

$ curl ‑X POST '�https://api.telegram.org/bot919445171:AAFt4RTVEcI919fAI_5YGHX0A8QyQnY_fBA/sendMessage?chat_

id=930313820&text="Hello world!"'

Listing 2: Sending a Message to the Bot Chat

[1]	� “The sys admin’s daily grind: Charly’s doorbell Pi” by Charly 
Kühnast, Linux Magazine , issue 186, May 2016, p. 62,  
http://​www.​linux‑magazine.​com/​Issues/​2016/​186/​Charly‑s‑​
Column‑​Doorbell‑Pi/​(language)/​eng‑US

[2]	� Telegram API: https://​core.​telegram.​org/​api

[3]	� Telegram web interface: https://​web.​telegram.​org

Info

Charly Kühnast manages Unix systems in a data center in the 
Lower Rhine region of Germany. His responsibilities include 
ensuring the security and availability of firewalls and the DMZ.

Author

39LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM	 ISSUE 231	 FEBRUARY 2020

IN-DEPTH
Charly’s Column – Telegram API

http://www.linux-magazine.com/Issues/2016/186/Charly-s-Column-Doorbell-Pi/(language)/eng-US
http://www.linux-magazine.com/Issues/2016/186/Charly-s-Column-Doorbell-Pi/(language)/eng-US
https://core.telegram.org/api
https://web.telegram.org


jaro’s Pamac. When installing from the 
AUR, the system automatically fetches 
scrcpy and the other dependencies to 
your machine.

For other distributions (like Ubuntu 
19.04, which we use in our lab), the de-
veloper offers precompiled binary pack-
ages together with an installation script. 
To install, download the current version 
(1.10.1 when this issue went to press) in 
the form of a tar.gz archive, unpack the 
file as shown in Listing 2, and execute the 
installation script. It saves the program as 
guiscrcpy and also creates an entry in the 
Application menu. (To uninstall guis-
crcpy, see the “Deinstallation” box.)

Smartphones and the Linux 
desktop complement each 
other quite well thanks to 
cloud services. If you’re not 

afraid of Google services or providers 
like Dropbox, WhatsApp, and the like, 
you never again have to connect your 
mobile phone to your computer to syn-
chronize data or copy photos and vid-
eos. Even messengers like WhatsApp 
or Google’s Messages now offer a web 
interface so that your mobile phone 
can stay in your pocket.

However, there are also situations in 
which you might want to be able to use 
your PC to operate your mobile phone. 
Ideally, you would want to transfer the 
content of the mobile phone display to 
the PC desktop. This is exactly what the 
duo of the scrcpy command-line pro-
gram and the guiscrcpy graphical user 
interface (GUI) offers. These open 
source programs available for Linux, 
macOS X, and Windows even let you re-
cord what is happening on the mobile 
phone display.

Screen Copy
scrcpy comes from the Genymobile [1] 
treasure trove. Among other things, 

Genymobile specializes in virtualizing 
Android, which means that developers 
can test their applications on a variety 
of smartphones or tablets without hav-
ing to own the devices themselves. As a 
command-line tool, Genymotion pro-
vides the scrcpy [2] program’s source 
code on GitHub for download under the 
very liberal Apache license.

Developed independently of scrcpy, 
the guiscrcpy GUI [3] adds some conve-
nience. The program integrates all the 
scrcpy functions and lets users open the 
connection with a single click. Freely 
placeable toolbars with buttons on the 
desktop help to transmit typical actions, 
such as the Home, Back, and Menu but-
tons, as well as, for example, rotating 
the smartphone’s display.

Installation
Both guiscrcpy and scrcpy are still so 
new that they are not available in the 
major distributions' package sources. 
Only Arch Linux allows you to install the 
two programs from the Arch User Repos-
itory (AUR). Listing 1 shows you how to 
import guiscrcpy from the AUR; alterna-
tively you can use another AUR helper 
or graphical package manager like Man-

Control your Android  
smartphone from your desktop

 Remote Control
With guiscrcpy graphical user interface and the scrcpy command-line tool, you can control 
your smartphone from the comfort of your Linux desktop and even record what you’re 
doing onscreen. By Christoph Langner

$ yay ‑S guiscrcpy wmctrl xdotool

Listing 1: Importing from the AUR

Guiscrcpy’s developer currently pro-
vides an installation script, but there 
is no option to delete the program 
from the system. Use the commands 
from Listing 3 to remove the applica-
tion and the configuration file from 
the home directory, if needed.

Deinstallation
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Guiscrcpy functions as the interface for 
the scrcpy command-line tool. scrcpy is 
also missing from popular distributions' 
package sources, but the developers do 
offer the program as a Snap package [4] – 
many distributions now support this for-
mat out the box. On Ubuntu 19.04, you 
can import the tool with Snapcraft using 
a single command. In the same step, you 
also install the Android Debug Bridge (adb) 
via the Android Software Development Kit 
provided by Google (Listing 4).

Developer 
Mode
For guiscrcpy to access 
your smartphone, de-
veloper mode and USB 
debugging must be en-
abled on the mobile 
device. Google has 
hidden the settings 
you need for this. To 
unlock them, open 
Settings on your 
smartphone, then in 

General | About Phone | Software Infor-
mation tap the Build Number seven 
times. Depending on the smartphone 
manufacturer, the menu path may vary.

You now should find a new Devel-
oper Options menu item in the set-
tings, where you can enable both the 
developer options en bloc and USB De-
bugging as an additional option (Fig-
ure 1). Later, the smartphone will ask 
you if you want to allow USB debug-
ging when you connect via guiscrcpy 
for the first time. You can use a finger-
print to identify the connected com-
puter later on and save the connection 
using the Always allow from this com-
puter option.

Remote Control
With guiscrcpy, you can open the con-
nection to the smartphone directly with 
the START SCRCPY button (Figure 2). 
The program should automatically de-

tect the Android smartphone or tablet 
connected via a USB cable. The DE-
VICE LGH87094110190 IS CONNECTED 
field is where the application reports 
the mobile phone it detected. If prob-
lems occur detecting the device, run 
the adb devices command in a terminal 
window to directly check whether the 
system has really found the smart-
phone (Listing 5).

Guiscrcpy transmits the content of the 
phone display at a bit rate of up to 
16000KBps (8000KBps in the default set-
ting, which is totally fine). As options, 
you can enable a full-screen mode 
(Fullscreen), Always on Top, and Keep 
display off (only screen mirroring). The 
latter option turns off the device’s screen 
during transmission, but the touch 
screen input still works.

If you are making a video that dem-
onstrates an Android app (or if you as 
a developer want to explain an app 
function to your users), you can record 
the events on the display with the Re-
cord screen option. The recording is 
stored as an MP4 file in the current us-
er’s home directory. The Show touches 
option is also available for recordings: 
It visualizes finger taps on the display 
with a circle.

To capture actions typical of Android 
(such as pressing the Home, Menu, or 
Back buttons), guiscrcpy displays hori-
zontal and vertical toolbars (Figure 3). 
You can use these buttons to change 
the display orientation, adjust the 
audio playback volume, or exchange 
texts between the smartphone and 
Linux desktop via the clipboard. You 
can position the toolbars freely on the 

$ tar xzf guiscrcpy‑1.10.1‑05092019‑linux.tar.gz

$ sudo ./guiscrcpy‑systemless‑linux‑installer.sh

$ guiscrcpy

Listing 2: Installing guiscrcpy

$ sudo rm /usr/local/bin/guiscrcpy

$ sudo rm ‑rf /usr/share/guiscrcpy

$ sudo rm /usr/share/applications/guiscrcpy*.desktop

$ rm ~/local/guiscrcpy.cfg

Listing 3: Removing guiscrcpy

$ sudo snap install scrcpy

$ sudo apt install android‑tools

Listing 4: Installing scrcpy and adb

Figure 1: To allow guiscrcpy to access the screen of an Android smart-
phone connected via USB, you need to enable developer mode and 
USB debugging.

Figure 2: All the functions of the 
scrcpy command-line tool can be 
controlled using the guiscrcpy 
GUI. Click START SCRCPY to initi-
ate the connection.

$ adb devices

List of devices attached

LGH87094110190 device

Listing 5: Checking for Attached Devices
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mobile phone, you can write a text mes-
sage for an Android app on your desktop 
and forward it to your smartphone.  nnn

desktop by holding down the right 
mouse button.

Conclusions
Installing guiscrcpy, scrcpy, and An-
droid tools is still a little more compli-
cated than necessary, but the program 
comes with major benefits for Android 
developers in particular. With a few 

clicks, you can create videos of your 
smartphone screen, with which you 
can demonstrate your program’s func-
tions. The achievable data rate is so 
high that even videos played on a mo-
bile phone can be played back on the 
desktop PC with practically no jitter 
(Figure 4).

Even non-programmers will find uses 
for guiscrcpy. Not every program offers a 
web interface like WhatsApp or Mes-
sages. Since guiscrcpy forwards mouse 
and keyboard input from the PC to the 

[1]	� Genymobile:  
https://​www.​genymobile.​com

[2]	� scrcpy:  
https://​github.​com/​genymobile/​scrcpy

[3]	� guiscrcpy:  
https://​srevinsaju.​github.​io/​guiscrcpy/

[4]	� Snap for scrcpy:  
https://​snapcraft.​io/​scrcpy

Info

Figure 4: Even videos played on the smartphone appear practically jit-
ter-free on the Linux desktop.

Figure 3: An Android smartphone 
screen on the Linux desktop: Guis-
crcpy transfers mouse and key-
board input directly to the mobile 
phone. The toolbars can be used 
to trigger additional actions, such 
as rotating the display.

guiscrcpy
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(UIs) [1] several times 
in previous editions, including ter-
mui [2] and promptui [3]. This time it’s 
a Google framework based on termui: 
Termdash, which is especially suitable 
for the dashboards of the data world.

Listing 1 [4] implements the graphical 
components of the terminal UI in Figure 1 
and adds a whole litany of Go libraries 
from GitHub. Since the widget named 
container in line 7 would collide with 
the Docker containers used later, the 
code fetches the component under the 
name tco. The somewhat verbose han-
dling of individual errors in Go is accel-
erated by the panicOnError() function 
starting at line 16. On a production sys-
tem, the code would probably handle er-
rors explicitly and in a dedicated way, 
instead of immediately aborting the pro-
gram if something goes wrong. But in 
our example, this saves us a long listing.

The context construct created in 
line 28 is a kind of remote control that 
subroutines pass on to each other in 
Go. If the main program calls the re-
turned cancel() function, this signals 
the end to the context, and all subrou-

E ven in the age of newfangled buzz-
words like “Kubernetes,” veteran 
system administrators still appreci-
ate command-line tools like good 

old top, which displays running processes 
in real time. Since I also want to keep up 
with the young bloods (even at my age, 
which can already be described as ad-
vanced), I recently created a small, termi-
nal-based monitor that shows Docker con-
tainers coming and going on a system.

The standard Docker client, docker, is 
written in Go and communicates via a 
web interface with the Docker daemon to 
query the status of running containers, 
start new ones, or terminate existing ones. 
In addition to a Python interface, Docker 
also offers a Go SDK. Since Go also has ex-
cellent libraries for displaying in the termi-
nal, it was my choice for implementing the 
dockertop monitor in this Programming 
Snapshot column.

The idea is simple: The program asks 
the Docker daemon at regular intervals for 
all the containers running on the system, 

displays their names in a list, and refreshes 
them every second – just like top. As an 
additional treat, the monitor in the right 
part of the split screen also displays a roll-
ing history of the containers. Each time it 
detects a new one, the program writes New: 
<Name> into it. If a container has been lost 
since the last call – for example, because it 
has died in the meantime – the log entry 
reads: Gone: <Name> (Figure 1).

This gives the sys admin an impression, 
even on a busy system with many contain-
ers, of how the individual instances are 
doing. Depending on how fast the log 
changes, you can guesstimate whether 
there is a problem causing the started con-
tainer to fail immediately or if everything 
is within bounds.

Courtesy of Google
This Programming Snapshot column 
has introduced terminal user interfaces 

Mike Schilli works as a 
software engineer in the 
San Francisco Bay area, 
California. Each month 
in his column, which has 
been running since 1997, 
he researches practical applications of 
various programming languages. If you 
email him at mschilli@perlmeister.​com 
he will gladly answer any questions.

Author

With a monitoring system implemented in Go, Mike Schilli 
displays the Docker containers that have been launched 
and closed on his system. By Mike Schilli

Displaying Docker containers  
and their history with Go

Monitoring  
Station

Figure 1: The left column shows the active Docker containers, while the 
right column has the history of lost and found containers. Le
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Vertical() in the terminal. When the 
user presses Q, you want Go to clear 
the UI and abort the program. This is 
why line 56 defines in quit a callback of 
the keyboard watchdog that triggers 
when the user presses the correspond-

tines get the message and can initiate 
cleanup actions.

The application’s main window con-
tains two text windows side by side, as 
seen in Figure 1. The top widget displays 
the list of active containers similar to the 

top Unix utility, while the rolling log 
window (rolled) to the right provides 
the historical view of containers coming 
and going. To arrange them side by 
side, the code employs the helpers 
Left() and Right() with a call to Split-

01 �package main

02 �

03 �import (

04 �  "context"

05 �  "fmt"

06 �  "github.com/mum4k/termdash"

07 �  tco "github.com/mum4k/termdash/container"

08 �  "github.com/mum4k/termdash/linestyle"

09 �  "github.com/mum4k/termdash/terminal/termbox"

10 �  "github.com/mum4k/termdash/terminal/terminalapi"

11 �  "github.com/mum4k/termdash/widgets/text"

12 �  "strings"

13 �  "time"

14 �)

15 �

16 �func panicOnError(err error) {

17 �  if err != nil {

18 �    panic(err)

19 �  }

20 �}

21 �

22 �func main() {

23 �  t, err := termbox.New()

24 �  panicOnError(err)

25 �  defer t.Close()

26 �

27 �  ctx, cancel :=

28 �   context.WithCancel(context.Background())

29 �

30 �  top, err := text.New()

31 �  panicOnError(err)

32 �

33 �  rolled, err := text.New(

34 �    text.RollContent(), text.WrapAtWords())

35 �  panicOnError(err)

36 �

37 �  go updater(top, rolled)

38 �

39 �  c, err := tco.New(

40 �    t,

41 �    tco.Border(linestyle.Light),

42 �    tco.BorderTitle(" PRESS Q TO QUIT "),

43 �    tco.SplitVertical(

44 �      tco.Left(

45 �        tco.PlaceWidget(top),

46 �      ),

47 �      tco.Right(

48 �        tco.Border(linestyle.Light),

49 �        tco.BorderTitle(" History "),

50 �        tco.PlaceWidget(rolled),

51 �      ),

52 �    ),

53 �  )

54 �  panicOnError(err)

55 �

56 �  quit := func(k *terminalapi.Keyboard) {

57 �    if k.Key == 'q' || k.Key == 'Q' {

58 �      cancel()

59 �    }

60 �  }

61 �

62 �  err = termdash.Run(ctx, t, c,

63 �    termdash.KeyboardSubscriber(quit))

64 �  panicOnError(err)

65 �}

66 �

67 �func updater(top *text.Text,

68 �             rolled *text.Text) {

69 �  items_saved := []string{}

70 �  for {

71 �    err, items, _ := dockerList()

72 �    panicOnError(err)

73 �

74 �    add, remove :=

75 �      diff(items_saved, items)

76 �

77 �    for _, item := range add {

78 �      err := rolled.Write(

79 �        fmt.Sprintf("New: %s\n", item))

80 �      panicOnError(err)

81 �    }

82 �    for _, item := range remove {

83 �      err := rolled.Write(

84 �        fmt.Sprintf("Gone: %s\n", item))

85 �      panicOnError(err)

86 �    }

87 �

88 �    content := strings.Join(items, "\n")

89 �    if len(content) == 0 {

90 �      content = " " // can't be empty

91 �    }

92 �    err = top.Write(content,

93 �      text.WriteReplace())

94 �    panicOnError(err)

95 �

96 �    items_saved = items

97 �    time.Sleep(time.Second)

98 �  }

99 �}

Listing 1: dockertop.go
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dockertop binary (line 2). If you used the 
modern module method, it would fail, 
because the Docker API delivers an an-
cient version that does not support some 
functions used in the listings.

Hello Daemon, Client 
Speaking
As a simple Docker client, which fetches 
the list of all containers from the daemon, 
docker ps called from the shell would also 
be useful; its standard output would 
dump out the names. Instead, I’m using 
the Docker Client API – because I can, 
and because it can later be extended at 
will – but it takes a little more effort.

Line 19 in Listing 2 creates a new cli-
ent object and passes the parameter 
WithAPIVersionNegotiation to it. This is 
enormously important: Without it, the 
client on a somewhat outdated Ubuntu 
system complains that the server is re-
jecting it, because the client version 
number is supposedly too high. But 
passing the version negotiation parame-
ter fixes the problem, and both start talk-
ing to each other. ContainerList() re-
turns a list of active container objects, 
sorted by start date. The Docker image 
for each container can be found in the 
.Image attribute and will be displayed in 
the UI alongside the container ID.

In order for the client to be able to dis-
tinguish between several Ubuntu contain-
ers running in parallel, line 34 uses con-
tainer.ID[:10] to add the first 10 charac-

ing key. Once in action, the callback in 
line 58 calls the cancel() function of the 
previously created context, which in turn 
triggers lower-level cleanup functions.

For the UI to be able to react to changes 
in the context, the object is passed to the 
UI main loop starting with Run() in line 
62, along with a list of all widgets to be 
used. When it’s time to close shop, the 
UI’s internal main event loop detects this 
via the passed in context and neatly 
winds down the UI. Without a controlled 
exit, the program would leave the termi-
nal in graphics mode, in which case the 
user would no longer be able to enter 
shell commands or get a proper prompt. 
Closing the terminal window and open-
ing a new one is usually the only way out 
of a mess like this.

Groundhog Day
The Go routine updater() called asyn-
chronously from line 37 defines the time 
loop that refreshes the UI with the latest 
data from the Docker daemon every sec-
ond. Starting at line 67, it fetches the list 
of containers via dockerList(), which I’ll 
get to in a bit in Listing 2. The left sub-
window with the top view refreshes itself 
with the call to top.Write() in line 92 in 
Listing 1 with a long content string con-
taining the individual container names 
with 10 characters of their ID, separated 
by line breaks.

Containers that the monitor sees for the 
first time are reported by the diff() func-

tion called in line 75 of Listing 1. You’ll see 
its inner workings later in Listing 4, but for 
now it just returns two array slices, add 
and remove, which are generated from the 
difference between the last container list-
ing (items_saved) and the current one 
(items). All these steps are embedded in 
an endless for loop, at the end of which, 
in line 97, the call to time.Sleep() pauses 
for one second before it enters the next 
round. The loop and the sleep command 
run in a Go routine (i.e., asynchronously), 
and thus the UI remains fully responsive.

That was it for the UI, whose imple-
mentation neatly fits into 99 lines. So 
how does the Go program get access to 
the active containers’ names on the sys-
tem? The Docker API’s individual com-
ponents and their functions are de-
scribed in great detail on the project’s 
website, which has a link to automati-
cally generated documentation from 
comments in the Go source code [5].

However, with its open source Moby 
project, Docker has cooked up a strange 
brew here and does not follow the ver-
sioning common in the Go community. 
Consequently, the otherwise successful 
go mod init, which is used to prepare 
Listing 2 for compilation by fetching the 
source code from GitHub during the 
build phase, does not work. Instead, the 
user has to install the library (Listing 3, 
line 1) and repeat the process with all li-
braries pulled in by import statements in 
the listings. Only then can you build the 

01 �package main

02 �

03 �import (

04 �  "context"

05 �  "fmt"

06 �  "github.com/docker/docker/api/types"

07 �  "github.com/docker/docker/client"

08 �)

09 �

10 �func dockerList() (error, []string,

11 �    map[string]types.Container) {

12 �  items := []string{}

13 �  containerMap :=

14 �    make(map[string]types.Container)

15 �

16 �  opt :=

17 �    client.WithAPIVersionNegotiation()

18 �  cli, err :=

19 �    client.NewClientWithOpts(opt)

20 �  if err != nil {

21 �    return err, nil, nil

22 �  }

23 �  defer cli.Close()

24 �

25 �  containers, err := cli.ContainerList(

26 �      context.Background(),

27 �      types.ContainerListOptions{})

28 �  if err != nil {

29 �    return err, nil, nil

30 �  }

31 �

32 �  for _, container := range containers {

33 �    name := fmt.Sprintf("%s‑%s",

34 �      container.Image, container.ID[:10])

35 �    items = append(items, name)

36 �    containerMap[name] = container

37 �  }

38 �

39 �  return nil, items, containerMap

40 �}

Listing 2: dockerlist.go
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ters of the container’s unique ID. The 
names of all containers found in this way 
are appended to a slice of strings in line 
35, so that the original order in which the 
server reported them is retained.

Additional information on each con-
tainer ends up in the containerMap attri-
bute under items. This allows other pro-
gram parts to access the correctly sorted 
list, as well as more details if required. 
dockerList() returns both data structures 
to the caller.

What Changed?
Finally, the program maintains in its 
right subwindow a history log of all 
containers that appear and later go 
away. For this, Listing 4 compares two 
string array slices in the diff() func-
tion and determines which new entries 
have been added in the second array 
and which entries are in the first array 
but have not made it into the second.

Unix experts 
know the proce-
dure from the diff 
tool, which also 
displays the dif-

ference between two files in terms of 
lines that have either been added or 
omitted. Figure 2 illustrates that diff 
correctly finds out that the bar and zap 
entries have been removed from the 
test1.txt file and that the pow entry has 
been added to test2.txt.

Smart Algorithm
How does the diff algorithm work? 
The basis is the longest common sub-
sequence (LCS) procedure [6], which 
determines the longest common partial 
sequence of two arrays. A naive ap-
proach could simply delete all entries 
from the first array and add all items of 
the second array to arrive at the result. 
But that’s not the point: It’s about get-
ting from A to B with as few steps as 
possible.

The LCS method provides a series of 
identical positions in both strings. In 
this way, it determines that the first 

entry foo occurs at the same position in 
both strings. The baz entry, on the other 
hand, has been shifted: In the first 
string, it is at the third position; in the 
second, it is at the second position 
(index (2,1)). The LCS algorithm there-

01 �$ go get ‑u github.com/docker/docker/client

02 �$ go build dockertop.go dockerlist.go dockerdiff.go

Listing 3: Building dockertop

Figure 2: The diff algorithm is 
based on the LCS method.
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The procedure is still good enough to ob-
serve appearing and vanishing containers 
and will help to detect any irregularities. 
Since it is a DIY program, there are no lim-
its to the developer’s creativity: Click on a 
displayed container and it shuts down? 
Sort by alphabetical order rather than by 
start date? Make missing containers red 
and new ones green? As always, the solu-
tion is just a few keystrokes away.  nnn

fore outputs the pairs (0,0),(2,1) when 
comparing the files test1.txt and 
test2.txt, as shown in Figure 3.

Listing 4 retrieves the LCS algorithm 
from the golcs project on GitHub. From 
the delivered pairs, the code calculates 
container names to add and to remove. In 
order to move from the last list to the 
current one, it traverses the old and 
new arrays (left and right) step by step 
using for loops, while moving from pair 
to pair.

One difficulty here is the strict type 
system in Go: The LCS algorithm on 
GitHub was implemented with a ge-
neric type (interface{}), similar to 
void in C, because it is supposed to be 
able to analyze data of any type. To be 

able to process 
arrays of strings, 
however, the pro-
grammer needs to 
convert them into 
arrays of inter-
face{} types first, 
which is labori-
ous and time-con-
suming. Other-
wise the compiler 
refuses to call the 
library function. 

The reason given by Go followers is 
that strings have a different memory 
layout than interface{} types. This 
mess will hopefully be resolved by the 
next Go version.

Conclusions and Outlook
Granted, the procedure for determining 
the Docker history is not 100 percent 
accurate. Between two queries, the 
Docker daemon could have created a 
container that disappeared on the sec-
ond call. A ghost container of this kind 
could only be detected by a subscrip-
tion mechanism that would receive a 
message from the Docker daemon on 
each event. Maybe I’ll add it in the 
next iteration of this project.

Figure 3: LCS pairs for the arrays from Figure 2.
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Info

package main

import "github.com/yudai/golcs"

func diff(old []string,

          new []string) (add []string,

            remove []string) {

  left := make([]interface{}, len(old))

  for i, v := range old {

    left[i] = v

  }

  right := make([]interface{}, len(new))

  for i, v := range new {

    right[i] = v

  }

  l := lcs.New(left, right)

  leftidx := 0

  rightidx := 0

  for _, pair := range l.IndexPairs() {

    for leftidx < len(left) &&

        leftidx <= pair.Left {

      if leftidx < pair.Left {

        remove =

          append(remove, old[leftidx])

      }

      leftidx++

    }

    for rightidx < len(right) &&

        rightidx <= pair.Right {

      if rightidx < pair.Right {

        add = append(add, new[rightidx])

      }

      rightidx++

    }

  }

  for leftidx < len(left) {

    remove = append(remove, old[leftidx])

    leftidx++

  }

  for rightidx < len(right) {

    add = append(add, new[rightidx])

    rightidx++

  }

  return add, remove

}

Listing 4: dockerdiff.go
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See the project website for more on 
setting up OpenSSH [2]. On the server, 
the SSH service must listen on a defined 
port (typically port 22). If the server is 
behind a firewall or a router, you will 
need to forward the port.

Each client must have a secret key 
and its public counterpart. A typical sce-
nario is to use an RSA key pair consist-
ing of two files: ~/.ssh/id_rsa and 
~/.ssh/id_rsa.pub. If these keys are 
missing, or if you have forgotten the se-
cret key’s passphrase, you can generate 
a new key pair with ssh‑keygen. To cre-
ate a new passphrase, simply call 
ssh‑keygen ‑p. You’ll need to communi-
cate each client’s public key to the 
server. For example, if the server is lo-
cated in the mycloud.com domain, you 
could enter:

$ $ ssh‑copy‑id U

client_name@server_name.mycloud.com

N ot everyone is lucky enough to 
get through life with a single IT 
device for everything. Many 
Linux users have a distributed IT 

infrastructure, with a PC at home, another 
PC at work, and a laptop for the road.

In such a constellation, you always 
want to be able to access the current ver-
sion of all files, regardless of which de-
vice you are currently using.

A typical solution to this dilemma is to 
take a working copy of all the relevant 
files with you, for example, on a USB 
stick. But if you don’t pay meticulous at-
tention, you could end up with several 
diverging versions of a file, none of 
which contains all the changes.

Only centralized data storage on a net-
work drive in the cloud can help. How-
ever, the access speed and thus also your 
efficiency can suffer enormously. In ad-
dition, the client must be able to reach 
the server on the Internet at all times, 

which is often a problem when commut-
ing or traveling.

For a really practicable solution to 
the problem, you need three compo-
nents to work together: centralized 
data storage that is accessible on the 
Internet, local working copies of this 
pool on all devices, and a simple – 
preferably fully automated – method 
for synchronizing via a server and cli-
ents. Unison [1] is a popular open 
source tool that can handle the syn-
chronization duties. This article shows 
how you can combine Unison with the 
OpenSSH secure shell [2] to connect 
your local systems to the cloud and 
synchronize your files (Figure 1).

Setting Up SSH
SSH provides the basis for authenticating 
the client to the server and for transport-
ing the data over the Internet with pro-
tection from unauthorized access. Ph
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Data synchronization over the Internet with Unison

In Sync
Unison and SSH help you sync your directories across multiple computers. By Werner Hein
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The key ends up in the ~/.ssh/autho‑
rized_keys file on the server. From now 
on, the way to connect from the client to 

the server is to enter the local secret 
key’s passphrase; you won’t have to rely 
on the remote server password.

To enter this passphrase 
only once per session on 
the client, use ssh‑agents; 
this command launches au-
tomatically at login time on 
many current desktop sys-
tems. If you pass in the se-
cret key unlocked by pass-
phrase via ssh‑add, then no 
further typing of the pass-

phrase is required for each subsequent 
SSH connection during this session. You 
will therefore also want to run ssh‑add at 
login by adding it to an autostart script.

Desktops typically use the graphical 
ssh‑askpass dialog to query the pass-
phrase. Some desktops, such as KDE 
Plasma, use their own implementation 
(for Plasma: ksshaskpass), which allows 
them to store the passphrase in the inte-
grated password safe for further sessions 
after entering it. This step eliminates the 
need to re-enter the passphrase in the 
future.

The commands for installing OpenSSH 
on the server and the corresponding cli-
ent on desktops and notebooks appear 
in Listing 1.

Setting Up Unison
For Unison to work properly, all the sys-
tems involved in replication – all the cli-
ents and the central server – must use 
the same software version. Both Uni-
son’s User Manual and Reference Guide 
refer explicitly to the fact that the data 
format of the archives can change be-
tween releases. Therefore it is recom-
mended to generate Unison directly from 
the source code in order to be able to 
mix different distributions and their gen-
erations more easily in the working envi-
ronment. This article uses the currently 
recommended stable Unison v2.48.4 [3].

To build Unison, you need GNU Make, 
the OCaml compiler, and some libraries. 
To install them on Debian and its off-

shoots including all necessary de-
pendencies, use the command 

from line 1 of Listing 2. Then 
change to the home directory, 
download the Unison source 
code, unpack it, and change 
to the newly created source 
directory (lines 2 to 5).

Essentially, Unison con-
sists of three executable 
files, which you build with 
the commands from lines 6 
to 10 and install to /usr/
local/bin (lines 11 to 17). 
The command-line-based 
Unison performs the actual 
sync and can be used both 
in the background and inter-
actively at the command 
line. Finally, the unison‑fs‑
monitor filesystem monitor is 
used in case of a permanent 

Figure 1: The user files on three computers, two with a quasi-
permanent and one with an occasional network connection, are 
synchronized over the Internet against a central server.

[... Server ...]

$ sudo apt‑get install openssh‑server

[... Client (KDE Plasma) ...]

$ sudo apt‑get install openssh‑client ksshaskpass

[... Client (andere Desktop‑Umgebungen) ...]

$ sudo apt‑get install openssh‑client ssh‑askpass

Listing 1: Installing OpenSSH

01 �$ sudo apt‑get install make ocaml libgtk2.0‑dev liblablgtk2‑ocaml‑dev

02 �$ cd

03 �$ wget ‑‑content‑disposition h�ttps://github.com/bcpierce00/unison/archive/2.48.4.tar.gz

04 �$ tar xvzf unison‑2.48.4.tar.gz

05 �$ cd ~/unison‑2.48.4

06 �$ make UISTYLE=text

07 �$ sudo mv src/unison /usr/local/bin/unison‑2.48.4

08 �$ sudo mv src/unison‑fsmonitor /usr/local/bin/

09 �$ make UISTYLE=gtk2

10 �$ sudo mv src/unison /usr/local/bin/unison‑2.48.4‑gtk

11 �$ cd /usr/local/bin

12 �$ sudo chown root:root unison‑*

13 �$ sudo chmod 0755 unison‑*

14 �$ sudo ln ‑s unison‑2.48.4 unison‑2.48

15 �$ sudo ln ‑s unison‑2.48 unison

16 �$ sudo ln ‑s unison‑2.48.4‑gtk unison‑2.48‑gtk

17 �$ sudo ln ‑s unison‑2.48‑gtk unison‑gtk

Listing 2: Building Unison

IN-DEPTH
Unison
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Line 4 in Listing 3 specifies the local 
directory that Unison will synchronize 
against the server and its directory 
(line 5). Line 7 defines the logfile that 
logs all individual adjustments.

In line 9, things start to get more inter-
esting: Lines 4, 5, and 7 tell Unison to 
compare the entire content of the speci-
fied directories against each other. Lines 9 
and 10 explicitly exclude two paths in the 
client root directory (/home/<Client>), 
Downloads/ and Maildir/ in this case, from 
the synchronization.

In addition, line 11 excludes all files 
and directories that have the specified 
pattern in their name. In this case, this 
means all the hidden files and directories 
(dotfiles) in the entire path from the root 
directory, for example, including the file 
/home/<Client>/<Folder>/.<File>. This 
also includes the /home/<Client>/.uni‑
son/ directory and its contents.

However, Unison needs to keep its 
profiles – only the ones from the .uni‑
son/ directory – in sync. This explains 
why line 13 first includes .unison/ again, 
but line 14 excludes its content (logs and 
archives). Line 15 then ensures that all 
files ending in .prf (i.e., the Unison pro-
files) are still synchronized.

Lines 17 to 19 do something similar for 
the hidden .gnupg/ directory. However, 
line 19 here explicitly includes only the 
three listed files in the synchronization.

connection between client and server. 
When changes are made on one page, 
the client informs the other side and 
initiates a sync immediately.

The interactive alternative with a 
graphical user interface (GUI) is uni‑
son‑gtk. It is especially recommended 
for mobile devices with only a tempo-
rary connection to the server and in case 
of inconsistencies between client and 
server. Inconsistencies inevitably arise 
as soon as files on both sides change for 
some reason without a timely sync 
being able to take place. Unison can no 
longer resolve this automatically. In 
such situations, the graphical client is 
clearer, making it easier to select the ap-
propriate file version.

Configuring the 
Synchronization
The way Unison works is controlled by 
profile files, which can be nested if re-
quired (more about this later). These 
profiles follow semantics, the fundamen-
tals of which I will explain with some 
examples. When you edit the files, be 
sure to consult the Unison manual, espe-
cially the chapters on profiles [4] and 
path specification [5].

As a userspace application, Unison 
stores its configuration in the ~/.uni‑

son directory; it is the individual us-
er’s responsibility to design this to 
suit their own needs. Consequently, 
the Unison profile common.prf (List-
ing 3) can only serve as an example; 
you will need to adapt it to meet your 
specific needs.

01 �# Unison common profile to sync any client's

02 �# home directory with a server on the internet

03 �

04 �root = /home/<Client>

05 �root = ssh://<Client>@<server>.<mycloud>.<tld>:<SSH‑Port>//home/<Client>

06 �

07 �logfile = /home/<Client>/.unison/unison.log

08 �

09 �ignore = Path Downloads

10 �ignore = Path Maildir

11 �ignore = Name .*

12 �

13 �ignorenot = Path .unison

14 �ignore = Path .unison/*

15 �ignorenot = Path .unison/*.prf

16 �

17 �ignorenot = Path .gnupg

18 �ignore =  Path .gnupg/*

19 �ignorenot = Path .gnupg/{gpg.conf,pubring.gpg,secring.gpg}

20 �

21 �ignorenot = Path .ssh

22 �ignore = Path .ssh/known_hosts*

Listing 3: common.prf

Figure 2: During the first sync, a warning appears. You can only press 
Ok here in an ideal case (i.e., if the client has no files).
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First Sync
For an initial sync, I will be assuming 
the following initial scenario. The file 
tree to be synchronized is completely 
filled on the server; on the client, it is 
completely empty, except for the Uni-
son profiles in ~/.unison/ and the SSH 
certificate in ~/.ssh/. In this ideal state, 
the server thus exclusively acts as the 
source, and the client exclusively acts 
as the sync target.

If another state exists, you need to 
prepare for a longer session, because 
then many conflicts can occur on the 
first attempt. All of them need to be 
handled with the greatest care – other-
wise you could easily shoot yourself in 
the foot. Under no circumstances must 
the client contain the remains of any 
Unison sync archives in the directory 
~/.unison/.

You trigger this initial sync in the 
same way as for mobile devices in the 
following section. You will then see the 
warning shown in Figure 2 in response. 
In it, Unison announces that this is ob-
viously an initial sync, which could take 
a little longer.

Mobile Operation
The mode for mobile operation is 
mainly – but, as explained later, not 
exclusively – intended for devices like 
the mobile.myprovider.tld laptop in 
Figure 1. For this simple operating 
mode, a quite straightforward profile 
(Listing 4) is all you need; you can 
save this as mobile.prf. It ensures that 
the unison‑fsmonitor filesystem moni-
tor does not launch under any circum-
stances (line 7) and that only the 
basic sync takes place in line with the 
specifications from Listing 3 (line 11 
in Listing 4).

To start the synchronization, it makes 
sense to launch the graphical applica-
tion. At the command line, type uni‑
son‑gtk mobile. Since running the pro-
gram from the prompt is not entirely in-
tuitive, you will want to create an appro-
priate shortcut on the desktop, in the 
taskbar, or in the application menu.

After starting 
Unison, wait until 
the application 
shows you the differ-
ences between the 
two replicas (Fig-
ure 3). In the sim-
plest case, if the sync 
suggested by the 
green arrows is what 

you expected, then press Go and wait 
for the end of the synchronization run. 
Even in the case of conflicts marked 
with red question marks, you can start 
the sync with a clear conscience: Uni-
son then only processes the updates 
with the green arrows and leaves the 
conflicts untouched.

01 �# Unison profile for mobile

02 �# clients with occasional

03 �# network connection

04 �

05 �# explicitly exclude use

06 �# of file system monitor

07 �watch = false

08 �

09 �# load definitions for

10 �# actual reconciliation

11 �include common

Listing 4: mobile.prf

Figure 3: A typical representation of the state between two replicas in 
the Unison GUI.

Figure 4: Without further preparation, Unison directly prompts you for 
the passphrase for the SSH connection.

#!/bin/sh

# Load user's SSH Certificate into SSH agent

# Hint: Passphrase will be requested

# ‑‑ either to be entered manually

# ‑‑ or will be retrieved from desktop's wallet

ssh‑add < /dev/null > /dev/null 2>&1

Listing 5: unison-mobile.sh

Unison
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Handling Conflicts
After synchronization, the Unison 
user interface displays the results in a 
clear-cut overview (Figure 6). Suc-
cessfully synchronized files are 
marked with a green check mark; a 
summary lists the remaining conflicts. 
If you now press Rescan and compare 
the replicas again, all the successfully 
matched files will disappear and only 
the conflicts will remain.

Select the conflicts one by one and 
prepare them for a new sync by selecting 
Skip, Left to Right, or Right to Left. Uni-
son shows the approach chosen for con-
flict resolution with blue arrows (Fig-
ure 7). Another click on Go then triggers 
the sync.

Stationary Operation
The stationary.prf profile (Listing 6) is 
intended for computers with a perma-
nent network connection, such as the 
workstations private.myhome.tld and 
work.myoffice.tld (see Figure 1).

Activating batch mode and other 
modes in lines 9 to 11 means that Unison 
runs completely in the background, no 
longer asks you any questions, and syn-
chronizes everything that it can without 
a conflict occurring. Line 12 additionally 
switches on the unison‑fsmonitor auto-
matic filesystem monitor in the back-
ground, which ensures a quick compari-
son as soon as something changes in one 
of the two replicas.

Due to the fact that the connection is 
established during login and is only 
closed again at logout time, there is per-

Authentication
Whenever it is called, Unison prompts 
you for the passphrase of the certificate 
for the SSH connection (Figure 4). As 
long as you do not close the unison‑gtk 

user interface after you have entered your 
data, you can perform as many syncs as 
you like without having to re-enter it. 
This is a pretty ugly hack, though.

It makes far more sense to integrate 
the unison‑mobile.sh shell script in List-
ing 5 into the desktop environment so 
that it is called automatically at login 
time. Then the passphrase request is 
only made once in order to release the 
SSH certificate for the server for the du-
ration of the session. It is then available 
for any number of syncs – and for regu-
lar SSH sessions.

If you not only enter the passphrase, 
but also check the Save Password box as 
shown in Figure 5, the desktop stores the 
passphrase in its wallet, and you will not 
need to query it again for future logins.

Figure 5: Transferring the 
passphrase to the desktop wallet 
(here on KDE Plasma) saves 
typing for future syncs.

Figure 6: Unison showing the results of a comparison and pointing out 
conflicts that still exist.

Figure 7: Conflicts during synchronization are resolved manually by 
selecting a suitable direction for each synchronization.

01 �# Unison profile for stationary

02 �# clients with (almost) permanent

03 �# network connection

04 �

05 �# don't ask, just constantly

06 �# reconcile based on file

07 �# watcher by propagating

08 �# non‑conflicting changes

09 �batch = true

10 �silent = true

11 �auto = true

12 �repeat = watch

13 �

14 �# load definitions for

15 �# actual reconciliation

16 �include common

Listing 6: stationary.prf
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manent communication between client 
and server. This is handled by the uni‑
son‑stationary.sh shell script (Listing 7), 
which you need to add to the list of au-
tostart scripts. On KDE Plasma, for ex-
ample, put it in the ~/.config/auto‑
start‑scripts/ directory.

Line 6 in Listing 7 activates the SSH 
certificate – as above for mobile opera-
tion – and loads it for the session. Line 7 
starts Unison in text mode and as a 
background process with the profile 
from Listing 6. From now on and until 
you log out, every change in the filesys-
tem on one of the two sides triggers a 
real-time comparison in the background 

and is logged in the 
logfile. Conflicts 
seemingly disappear, 
but can be detected at 
any time by calling 
unison‑gtk mobile in 
the GUI and handled 
accordingly.

Conclusions
Unison v2.48.4 is a 

very reliable, powerful, and efficient 
tool for bidirectional synchronization 
of filesystems between computers. In 
combination with SSH, this compari-
son can also be carried out securely 
over the Internet with regard to au-
thentication and data transport. 

Smaller synchronization runs optimize 
the solution for mobile or stationary 
operation.

Unison’s GUI clearly shows the differ-
ences between the two replicas and sup-
ports the user in resolving conflicts. 
With the configuration shown here, da-
tabases can be kept up to date across 
several computers, which allows the 
user to freely and quickly switch be-
tween workstations.  nnn

01 �#!/bin/sh

02 �# Load user's SSH Certificate into SSH agent

03 �# and start unison w/ cmdline user interface

04 �# Hint: unison runs in background and starts

05 �# unison‑fsmonitor on client and server side

06 �ssh‑add < /dev/null > /dev/null 2>&1

07 �unison ‑ui text stationary > /dev/null 2>&1

Listing 7: unison-stationary.sh

[1]	� Unison: https://​www.​cis.​upenn.​edu/​
~bcpierce/​unison/

[2]	� OpenSSH: https://​www.​openssh.​com

[3]	� Unison 2.48.4 (source code):  
https://​github.​com/​bcpierce00/​unison/​
archive/​2.​48.​4.​tar.​gz

[4]	� Profiles: https://​www.​cis.​upenn.​edu/​
~bcpierce/​unison/​download/​releases/​
stable/​unison‑manual.​html#​profile

[5]	� Path specification:  
https://​www.​cis.​upenn.​edu/​~bcpierce/​
unison/​download/​releases/​stable/​
unison‑manual.​html#​pathspec

Info

Werner Hein has been working with Linux 
in his spare time since 1994 and profes-
sionally with the development of modems 
in mobile phones since 1997. He uses the 
solution shown here to synchronize his 
notebook and two PCs at home and at 
work via a central server in his home LAN.

Author

Unison
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https://www.cis.upenn.edu/~bcpierce/unison/
https://www.cis.upenn.edu/~bcpierce/unison/
https://www.openssh.com
https://github.com/bcpierce00/unison/archive/2.48.4.tar.gz
https://github.com/bcpierce00/unison/archive/2.48.4.tar.gz
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Installation
MotionEyeOS is based on BuildRoot and 
comes as a small source tarball or as 
images from the developer’s website [2] 
for various Raspberry Pis and other 
small board computers. After down-
loading and unpacking, install the sys-
tem on a microSD card. For example, on 
Linux, enter:

dd if=<Image> of=/dev/<Device> bs=1M

Replace the device name with the name 
of your microSD card, which you can 
discover by typing the lsblk command 
in a terminal window. Now you can boot 
the Raspberry Pi from the freshly written 
microSD card.

Before the first startup of mo-
tionEyeOS, connect the cameras in-
tended for video surveillance to the 
Raspberry Pi through a USB port or con-
nect them to your home network. USB 
cameras are easier to configure over soft-
ware, but they require a data cable, mak-
ing wireless cameras a far better choice 
for surveillance purposes.

The first deployment requires a wired 
connection to the router: Without such a 
connection, the boot process aborts after 
the automatic network setup fails, and 
the operating system restarts in an infi-
nite loop.

Once you have fulfilled all the re-
quirements, all the services you need 

T heft, vandalism, and property 
damage are commonplace oc-
currences today. Police investi-
gations into such cases often 

come up empty, and the culprits escape 
undetected and unpunished. As a result, 
sales of video surveillance systems con-
sisting of several cameras and a video re-
corder are booming. Here, I show you 
how, armed with just a Raspberry Pi and 
motionEyeOS, you can catch the culprits 
in the act.

Thanks to inexpensive IP and USB 
cameras, you can find numerous soft-
ware packages for the home that can be 
used to upcycle a computer into a full-
fledged video surveillance system. How-
ever, these solutions all have a serious 
disadvantage: They have to run con-
stantly and require a correspondingly 
large amount of energy.

Professional surveillance cameras are 
bulky and usually attached by a cable to 
a control unit; just cutting the data cable 
will disable the camera. Video surveil-
lance with the Raspberry Pi and the mo-
tionEyeOS [1] free operating system, on 
the other hand, is simple, less conspicu-
ous, and less expensive.

Set up a professional video surveillance system armed with 
motionEyeOS and a Raspberry Pi. By Erik Bärwaldt

Erik Bärwaldt is a self-employed IT-admin 
and technical author living in Scarborough 
(United Kingdom). He writes for several 
IT-magazines.

Author

Video surveillance with the Raspberry Pi

Eye in the Pi
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will start up automatically when the 
system is booted, and you will see a 
login prompt. The first time the system 
boots, it also creates a new data parti-
tion automatically on the memory card 
and formats it. This can take a long 
time with large memory cards; however, 
you should use as much memory as 
possible, because the recordings from 
all connected cameras end up on this 
partition.

After starting the system, you can ac-
cess the IP address of the Raspberry Pi 
in your web browser from any worksta-
tion on your home network. The 
browser then opens the login screen of 
the motionEyeOS front end, which is 
written in Python and acts as the graph-
ical interface for the Motion daemon.

The username is admin with no 
password. The software then prompts 
you to configure the cameras in an al-
most empty browser window. Now 
enter the configuration data for the in-
dividual cameras in a small dialog.

The software uses the Video4Linux 
API to address cameras connected to a 
USB port. You can connect network 
cameras to the motionEyeOS system by 
way of Motion JPEG (MJPEG) or the 
Real Time Streaming Protocol (RTSP) 
(Figure 1). To secure the connection, 
you also need to specify the authenti-
cation credentials used to access a 
wireless or wired camera or your local 
network.

Problematic
When setting up cameras 
that reside on the local 
network, motionEyeOS 
exhibits a minor error, 
which you can avoid by 
manually editing a con-
figuration file. With care-
ful configuration, wired 
and wireless cameras re-
quest authentication data 
during access, rather 
than being openly acces-
sible in the network.

If you have secured 
the camera with a self-
signed certificate, mo-
tionEyeOS simply denies 
access. In this case, log 
on to the Raspberry Pi as 
the administrator over 
SSH and edit the /data/

etc/ file in the motioneye.conf directory. 
Next, add a line reading validate_certs 
false at the end of the file. After a re-
boot, the software no longer checks for 
certificates; the camera in question can 
then talk to the system, and the web 
browser displays the current camera 
image (Figure 2).

Settings
If you click on the menu icon at top left in 
the application window, the software 
opens a configuration menu on the left 

Figure 1: In addition to webcams connected by USB, the motionEye 
system supports IP cameras integrated into the network.

Figure 2: The system lets you integrate several cameras into the overview. 
MotionEyeOS automatically records when it detects motion.
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tings dialog for highly granular configu-
ration, such as camera resolution. This 
section also has basic options for the 
network and various services such as 
SSH, FTP, and Samba, which you can 
enable to store your video recordings on 
the intranet.

If you use a Raspberry Pi with a built-
in WiFi module, it can be connected 
wirelessly at this point to the local net-
work by enabling the WiFi module. In 
the other dialogs, which previously only 
allowed basic settings, you will now find 
various additional options. For example, 
the Movies group lets you define the 
quality at which recordings are saved 
(Figure 3); the format can be defined 
separately here, as well.

In the Motion Detection section, you 
can configure various settings for the 
built-in motion detection feature that 
compares images and fires up the record-
ing function as soon as it detects 
changes. In this area, you define the ex-
tent to which the image must change to 
trigger recording, and you can even tell 
the system to respond to changes in 
lighting conditions.

When certain motion patterns are de-
tected, the Motion Notifications group 
lets you execute defined actions, such as 
sending email to an address stored on 
the system and running a defined com-
mand. In this way, motionEyeOS notifies 
you when it senses unusual events, and 
the system can respond automatically 
(e.g., by shutting down devices to pro-
tect data against spying).

Playback
The videos recorded by motionEyeOS 
can be downloaded from the Raspberry 

side where you can configure the camera 
settings. If you have integrated several 
cameras into the system, select the de-
sired model in the drop-down at the top 
to assign settings for that specific camera.

In the Preferences group you first need 
to define how many columns of camera 
images you want the front end to display 
in the overview. Use the slide control to 
change the number of images arranged 
next to each other. This setting is useful 
when you want to connect multiple cam-
eras to your Raspberry Pi and display all 
the images on the screen.

If you are using a low-resolution dis-
play, be careful not to activate too many 
columns; otherwise, the camera images 
will not be clear because of the extreme 
reduction in size. In the General Set-
tings area, you can configure basic au-
thentication, provided you have admin-
istrative privileges. The data for the ad-
ministrator and viewers can be adjusted 
separately.

Other groups in the left pane contain 
settings for the specific camera. Be sure 
to activate the Movies option by switch-
ing the slide control to its left to ON (Fig-
ure 3). If you keep the default OFF set-
ting, the software will not record any 
video sequences.

During activation, you also have the 
option of specifying in a selection box 
the retention period for the recordings. 
By default, motionEyeOS never deletes 
recordings, which can lead to storage 
space problems in the long term. That 
said, motionEyeOS only records video 
sequences and stores them on the mi-
croSD card when the program detects 
motion in front of the camera. Changes 

to the settings only take 
effect after pressing the 
Apply button that ap-
pears at the top right in 
the camera pane.

The Working Schedule 
section lets you switch 
video surveillance on or 
off on a daily basis. As 
soon as you use the 
slide control to enable 
the system for a specific 
day of the week, two 
additional selection 
fields open where you 
can enter times.

At the same time, a 
selection field appears 

in the lower part of the window. You can 
use this to enable or disable motion de-
tection. Motion detection ensures that 
video streams are not displayed on the 
monitor without motion in the image.

Assuming you have defined a mean-
ingful retention period for your video re-
cordings, the software ensures that a me-
dium-sized microSD card is all you need 
as a storage medium for the videos. Mo-
tionEyeOS saves the videos in the /data/
output/ directory and creates a separate 
subdirectory for each installed camera.

The settings dialog also has an option 
to change the directory for the record-
ings so that the system automatically 
stores sequences, for example, on the 
second partition that was created by the 
operating system when first launched.

Advanced
Under General Settings, you will see an 
Advanced Settings slide control that 
opens a camera-specific advanced set-

Figure 3: MotionEyeOS supports multiple 
video formats and lets you customize the 
recording setup to suit your needs.

Figure 4: The images created by the software can be downloaded 
directly to your computer from the web front end.
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Pi’s memory card in a dialog on the 
system’s web front end. In the default 
setting, the system adds the time and 
duration of the recording in the file 
name, along with current date, so that 
the most important data can be traced 
immediately.

To open the dialog, click on the de-
sired camera in the monitoring display 
on the right side of the browser window. 
The software then displays a horizontal 
button bar in the camera image at the 
top of the window, where you can press 
the open movies browser button. An 
overlapping window then displays the 
available recordings sorted by day, with 
Download and Delete buttons to the right 
of the respective data (Figure 4).

If you find a large number of very 
short recordings of just a few seconds 
duration in the list view, you need to ad-
just the Motion Detection settings in the 
administration menu. The correct setting 
can prevent motionEyeOS from starting 
a new recording with every miniscule 
movement it detects in an image.

Network Configuration
After commissioning motionEyeOS, you 
should enable the WiFi option. After the 
initial configuration, you no longer need 
the wired connection. The wireless con-
nection lets you position the manage-
ment computer freely and it no longer 
has to be located right next to the router. 
This setup allows the computer to be re-
moved from view of unauthorized per-
sons, which significantly improves data 
security.

You can activate WiFi in the Network 
section by switching the Wireless Net-
work slide control to ON and entering 
the SSID of the desired network and the 
matching authentication key in the fields 
that appear. Next, press the Reboot but-
ton in the General Settings section to re-
start the system and integrate the Rasp 
Pi into your infrastructure wirelessly.

The connected WiFi cameras and the 
Raspberry Pi should also have assigned 
static IP addresses, so you will have a 

working system immediately after any 
power failures and avoid device connec-
tion failures from incorrect IP addresses.

All you have to do is change the IP 
Configuration selection boxes in the 
Network group from the default DHCP 
address assignments to Manual (static 
IP). Then, switch from DHCP to the 
static IP address configuration in the 
configuration dialogs of the connected 
terminal devices. Alternatively, you can 
assign static IP addresses to all nodes in 
the router’s web front end, removing 
the need for any configuration on the 
systems themselves.

Up To Date
If you are looking to add new cameras 
to a system that you operate on a Vide-
o4Linux basis, you will want to update 
the software up front. Because mo-
tionEyeOS is under constant develop-
ment, the developers not only add new 
driver modules, but also frequently ex-
tend the system, adding new functions 
and fixing bugs.

To let you update the system, the Gen-
eral Settings group contains the Check 
button for the Software Update option, 
which motionEyeOS uses to search for 
updates and automatically install, if nec-
essary (Figure 5).

Backup
Configuring motionEyeOS can be quite 
complex, especially if you are using sev-

eral cameras with different interfaces. To 
avoid losing the setup you have estab-
lished in the event of an accident or theft 
of the control computer, the General Set-
tings | Configuration | Backup button 
lets you save all the settings.

The software prompts you for the tar-
get path; by default, this is the computer 
on which you access the motionEyeOS 
computer. The software stores the con-
figuration files there as a tar.gz archive 
(Figure 6). The Restore button on the 
motionEyeOS computer’s dashboard lets 
you restore the configuration files later 
on if need be.

Conclusions
MotionEyeOS gives you a complete, 
well-thought-out, and logical video sur-
veillance solution for your Raspberry Pi. 
The package also impresses with its ex-
cellent stability, great flexibility for set-
ups that use different types of surveil-
lance cameras, and feature set that satis-
fies even professional requirements. The 
software’s intuitive operating philosophy 
rounds off the package. For safety-con-
scious users, motionEyeOS provides an 
excellent and efficient way to monitor 
exposed locations.  nnn

Figure 5: An integrated update 
routine keeps the software up to 
date.

Figure 6: All the critical data in a single archive: the motionEyeOS 
config content.

[1]	� motionEyeOS: https://​github.​com/​
ccrisan/​motioneyeos/​wiki

[2]	� Download: https://​github.​com/​ccrisan/​
motioneyeos/​releases

Info

59LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM	 ISSUE 231	 FEBRUARY 2020

motionEyeOS MAKERSPACE

https://github.com/ccrisan/motioneyeos/wiki
https://github.com/ccrisan/motioneyeos/wiki
https://github.com/ccrisan/motioneyeos/releases
https://github.com/ccrisan/motioneyeos/releases






ready taking its difficulties as proof that 
a free phone is unpractical. Very likely, 
the problems will eventually be fixed, 
but, for now, the Librem 5 is starting to 
look like a cautionary tale about the 
dangers of crowdfunding and of back-
ing unproven open hardware.

In August 2017, the Librem 5 was an-
nounced with a crowdfunding cam-
paign. Already a critical success with a 
line of free laptops, Purism created 
considerable buzz with a series of an-
nouncements about partnerships with 
Gnome, KDE, and other projects in the 
Librem 5’s development. Cynics voiced 
doubts, but many in the media – in-
cluding me – expressed enthusiastic 
and repeated support. After all, the Li-
brem 5 was something that many ad-
vocates of open source had awaited for 
years. It helped, too, that Purism 
brushed aside the difficulties of devel-
oping a phone that depended on nei-
ther Android nor iOS. In a 2018 inter-
view with Linux Pro Magazine, Todd 
Weaver, Purism’s CEO, said simply, 
“this is a simple equation of momen-
tum and time. We have hundreds of 
development kits shipping to active de-
velopers. Plus, we have emulators, so 
we will see more and more applica-
tions being written and ported to 
PureOS. It is only a matter of time.”

However, as the shipping date grew 
near, problems started to arise. Origi-
nally scheduled for April 2019, ship-

L ibrem 5 [1] (Figure 1), Pur-
ism’s free-licensed phone, was 
supposed to be a major mile-
stone in open hardware. Other 

efforts at a free phone, ranging from 
Openmoko to the Ubuntu Touch, have 
failed in the past, but the Librem 5 
looked like it might be different. Yet as 
the Librem 5 starts to ship, some are al-

MakerSpace
Librem 5: The risks of crowdfunding 

open hardware

Risky Business
With the Librem 5 as a cautionary tale, Bruce ponders 

the risks of backing crowdfunding campaigns. By Bruce Byfield

Figure 1: The long-anticipated 
release of the Librem 5 phone has 
yet to live up to expectations. Le
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ping did not begin until September 
2019 – and then only to Purism staff 
and selected developers. Such delays 
are not unusual in any product manu-
facturing, but rumors began to leak out 
from ex-employees that Purism faced 
financial problems and was internally 
in chaos. To make matters worse, Li-
brem 1, a suite of services for the 
phone, proved mediocre and inconsis-
tent in design, and reports of overheat-
ing circulated.

Finally, in late November, the first cus-
tomers began to receive their phones. 
However, as Jim Salter of Ars Technica 
reported, relating the early experience of 
a backer called Azdle, what was shipped 
was more of a prototype than a func-
tional phone [2]:

“First of all, it’s not really a ‘phone’ 
yet. There’s no audio when attempting to 
place a phone call. The cameras also 
don’t appear to work yet. Azdle reports 
‘installing and opening up Cheese’ – 
Cheese is a very basic Linux video appli-
cation, installed by default in many dis-
tros – ‘I just get a message saying “no de-
vice found”.’ There’s also effectively no 
power management yet, so the Librem 
doesn’t last long on battery. It takes a 
long time to charge as well.

“The software needs polish in lots of 
places: Azdle notes that few apps so far 
understand mobile screen layouts, and 
there’s no obvious indications as to 
which apps have or have not been up-
dated. The charging LED doesn’t light 
up when the phone’s off – although the 
phone is actually charging. And fine-
tunables like kinetic scroll – the ability 
to flick a scroll-thumb down hard, and 
expect it to keep scrolling for pages and 
pages like a thrown rock – still need 
tuning.”

In other words, what is shipping as I 
write is lacking two of the main func-
tions expected of a modern phone and is 
rough around the edges generally. With 
any luck, software upgrades will gradu-
ally provide the expected functionality, 
but could anything be more disappoint-
ing after two years of anticipation?

As I write, any financial difficulties ap-
pear to have been staved off by a second 
round of investors, but supporters might 
be forgiven for having briefly worried 
whether they would ever receive a fully 
functioning product. At the very least, 
supporters might wonder what would 

happen if they backed another project 
that depended on sales alone to deliver 
the promised hardware.

Why Transparency Matters
Such worries are not unfounded. 
Crowdfunding campaigns that do not 
deliver what they promise have hap-
pened before. In 2016, Kickstarter sus-
pended the Skarp Laser Razor cam-
paign [3], apparently due to doubts 
that the product could be delivered. 
Similarly, in 2012, Eyez, a Google 
Glass-like product [4], never shipped. 
Admittedly, the Librem 5 is not yet in 
this infamous company, but the appre-
hensions that it might be should force 
the crowdfunding campaign backers to 
think twice about what they are doing. 
The caution is especially needed with 
open hardware, which is the center of 
so many hopes. Just to look through 
open hardware campaigns is to fall 
into a hardcore techie’s version of Sky-
Mall or the Lee Valley Tools catalog 
and to be lost in a dazzling array of 
gadgets. In the excitement, it can be 
hard to soberly assess a campaign or to 
estimate its chances of delivery.

In the case of the Librem 5, backing 
the project originally seemed like a safe 
gamble. Purism is incorporated as a so-
cial purpose company, which means it 
can make decisions based on social 
concerns rather than being focused en-
tirely on profit [5]. Even more impor-
tantly, it has applied for Respects Your 
Freedom certification for its laptops, 
and speakers for the company have reg-
ularly voiced support for the privacy 
positions of the Electronic Frontier 

Foundation and the Free Software Foun-
dation. To open source advocates like 
me, Purism appears to be one of us and 
trustworthy. And in fact, this same line 
of reasoning is the main reason to be-
lieve that Purism will eventually release 
a fully-functional Librem 5.

But what if Purism, or some other 
company in the same position, col-
lapses financially and is unable to de-
liver on its promises, even with the best 
of intentions? How can backers foresee 
that event? Certainty does not exist, and 
backing any crowdfunding campaign 
means the risk of losing your money. 
This is a seemingly obvious fact, al-
though no warnings of it appear to be 
on any of the crowdfunding sites.

No simple answer exists. However, in 
looking at how Purism has handled the 
crisis of its releases, what strikes me is 
the lack of transparency in its public 
statements, especially when compared 
to other crowdfunded open hardware 
projects. Purism has explained next to 
nothing of its circumstances, stating only 
how it plans to manage the release – and 
the resulting vacuum has filled quickly 
with rumors.

By contrast, the EOMA68 recyclable 
computer (Figure 2), which I wrote 
about several years ago, has yet to ship 
at all. My impression is that project 
head Luke Leighton severely underesti-
mated the amount of work required to 
bring a product to market. Feature 
creep may have also occurred. Yet the 
project struggles on. Leighton has re-
peatedly apologized for the delay and 
continues to write updates every cou-
ple of months, explaining what has 

Figure 2: The EOMA68 recyclable computer has yet to ship, but back-
ers are sustained by regular progress updates.
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refine their approach and also sells prod-
ucts once they are released. By my 
count, its campaigns have an 85 percent 
success rate, 12 percent higher than its 
rivals. Because Crowd Supply is vested 
in the success of the projects it hosts, its 
projects seem a safer bet.

Similarly, I am steering clear of overly 
ambitious campaigns. For instance, I 
would welcome a Linux tablet, but hav-
ing reported on Aaron Seigo’s failed Viv-
aldi project, I would hesitate to back a 
similar effort, because I have seen the 
challenges. I would be more likely to in-
vest in campaigns that involved writing 
software and using preexisting parts as 
much as possible.

I hope that Purism prevails through its 
present difficulties. The hopes for the Li-
brem 5 were so high in the community 
that its failure would be devastating. Still, 
as the community waits for events to un-
fold, the situation can serve as a warning 
to be cautious about supporting open 
hardware projects. The excitement of in-
novation should not make backers forget 
that they are taking a risk, much like a 
venture capitalist. At the very least, some 
due diligence seems necessary.  nnn

caused delays and what his current efforts 
are. In his November 2019 update [6], 
Leighton writes:

“I’m grateful to those people who 
get it and say ‘thank you’ for the 
level of detail and the description of 
the experiences that we’ve had, be-
cause for their project, they then 
know what to expect, and enjoy 
being educated on the kinds of pit-
falls that might occur, and how to get 
out of them. I learned from the Open-
Pandora and the Openmoko and 
many other projects, and am repay-
ing that in kind.”

Leighton’s transparency helps to sus-
tain his backers' faith in him. He may be 
learning as he goes, but at least some 
still believe that he is trying to deliver on 
his promises. Just as importantly from 
his point of view, because he keeps his 
backers informed, there is less room for 
rumors. By chronicling his mistakes, he 
may help future open hardware projects 
to achieve their goals. In that way, even 
if he fails, he is doing a service to the 
community.

Much the same is true of Keyboar-
dio, which manufactures the Model 01 
keyboard. Keyboardio took nearly 
three years to deliver its keyboard after 
its successful crowdfunding campaign, 
yet while backers chafed, they mostly 
remained patient. Throughout that 
time, Keyboardio’s Jesse Vincent and 
Kaia Dekker demonstrated their proto-
types extensively and wrote detailed 

blogs [7] about the challenges of devel-
opment and manufacturing and of 
doing business in China (Figure 3). As 
with Leighton, no one could doubt 
their intentions. Keyboardio delivered 
their product two years ago; they are 
now developing new products and 
have transformed Keyboardio into a 
small business.

The lesson of EOMA68 and Keyboar-
dio is that manufacturers seem more 
reliable when they communicate freely 
about what they are doing. Transpar-
ency is a mark of sincerity and helps 
backers to trust the crowdfunding proj-
ect. Purism’s misstep seems to be that 
they have failed to keep their backers 
informed. Obviously, it would be em-
barrassing to admit to financial diffi-
culties, if any existed, yet failing to 
communicate only makes their backers 
fear the worst. Of course, transparency 
is no guarantee of success, but it seems 
likely that any open hardware manu-
facturer who goes to the trouble of 
being transparent is also likely to be 
conscientious enough to deliver what 
they promised.

Playing the Odds
Transparency is not the only way to de-
cide whether to back a project. Increas-
ingly, I find myself making decisions 
about whether to back a project depend-
ing on the site that hosts the campaign. 
My personal preference is for Crowd 
Supply. Compared to Kickstarter and In-
diegogo, Crowd Supply is a small site, 
but it works closely with campaigns to 

[1]	� Librem 5:  
https://​shop.​puri.​sm/​shop/​librem‑5/

[2]	� Early report on the Librem 5:  
https://​arstechnica.​com/​gadgets/​2019/​
12/​librem‑5‑backers‑​receiving‑their‑​
linux‑phones/

[3]	� Skarp Laser Razor campaign:  
https://​www.​kickstarter.​com/​projects/​
skarp/​the‑skarp‑laser‑​razor‑21st‑​
century‑​shaving/

[4]	� Eyez campaign: https://​www.​
kickstarter.​com/​projects/​zioneyez/​
eyeztm‑by‑zioneyez‑​hd‑video‑​
recording‑​glasses‑for

[5]	� Social purpose corporation:  
https://​puri.​sm/​about/

[6]	� Crowd supply EOMA68 Update, “Mea-
surements and a Hypothesis,” No-
vember 30, 2019:  
https://​www.​crowdsupply.​com/​
eoma68/​micro‑​desktop/​updates/​
measurements‑​and‑a‑hypothesis

[7]	� Keyboardio blog:  
https://​blog.​keyboard.​io/

Info

Figure 3: Transparency and public appearances kept Keyboardio back-
ers patient despite manufacturing delays and setbacks.

nnn
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Getting Started
The Python turtle library is probably al-
ready loaded on your Raspberry Pi sys-
tem, but if it is not, enter:

pip install turtles

The turtle library [1] is used a little bit 
as you would use a pen on a drawing 
board. With the use of methods (e.g., 
forward(), backward(), left(), and 
right()), you can draw lines. If you 
want to move a turtle without drawing 
a line, you use the penup() method; 
then, once you arrive at the desired lo-
cation, the pendown() method lets you 

T urtle graphics are a great way 
to get kids started program-
ming. The Python turtle library 
offers simple step-by-step 

graphical methods that allow young pro-
grammers to create graphics with only a 
few lines of code.

I found that once my kids under-
stood Turtle basics, we were able to 
do more advanced Raspberry Pi proj-
ects that used sensors, push buttons, 
and outputs. In this article, I share a 
Rasp Pi Turtle project that creates a 
graphic of an “old style” mercury 
thermometer animated with a Pi tem-
perature sensor.

MakerSpace
Programming with  

Python Turtle graphics

Turtles
Create a bulb and tube analog thermometer with a 

Raspberry Pi and Python Turtle graphics. By Brooke and Pete 

01 �from turtle import *

02 �

03 �Screen()

04 �title(" 3 Turtles")

05 �

06 �# The first turtle creates an open rectangle

07 �t1=Turtle() # new turtle at (0,0) facing right

08 �t1.shape("turtle")

09 �t1.left(90) # Rotate left 90 degree. This will face up

10 �t1.forward(200) # move 200 straight

11 �t1.left(90) # Rotate left 90 degree. This will face left

12 �t1.forward(50)

13 �t1.left(90) # Rotate left 90 degree. This will face down

14 �t1.forward(200)

15 �

16 �# The second turtle is red.

17 �# It moves to a new position and draws a thick circle

18 �t2=Turtle()

19 �t2.color("red")

20 �t2.pensize(10) # Draw a thick line

21 �t2.up()

22 �t2.goto(‑25,‑120)

23 �t2.down()

24 �t2.circle(50) # Draw a circle with a radius of 50

25 �

26 �# The third turtle writes some blue text

27 �t3=Turtle()

28 �t3.color("blue")

29 �t3.penup()

30 �t3.goto(30,75)

31 �t3.write("My first turtle app") # Put text on the screen

Listing 1: turtle1.py
Le
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start drawing again. Turtle objects have 
properties for color and line thickness 
and a number of additional methods for 
shapes, fill, circles, and text.

To create a turtle object, you use the 
myturtle = Turtle() statement. A new 
turtle is placed at the center of the 
screen, position (0,0), facing right.

The Python Turtle example in List-
ing 1 shows three basic concepts I use 
in this project: drawing lines, moving 
without drawing, and adding text (Fig-
ure 1).

To draw t1, named turtle (line 7), the 
turtle (pen) rotates 90 degrees left to face 
toward the top of the drawing area (line 
9). With a combination of left and for-
ward methods, turtle t1 becomes an open 
rectangle (lines 9-14).

The t2 shape is red and drawn with 
a thick pen size (lines 18-20). The up() 
method makes sure the pen does not 
draw while it moves (line 21-22). After 
reaching the new position, the pen 
goes back down to draw a circle 
(lines 23-24). The pen for turtle t3 
goes to a new position without draw-
ing a line and writes some text on the 
screen (line 27-31).

Once you (or your young programmer) 
have mastered drawing lines, moving 
without drawing, and adding text, you 
can start some more interesting projects.

Drawing a Thermometer
For this project, I wanted to draw an 
“old style” mercury thermometer with a 
bulb of red mercury at the bottom and a 
tube above it (Figure 2).

Simple turtle commands like move, 
left, right, and forward are great for 
drawing simple graphics, but they can be 
awkward if you want to create a more 
complex drawing. A more efficient ap-
proach is to define an array of (x, y) co-
ordinates and move to each position in 
the array. For example, the upper tube 
can be drawn with:

# An array of coordinates for the tube

outline = ((25,‑50),(25,210),(‑25,210),U

           (‑25,‑50))

for pos in outline: U

   # move to each tube x,y point

   t1.goto(pos)

To draw the lower “mercury” bulb in this 
project, I enhance the circle of my first ex-
ample, turtle t2, by creating a black circle 

with red fill. The fill is toggled with the 
begin_fill()/end_fill() methods:

# put the pen up and move to the circle U

  starting point

t2.penup()

t2.goto(0,‑137)

t2.pendown()

t2.pensize(5)

t2.color("black","red")

# draw the circle with fill

t2.begin_fill()

t2.circle(50)

t2.end_fill()

At this point, I’ve created a static back-
ground for the thermometer. The next 
step is to read a temperature value from 
the Raspberry Pi and add dynamic infor-
mation to the drawing.

Hardware Setup
A number of different temperature sen-
sors can be used for this project. Here, I 
use a low-cost ($5) DHT11 temperature/​
humidity sensor [2]. This sensor has 
three pins, (signal, 5V, and GND; Fig-
ure 3). The signal pin connects to Rasp 
Pi physical pin 7 (PP7). The program in 
Listing 2 tests the DHT11 sensor. Note 
that because the sensor can return a hu-
midity value, you could add that infor-
mation in your Turtle code, as well 
(line 12).

To install the DHT temperature sensor 
Python library [3], enter:

Figure 1: Three Python Turtle 
graphics.

Figure 2: Thermometer back-
ground.

Figure 3: Fritzing diagram of DHT11 wiring to the Rasp Pi; the blue 
wire is signal (PP7), the red wire is 5V power (PP2), and the black wire is 
ground (GND, PP6).
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Final Comments
The mercury thermometer project was a 
fun example of how to use some basic 
Python Turtle code to talk to Raspberry 
Pi inputs. To include user input in your 
projects, the turtle library has an 
onkey(mykeyfunc,key) method to listen 
for key presses and an 
onscreenclick(onclick_handler) call to 
listen for mouse clicks.

Compared with other Python graphics 
libraries (e.g., Pygame, Tkinter, or Qt), 
Turtle graphics are slow and perhaps 
limiting, but for kids projects, Turtle can 
be a nice, easy introduction to graphics 
programming.

Raspberry Pi Turtle projects can be 
fun. Some other projects my daughters 
and I have created include:
•	 Drawing pictures with a Wii remote
•	 Showing the path of a rover while it is 

being driven
•	 Creating a “Spirograph” drawing by 

entering colors and turn angles  nnn

sudo pip install Adafruit_DHT

When I’m doing Pi projects with my 
kids, I like to use prototyping expansion 
tops (Figure 4). These tops start at 
around $6 [4]. Not only do they make 
the wiring cleaner, it’s a lot easier to 
move the projects around for testing.

Turtle Thermometer
For the thermometer project (Listing 
3), I use two turtles: a static back-
ground turtle (thermo, line 27) and a 
dynamic turtle (bar, line 29). The 
background turtle is used only once at 
the start of the program. The drawing 
and text from the dynamic turtle (bar) 

are erased with the bar.clear method 
(line 8) and then redrawn with each 
new temperature value.

The final turtle thermometer code is a 
little more complex than the earlier 
code, because I include temperature la-
bels (lines 42-46) and a drawbar() func-
tion (lines 6-19) that gets a new temper-
ature value and redraws the dynamic 
bar and the text that indicates the cur-
rent value (Figure 5).

A screen object wn (line 22) resizes 
the window, adds a title, and defines an 
ontimer function (lines 19 and 58). The 
wn.ontimer(drawbar, 5000) statement 
updates the thermometer graphic every 
five seconds.

Figure 4: DHT11 wiring to the Rasp Pi through a prototyping board.

You can investigate more neat projects 
by Pete Metcalfe and his daughters at 
https://​funprojects.​blog.

Author

[1]	� Python Turtle graphics: https://​docs.​

python.​org/​3.​3/​library/​turtle.​html?​

highlight=turtle

[2]	� DHT11 sensors: https://​www.​adafruit.​

com/​product/​386

[3]	� DHT Python library: https://​github.​

com/​adafruit/​Adafruit_Python_DHT

[4]	� Pi prototyping top: https://​www.​dx.​

com/​p/​diy‑​prototyping‑​expansion‑​

board‑​for‑​raspberry‑​pi‑​b‑​red‑​2047708

Info

Figure 5: Rasp Pi Turtle 
thermometer.

01 �#!/usr/bin/python

02 �import sys

03 �import Adafruit_DHT

04 �

05 �sensor_type = 11 # sensor type could also be 22, for DHT22

06 �

07 �dht_pin = 4 # Note: BCM pin 4 = physical pin 7

08 �

09 �humidity, temperature = Adafruit_DHT.read_retry(sensor_type, dht_pin)

10 �

11 �print( "Temp: ", temperature, " deg C")

12 �print( "humidity: ", humidity, " %")

Listing 2: test.py
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01 �from turtle import Turtle,Screen, mainloop

02 �import random, time

03 �import Adafruit_DHT

04 �

05 �# Update the temperature bar height and value

06 �def drawbar():

07 �       temp = random.randint(5,40)

08 �       bar.clear()  # clear the old bar and text

09 �       top = (‑50 + 260 * temp/40)

10 �       boutline = (�(0,‑50),(20,‑50),(20,top),(‑20,
top),(‑20,‑50),(0,‑50))

11 �       bar.begin_fill()

12 �       for pos in boutline:

13 �              bar.goto(pos)

14 �              bar.down()

15 �       bar.end_fill()

16 �       bar.up()

17 �       bar.goto(30,top)

18 �       bar.write(str(temp) + " C",font=(�"Arial",24, 
"bold"))

19 �       wn.ontimer(drawbar, 5000)

20 �

21 �# Setup a default screen size and Title

22 �wn = Screen()

23 �wn.setup(width = 500, height = 500)

24 �wn.title("RaspPi Temperature Sensor")

25 �

26 �# d�efine a static thermo backgroup object and a dynamic 
bar object

27 �thermo = Turtle()

28 �thermo.penup()

29 �bar = Turtle()

30 �bar.color("red")

31 �bar.hideturtle()

32 �

33 �# define an array for the top tube

34 �outline = ((25,‑50),(25,210),(‑25,210),(‑25,‑50))

35 �thermo.hideturtle()

36 �thermo.pensize(5)

37 �for pos in outline:

38 �       thermo.goto(pos)

39 �       thermo.pendown()

40 �

41 �# add some temperature labels

42 �thermo.penup()

43 �thermo.goto(50,‑50)

44 �thermo.write("0 C")

45 �thermo.goto(50,210)

46 �thermo.write("40 C")

47 �

48 �# draw the filled bulb at the bottom

49 �thermo.goto(0,‑137)

50 �thermo.pendown()

51 �thermo.pensize(5)

52 �thermo.color("black","red")

53 �thermo.begin_fill()

54 �thermo.circle(50)

55 �thermo.end_fill()

56 �

57 �# setup an ontimer function

58 �wn.ontimer(drawbar, 5000)

59 �wn.mainloop

Listing 3: turtle2.py
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“Simple tools for a single purpose” is supposed to be the 
philosophy of Unix and the Linux revolution, but we humans 
are forever enticed by the goal of building one tool that will 
do everything. For many years, the open source world has 
toyed with integrating email with Personal Information 
Manager (PIM) features like calendaring and contacts. An 
innovative application called Kube takes this illusive concept 
a step further – not just integrating but blurring the edges 
between the various components. 
This month we dive into Kube and 
show you how it works and why it 
might be a little different from 
what you’re using now. Also 
inside, we take a snapshot of 
the Geeqie photo manager, 
and we deliver another 
useful installment in our 
series on the Mastodon 
open source social-
networking tool.

Doghouse – Older Architectures	 72
Jon “maddog” Hall
Maddog considers the joys of recreating 
ancient computers and learning about 
programming within these older architectures.

CubeSat Workshop	 73
Richard Ibbotson
The CubeSat community gathered in Athens, 
Greece to explore the possibilities for open 
hardware and open source software in space. 

Kube	 74
Michael McCallister
Kube aims to unite your email, contact lists, 
calendar, and other online communications 
in one sleek modern package.

Geeqie	 78
Tim Schürmann
The image viewer Geeqie is used to view and 
sort image collections. The tool supports 
numerous formats, reads metadata, and – 
among other things – displays the location 
where you took the picture on a map.

FOSSPicks	 82
Graham Morrison
Graham explores glChAoS.P, RawTherapee, 
Polar, Gifcurry, Open Surge, and much more!

Tutorial – Mastodon	 90
Paul Brown
Creating a custom application that toots text to 
Mastodon (the Fediverse’s version of Twitter) 
is simple and straightforward. But we can mix 
it up by adding images and video, scheduling 
posts, and changing privacy settings.
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R ecently, there was much discussion on my social media 
pages about ancient computers and teaching assembly 
language with regards to these older architectures.

I have long advocated that even in the days of virtual ma-
chines and Java that computer science students and computer 
engineering students should learn at least one assembly lan-
guage early in their programming education. This, in my mind, 
is necessary to avoid mistakes in program design and to be 
able to discover errors in compilation that might occur due to 
the compiler or optimizations requested.

Perhaps some of you are not aware of the magnificent work 
of Bob Supnik, a vice president and engineer who I had the privi-
lege of knowing and working with for a number of years at DEC.

Even before he left DEC, Bob started working on an emula-
tor now called SimH [1], which runs on a variety of different 
operating systems and emulates an even larger number of 
hardware architectures. Not just DEC architectures … many 
different architectures.

Using this emulator, you can run old binaries of operating sys-
tems and programs on your laptop, and, armed with hardware 
manuals and old literature off the net, you too can program 
these old machines in assembly languages and run old operat-
ing systems, compilers, etc., to your heart’s content.

But wait! There’s more!
Those of you who know me know how much I loved two archi-

tectures: The PDP-11 for its elegance and the PDP-8 for its simplic-
ity (and because it was the second computer I ever programmed, 
and the first assembly language I ever learned). However the use-
fulness of learning machine/​assembly language is amplified by 
learning both the PDP-8 and the PDP-11 architectures, to see the 
difference between the two.

The PDP-8 was enormously (for its time) successful, for it 
could fit on a tabletop and was fast enough to process data, 
mostly from engineering/​scientific types of problems. The 
PDP-8 had only 4,096 12-bit words and could not even subtract. 
To subtract you had to take the two’s complement of the sub-
trahend and add it to the minuend (I have not even thought of 
those terms in about 20 years), and then check for overflow.

The PDP-11, the predecessor to the VAX line of computers, was 
probably one of DEC’s most profitable and longest lasting archi-
tectures, with its refrigerator sized racks of circuit boards and 
(often) core memory.

Recently I learned about the PiDP-11 [2] and PiDP-8 [3] projects, 
the loving work of Oscar Vermeulen, where Oscar recreated the 
front panels of a PDP-11/​70 and a PDP-8, complete with switches 
and lights, and made them work with a Raspberry Pi running SimH.

You do not need these front panels to explore these architec-
tures, but it makes the exploration that much more interesting 
and fun … to see the lights blink, to read the registers and mem-
ory through them, and to actually change values in the memory 
through the front panel.

The project includes a directory of different operating sys-
tems to run on the PiDP-11 (RT-11, RSX-11m, RSTS/​E v7, and a 
multitude of different Unix systems). The PiDP-8 has operating 
systems and compilers too, and both have an assortment of 
games available, although you should not be expecting high 
performance graphics.

But wait! If you want to really get “down and dirty,” there is the Gi-
gatron [4]. The brainchild of Marcel van Kervinck and Walter Belg-
ers, it is a complete CPU and system built out of simple logic gates, 
the types used before the days of single-chip microprocessors.

This allows you to see how the machine language ones and 
zeros actually control the CPU, and how few transistors (also 
known as “gates”) can be used to make a CPU.

This is not a machine that can only be programmed in ma-
chine/​assembly language. You can also run BASIC on it (al-
though you are somewhat limited to the size of the program 
and variables). There are also many videos, tutorials, and arti-
cles on the Gigatron talking about how it was designed and 
some of the design trade-offs taken.

The Gigatron can also play games, although (again) do not look 
for 3D graphics – it is estimated at the power of an Intel 8088 
computer.

I often tell audiences that people do not buy hardware, and 
they do not buy software; they buy solutions. People do not 
glue hardware and boxes of software to their walls with candles 
on either side like a shrine.

In this case, I will make an exception. I can foresee a small 
portion of my wall where a PDP-8 and a PDP-11/​70, as well as a 
Gigatron may happily whirl away as a shrine to the early days of 
computer science, but at a fraction of the electrical power (and 
cooling) that the original machines used.

Thank you gentlemen, for all your work in recreating these 
“old” machines.  nnn

MADDOG’S DOGHOUSE
Maddog considers the joys of recreating ancient computers 
and learning about programming within these older 
architectures.  BY JON “MADDOG” HALL Jon “maddog” Hall is an author, educator, 

computer scientist, and free software 
pioneer who has been a passionate 
advocate for Linux since 1994 when he first 
met Linus Torvalds and facilitated the port 
of Linux to a 64-bit system. He serves as 
president of Linux International®.

PiDPs and Gigatron

[1]	� SimH: http://​simh.​trailing‑edge.​com/

[2]	� PiDP-11: http://​obsolescence.​wixsite.​com/​obsolescence/​pidp‑11

[3]	� PiDP-8: http://​obsolescence.​wixsite.​com/​obsolescence/​pidp‑8

[4]	� Gigatron: https://​gigatron.​io/
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T he Open Source CubeSat Work-
shop took place at the Athens Con-
servatory in Athens, Greece on Oc-

tober 14-18, 2019 [1]. The LibreSpace 
Foundation [2], which is sponsored by the 
European Union and the European Space 
Agency, organized the event. The general 
philosophy of the LibreSpace Foundation is 
to remove the barriers of confidentiality 
and secrecy involved in satellite develop-
ment and to facilitate sharing of informa-
tion on how to build and operate CubeSats.

CubeSats are miniature satellites used 
for scientific research in space [3] [4]. The 
most basic CubeSat is a 10cm cube that 
weighs a maximum of 1.33 kilograms (2.9 
pounds). The tiny CubeSat is small enough 
to ride along as a secondary payload on 
government and commercial space 
launches. CubeSats have also been 
launched from the International Space Sta-
tion. In all, more than 1,100 CubeSats have 
been launched into space, carrying a vari-
ety of experiments – many created by uni-
versity students and amateur scientists.

This year’s workshop, which had 200 
people attend, was focused on develop-
ing and applying open 

source technologies for all aspects of a 
space mission. The intended audience 
was academia and research institutes, 
companies, and individuals. CubeSat 
enthusiasts who could not make it to 
the workshop could stream the event 
from a YouTube page [5].

One of the more interesting presenta-
tions was on open source development 
of low-cost, low-power, sub-joule, micro-
pulsed plasma thrusters, from Michael 
Bretti, who runs a company called Ap-
plied Ion Systems. His talk was well re-
ceived by an enthusiastic audience. Other 
topics and presentations at the conference 
included “Implementation of the CCSDS 
Service in Python,” “Open-Source-Defined 
Software Radios for CubeSat Operations,” 
and “Interplanetary Mission Analysis.”

The SatNOGS State of the Union by Al-
fredos-Panagiotos Damkalis gave a good 
up-to-date introduction to what’s happen-
ing now with the SatNOGS project, which, 
he explained, is made up of a network of 
small-scale ground stations that use open 
source software and hardware. Federico 
Collado gave a short explanation of a pro-

posal for an open space develop-
ment program. You can view Fed-
erico’s presentation online [6].

Conclusion
A good place to learn about 
CubeSats is the SatNOGS proj-
ect site [7]. Another interesting 
source is the European Space 
Agency’s SDR Makerspace site 
[8], which brings together radio 
amateurs, GNU Radio devel-
opers, and software-defined 
radio experts to work on 
building open-source satellite 

communications 
solutions.

An easy way to find the talks from this 
year’s workshop is to go to YouTube and 
search for “Open Source CubeSat Work-
shop 2019.” And, if you decide you are inter-
ested, drop by the 2020 CubeSat Develop-
ers workshop on May 4-6, 2020 in San Luis 
Obispo, California.  nnn

The CubeSat community gathered in Athens, Greece to 
explore the possibilities for open hardware and open 
source software in space. BY RICHARD IBBOTSON

Space science for everyone at the Open 
Source CubeSat Workshop 
Tiny Travelers

[1]	� Open Source CubeSat Workshop 
2019: https://​oscw.​space/

[2]	� LibreSpace Foundation:  
https://​libre.​space/

[3]	� Wikipedia on CubeSat:  
https://​en.​wikipedia.​org/​wiki/​
CubeSat

[4]	� NASA CubeSat Launch Initiative: 
https://​www.​nasa.​gov/​directorates/​
heo/​home/​CubeSats_initiative

[5]	� Open Source CubeSat Workshop 
2019:  
https://​indico.​oscw.​space/​event/​3/

[6]	� Space Development Program “Edu 
CubeSat” by Federico Collado: 
https://​youtu.​be/​NFNM0PHtwEI

[7]	� SatNOGS Project:  
https://​satnogs.​org/

[8]	� SDR Makerspace:  
https://​sdrmaker.​space/
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P undits have been saying and writing that “email is 
dying” for decades now. I’ll bet your inbox provides 
plenty of evidence that this is not true.

For a while, email’s replacement looked like a “personal infor-
mation manager,” with messaging, contacts management, a 
calendar, task manager, and even an RSS-based newsreader. 
The idea was to have these applications under one roof (e.g., 
KDE Kontact, Mozilla Thunderbird, and Gnome Evolution), oc-
casionally interacting with each other, but mostly simplifying 
these related tasks for the human who runs them.

The Kube project [1] is building a Qt-based “modern commu-
nication and collaboration client,” with another organizing prin-
ciple: Blur the lines between all these packages. If you want to 
interact with Bill Jones, open his profile and decide what you 
need to do next: Send an email, start a chat, or schedule a 
meeting. When Kube comes into its own, you’ll see the tradi-
tional KDE emphasis on building software that works the way 
you want, with nearly endless customizability.

Kube also has a clean look and feel, showing the team’s work 
with usability specialists to create a sensible workflow. In this 
article, I’ll show you what Kube is looking to create, and what 
you can do with it today.

The Vision
In the current version of Kube, you can begin to see what lead 
developer Christian Mollekopf has in mind as Kube progresses 
as an application [2-4]. With every account you create, you’re 
really creating a view into these various types of task- or com-
munication-related bits of information.

Since Kube initially starts with creating an email account, 
you’ll see the Conversations view, where you can send emails 
and organize them by thread. Mollekopf would like to see you 
be able to add chats, blog posts and responses, and other on-
line conversations here. Down the road, think of other ways you 
communicate with friends, co-workers, customers, and busi-
nesses. Kube aims to help you out.

The People view lets you see the people with whom you com-
municate. Perhaps you sent a request for help from someone re-
cently, but don’t think they responded. Open the People view and 
locate the person. You’ll find all your recent meetings and email 
with that person. If you need to follow up, just click the email 
message, and you’re on your way. The People view will also track 
your calendar to see what meetings different people were invited 
to (and perhaps even if they attended!)

Finally,  a single Composer view is for writing email, manually 
adding people, and editing calendar items. In the long view, 
Mollekopf sees the Composer as simply a content editor, where 
you could save anything you write here as a note, a social 
media post, meeting minutes, or a blog entry.

Kube’s roadmap highlights more views on the horizon:
n �An Organize view with a tree view for all types of content and 

folders for mail
n �A Read view for all types of content (mail, chats, calendar, 

and to-do lists) with “triage” tools to help you process mail 
and other content faster and more effectively

n �A Do view with the things you need to focus on today
n �A Plan view that allows you to create to-do lists, events, invi-

tations, and more
n �An Observe view that lets you check a status board for 

your projects

Some History
KDE has always had a personal information manager included 
in its default software collection. If your distribution doesn’t in-
clude it in the default KDE desktop install, you can install the 
Kontact [5] suite of applications, or any of its separate compo-
nents: KMail, KAddressBook, KOrganizer (calendar), Akregator 
(RSS newsreader), and KNotes. These are all stable applica-
tions and well maintained.

Kube developers say that their product won’t replace Kontact 
in the panoply of KDE apps, but that it will give users a more 
modern alternative.

While the development team is mostly composed of Kolab 
developers, Kube won’t replace existing Kolab installations. The 
Kolab project began in 2002 as a way to expand the personal 
information suite into the corporate environment, with a client-
server setup similar to Microsoft’s Exchange Server and Out-
look client. They also produce the commercial Kolab Now 
cloud email service [6].

While the Kube project began in 2015, it didn’t really attract 
attention until 2017, with its 0.3.1 release. A bit rough around 
the edges, it worked as a basic email client and address book. 
Mollekopf wrote at the time: “While Kube 0.3.1 still isn’t any-
where near production ready, I can finally say that I can use it 
for most of my email needs.”

Version 0.7 came out in July 2018, with threaded Conversa-
tions available and the introduction of OpenPGP message en-
cryption. A macOS client joined the roster. One month later, the 

Kube aims to unite your email, contact lists, calendar, and other online 
communications in one sleek modern package. BY MICHAEL MCCALLISTER

Kube email  

Making Connections
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Kube project made nightly builds available 
through a Flatpak installation [7]. Since then, 
users have seen the ability to manually add peo-
ple to their address books and add recurring 
events to the calendar. Version 0.8 is now avail-
able, but Mollekopf admits the Flatpak system 
“makes (releases) significantly less interesting.” 

Installing Kube
With a few exceptions for distributions with 
Kube packages (namely Arch, Gentoo, and Fe-
dora Copr), you can download the aforemen-
tioned Flatpak package to install the nightly 
Kube build [8]. Make sure your distro supports 
Flatpak and then run the suggested commands 
from the shell to get started:

flatpak ‑y ‑‑user install U

  ‑‑from https://files.kube‑project.com/U

  flatpak/com.kubeproject.kube.flatpakref

flatpak run com.kubeproject.kube

Kube will integrate into your KDE system menu 
automatically. The Flatpak gives you the current 
build whenever you run Kube, though I wish the 
interface included an About link with a build num-
ber to track progress. Checking for a new build 
also tremendously slows down loading Kube.

Setting Up Accounts
On first launch, you can select an email account 
with which to sync. Kube supports Kolab Now 
[6], Fastmail [9] (a secure cloud mail system), 
and Gmail out of the box. See Table 1 for what 
you’ll need to set up Kube.

You will need an app password, which is differ-
ent from your account password, from Gmail 
and Fastmail. Theoretically, these app pass-
words are one-time-use credentials, but Kube 
doesn’t always remember them, so be prepared 
to create them multiple times. If you have email 
from another provider (such as your Internet ser-
vice provider or Yahoo Mail) click Other from the 
panel. You’ll need to have the addresses of the 
incoming (IMAP-only) and outgoing (SMTP) 
servers to add them.

Kube can also connect to CalDAV calendar 
servers and CardDAV address book servers 
through this screen. For example, to connect 
Kube to your primary Google Calendar, in the Cal-
DAV address field, type

https://apidata.googleusercontent.com/U

  caldav/v2/<yourusername>@gmail.com/events.

Working with Views
Once your accounts are set up, you can send an 
email. This is the most-developed part of Kube.

Click New Email. The Composer window 
opens, and you type your message in the left 
pane (Figure 1). There is nothing remarkable 
here, except that you add your recipient(s) on the 
right pane, not on top of the message.

Encrypting Messages
If you’re using a cloud-based email service (and 
who isn’t these days), you may want to increase 
your use of encrypted messaging. Some mes-
sages you send may contain more sensitive ma-
terial, but that’s not the only reason to secure 
your communications. You may want to keep 
the forces of surveillance capitalism away from 
your data to protect yourself from your mail ser-
vice’s ravenous appetite for ways to predict your 
future behavior. Kube offers a basic solution to 
this problem.

If you have need for secure communications, 
Kube supports end-to-end GPG encryption and 
signing for all email messages. The support is ru-
dimentary at this stage, but expect improvements 
soon. When you launch the Composer window to 
send email, Kube will check the local PGP key 
store for the private key associated with the email 
address you’re using. If it doesn’t find the private 
key, the encrypt and sign checkboxes will be dis-
abled. When enabled, check one or both boxes to 
secure your message.

Of course, you will want your recipient (and no 
one else) to be able to read your encrypted mes-

Mail Accounts What You Need

Gmail Application password (from Google)
Fastmail Application password (from Fastmail)
Kolab Now Kolab Now credentials
Other Addresses for incoming (IMAP-only) and outgoing 

(SMTP) servers

Table 1: Setting Up Kube for Your Mail Account

Figure 1: Kube’s Composer 
window may take getting 
used to, but you’ll find all 
your email metadata on the 
right side of the message.
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Managing People
To  add a new contact , click People and then New 
Contact. There is nothing odd here (Figure 2): 
name, photo, company, and job title. Click Add 
Email to add their email address, and you’re done. 
At this time, you can’t create multiple address 
books in the app.

If you can connect to an online address book via 
CardDAV, this address book should be listed in the 
People window.

Managing Calendar in Kube
Kube's calendar got some attention in the 0.8.0 
release. It will import CalDAV data from other cal-
endar apps (like Google Calendar) and display 
them (Figure 3). But in the newer version, you 
can add your own events with a simple entry box. 
Enter the date, start and end times and a descrip-
tion. You can even invite people in the event!

Summary
Kube is a work in progress with an interesting idea. 
Most email clients were first developed 20 years 
ago, and their user interfaces haven’t changed 
much. Kube’s design reflects the modern standards 
it represents. Beyond just being nice to look at 
(often an overrated quality in revamped software), 
Kube incorporates important usability advances of 
recent years. We can all hope for improved func-
tionality and more rapid development. The road-
map is promising. When the “soon” and “later” fea-
tures become “now,” this could be an app I could 
live in, whether email dies or not!  nnn

sage. Make sure that you have your recipient’s 
public key. Notice the padlock icon to the right of 
your recipient; if you have their public key in your 
local store, the padlock will be closed, and you 
can click the Send button. If the padlock is open, 
you cannot send an encrypted message.

One more caution: Kube does not currently 
check public keys for validity (i.e., whether it is ex-
pired, revoked, or not trusted). Check with your re-
cipient to confirm the key is valid before sending 
your message.

Other Email Options
You can share a received message with others. 
For now, “share” just means “forward.” Down the 
road, you may be able to click Share to place a 
message on social media, other messaging ser-
vices, and the like.

Also note that sending a “secret copy” to a re-
cipient in this window is just a blind carbon 
copy (bcc); the recipient’s name and address 
won’t appear in other recipients’ mailboxes. You 
can, of course, send them an encrypted mes-
sage with their public key.

In the Conversations message list, you can also 
delete emails, mark them as Important (click the 
star), and change the Read/​Unread flag (click the en-
velope). You cannot yet create folders or other orga-
nizing tools for your mail, but these triage tools 
make a good start in helping you to flag priorities.

Figure 2: Use the New Con-
tact page to augment your 
address book.

Figure 3: The Calendar view 
is one of the newest 
additions to Kube.

[1]	� Kube: https://​kube‑project.​com
[2]	� Christian Mollekopf’s blog:  

https://​cmollekopf.​wordpress.​com/
[3]	� Kube Documentation:  

https://​kube.​readthedocs.​io/​en/​latest/
[4]	� Kube Project on Phabricator:  

https://​phabricator.​kde.​org/​project/​view/​43/
[5]	� Kontact: https://​kontact.​kde.​org/
[6]	� Kolab Now: https://​kolabnow.​com/
[7]	� Flatpak and releases:  

https://​cmollekopf.​wordpress.​com/​2019/​05/​
25/​last‑months‑in‑kube/

[8]	� Download Kube:  
https://​kube‑project.​com/​getit.​html

[9]	� Fastmail: https://​www.​fastmail.​com/

Info

Michael McCallister has been writing email 
since 1992 and using Linux since the start of 
the millennium. Among other things, he 
wrote openSUSE Linux Unleashed.
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steps, mirroring, and flipping. You require external 
tools for all further changes.

Included
Most distributions let you install Geeqie via the 
software manager. If you fail to find the program 
there, go to the project homepage and make your 
choice of distribution in the Download and Installa-
tion section below the Linux heading. Armed with 
this information, the server then sends you to a 
page with a corresponding package. However, in 
some cases, it will redirect to an older version or 
to a nonexistent page.

If there is no package for the distribution you are 
using, you can pick up the source code from GitHub 
[3]. How to build and install the program is explained 
in the “Build Helper” box. In this case, you are re-
sponsible for updates during manual installation.

Trinity
After launching, the three-panel main window ap-
pears (Figure 1). In the top left corner, navigate to 
the directory with the photos that Geeqie lists 
bottom left. As soon as you click on an image, it 
will appear on the right side. The directory tree in 
the upper left corner may be a little too small for 
your liking. To adjust the size of the three panels, 
mouse over the separator. As soon as it turns 
into a double arrow, drag and drop the separator.

If you will be working in the same directory regu-
larly in the future, it makes sense to bookmark it. 
Click on the plus sign and assign a name to the new 
shortcut at the top, for example, Cologne 2019. Navi-
gate to the desired folder in the list and press OK. 
The shortcut appears in the top left corner of the list 
above the green plus sign; after clicking on it, the 
software takes you directly to the linked directory.

The list of photos in the lower left corner is 
sorted alphabetically by file name. To change this, 
click on Sort by Name in the status bar and select 
a new criterion. The options in the status bar in-
clude the memory space the photos occupy in the 
directory, the dimensions in pixels, and the file size 

Smartphones above all, lure holiday makers 
into taking huge numbers of spontaneous 
snapshots. At home, you then face the task 

of filtering out the unusable photos of the church 
with half a steeple and the unknown cyclist who 
photobombed your landscape. Geeqie [1] is a lean 
image viewer that can help you with this. It was cre-
ated as an enhancement of the GQview [2] image 
viewer, which was discontinued in 2006, and is now 
found in the repositories of many distributions.

Unlike many competitors, Geeqie is extremely 
fast and is easy to use. When viewing the data, a 
zoom function and a preview with different 
modes are a big help. The application also starts 
a slide show at the touch of a button. The “File 
Formats” box shows which image types the soft-
ware can handle in version 1.5 or newer. Actions 
such as deleting, moving, and renaming are car-
ried out via the user interface, usually by drag 
and drop. Virtual photo albums let you collect 
topically related images.

Furthermore, Geeqie provides insights into the 
metadata of the images if they are in EXIF, IPTC, 
or XMP format. If necessary, you can add tags to 
the photos and rate them. If the metadata contain  
the snapshot location’s GPS coordinates, the pro-
gram visualizes them as a point on an Open-
StreetMap map.

Geeqie has a deduplication feature that even 
compares the content of images when needed. In 
contrast to its competitors, however, the functions 
for post-processing the images are limited. They 
are essentially limited to rotating in 90-degree 

BY TIM SCHÜRMANN

The image viewer Geeqie is used to view and sort image collections. The tool supports 
numerous formats, reads metadata, and – among other things – displays the location 
where you took the picture on a map.

Organize your photo collection with Geeqie  

Art Sorted

File Formats
Geeqie 1.5 supports the following file formats [3]: 3FR, ANI, APM, ARW, 
BMP, CR2, CRW, CUR, DNG, ERF, GIF, ICNS, ICO, JPE/​JPEG/​JPG, KDC, 
MEF, MOS, MRW, NEF, ORF, PEF, PTX, PBM/​PGM/​PNM/​PPM, PNG, QIF/​
QTIF (Quicktime Image Format), RAF, RAW, RW2, SR2, SRF, SVG/​SVGZ, 
TGA/​TARGA, TIF/​TIFF, WMF, XBM, XPM, HEIF (primary image only), 
WEBP, DJVU, animated GIF, and the stereoscopic image formats JPS 
(side-by-side) and MPO.
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of the currently displayed image. In another field 
Geeqie reveals the zoom level at which it is cur-
rently showing the photo.

Matter of Opinion
Geeqie rotates photos independently if the meta-
data contains alignment information. To disable 
this automation, select Edit | Orientation | Exif Ro-
tate. The other menu items under Edit | Orientation 
let you rotate, flip, and mirror the photo manually.

Geeqie tries to display the colors correctly using 
the color profile contained in the photo. If this 
goes wrong, disable the View | Color Management | 
Enable Color Management item in the menu.

The fastest way to control Geeqie is to use key-
board shortcuts. You can also access almost all 
of the functions via the menu. To zoom in and 
out of the image, you can select View | Zoom, or 
press + and -. X fits the image to the window, 
while Z restores it to the original size. To go to 
the next image in the list, click on the image or 

press the space bar. In the image stock, you can 
navigate with the mouse scroll wheel, or simply 
press Up and Down. All other keyboard shortcuts 
are listed on the page that appears when you se-
lect Help | Keyboard Shortcuts.

However, this is a time-consuming way of pe-
rusing your image stock. You can do this more 
quickly with the small thumbnails that you can 
call up by pressing T. Ctrl+I shows you a small 
light table view (Figure 2); Ctrl+L returns you to 
the list. You can also press F to toggle to full-
screen mode and back.

Slide Show
In addition, S starts and stops a slide show, which 
runs directly in the main window. Its speed can be 
adjusted by pressing Ctrl++ and Ctrl+-. If you right-
click on a directory, the context menu lets you 
start a recursive slide show. Geeqie will then in-
clude the photos in all subdirectories.

View | Pan View tells Geeqie to display the pho-
tos in other overviews (Figure 3), by default as a 
timeline. Go to original in the context menu shifts 
the corresponding photo into the main window.

Pressing Ctrl+K unfolds a sidebar with more in-
formation (Figure 4). Among other things, you can 
see a histogram of the image, assign keywords, 

Build Helper
To compile Geeqie from source code, first in-
stall the following tools and libraries, includ-
ing the respective developer packages: 
GTK+3, LCMS2 2.0, Exiv2 0.11, Lirc, Libcham-
plain-gtk 0.12, Libchamplain 0.12, Libclutter 
1.0, Lua 5.1, Librsvg2-common, Libwmf0.2-7-
gtk, Awk, Markdown, Libffmpegthumbnailer 
2.1.0, Libpoppler-glib-dev 0.62, Libimage-
exiftool-perl, Liblcms2-utils, ImageMagick, 
Exiftran, gphoto2, ufraw, exiv2, Libheif, 
Libwebp, Libdjvulibre, and ZoneDetect.

On Ubuntu, the command from Listing 1 im-
ports everything you need. Download the ar-
chive with the source code of the current Ge-
eqie version from GitHub [4]. Unpack it on your 
hard disk, change to the directory created in a 
terminal window, and call the commands from 
Listing 2 there. The first command prepares 
for the build and warns you if a dependency is 
missing. In this case, use the package man-
ager to install the required software, and then 
call ./autogen.sh again. Finally download the 
time zone data [5] and copy the data to the /
usr/local/lib/geeqie/ directory.

$ sudo apt install libgtk‑3‑dev liblcms2‑dev libexiv2‑dev liblirc‑dev lirc 

libchamplain‑gtk‑0.12‑dev libchamplain‑0.12‑dev libclutter‑1.0‑dev liblua5.1‑0‑dev  

librsvg2‑common libwmf0.2‑7‑gtk gawk markdown libffmpegthumbnailer‑dev libpoppler‑glib‑dev 

libimage‑exiftool‑perl liblcms2‑utils imagemagick exiftran gphoto2 ufraw exiv2 libheif‑dev 

libwebp‑dev libdjvulibre‑dev intltool

Listing 1: Installation, Part One

$./autogen.sh.

$ make

$ sudo make install

Listing 2: Installation, Part Two

Figure 1: If you launch 
Geeqie from a terminal win-
dow, the program automati-
cally displays the photos 
from the current directory.
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In the lower part of the information, you will 
find all the EXIF metadata stored by the cam-
era, as well as the recording location on an 
OpenStreetMap map. You can add missing in-
formation by pressing the plus button. If you 
cannot access some information, this probably 
means that Geeqie was compiled without the 
required support.

Love of Order
The list of photos on the left side and the direc-
tory selection work like a file manager: You can 
drag a photo and drop it in another directory. The 
application will then ask if you want to copy or 
move the image. If you hold down Ctrl, you can 
select several photos and move them at the 
same time. New directories are created with File | 
New directory.

If your camera has dumped all the photos in a 
single directory, the Sort Manager helps you to sort 
them. To bring it up, press Shift+S. Make sure that 
the drop-down list shows Folders. The Sort Man-
ager offers the option of copying or moving the 
photos to the desired directories (Figure 5).

You can use the plus symbol at the bottom of 
the Sort Manager to create a shortcut for each 
target directory. Select the first photo in the file 
list in the lower left corner of the main window. 
Then, in Sort Manager, click the shortcut to which 
you want to assign the image. Geeqie immedi-
ately switches to the next image. Now click on the 
appropriate shortcut in the Sort Manager again. 
Continue with this until all the photos are in the 
desired directory.

In addition, the software offers to assign the pho-
tos to virtual photo albums, also known as Collec-
tions. In this way, you can keep all the photos of 
your new house build together, even if the photos 
actually reside in different directories. To do this, 
first create a New Collection in the File menu; then 
drag the desired photos into the empty window. 
Pressing Ctrl+S saves the collection; you can load 
it later on by pressing O. A double-click on a photo 
opens it in the main window; you can use drag and 
drop to arrange images in the desired order.

Double Deal
F3 displays the search function on the screen. At 
the top, first define the directory where you want 
Geeqie to search. If you select Recurse, the tool 
also looks in subdirectories. Below you can select 
all the criteria that apply to the photos you are 
looking for (Figure 6).

To get rid of duplicate images, call File | Find Du-
plicates, and use Compare by to select a criterion. 
Name tells Geeqie to report files with identical file-
names, while Similarity tells the program to report 
photos with similar image content. Drag all the im-
ages you want to compare onto the large white 

and enter a comment if required. You can either 
check the boxes for the keywords in the list or 
enter your own in the field to the left. Rating lets 
you assign a rating to the image.

Figure 2: You can adjust the size of the thumbnails in the Edit | Preferences | General tab.

Figure 3: The Timeline drop-down list in the panel view lets you switch to this Calendar. 
Clicking on a date shows you all the photos taken on that day.

Figure 4: The individual information can be displayed and hidden by clicking on the 
black triangles.
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area. The list contains all the photos that Geeqie 
classifies as similar (Figure 7).

Which sunset snapshot is the best? You answer 
such questions via View | Split | Quad. Geeqie now 
displays four photos side by side on the right (Fig-
ure 8). You can, for example, click on the photo 
top right and select a different photo from the list 
bottom left. Changing the two photos at the bot-
tom follows the same principle – this makes it re-
ally easy to compare four shots. The program al-
ways applies all actions to the photo with the red 
frame. Pressing Y returns you to the normal view.

Pressing 1 tells Geeqie to attach (or remove) a 
yellow sticky note numbered 1 to the currently dis-
played photo. You can use the number keys from 
2 to 0 to attach up to nine more sticky notes to the 
photo. What you use the tags for is up to you. For 
example, you could tag all potential deletion can-
didates with 1 first.

M shows boxes that represent the individual 
tags in the bottom left corner of the file list. Check-
ing the first box from the left, assigns the 1 tag to 
the photo. If you check a box in the top line, Ge-
eqie will only display photos with the appropriate 
tag. Pressing Ctrl and one of the numbers lets you 
select all tagged images at once.

Conclusions
Geeqie is an extremely fast and stable image 
viewer with which you can quickly view and 
sort even large amounts of images. The pro-
gram works with folders, which you can also 
access with other image processing programs. 
You also need to do this if you want to edit your 
snapshots at some point. Further information 
on Geeqie’s operating principle is provided by a 
fairly sparse reference accessible via Help | 
Contents.  nnn

Figure 7: In the first column, Geeqie reveals how similar the photos are. The bottom image 
matches the one directly above it (without a percentage) with a probability of 87 percent.

Figure 6: In this example, Geeqie would find all images 
that include the abbreviation IMG in their filenames and 
that measure 640x480 pixels.

Figure 8: As an alternative view, Geeqie places two photos one on top of the other or next to 
each when you press E or U.

Figure 5: The Sort Manager 
helps you move or copy the 
images to directories of 
your choice.

[1]	� Geeqie: http://​www.​geeqie.​org

[2]	� GQview: http://​gqview.​sourceforge.​net

[3]	� GitHub repository for Geeqie:  
https://​github.​com/​BestImageViewer/​geeqie

[4]	� Geeqie source code: https://​github.​com/​
BestImageViewer/​geeqie/​releases

[5]	� Time zone data:  
http://​files.​bertold.​org/​zd/​db.​zip

Info
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 FOSSPicks
Graham originally played Sonic the Hedgehog in the early ‘90s by buying a Sega 
Genesis/​Mega Drive on a rainy Saturday, playing the entire game on Sunday, and 
returning the console for a refund on Monday.  BY GRAHAM MORRISON

Sparkling gems and new  
releases from the world of  
Free and Open Source Software

Project Website
https://​github.​com/​BrutPitt/​glChAoS.​P

T he infinite variety found in 
fractal geometry is a com-
ponent in all kinds of prac-

tical things, from the generative 
realistic geometry of islands, riv-
ers, and flora in video games and 
CGI, to being a principal character 
in the chaos theory of dynamical 
systems. But it wasn’t so long ago 
that the beauty of fractals was en-
joyed simply for its own sake. 
You’d launch a graphical fractal 
renderer on your PC and click 
around to explore the infinite zoom 

of a Mandelbrot branch, often cy-
cling through as many garish col-
ors as your graphics hardware 
could handle. These tools didn’t 
even operate in real time, because 
the deeper into a fractal you trav-
eled, the longer each beautiful view 
would take to render, eventually tak-
ing hours. One of my favorites was 
called ChaosPro, running on an 
Amiga, and some renders would 
take hours to generate a single 
frame. But it never detracted from 
my enthusiasm for these tools.

Now that computers and their GPUs are magnitudes 
faster than those old machines, there doesn’t seem to be 
the same number of fractal exploration applications. How-
ever, this is one. glChAoS.P doesn’t just share some of its 
(unpronounceable) name with ChaosPro, it’s also an amaz-
ing graphical application that almost single handedly 
makes up for the lack of other options. Rather than letting 
you explore those old two-dimensional Mandelbrots, 
glChAoS.P harnesses the power of your GPU to let you ex-
plore “strange attractors” and “hypercomplex fractals.” A 
strange attractor, like that chaos theory of old, is a structure 
that happens to exhibit a complex structure from a more 
easily defined set of initial conditions. glChAoS.P includes 
over 60 different kinds, and they all look considerably differ-
ent. A hypercomplex fractal, new to recent releases of 
glChAoS.P, usually consists of three (or more!) dimensions. 
The mathematics behind all of these looks horrendously 
complex, but you don’t need to understand it. This is be-
cause glChAoS.P does such a great job of making you 
want to experiment and play with the various parameters it 
offers while it continuously renders a perfectly realistic 
viewport on this unimaginably complex realm.

glChAoS.P is an acronym for OpenGL Chaotic Attractors 
of Slight (dot) Particles, and this helps to explain a little how 
the amazing graphics are rendered. The application can 
handle 100 million particles in less than 1.6GB of RAM, and 
these particles are used to visualize the structures, along-
side options for glow effects, colors, 3D blending/​solid, or lit 
particles. All of which combine to create super-realistic pro-
jections of totally alien sculptures, rendered in real time and 
completely manipulatable by the various sliders to control 
the fractals themselves. You can easily experiment with a 
view and navigate just as you would with any other applica-
tion. It’s also easy to navigate between the various demo 
files, and all of the parameters have their own sliders, color 
previews and values that can be dragged to modify them. 
The results are amazing, and if you’ve got the graphics hard-
ware to drive it, you’ve got to take it for a spin!

Fractal explorer

glChAoS.P

1. Rendering options: Fractals are rendered as particles, which can be processed in 
many ways. 2. Dynamic UI: Each palette can be expanded and contracted, with 
many options for every category. 3. Light: Illumination direction, quality, and shad-
ows have a huge effect on the rendering time and quality. 4. OpenGL output: Your 
hardware is used to generate the 3D preview. 5. Main menu: Enable and disable 
parts of the GUI. This works well with the full-screen view. 6. Attractors/Fractals: 
Open and save example files, switch through presets, and adjust their main param-
eters. 7. Palette: Just like old fractal viewers, changing the color palette can 
change everything about the image.
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W hen it comes to raw 
digital photo process-
ing, RawTherapee has 

always been part of the open 
source revolution and helps many 
professional photographers side-
step Adobe’s hegemony. But Raw-
Therapee doesn’t often get the 
same attention as darktable, 
which is a pity, because the two 
applications together are responsi-
ble for revolutionizing photo pro-
cessing on Linux. If you’re looking 
for a quick comparison, RawTher-
apee is slightly more Adobe-like, 
letting you do more within a single 
application than darktable’s focus 
on post processing. In RawThera-
pee, it’s easier to browse your 
photo collection via its file man-
ager, for example, rather than 
scanning them into an internal da-
tabase, and it will load hundreds of 

thumbnail previews from a ran-
domly chosen folder much 
quicker. This makes it great for the 
unorganized photographer or per-
haps the ambitious amateur, who 
hasn’t sorted out their sorting yet.

RawTherapee also feels quicker 
when editing. It contains many of 
the same functions as darktable, 
such as exposure, shadows, dark-
ness, sharpening, color correction, 
chromatic aberration removal, 
lens compensation, and many 
more, but their parameters are im-
mediately accessible and tweak-
able, unlike the preset-enable-plu-
gin nature of darktable. The ef-
fects aren’t perhaps as subtle and 
are not as good at correcting pho-
tographic problems, such as un-
derexposure or high contrast. But 
with careful editing of good source 
material, the output is almost as 

good as darktable’s while using fewer PC resources. This is 
important if all you want to do is edit a virtual reel of holiday 
photos, rather than produce images for print or syndication. 
RawTherapee is also an application that’s developing at an 
incredible rate, with version 5.7 adding support for film neg-
ative processing, image rating, and dozens of bug fixes. This 
means it’s not so much about choosing one application, but 
simply having the choice to select the best open source tool 
for the job at hand.

Project Website
https://​rawtherapee.​com

RawTherapee might not have the same fine-tuning as darktable, but 
it’s faster to preview and navigate hundreds of images.

S pectral diagrams typically 
show changes in ampli-
tude across the frequency 

range of a sample or measure-
ment. In audio, for example, they 
can plot the frequency level of a 
slice of sound across the human 
audible spectrum. It’s a great 
way to visualize a spike at 60Hz 
due to hum from the power sup-
ply or the 10KHz whine of a 
faulty capacitor. But in more sci-
entific analysis, a spectral dia-
gram might show just a single 
frequency with a few harmonics, 
and it can then be useful to cre-
ate a function to describe the ob-
served values outside of the plot. 
This is what the spectral fitter  
kfit does. You start by adding the 
data readings for your spectral 
plot. There’s a tab for this, with 
columns for X and Y values, but 

can work with, it can also be exported via a CSV, or the 
data can be viewed from the main window’s Output tab. 
That’s about all there is to it – it’s not as complex as using 
something like Mathematica, but its limitations make it 
ideal for use in education or if you just want to play around.

Project Website
https://​github.​com/​rhroberts/​kfit

Alongside being able to import and export data, you can save the 
graphs themselves as a bitmap or vector image.

Image processing

RawTherapee

you can also import a CSV file of 
external measurements. The plot 
is then drawn in the main win-
dow and you can start to create 
your fit.
Kfit has four fitting models: 
Gaussian, Lorentzian, Pseudo-
Voigt, and linear. They’re added 
using the plus and minus buttons 
for each type beneath the graph. 
You can add more than one at a 
time to get your fit as close as 
possible, and they each require a 
different set of parameters as you 
try to create something that fits. 
After adding the values you wish 
to try, you click on the Fit icon in 
the toolbar. This will draw your 
new curves across the original 
spectrogram. You can also 
change the size and scale of the 
workspace using a floating panel. 
When you do have output you 

Spectral fitter

kfit
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P rocess managers have 
been around for as long 
as computers could run 

more than one process. We 
don’t often think about them. 
The humble ps command is 
often hidden away behind a 
pipe and a grep, and top or htop 
are used when you need some-
thing more interactive. On the 
desktop, all the major environ-
ments include their own pro-
cess managers, so there seems 
very little reason to use any-
thing else. But what if one desk-
top’s tool does a better job than 
others? That’s exactly what hap-
pened with LXQt’s qps, which 
can be built separately without 
needing any other parts of the 
LXQt desktop. It’s great to see 
that developers are still creating 
alternatives and new ways of 

looking at the same data, which 
is exactly what qps, a Qt pro-
cess manager, does, albeit with 
a Qt-based GUI.

On the surface, qps looks a 
lot like the output from the top 
command, encapsulated 
within a GUI. CPU, memory, 
and swap usage meters are 
shown at the top with the list 
of running processes shown 
below. This list can be format-
ted as a tree and also show 
threads; you can click on col-
umns to sort by user, memory 
usage, CPU, and time. The 
great thing about doing all this 
from a GUI is that you don’t 
need to remember the key 
commands for the function, as 
everything is just point and 
click. If you double-click a pro-
cess another pane appears – 

this time showing more in-depth details about a par-
ticular process. These include the files and sockets 
being accessed by a process, memory maps and off-
sets for the libraries being used. Another useful tab in 
this pane shows a list of all the environment variables 
accessible to the process, which is a great way of 
troubleshooting problematic processes or applica-
tions, especially when they’re being run from user ac-
counts other than your own.

Project Website
https://​github.​com/​lxqt/​qps

Processes can also be listed as threads and trees, which helps when 
you don’t know which has spawned what.

T hat there are so many 
text editors designed to 
work exclusively with 

Markdown says a lot about the 
continued and still growing 
popularity of Markdown. It also 
says a lot about Markdown’s 
disparate usage and syntax 
when there are so many ways 
of editing and publishing with it. 
Mark Text, however, is one of 
the best Markdown editors 
we’ve used, and it makes up for 
Markdown’s shortcomings by 
playing to its advantages – it’s 
a quick, minimal, and expres-
sive way of writing documenta-
tion, from blog posts to com-
plete reference guides.

The best thing about Mark 
Text is that, by default, it just 
gets out of your way. It opens 
with a blank page, and you can 

start writing immediately. Even 
without engaging the Distrac-
tion Free mode, which high-
lights only the paragraph you’re 
working on, there’s very little 
window decoration. All of Mark 
Text’s considerable configu-
rability is hidden behind the 
hamburger menu in the top-left 
corner. You don’t even need to 
use this if you don’t want to. As 
you write Markdown syntax 
words, the editor silently re-
places them with the final out-
put rendered equivalent. Head-
ings, lists, comments, and 
blocks of code are beautifully 
colored and can be easily 
changed by selecting one of 
the equally attractive light or 
dark themes. Select a para-
graph you’ve written, and a dis-
crete symbol can be used to 

transform your words into a heading, a math formula, 
or a code block. Word, character, and paragraph totals 
update in real time and are shown next to the ham-
burger menu, which is all the information most writers 
need. But you can also open the side panel to show the 
outline and even enable the Source Code mode to dis-
able the automatic output rendering. It’s brilliant and 
beautiful, and it makes you want to write.

Project Website
https://​marktext.​app/

Text editor

Mark Text

Task monitor

qps

Despite its apparent simplicity, Mark Text contains advanced features 
like image upload, quote completion, and text direction modification.
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W e probably read more 
words now than at 
any other point in his-

tory, and it’s a pity that we don’t 
collect and curate words in the 
way libraries do. This is obvi-
ously because most of our read-
ing is from the Internet, and con-
sequently, transitory and dispos-
able. But not everything online is 
like that, and Polar is a tool that 
can help with reading organiza-
tion and curation. It’s especially 
helpful when you’re conducting 
any kind of research or study, 
because it’s likely that your data 
store would become a mish-
mash of notes, annotations, 
printouts, and PDFs, with noth-
ing to group them together ef-
fectively or track your work. 
These are all problems that 
Polar hopes to solve.

Polar is an application designed 
to help you store online files of-
fline, manage those files, add your 
own notes and annotations, and 
sync your entire library with an op-
tional online account. It can deal 
with PDFs and ePubs, documents 
can be tags and organized into 
folders, and Polar lets you add an-
notations anywhere and export 
these as Markdown for your own 
notes. There’s a wonderful Statis-
tics tab that gives you an overview 
of everything you’ve done and 
when; it feels very much like 
GitHub’s activity tracker for devel-
opers. If you’re working on a thesis 
or studying a complex subject, 
this kind of oversight is invaluable 
if you need to read through an en-
tire body of work. But even those 
of us with more modest require-
ments will find Polar useful. The 

document reader with its progress 
bar and integrated annotation is 
clear and useful even for casual 
reading. Its focus is always on the 
value of incremental reading. Hav-
ing an application that tracks read-
ing like this – rather than a collec-
tion like Calibre – is a refreshingly 
different approach to reading even 
online documentation.

Project Website
https://​getpolarized.​io/

T here is no escaping the 
humble GIF. Even in the 
late ‘80s and early ‘90s, 

there was still no escaping the 
humble GIF, and it’s remarkable 
that these low-quality meme 
generators have survived so 
long. You simply can’t be both 
young and online without insert-
ing one into a chat or social net-
work as a shorthand for some 
indefinite emotional state or ex-
clamation. Gifcurry is an editor 
for such things. If FFmpeg is in-
stalled, it lets you load up al-
most any video and turn it into 
your own low-quality synopsis 
of a feeling – or a kitten playing 
on a trampoline. As you’d ex-
pect, the interface is as garish 
as the technology itself and 
feels like it might even have 
been designed in the early ‘90s. 

But this also makes it easy to 
use. There’s a small toolbar that 
lets you resize or crop the video, 
upload it to Giphy or Imgur, and 
even add a text annotation so 
that you don’t have to rely fully 
on your audience’s sarcasm 
sensors. The text editor has 
controls for font size and posi-
tion, and you can add or dupli-
cate as many as you need.

The actual editing controls are 
beneath the preview pane. These 
are simple too. There are controls 
to let you pause and play back 
your animation, scroll through its 
various frames, or step through or 
back one frame at a time. Editing 
consists of using scroll bars and 
+/​- buttons to set the beginning 
frame and the end frame of your 
animation. That’s all there is to it! 
You can’t add transitions, merge 

two or more animations, or use a clipboard palette to store 
and rearrange your edits. It’s quick, painless, and almost 
dependency free. It’s simple, but that’s exactly why GIFs 
are still around and more popular than ever.

Project Website
https://​github.​com/​lettier/​gifcurry

Quickly create your own GIF animations and memes with a graphical 
tool straight from the ‘90s.

If you have a large online 
reading list and love 
making notes, Polar is a 
great way to organize a 
collection.

Meme maker

Gifcurry

Text manager

Polar
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A udioStellar is a difficult 
application to catego-
rize. On the one hand, 

it’s a tool that can help you orga-
nize your music collection, or at 
least a huge collection of loops 
and samples if you’re a musi-
cian. This is because it uses 
“machine learning” to listen to 
your music files and group them 
into a tree hierarchy you can 
navigate. On the other hand, it 
can help you make discoveries 
– such as finding audio in your 
collection with a similar fre-
quency grouping and timbre. But 
it can also operate as a musical 
instrument in its own right, be-
cause you can connect any 
source of MIDI note data to Au-
dioStellar and play back the 
sound in your collection. It won’t 
just play back single sounds 
though, but fire out particles 
from your mouse cursor, trigger-
ing any sound in the tree they 
happen to hit. In this way, Audio-
Stellar is like a music-exploring, 
science lab performance instru-
ment from the future.

The set of sounds that are in-
cluded with the application are a 
good way to get to know what 

its capabilities. That’s because 
they’re all percussion sounds, 
and you can easily see where 
the bass drums are located on 
the tree, for instance, or the 
cowbells, or the high hats and 
cymbals. Click on any point and 
the audio sample will play back. 
You can drag and zoom around 
the audio collection just as you 
might an online road map. There 
are three main modes: Explorer, 
Particle, and Sequence, which 
are selected by clicking on the 
magnifying glass, the point 
cloud, or the constellation icons 
respectively. Explorer is the de-
fault mode, and each broad 
group of sounds is highlighted 
as you click and move between 
individual points. Particle and 
Sequence mode can both be 
used to turn AudioStellar into a 
musical instrument.

Both the aforementioned Parti-
cle mode, where sounds are trig-
gered by pixels colliding with one 
another, and the Sequencer mode 
have their own foldable options in 
a tools palette. This allows you to 
change the x and y velocity, the 
spread, and the volume of the 
particle, as well as whether they 

explode from the cursor or 
swarm. The Sequencer options 
are dominated by 16 sliders and 
selectors. Select one of these 
and then draw a polygon by con-
necting points in the tree, and 
each point’s sample will be trig-
gered in time, playing in a loop. 
This is a sequence, controlled by 
the slider for that sequence, and 
you can have 16 running at the 
same time. And because they 
can all be a different length, it’s 
very easy to create polyrhythmic 
chains that create their own infi-
nitely modulating variations, all 
synchronized to an external MIDI 
clock. You can even set an offset 
and the number of bars for each 
sequence, potentially changing 
their timings relative to the other 
sequences, along with a probabil-
ity setting that changes the likeli-
hood that any one sound in a se-
quence is going to be played or 
not. This creative and performa-
tive aspect to AudioStellar is re-
markably productive, and a real 
surprise considering the applica-
tion legitimately has other more 
prosaic uses, such as managing 
and exploring audio similarities. 
But it all comes together to cre-
ate an eclectic tool that will hope-
fully force you to look at even the 
most staid and conservative 
music or sample collection in a 
new way.

Project Website
http://​audiostellar.​xyz/

Sound explorer

AudioStellar

Sequence mode lets you draw lines between different sample points 
and play them all back together as a huge variable loop.

AudioStellar lets you see an audio collection grouped according to similar timbre 
and even play back sounds from MIDI or OSC.
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T here’s no end of re-
newed-retro consoles 
being released, finally al-

lowing you to legally play all 
those old classics. Often, 
though, the games themselves 
haven’t held up so well to the 
passage of time. The graphics 
are seldom as good as you re-
member, the frame rates abys-
mal, and the unforgiving per-
madeath – now you no longer 
have entire weekends to 
waste  – can feel more sadistic 
than perfectionist. There’s more 
fun in the nostalgia than the 
playability. This is why it’s great 
when a new game updates an 
old mechanic without being en-
cumbered with exactly the 
same old gameplay. Open Surge 
does this to the old Sega Gene-
sis/​Megadrive classic, Sonic the 

Hedgehog. It’s a game that has 
many of the same graphical and 
control elements and uses the 
same level aesthetic, but is 
packaged with completely new 
level and character design.

If you enjoyed the manic 
adrenaline of Sonic, Open Surge 
is a great way to revisit a game-
style that isn’t too common. The 
levels are well designed, the ani-
mations brilliantly executed, and 
the sound incredibly authentic. 
Its requirements are so low that 
it will run on a Raspberry Pi, 
which makes the whole package 
tantalizingly portable if you in-
clude a controller, battery, and 
screen – three decades after the 
Game Gear! But perhaps the 
most important aspect to Open 
Surge is that it’s also a game and 
level designer. There’s a built-in 

editor that’s accessible by press-
ing F12, and the game’s sound, 
image, character, and scenery 
assets are easily hackable. It 
even includes its own scripting 
engine, SurgeScript, for adding 
whatever logic you need to each 
level. It’s a brilliant old/​new way 
to get into game design, and one 
we hope we’ll still see around in 
another 30 years.

Project Website
https://​opensurge2d.​org/

Open Surge isn’t just a paean to a classic platformer, it’s also a game 
designer and scripting engine for creating your own games.

I f you first installed Linux in 
the late 1990s, especially in 
a university or school lab, 

one of the first things you might 
have tried was a game called 
BZFlag. This was a simple vec-
tor game, drawn in lines, and 
controlled from the player’s 
point of view. You moved within 
a landscape of simple square 
buildings that obstructed the 
distant mountains, where an-
other player would be prowling, 
waiting to target you in their 
sights, and blow you into the 
next level. It was reminiscent of 
an early vector arcade game 
called Battlezone, with one big 
difference: The 1997 release of 
BZFlag included a multiplayer 
lobby where you could find 
games and play on the battle-
field with strangers. Despite the 

retro graphics, it felt incredibly 
advanced at a time when being 
online was uncommon.

But what many people don’t re-
alize is that BZFlag has been in de-
velopment ever since, with some 
major updates, a new website, and 
both Flatpak and Snap options. 
The graphics, in particular, no lon-
ger look like a retro-inspired tribute 
to a bygone era. There’s no real-
time RTX raytracing, but there is 
texture, modern resolution, and 
lighting support. You can still run 
the game in both full screen and 
“quick, minimize, and switch to 
spreadsheet” window/​working 
mode. Also, the gameplay is just 
as fun. You can have dozens of 
players on the same map, and 
there’s usually a server some-
where in the world you can join or 
run your own server just as simply 

from the main menu. You’ll also 
find lots of configuration options 
to fine-tune how the game runs, 
and it should run on almost any 
hardware from the last 10 years, 
even without a dedicated graphics 
card. But the best thing about BZ-
Flag is what has kept it under de-
velopment for so long – it’s still a 
huge amount of fun.

Project Website
https://​www.​bzflag.​org/

Once a stalwart of every 
Linux installation, 
BZFlag can now be 
installed on Linux, 
macOS, and Windows, 
so everyone can join in 
the fun.

Multiplayer classic

BZFlag

Modern classic

Open Surge
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You only have to run this once. It registers the 
posttoots application (line 6) with https://your.
mastodon.server (line 7 – insert the server hosting 
your account here), sets its scope to 'read' and 
'write' so you can both post to an account and 
also read information off the server (line 8), and 
grabs some credentials and stores them in a hid-
den file called .secrets (line 9).

Although it does not affect the registration, you 
can tack on lines 12 through 16. Lines 12, 13, and 
14 check to see if the app can be activated using 
the downloaded credentials in .secrets and line 
16 tells you what version of Mastodon your server 
is using. This can be useful if your program relies 
on features available on the very latest Mastodon, 
but your server has not updated yet.

You only need to run posttoots_register.py 
once as you can use the credentials stored in .se‑
crets over and over. .secrets (Listing 2) contains a 
client_id (line 1) and a client_secret (line 2) that 
you will be able to use to identify your application 
each time it has to interact with the Mastodon in-
stance. On line 3 you also have the address of the 
instance the app is registered with, which is con-
venient as you will see later on.

So, posting is very straightforward. Consider 
Listing 3.

After pulling in sys (to process the command-line 
arguments – line 3) and Mastodon (for everything 
else – line 4), you activate your app with the Mast-
odon server (lines 6 through 8). You could insert 
here the client_id, client_secret, and the host, but 
we have all that in the .secrets file, remember? So 
all you have to do is point to that (line 7).

Then you need to log in with your username and 
password so the application posts to a specific 

I f you haven’t read the prior article in this se-
ries [1], you may want to do that now. There, 
you will learn how to read from a Mastodon 

feed and print out the toots (the name Mastodon 
gives its posts) onto the command line. You can 
do that quite easily with Python, because the API 
for Mastodon is open and well documented, and 
also because there is a comprehensive Python 
wrapper [2] that makes building ad hoc clients a 
breeze.

In this article, we’re going a step further, and you 
will see how to create an app that posts your toots. 
Before you start, and just in case you haven’t al-
ready, install the Mastodon.py module with

pip install Mastodon.py

and let’s get started.

Registering
As with your reading application, the first thing 
you have to do is register your application with 
Mastodon (Listing 1).

Creating a custom application that toots text to Mastodon (the Fediverse’s version 
of Twitter) is simple and straightforward. But we can mix it up by adding images 
and video, scheduling posts, and changing privacy settings.

BY PAUL BROWN

Posting text and images to Mastodon

Social Skills

01 �#!/usr/bin/env python

02 �

03 �from mastodon import Mastodon

04 �

05 �Mastodon.create_app(

06 �     'posttoots',

07 �     api_base_url = 'https://your.mastodon.server',

08 �     scopes=['read', 'write'],

09 �     to_file = '.secrets'

10 �)

11 �

12 �mastodon = Mastodon (

13 �    client_id = '.secrets',

14 �)

15 �

16 �print ('Mastodon version: ' + mastodon.retrieve_mastodon_version())

Listing 1: posttoots_register.py

01 �53eM1n9lyHR4nd0mUnUMB3r5vAN6G133TeR5X4g

02 �KM0r340FdTh3p54M3A60nTnUkKN0WC0hweMigLcng6U

03 �https://your.mastodon.server

Listing 2: .secrets
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account (lines 10 through 14). Pass your username 
and password to the application and the value of 
scopes. I am not sure why you have to add the lat-
ter, but if you don’t, the login fails. The value of 
scopes must be the same as what you used when 
registering your application in Listing 1. Finally, on 
line 16, you post a message using Mastodon.py’s 
status_post() function.

You can use posttoots.py like this:

./posttoots.py youremail@here.com U

  "Your awesome password" "Tooting from U

  the command line with my own app!"

And “Tooting from the command line with my own 
app!” will pop up in your feed (Figure 1).

That’s it. The end. See you next issue…

Beyond Simple
Well, not really, because there is so much more 
you can do when posting. You can, for example, 
append an image or a video, schedule your toots 
so they are posted automatically at a later date 
(easier said than done), set the visibility of each 
toot, and quite a bit more. To see how all of the 
above is achieved, consider Listing 4.

You can divide the program into 5 distinct 
sections:
1	 Line 1 sets the interpreter for the program.
2	 Lines 3 through 6 pull in the modules you’ll 

need. The datetime module lets you convert 
strings to dates. You will need this when you 
want to parse dates passed on by the user to 
schedule toots. The cv2 module is the Python 
implementation of OpenCV [3], the library that 
will allow you to capture an image from your 
webcam. As you need to parse quite a few pa-
rameters to make life easier for the user, let’s 
use optparse too. Finally, we import the mast‑
odon module.

3	 Lines 8 through 41 is the class that does all 
the dirty work of activating the app, posting, 
and scheduling.

4	 Lines 44 through 53 collect and allocate all the 
options the user inputs from the command 
line.

5	 Finally, lines 55 through 76 call the functions 
we need depending on the input from the user.

To go into detail, let’s see how we can post an 
image within a toot.

01 �#!/usr/bin/env python

02 �

03 �import sys

04 �from mastodon import Mastodon

05 �

06 �mastodon = Mastodon (

07 �    client_id = '.secrets',

08 �)

09 �

10 �mastodon.access_token = mastodon.log_in (

11 �    username = sys.argv[1],

12 �    password = sys.argv[2],

13 �    scopes = ['read', 'write']

14 �)

15 �

16 �mastodon.status_post (sys.argv[3])

Listing 3: posttoots.py (Basic)

Figure 1: Tooting plain text to your account requires a simple Python program.
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To start with, ‑h tells you to input your username (the 
email associated with your Mastodon account) with 
the ‑u option and your password with the ‑p option.

The ‑a option tells your app what you want to 
do. You can choose between post (send a toot), 
schedule (schedule a toot for later), or list (list 
all the scheduled toots). As you want to send a 
toot with an image, use post here.

Posting Pictures
One nice feature that comes bundled with opt‑
parse is how it provides help for the user. Run this:

./ postoots.py ‑h

And you’ll get a summary of the possible options 
and hints as to how to use them.

01 �#!/usr/bin/env python

02 �

03 �import datetime

04 �import cv2

05 �from optparse import OptionParser

06 �from mastodon import Mastodon

07 �

08 �class post:

09 �    def __init__ (self, vUser, vPassword):

10 �        f_read = open(".secrets", "r")

11 �        instance = f_read.readlines()[‑1].strip(" \n")

12 �        f_read.close()

13 �

14 �        self.mastodon = Mastodon(

15 �            client_id = '.secrets',

16 �            api_base_url = instance

17 �        )

18 �

19 �        self.mastodon.access_token = self.mastodon.log_in(

20 �            username = vUser,

21 �            password = vPassword,

22 �            scopes = ['read', 'write'],

23 �            to_file = '.token'

24 �        )

25 �

26 �        self.post_date = None

27 �

28 �    def send (self, vToot, vMedia, vVis):

29 �        se�lf.mastodon.status_post 
(�vToot, media_ids = vMedia, scheduled_at = self.
post_date, visibility = vVis)

30 �

31 �    def add_Media (self, vMedia):

32 �        return (self.mastodon.media_post (vMedia))

33 �

34 �    def set_date (self, vDate):

35 �        try:

36 �            se�lf.post_date = datetime.datetime.
strptime(vDate, '%b %d %Y %H:%M %Z')

37 �        except:

38 �            self.post_date = None

39 �

40 �    def show_scheduled (self):

41 �        print (self.mastodon.scheduled_statuses())

42 �

43 �if __name__ == '__main__':

44 �    parser = OptionParser()

45 �    pa�rser.add_option  

(�'‑a', '‑‑action',    help = '"post", "schedule" or 

"list"',  dest = 'vAction',   default = 'list')

46 �    pa�rser.add_option  

(�'‑u', '‑‑username',  help = 'user\'s email',     

dest = 'vUser')

47 �    pa�rser.add_option  

(�'‑p', '‑‑password',  help = 'user\'s password',  

dest = 'vPassword')

48 �    pa�rser.add_option  

(�'‑t', '‑‑toot',      help = 'toot text',         

dest = 'vToot')

49 �    pa�rser.add_option  

(�'‑m', '‑‑media',     help = 'media ("cam" or image, 

video, etc.)', dest = 'vMedia', default = None)

50 �    pa�rser.add_option  

(�'‑w', '‑‑when',      help = 'when to publish toot. 

Format: "mmm dd YYYY HH:MM Z"', dest = 'vWhen', 

default = None)

51 �    pa�rser.add_option  

('�‑v', '‑‑visibility',help = '"public", "unlisted", 

"private" or "direct"', dest = 'vVis', default = 

'public')

52 �

53 �    (options, args) = parser.parse_args()

54 �

55 �    p=post(options.vUser, options.vPassword)

56 �

57 �    mmedia = options.vMedia

58 �    if mmedia != None:

59 �        if mmedia == "cam":

60 �            camera=cv2.VideoCapture(0)

61 �            return_value, image =camera.read()

62 �            cv2.imwrite("pic.png", image)

63 �            del(camera)

64 �            mmedia="pic.png"

65 �

66 �        mmedia = p.add_Media(mmedia)

67 �

68 �    if options.vAction == 'post':

69 �        p.send (options.vToot, mmedia, options.vVis)

70 �

71 �    elif options.vAction == 'schedule':

72 �        p.set_date (options.vWhen)

73 �        p.send (options.vToot, mmedia, options.vVis)

74 �

75 �    else:

76 �        p.show_scheduled()

Listing 4: posttoots.py (Advanced)
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The ‑t option contains the text for the toot, 
and ‑m contains the path and name of the media 
(picture) you want to send. Given all of the 
above, your complete command line will look 
like this:

./posttoots.py ‑u youremail@here.com  U

  ‑p "Your awesome password" ‑a post ‑t U

  "Tooting an image from the command line U

  with my own app!" ‑m /path/to/image.png

Looking at Listing 4, once you hit Enter, the pairs of 
options and values from the command-line argu-
ments get dumped into (options, args) (line 53), 
and the Mastodon object is initiated with your user-
name and password (line 55). The initialization 
function (lines 9 to 26), takes the URL of the Mast-
odon instance, client_id and client_secret from 
the .secrets file (lines 10 to 17), logs the applica-
tion in (lines 19 to 24), and sets the post_date attri-
bute to None (line 26).

You will have noticed that the program gets the 
URL of the Mastodon instance in a very roundabout 
way. Instead of just loading all the values in from 
.secrets, including the URL, into client_id, we do 
this convoluted thing of opening the .secrets file 
(line 10), dumping the contents of the last line into 
instance (line 11), and then closing the file (line 12).

The reason for this is that there seems to be a 
bug in Mastodon.py that appears when you try to 
use scheduling: If you rely on a file to load in your 
instance’s URL, anything to do with scheduling will 
fail with an error complaining about the version of 
Mastodon running on the server, or some such 
nonsense. The workaround is setting the URL ex-
plicitly on line 16.

This is not the only problem with scheduling as we 
will see later, but let’s get back down into the main 
body of the program where, on line 58, you check to 
see if the user has given a path and filename of a 
media file. If they have, you add the media file to the 
toot object (line 66 and then lines 31 and 32).

Finally the toot, along with the media, is sent on 
line 69 by calling the actual Mastodon sending 
function on lines 28 and 29 (Figure 2).

You can add up to four images to a toot, as well 
as videos and other kinds of files.

Private Post
Notice that, if using cam with the ‑m argument (line 
59), you have a block of code (lines 60 to 64) that 
uses methods from the cv2 module to grab a pic-
ture from the default webcam and send that to 
Mastodon.

Remembering that you pulled in the OpenCV 
module (cv2) on line 4, you then create a VideoCap‑
ture object from the default camera on line 60, 
read what the camera is seeing on line 61, write it 
out to a file on line 62, and free up the camera 

again when done (line 63). All that’s left to do is to 
dump the location of the image into the mmedia 
variable for posting (line 64).

Posting an image from a webcam may be use-
ful for, say, monitoring your home, but it does raise 
serious privacy concerns if the posts are public. 
This is where a toot’s visibility options come into 
play. On line 51 of Listing 4, you can see that a 
user can set a toot’s visibility. The options avail-
able are:
n �Public means the toot will be visible to every-

one. A public toot can also be found when run-
ning a search across the Mastodon federated 
network.

n �Unlisted means the toot is visible, but that it 
cannot be found via a search. Your followers 
can see it, but a non-follower would need a di-
rect link to the toot to be able to read it. An un-
listed toot can be boosted (“retooted”), but the 
boosted toot remains unlisted.

n �Private is a bit confusing, because it may not 
mean what you think. Your followers can see 
private toots, but non-followers can’t. So, in fact, 

Figure 2: You can also send images and videos to your feed relatively easily.

Figure 3: Three toots with different levels of privacy.
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(Figure 4, top toot), they will land discretely in 
your Mastodon inbox and won’t be seen by any-
one else:

./posttoots.py ‑u youremail@here.com  U

  ‑p "Your awesome password" ‑a post ‑t U

  "Direct test toot with pic" ‑m cam ‑v direct

That said, you will have to click on a link to see the 
image. But, if you have two separate Mastodon 
accounts and send a direct message from one to 
the other, the toot will show up in the recipient’s 
feed with a preview of the image, like you can see 
in Figure 5.

./posttoots.py ‑u youremail@here.com  U

  ‑p "Your awesome password" ‑a post ‑t U

  "Direct test toot to @your_other@account" U

  ‑m cam ‑v direct

The darker background indicates that it is a direct 
message and not a regular toot.

Post-posting
Warning: Scheduling is finicky and seems to be 
supported on only a few Mastodon instances. 
But, if one day scheduling on Mastodon be-
comes universally available, this is how you 
would do it:

Set the ‑a option to schedule and set the ‑w ar-
gument. The ‑w argument takes a string that 
contains a date. The format for the date is 
“mmm dd YYYY HH:MM Z”, where mmm is a 
three letter abbreviation of the month in lower 
case (jan, feb, mar, etc.), dd is the day of the 
month (01 to 31), YYYY is the year (2019, 2020, 
etc.), HH is the hour (00 to 23), MM are the min-
utes (00 to 60), and Z is the time zone (UTC, CET, 
PDT, etc.).

To send a toot at noon on the 31st of January 
2020, for example, you’d run:

./posttoots.py ‑w "jan 31 2020 12:00 CET" U

  ‑a schedule  ‑u youremail@here.com  ‑p U

  "Your awesome password" ‑t U

  "Scheduled from command line at 12:00"

In Listing 4, lines 71 to 73 are the ones that deal 
with the schedule option. First, the scheduled date 
is processed on lines 34 to 38 using Python’s da‑
tetime module if it is a viable date (lines 35 and 
36). However, the string will be discarded if date‑
time cannot identify it as a date (lines 37 and 38). 
Then the toot is sent as usual (Figure 6).

You can see the list of scheduled toots by using 
the list option with the ‑a argument:

./posttoots.py ‑a list ‑u U

  youremail@here.com ‑p "Your awesome password"

it’s not very private at all. However, you cannot 
boost another user’s private toot.

Figure 3 shows three toots with different levels of 
privacy. Notice the padlock and the absence of a 
boosting icon in the private toot.

There is a fourth level of privacy which, it turns 
out, is exactly what you need to keep the pictures 
from your webcam truly private:
n �Direct makes the toot a direct message and 

these are truly private, since they land in your 
inbox and only you and the owners of the ac-
counts mentioned in the message can see 
them.

So if you send a direct message with a snap at-
tached but no username (Figure 4, bottom toot) 
or your own username in the text of the message 

Figure 4: Sending a direct message is your best bet for total 
privacy.

Figure 5: Direct messages to your account show up in your feed, but only you can see them.

FEBRUARY 2020	 ISSUE 231	 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM94

TUTORIAL– MASTODONLINUX VOICE



Scheduling is cool, but as mentioned above, fickle. 
As noted elsewhere, if you rely on your .secrets 
file to supply the address of the Mastodon in-
stance you are using, for some reason, nothing re-
lated to scheduling will work, and your app will 
bomb out complaining about the version of the in-
stance. That’s the reason for the ugly hack on 
lines 10 through 12 in Listing 4.

And then there’s the fact that not all Mastodon 
instances support scheduling, so don’t be sur-
prised if the above does not work for you. If you try 
to schedule a post from your command line and 
then it doesn’t show up in your feed at the desig-
nated time, it is a pretty sure indication that the 
server does not support this feature. If scheduling 
toots is important for you, it will be time to search 
for another server.

You can try https://​mastodon.​social/. This is the 
server maintained by Eugen Rochko, one of the 
creators of Mastodon and the person who imple-
mented scheduling. Scheduling works a treat on 
this instance.

Conclusion
This is the end of the series dedicated to Mast-
odon. As you may have gathered, Mastodon is 

pretty great, and it is easy to see why it has be-
come the most popular service in the Fediverse. 
It is more flexible than Twitter and much easier 
to program for. At this point, you should have 
enough knowledge to do all sorts of things, from 
creating clients to building bots and becoming a 
nuisance.

But that does not mean we are done. We still 
have to explore all the other services, the increas-
ingly popular PeerTube, a contender for YouTube; 
Pixelfed, which wants to become the Instagram of 
the federated social media; and so many more. 
We’ll be tackling these and exploring how to best 
leverage them in upcoming issues.

See you in the Fediverse!  nnn

Figure 6: Scheduled toots show up in your timeline at the preprogrammed time. You can also send them as direct messages.

[1]	� “Build your own Mastodon client,” by Paul 
Brown, Linux Magazine, issue 230, January 
2020, pp. 92-94

[2]	� Mastodon.py documentation:  
https://​mastodonpy.​readthedocs.​io/​en/​
stable/​index.​html

[3]	� OpenCV: https://​opencv.​org/

Info

nnn
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 FOSDEM '20 
Date: February 1-2, 2020

Location: Brussels, Belgium

Website: �https://fosdem.org/2020/ 

FOSDEM is a free and non-commercial 
event organized by the community for 
the community to promote the wide-
spread use of free and open source 
software. Join thousands of develop-
ers from all over the world for this 
two-day event. 

 SCaLE 18x 
Date: March 5-8, 2020

Location: Pasadena, California

Website: �https://www.socallinuxexpo.
org/scale/18x

SCaLE is the largest community-run, 
open source and free software 
conference in North America. It is held 
annually in the greater Los Angeles 
area. SCaLE 18x expects to host 150 
exhibitors, along with nearly 130 
sessions, tutorials, and special events.

 AI Hardware Summit  
 Europe 
Date: March 10-11, 2020

Location: �Munich, Germany

Website: �https://www.aihardwaresum-
miteu.com/events/ai-hardware-
summit-europe

After three successful events (two in the 
US, one in China) we’re delighted to be 
bringing the AI Hardware Summit to 
Munich. The AI Hardware Summit 
Europe will bring together key players 
across the AI hardware ecosystem to 
promote innovation and adoption of 
systems & silicon for processing AI. 
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We are always looking for good articles on Linux and the 
tools of the Linux environment. Although we will consider 
any topic, the following themes are of special interest:

•	 System administration

•	 Useful tips and tools

•	 Security, both news and techniques

•	 Product reviews, especially from real-world experience

•	 Community news and projects

If you have an idea, send a proposal with an outline, an esti-
mate of the length, a description of your background, and 
contact information to edit@​linux-magazine.com.

The technical level of the article should be consistent with 
what you normally read in Linux Magazine. Remember 
that Linux Magazine is read in many countries, and your 
article may be translated into one of our sister publica-
tions. Therefore, it is best to avoid using slang and idioms 
that might not be understood by all readers. 

Be careful when referring to dates or events in the future. 
Many weeks could pass between your manuscript sub-
mission and the final copy reaching the reader’s hands. 
When submitting proposals or manuscripts, please use a 
subject line in your email message that helps us identify 
your message as an article proposal. Screenshots and 
other supporting materials are always welcome. 

Additional information is available at:  
http://www.linux-magazine.com/contact/write_for_us.
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