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Users of the colors.js color conversion library were surprised 
recently when their printers started to print “Liberty Liberty 
Liberty…” and then began spewing random characters in an 
infinite loop. The weird appearance of the printed page made 
those users wonder if a vandal had broken into the source 
code, but the truth that began to emerge was much stranger.

It turns out that the developer of the colors.js and faker.js 
libraries sabotaged the code himself. Marak Squires had ap-
parently become disillusioned with the way large companies 
were using his code without contributing or providing 
compensation. On November 2020, he wrote on the faker.js 
GitHub page, “Respectfully, I am no longer going to support 
Fortune 500s (and other smaller-sized companies) with my 
free work. There isn’t much else to say….Take this as an 
opportunity to send me a six figure yearly contract or fork 
the project and have someone else work on it.”

At the time, it wasn’t clear how the story would end. This 
month, we all found out.

Although colors.js and faker.js are independent projects that 
are largely overseen by a single volunteer, they have quite a 
large footprint in the world. According to reports, colors.js 
receives more than 22 million downloads per week and is 
integrated into many open source tools by commercial 
vendors, including the Amazon Cloud Development kit.

This kind of story always makes us want to choose sides for 
a proverbial “haves and have nots” or “business” versus 
“everyone else” debate. However, it would not be accurate 
to assume that the Free Software founders opposed com-
mercial uses. The four freedoms that underlie the Free Soft-
ware movement tolerate no restrictions on how the code 
will be used (as long as it stays free), and the commentaries 
at GNU.org make it clear that prohibiting commercial use is 
just another limitation on freedom.

One of the reasons the early Free Software pioneers didn’t 
care if someone else got rich was because they totally didn’t 
believe that getting rich was all that important. They wanted 
an identity for Free Software that was independent of wealth, 
and to them, the best way to ensure that was not to restrict 
wealth but to not care about it. Of course, they were young 
back then. As volunteers get older, they start to think about a 
mortgage and college tuition for their kids, and the idea of 
contributing for the pure joy of it while a large corporation is 
deriving value from the work must be quite unsettling.

I can see why this developer was ready to stop giving his 
work away for free – especially with mega vendors like Ama-
zon using his code and not pitching in or compensating him. 
However, the problem with this kind of dramatic exit is that it 

plays into the hands of those who depict Free Software as a 
playground for unruly anarchists who can’t be trusted with 
real business. I can imagine there are Microsoft sales reps 
out there right now scheming on how to work this episode 
into their pitch.

Note that none of this has anything to do with Linux – at least 
directly. The affected projects are based on JavaScript and 
are therefore cross-platform, but in the long run, this kind of 
theatrical protest is not a good look for the open source de-
velopment model, which means it isn’t good for the Linux 
community.

Independent open source developers burn out all the time, 
and, ideally, resources are available within the project for an 
orderly transition. However, many projects are too small or 
too fragmented to provide the needed continuity. What is 
striking about this case is that Squires served notice all the 
way back in 2020 that, unless a paycheck was on the way, 
someone else would need to take over. Should we have 
been listening? Perhaps it is time for the Linux Foundation or 
another of the multimillion dollar organizations dedicated to 
overseeing the Linux image to provide some direct outreach 
and transition support for these small projects that give 
Linux so much of its luster.  nnn
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24 Ethereum and Smart Contracts
Build a custom program into the Ethereum blockchain.

30 Metadata Cleanup Tools
Several Linux tools let you remove photo metadata to 
preserve your privacy.

36 Command Line – Debian Goodies
Debian Goodies helps you manage and troubleshoot 
packages from the command line.

40 Charly’s Column – DenyHosts
When it comes to warding off unwanted login tests on 
SSH port 22, Charly likes to keep an ace or two up his 
sleeve by relying on DenyHosts instead of Fail2ban.

42 RISC-V
The open source RISC-V processor architecture is poised to 
shake up the processor industry. Thanks to the Qemu 
emulator, you can get to know RISC-V without waiting for 
affordable hardware.

48 Packet Telemetry with Host-INT
Inband Network Telemetry and Host-INT can provide 
valuable insights on network performance.

50 PipeWire
In the coming year, PipeWire will replace PulseAudio, 
resulting in better audio on Linux.
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•  WhiteSource Releases Free Log4j Detection Tool

11 Kernel News
• A Butterfly Flaps Its Wings

20 Distro Walk – Haiku
This child of the proprietary BeOS offers a cohesive open 
source operating system as an alternative to Linux.

14 Howdy
Facial authentication is the smoothest and least intrusive 
form of biometric security. We’ll help you get started with 
the Howdy facial authentication app.
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24  Smart Contracts

The Ethereum digital currency is much more 
extendable than Bitcoin, and much of this 
power comes from a little understood feature 
called smart contracts.

30  Metadata Cleanup Tools
Recording the time and location of your photos is 
fine if they just live on your phone, but if you're 
posting them online, you might want to clean up. 

48  Host-INT
Gain insights on network traffic flow – without 
affecting performance.

70 Light Painting
The art technique known as light painting 
meets new possibilities with a Raspberry Pi 
Pico and some clever programming.

90 PhotoPrism
What happens when you spice up your photo 
archive with the powerful TensorFlow machine 
learning engine?
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75 Welcome
This month in Linux Voice.

76 Doghouse – Out of Poverty
Hiring the best candidates for tech jobs and increasing 
diversity and opportunities in the industry go hand-in-hand.

77 Fly-Pie
No matter whether you use Gnome or KDE, Windows 
or macOS, menus always pop up from a bar. Fly-Pie 
organizes a freely configurable menu in the form of a 
pie chart instead.

80 CopyQ
CopyQ extends the clipboard with practical everyday 
functions while also catering to advanced needs.

84 FOSSPicks
This month Graham looks at Obsidian, lazygit, Tabby, 
ReverseSSH, VCV Rack 2, Gamebuntu, and more!

90 Tutorial – PhotoPrism
The combination of a polished, user-friendly interface 
and an artificial intelligence engine makes organizing, 
searching, and sharing photos a breeze.

64 OpenPLC on a Raspberry Pi
Create automation projects with ladder logic, function 
blocks, structured text, and Modbus TCP.

70 Light Painting
In the photographic method of light painting, you expose 
a subject over an extended period of time while moving 
the light sources. With a little technical support from a 
Raspberry Pi Pico, you can achieve sophisticated results.

MakerSpace

TWO TERRIFIC DISTROS

DOUBLE-SIDED DVD!
SEE PAGE 6 FOR DETAILS

54 Programming Snapshot – GPS Analysis with Go
For running statistics on his recorded hiking trails, Mike 
Schilli turns to Go to extract the GPS data while relying on 
plotters and APIs for a bit of geoanalysis.

60 Kaboxer
Use Docker containers to deploy applications that might 
be difficult to package.

IN-DEPTH

14  Facial 
Recognition  
Biometrics got a boost recently 
with the arrival of Microsoft’s 
Hello technology. Now the open 
source world is catching up, with 
an innovative tool appropriately 
called Howdy. Facial authentication 
might not be ready for the CIA yet, 
but we’ll help you get started with 
Howdy and explore the possibilities 
of authenticating with a glance.
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Defective discs will be replaced.  
Please send an email to subs@linux-magazine.com.

Although this Linux Magazine disc has been tested and is to the 
best of our knowledge free of malicious software and defects, 
Linux Magazine cannot be held responsible and is not liable for 
any disruption, loss, or damage to data and computer systems 
related to the use of this disc. 

antiX 21 and Haiku R1/ Beta 3
Two Terrific Distros on a Double-Sided DVD!

antiX 21
64-bit

Based on Debian stable, antiX 21 is designed to be light 
and efficient. The full installation version available on this 
month’s DVD is 1.45GB and requires 256MB RAM. How-
ever, for older computers, antiX also has a 800MB base 
version, a 440MB core version, and a 180MB net version. 
The core and the net versions only install from the com-
mand line and without encryption. Both are recom-
mended for those who want total control over the instal-
lation, which is necessary for a secure system. From 
within antiX, users can also set up a live flash drive from 
which to boot a computer. In addition, antiX is one of the 
rapidly diminishing number of distributions that still in-
cludes a 32-bit version.

One of antiX’s standout features is its installer, which 
gives concise, clear help at each step of the process. The 
installer is notable for its unobtrusive security features, 
including a choice between a legacy kernel, which is 
more secure, and a modern kernel which might have 
more bugs, as well as a small graph that indicates pass-
word strength. Once installed, antiX offers a desktop with 
a system summary widget and a menu with prominently 
displayed administrative tools that include numerous 
command-line tools.

Don’t let antiX’s drab default wallpaper deceive you: It 
can be easily changed. Users of any level can appreciate 
antiX’s speed and minimalism, as well as its emphasis on 
hands-on computing.

Haiku R1/ Beta 3
64-bit

In the late 1990s, BeOS was a proprietary operating sys-
tem with cult followers. BeOS was among the first oper-
ating systems to use multiple processors and extensive 
multithreading. It was known for its speed, stability, and 
its focus on home users. BeOS failed commercially, but 
its spirit lives on in Haiku, a small open source project 
that began with BeOS source code.

Haiku has yet to reach general release, but with this ver-
sion, it is stable enough for most purposes. It installs 
with its own apps plus a selection of KDE apps. Other 
standard apps like LibreOffice and Firefox are available 
in the repositories. Advanced users might be especially 
interested in Haiku’s package management system, in 
which packages are block-compressed system images 
that are loaded at bootup. When uninstalled, packages 
are saved in a special folder, making rollbacks a matter 
of moving the uninstalled packages back to their origi-
nal position.

For all users, installing Haiku is a chance to see an oper-
ating system in development. Installation is fast and 
simple, and Haiku’s desktop includes several features 
that are unique among open source interfaces.

+
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 Linux Mint 20.3 Now Available
Users of the popular Linux Mint distribution can celebrate the new year by down-
loading a new release, version 20.3 (https://linuxmint.com/download_all.php). This 
latest iteration is based on Ubuntu 20.04.5 LTS. Although it doesn’t have any 
game-changing new features, it does offer a lot of subtle UI tweaks and a very 
helpful document manager app.

As for the polish, the 
default Mint theme 
doesn’t lean so much on 
the color green and in-
cludes larger titlebars, 
bigger controls, and 
rounded corners. A num-
ber of the default apps 
also default to a dark theme.

Some of the app improvements include the calendar tool showing events from multi-
ple sources, some tweaks to the Nemo file manager (including the ability to rename a 
moved or copied file to avoid overwriting a duplicate), new styling for the run dialog, 
major updates to the Notes app (which includes a new search function), a channel 
search option for Hypnotic (Mint’s internet TV app), and the ability to switch between 
tabs with the Ctrl+Tab keyboard shortcut with the Xed text editor.

There’s also the new Thingy app, which is a document manager that provides quick 
access to favorite and frequently opened documents. Thingy also keeps track of read-
ing progress, so when you re-open a document it’ll start where you left off.

To find out everything that’s in the new version, make sure to check out the Linux 
Mint 20.3 release notes (https://www.linuxmint.com/rel_una_cinnamon.phpd).

  
Linux Gets an  
Exciting New Firmware Feature

When you upgrade your motherboard firmware (such as the BIOS or UEFI), you 
have to reboot your system. Thanks to a new patch from Intel, both BIOS and UEFI 
updates can be done without forcing a reboot.

How is this possible? Currently, an upgrade is done by uploading the firmware 
from within the operating system. The desktop or server is then rebooted, at which 
point the firmware is transferred to the motherboard and is flashed to either the 
BIOS or UEFI. However, there’s a new API specification, called Platform Firmware 
Runtime Update and Telemetry (PFRUT), which makes it possible to flash the firm-
ware without the reboot. Intel has been working on PFRUT (previously dubbed 
Seamless Update) for quite a while now, in order to reduce downtime for servers. 
The idea is to enable such machines to reach that mythical 100 percent uptime.

08	 •  Linux Mint 20.3 Now 
Available

 •  Linux Gets an Exciting 
New Firmware Feature

09	 •  elementary OS 6.1 Has 
Been Released

 •  Intel Releases Linux Patch 
for Alder Lake Thread 
Director

 •  More Online

10	 •  New Multiplatform 
Backdoor Malware 
Targets Linux, macOS, and 
Windows

 •  WhiteSource Releases 
Free Log4j Detection Tool

8 MARCH 2022 ISSUE 256 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

THIS MONTH’S NEWS

NEWS
Updates on technologies, trends, and tools 

https://linuxmint.com/download_all.php
https://www.linuxmint.com/rel_una_cinnamon.phpd)


The new driver, pfr_update, will be introduced in Linux Kernel 5.17 and is designed 
primarily for system firmware updates to patch critical bugs and security issues. 
This would make it possible for admins to patch firmware for critical issues, without 
having to suffer downtime.

One of the biggest surprises to come along with PFRUT is that it will only be avail-
able for Linux (so Windows users need not apply).

You can read about the patch in this Kernel.org entry (https://git.kernel.org/pub/
scm/linux/kernel/git/rafael/linux-pm.git/commit/?h=linux-next&id=0db89fa243e5edc
5de38c88b369e4c3755c5fb74).

 elementary OS 6.1 Has Been Released
The developers of elementary OS have been hard at work delivering the first point re-
lease for Odin (the sixth iteration of the distribution). Normally a point release wouldn’t 
receive a new name and identity, but the developers felt there was enough polish 
added to warrant the change.

The new release of elementary OS comes with an AppCenter that continues to fill 
out with applications. 
Since elementary OS 
(https://elementary.io/) 
has added Flatpak sup-
port, you’ll find over 90 
curated apps in the Ap-
pCenter. The shift from 
Debian packages to Flatpak has made it possible for developers to push out rapid and 
frequent updates. And thanks to the added Flatpak support, along with curated apps 
you’ll find plenty of non-curated apps to fill in the gaps. The AppCenter itself has re-
ceived plenty of attention with a reworked home page and banners featuring the most 
recently released applications.

As for the desktop, release 6.1 brings improvements and polish across the entire 
space. You’ll find a redesigned quick window switcher (used with Alt+Tab), refreshed 
dialogs, an improved File Chose portal, a dark style that’s more widely respected 
across desktops, a more powerful search within the Applications menu (which can 
now search for bookmarked folders and locations such as downloads, pictures, and 
network shares).

And for those who prefer to set their hostname during the installation, the elementary 
OS 6.1 installer now allows you to do just that.

There’s plenty more updates and polishing that went on to create elementary OS 
6.1. Read more in the official elementary OS blog (https://blog.elementary.io/elemen-
tary-os-6-1-available-now/).

  Intel Releases Linux Patch for Alder Lake 
Thread Director

The Performance and Efficiency cores within Intel’s Adler Lake CPUs have received 
patches to dramatically increase performance with the Linux operating system.

Soon after Microsoft released Windows 11, it became clear that the Linux operating 
system lagged behind the competition in performance. The reason for this was be-
cause Linux lacked adequate support for Intel’s Thread Director technology (created 
from the Enhanced Hardware Feedback Interface), which grants proper access to the 
high-performance Golden Cove cores and the energy-efficient Gracemont cores.

The current firmware for Linux relies on an algorithm to plan which P/E cores are 
utilized by the ITMT/Turbo Boost Max 3.0 driver. That method is not nearly as effi-
cient as Intel’s new patch. The company explains the patch by saying:

“The Intel Hardware Feedback Interface (HIFI) provides information about the perfor-
mance and energy efficiency of each CPU in the system. It uses a table that is shared 
between hardware and the operating system. The contents of the table may be up-
dated as a result of changes in the operating conditions of the system (e.g., reaching a 

ADMIN HPC
http://www.admin-magazine.com/HPC/

Parallel and Encrypted Compression
• Jeff Layton
Compression tools are underutilized. I base 
this statement on the observation that data, 
once created, is seldom accessed again. To 
me, this seems like a great opportunity to use 
compression tools to reduce the used storage 
capacity and perhaps save a little money.

ADMIN Online
http://www.admin-magazine.com/

Run applications in a containerized sandbox 
with Firejail
• Matthias Wübbeling
Isolate popular applications in flexible, easy-
to-set-up, and easy-to-take-down containers 
with Firejail.

Nested Kubernetes with Loft
• Martin Loschwitz
Kubernetes has limited support for mult-
itenancy, so many admins prefer to build mul-
tiple standalone Kubernetes clusters that eat 
up resources and complicate management. 
As a solution, Loft launches any number of 
clusters within the same control plane.

 Linux apps on Windows 10 and Chrome OS
• Christian Knermann
Microsoft and Google have upgraded their 
in-house operating systems, Windows 10 
and Chrome OS, with subsystems to run 
Linux. We look into their highly different 
approaches.

Linux Magazine
www.linux-magazine.com
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thermal limit) or the action of external factors (e.g., changes in the thermal de-
sign power).” 

The HIFI calculates the power efficiency and performance of the CPU, gives the 
core a numerical value, and communicates that information to the operating system. 

This new set of patches is still in the revision stage and there has yet to be an an-
nouncement as to when they will be made available to the kernel (or if they’ll make 
it into version 5.17). Read more about this update on https://lore.kernel.org/
lkml/20211220151438.1196-1-ricardo.neri-calderon@linux.intel.com/.

  
New Multiplatform Backdoor Malware  
Targets Linux, macOS, and Windows

The first signs of SysJoker appeared in December 2021, when researchers at Intezer 
were investigating an attack on a Linux web server. This malware is written in C++ and 
each variant is specifically tailored for the operating system it attacks. VirusTotal was 
unable to detect the malware, even using 57 different detection engines.

Once the malware has been deployed, it fetches the SysJoker zip file from 
GitHub, unpacks it, and executes the payload. The payload gathers information 
about the machine, stores and encodes the results in a JSON object, creates per-
sistence, reaches out to a C2 server (using a hard-coded Google Drive link, where 
the server is instructed to install additional malware), and runs commands on the 
infected device.

Intezer has provided a list of indicators for SysJoker for each operating system. 
On Linux, the files and subdirectories are created under /.Library/ and persistence 
is created with the cron job @reboot (/.Library/SystemServices/updateSystem). If you 
discover such a cron job, it’s imperative that you kill all related processes, manually 
delete the files and cron job, scan the system to ensure all malicious files have been 
removed, and check for any weakness that might have allowed the attackers access 
to your server.

Find out more about SysJoker in the original Intezer report (https://www.intezer.
com/blog/malware-analysis/new-backdoor-sysjoker/).

  WhiteSource Releases Free  
Log4j Detection Tool

As the Log4j vulnerability continues to wreak havoc on the IT landscape, everyone is 
trying to prevent disaster from striking. A number of companies and development 
teams have released tools to help with the detection and remediation of the vulnerabil-
ity. One such company is WhiteSource. Their new tool, Log4j Detect (https://github.
com/whitesource/log4j-detect-distribution), is an open source command-line utility that 
scans your projects to detect the following known CVEs:
 • CVE-2021-45046
 • CVE-2021-44228
 • CVE-2021-4104
 • CVE-2021-45105

Once the scan is complete, it will report back the exact path of the vulnerable files as 
well as the fixed version you’ll need to remediate the issue. Log4j Detect should be run 
within the root directory of your projects and will also search for vulnerable files with 
both the .jar and .gem extensions. Log4j Detect supports the Gradle, Maven, and 
Bundler package managers.

In order for Log4j Detect to run properly, you’ll need to install either gradle (if the 
project is a Gradle project) or mvn (if the project is a Maven project). The developers 
have also indicated both Maven and Bundler projects must be built before scanning. 
Once you have Log4j Detect installed, the scan can be issued with the command 
log4j-detect scan -d PROJECT (where PROJECT is the directory housing your project).

For more information about this tool, make sure to read through the project README 
(https://github.com/whitesource/log4j-detect-distribution/blob/main/README).md).
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Zack’s Kernel News

Chronicler Zack Brown reports 
on the latest news, views, 
dilemmas, and developments 
within the Linux kernel 
community. 
By Zack Brown
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The Linux kernel mailing list comprises 
the core of Linux development activities. 
Traffic volumes are immense, often 
reaching 10,000 messages in a week, and 
keeping up to date with the entire scope 
of development is a virtually impossible 
task for one person. One of the few brave 
souls to take on this task is Zack Brown.

Author

Kernel News

never addressed. My experience with 
the kernel has been that fixes for differ‑
ent warnings also take varying amounts 
of time to get accepted and work their 
way through mainline, meanwhile 
builds are broken.”

Linus Torvalds also responded to Andy’s 
original post regarding ‑Werror, saying:

“I’d love to, and would have done that 
a long time ago, but we just haven’t 
been able to depend on the compilers 
not having random warnings in random 
versions.

“And making it a config option doesn’t 
work well either, simply because that will 
just mean that bots will randomly fail if 
they set that option, and if we make it 
harder to set developers won’t have it set 
anyway, and it doesn’t help much.

“End result: using ‑Werror works 
wonderfully in controlled environ‑
ments. Not so wonderfully in the gen‑
eral random mess.

“That said, I’ve been so aggressive 
against accepting new warnings that I’ve 
considered this unconditionally anyway, 
and then dealing with compiler version 
fallout by just disabling certain compilers 
and/ or certain options.

“But it would almost certainly be pretty 
painful.”

Elsewhere, in an entirely different 
thread, Kees Cook posted a patch for 
Linus, which Linus rejected, saying, 
“You can’t add new warnings without 
fixing them, and this adds some HOR‑
RENDOUSLY ugly new warnings that 
would most definitely hide other 
warnings.”

In a subsequent post, Linus added, “I 
really want to enable ‑Werror at some 
point, but every time I think I should, I 
just end up worrying about another ran‑
dom new compiler (or a random old 
one). We do have ‑Werror in various 
configurations (and in some sub‑trees).”

But then, fuming over his own email, 
Linus responded to himself, saying:

“Whatever. I’ll just make a new config 
option, make it ‘default y’, and it will be 
on for anybody doing allmodconfig 
builds etc.

A Butterfly Flaps Its Wings
Andy Shevchenko, who is not a butter‑
fly, happened to remark one day on the 
Linux Kernel Mailing List: “would it 
make sense to enable ‑Werror for default 
warning level, let’s say W=0, at some 
point?” And this ended up producing 
great storms of change across the world.

The ‑Werror option is a command‑line 
option for the GNU C Compiler (GCC). 
When compiling, GCC will detect many 
errors in your code, report them to you, 
and abort the attempt to compile your 
code. Perhaps you haven’t quite made a 
real error, but your code is still not a 
good usage of the C language. In that 
case, GCC produces a warning instead 
and continues chugging away to build 
your executable. However, maybe you 
are so enthusiastic about proper C usage 
that you want GCC to treat those bad us‑
ages as if they were errors. The ‑Werror 
option tells GCC to do that.

Masahiro Yamada pointed out to Andy 
that “Every GCC release adds new warn‑
ing options.” And that “Enabling ‑Werror 
by default means the kernel build is sud‑
denly broken with new compilers.”

Andy replied that in spite of Masahi‑
ro’s objection, using ‑Werror would at 
least “keep our hand on the pulse of the 
changes, right?”

Nick Desaulniers from Google pointed 
out that “Google’s pixel kernel team car‑
ries an out of tree patch creating exactly 
such a config. It helps them keep their 
kernels building warning free.”

So there was at least a precedent for 
hoping such a thing could be done. But 
Nick himself was opposed to the idea in 
spite of it being standard practice at his 
own company. He said, “if a build isn’t 
warning free, it can be difficult to get 
there; you need to at least disable the 
config to see how many warnings you 
have, and identify which are lower 
hanging fruit. It also makes compiler 
upgrades excessively difficult. In my ex‑
perience on Android, if folks are too 
busy to address compiler warnings, 
then new warnings added by a new 
compiler version just get turned off and 
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tend to be proud of their fewer false pos‑
itives, but so far looking at things, I am 
not convinced.

“And I’m most definitely not convinced 
when the ‘let’s finally enable ‑Werror 
after years of talking about it’, people 
end up going ‘but but but I have thou‑
sands of warnings’.

“That’s the POINT of that commit. 
That ‘but but but I have thousands of 
warnings’ is not acceptable.

“I spent hours yesterday getting rid of 
some warnings. It shouldn’t be on me 
fixing peoples code. It shouldn’t be on 
me noticing that people send me crap 
that warns.

“And it really shouldn’t be ‘Linus cares 
about warnings, so configurations that 
Linus doesn’t test can continue for years 
to have them’.

“My ‘no warnings’ policy isn’t exactly 
new, and people shouldn’t be shocked 
when I then say ‘time to clean up 
*YOUR* house too’.”

Nick pointed out that this patch was 
merged without any public discussion 
over a holiday weekend. It gave no one a 
chance to test it relative to their various 
configurations and tool chains. He added 
to Linus, “Any given maintainer sending 
you a PR cannot (and should not, IMO) 
know under what combination of con‑
figs, targets, and toolchains you’ll test 
under, and ‑Werror isn’t going to help 
them figure it out.”

He went on, “To be clear, you have 
merged patches into mainline that 
broke the build for combinations of 
configs/ targets/ toolchains that you are 
not testing. It’s not realistic for you or 
any one person to test all such combi‑
nations either.”

And Nick concluded, “Fixing warnings 
in the Linux kernel for all possible con‑
figs, targets, and toolchains while the 
toolchains continue to add more diag‑
nostics is more sisyphean than digging a 
hole in wet sand.”

Fangrui Song also pointed out that “De‑
fault WERROR makes building old ker‑
nels with new compilers more painful.”

Marco Elver submitted a one‑line 
patch, changing the ‑Werror option from 
on by default to on for test builds. He 
said that this “might move this new 
Kconfig option towards its appropriate 
usecases by default. The intent is not to 
dispute the usefulness of ‑Werror, but 
select the appropriate usecases by de‑

“And if people have new compilers, or 
odd configurations that still cause warn‑
ings, they can turn it off, but hopefully 
this will make compiler warnings in 
linux‑next (or any other automated 
builds) cause a lot more noise.”

In other words, kaboom. Linus decided 
to enable ‑Werror and just deal with the 
enormous fallout of kernel builds break‑
ing across the known universe.

In yet a third entirely different thread, 
the kaboom‑heard‑round‑the‑world 
echoed in the ears of Nick (the Google 
Android guy) who had already objected 
to the kabooming act itself. He saw that 
Linus had already committed a patch en‑
abling ‑Werror, and he began to wail into 
the night. He said, “While I can appreci‑
ate the intent of enabling ‑Werror, I don’t 
think it is the right tool to address the 
root cause of developers not testing cer‑
tain toolchains or configurations, or tak‑
ing existing reports they’re getting seri‑
ous enough.”

He added, “I’d also like to see such a 
patch sent formally to the list for discus‑
sion and have time to soak in next rather 
than be merged directly into mainline 
without either.”

He said that ‑Werror might be OK if all 
existing warnings had already been fixed 
or if the tool chain would never be up‑
dated. But Nick said, “Unfortunately, 
none of the above is the case for the 
Linux kernel at this time.”

Nick added that at least at Google 
“This change has caused nearly all of 
our CI to go red, and requires us to now 
disable CONFIG_WERROR until every 
last target and every last config is ad‑
dressed. Rather than require everyone to 
disable the above config to keep builds 
going, perhaps certain CI systems should 
instead set CFLAGS_KERNEL=‑Werror.”

But Linus put his foot down once and 
for all and said:

“It was merged in response of _years_ 
of pain, with the last one just being the 
final drop.

“I’m not going to revert that change. I 
probably will have to limit it (by making 
that WERROR option depend on certain 
expectations), but basically any main‑
tainer who has code that causes warn‑
ings should expect that they will have to 
fix those warnings.

“If it’s clang that generates bogus 
warnings, then we’ll have to start dis‑
able clang warnings. The clang people 

fault, limiting friction for all those who 
can do little more than say CONFIG_
WERROR=n.”

Guenter Roeck, Nathan Chancellor, 
and Randy Dunlap liked Marco’s patch, 
and Linus accepted it, saying “That 
seems reasonable. It very much is about 
build‑testing.”

Mark Brown, however, said, “having 
‑Werror on by default for defconfigs is 
going to cause issues for bisection and 
just generally noticing promptly when 
runtime issues are introduced.”

Steven Rostedt, deviating from the 
general mood of nauseous shock per‑
vading the mailing list, didn’t really 
object to ‑Werror. He said, “ktest has a 
way to create a list of current warn‑
ings, and then test your code against 
it, and will fail on any new warning. I 
run this on all my pull requests to 
make sure that I do not introduce any 
new warnings. That said, I still get bug 
reports on various configs that I did 
not test, where my code introduces a 
warning. I hate to be the one that fails 
their builds.”

Pavel Machek did not like ‑Werror, 
saying that it would affect the stable ker‑
nel tree. The purpose of the stable tree is 
to accept only bug fixes. Something like 
‑Werror would suddenly inspire a lot of 
people to try to fix all the newly appear‑
ing bugs. This, he said, would result in a 
lot of patch submissions to the stable 
tree, which could introduce more insta‑
bility than it fixed.

On that same topic, Greg Kroah‑Hart‑
man said, “I will not be backporting 
this [‘‑Werror’] patch to older stable 
kernels, but I _want_ to see stable 
builds build with no warnings. When 
we add warnings, they are almost al‑
ways things we need to fix up properly. 
Over time, I have worked to reduce the 
number of build warnings in older sta‑
ble kernels. For newer versions of gcc, 
sometimes that is impossible, but we 
are close….”

Pavel replied, “You clearly can’t back‑
port this patch, but for 5.16‑stable, you’ll 
have it in, and now warnings are same 
as errors… and I don’t believe that’s [a] 
good idea for stable.”

But Greg disagreed. He felt it was a 
fine idea for the stable tree, and that “it 
will force us to keep these trees clean 
over time.” He also added that in the 
“worst case, we disable it in 4 years 
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when gcc 15 or so generates so many 
errors we can’t resolve them in this old 
kernel.”

Florian Weimer raised some con‑
cerns about ‑Werror in general, saying 
“there are also warnings which are 
emitted by the GCC middle‑end (the 
optimizers), and turning on ‑Werror for 
those is very problematic. These warn‑
ings are very target‑specific and also 
depend on compiler version and opti‑
mization parameters.” And he added, 
“GCC also lacks a facility to suppress 
warnings if they concern code that was 
introduced during optimization and re‑
moved again later (e.g. inlining, con‑
stant propagation, dead code re‑
moval).”

Linus jumped back into the conversa‑
tion here, regarding Florian’s statement 
about “middle‑end” warnings. Linus 
said to him:

“People say that, but let’s face it, that’s 
simply not true.

“There are real problematic warnings, 
and we just turn those warnings off. Peo‑
ple who want the self‑flagellation can en‑
able them with W=1 (or bigger values), 
and spend their life fighting stupid ran‑
dom compiler warnings that have tons of 
false positives.

“But the fact is, I’ve required a warn‑
ing‑free build on x86‑64 for anything I 
notice for the last several years by now, 
and it really hasn’t been a problem.

“What _has_ been a problem is that 
(a) build bots don’t care about [warn‑
ings] and (b) the configs I don’t person‑
ally test (other non‑x86‑64 architectures 
stand out, but there’s certainly been 
other configuration issues too).

“But ‘bogus compiler warnings’ is very 
much *not* in that list of problems.

“I’ve looked at a lot of the warnings 
that are now errors, and while a number 
of them have made me go ‘So why 
didn’t we see that on x86‑64?‘ not one of 
them has actually made me go ‘‑Werror 
was wrong’.

“Because EVERY single one I’ve seen 
has been for something that should have 
been fixed. Presumably long long ago, 
but the warning it generated had been 
ignored.

“So stop with the ‘some warnings just 
happen’ crap. Outside of actual compiler 
bugs, and truly stupid warnings (that we 
turn off), that’s simply not true.

“And yes, those compiler bugs happen. 
The new warning already found one 
issue with current gcc trunk (non‑re‑
leased). So right now the count is ‘lots of 
valid warnings, and one compiler bug 
that was found _thanks_ to me enabling 
‑Werror’.

“Yes, we have issues with having to 
work around older compiler bugs. Those 
aren’t going away, and yes, ‑Werror may 
well mean that non‑x86‑64 people now 
have to deal with them.

“And yes, this is painful. I’m very 
much aware of that. But we just need to 
do it. Because the warnings don’t go 
away on their own, and not making 
them fatal clearly just means that they’ll 
stay around forever.”

Thus spake Linus, and that was the 
end of that. At least for that thread in the 
mailing list.

Later, Linus gave an update on how 
the kernel was handling ‑Werror so far. 
He said:

“I’ve spent a fair amount of this week 
trying to sort out all the odd warnings, 
and I want to particularly thank Guenter 
Roeck for his work on tracking where the 
build failures due to ‑Werror come from.

“Is it done? No. But on the whole I’m 
feeling fairly good about this all, even if 
it has meant that I’ve been looking at 
some really odd and grotty code. Who 
knew I’d still worry about some odd EISA 
driver on alpha, after all these years? A 
slight change of pace ;).

“The most annoying thing is probably 
the ‘fix one odd corner case, three others 
rear their ugly heads’. But I remain con‑
vinced that it’s all for a good cause, and 
that we really do want to have a clean 
build even for the crazy odd cases.

“We’ll get there.”
Still later and in an unrelated thread, 

someone complained about the deep, 
echoing silence from Linus in response 
to a patch. But Linus explained, “Nor‑
mally I get to clean up my inbox the 
week after the merge window, but the 
‑Werror things kept my attention for one 
extra week, and so my mailbox has been 
a disaster area as a result. So only today 
does my inbox start to look reasonable 
again after the merge window.”

A month later, Linus announced Linux 
Kernel 5.15, with the ‑Werror patch at‑
tached. He remarked, “This release may 
have started out with some ‑Werror pain, 
but it calmed down fairly quickly and on 
the whole 5.15 was fair[ly] small and 
calm. Let’s hope for more of the same – 
without Werror issues this time – for the 
upcoming merge window.”

And that’s the story.
Kaaa…boom?  nnn

nnn



Howdy is a more quick and convenient way of logging in, 
not a more secure one.”

One common use for facial authentication tools is to re-au-
thenticate a user after the user steps away from the computer. 
Howdy can serve as a first line of defense in casual settings, 
but be aware that this technology is still experimental – if you 
are counting on enterprise-level security, better to stick with 
more conventional approaches.

The Camera
It takes a camera to see a face. Today, IR (near field infrared) 
cameras, which are not normally installed in laptops as stan-
dard equipment, are a popular option for reliable facial recog-
nition. Howdy theoretically works on laptops that only have a 
standard webcam, but it won’t be as secure or as reliable. The 
GitHub project linux-enable-ir-emitter [3], which is designed 
for use with Howdy, offers support for infrared cameras that 
are not directly enabled out-of-the box.

Howdy
Howdy has not yet reached the package sources for many 
Linux distributions; however, the developer provides 
instructions for setting up the software on popular Linux sys-
tems. In particular, Howdy offers strong support for Ubuntu, 
offering a separate PPA for Ubuntu systems. For Arch Linux, 
the required packages are in the AUR, with instructions in the 
ArchWiki [4].

F uturists and entrepreneurs have long been obsessed 
with the idea of biometric authentication. Every body is 
unique – could the unique features of your anatomy be 
used to prove that you are you? Police departments have 

used fingerprints to identify suspects for years, and several 
computer systems now allow fingerprint authentication. But 
for many researchers, the holy grail for biometric authentica-
tion has always been facial recognition.

The human brain authenticates humans through facial recog-
nition all the time: That is what happens when you “recog-
nize” someone. Of course, when a camera takes a picture of a 
person, it is most likely a picture of a face. Your face is looking 
at your laptop or phone all the time. What could be more con-
venient than just training your electronic device to look back at 
you and determine if the face is familiar?

Windows Hello technology, which is built into Microsoft sys-
tems, gives Windows users an option for facial identification. 
The Linux community can now access facial identification 
through an open source application known as Howdy [1]. Lem 
Severein from the Netherlands has been developing Howdy for 
more than four years, and the software is currently available on 
GitHub.

As you can probably guess, facial authentication system re-
quires two important components:
• Imaging – a way to capture an image of the person who is 

trying to authenticate
• Artificial intelligence – a way to compare that image with a 

reference image of the user
Once the identity is confirmed, the application then needs a 
way to pass the approval on the operating system.

Howdy uses the OpenCV computer vision library [2] for im-
aging and facial recognition. Fortunately for the Linux commu-
nity, the Pluggable Authentication Module (PAM) system built 
into Linux makes it easy to integrate new authentication tech-
nologies (see the box entitled “PAM Authentication”). Howdy 
uses the OpenCV vision library for image processing and facial 
recognition; then it passes control on to PAM.

Severein points out that Howdy is not intended as a com-
plete security system by itself. As the website states, it is “...
in no way as secure as a password and will never be…. 

Facial authentication with Howdy

Howdy, Friend
Howdy brings the convenience of facial authentication to Linux.

By Karsten Günther

The PAM system built into Linux offers a way to integrate 

low-level authentication processes into higher-level APIs. 

PAM consists of a cascade of modules that control authenti-

cation. On one hand, this means that you can apply several 

procedures in succession: for example, first facial recogni-

tion and then, if this fails (or in addition), password input. 

On the other hand, you can also use PAM to provide differ-

ent procedures for different programs: For instance, use fa-

cial recognition to unlock the desktop, but require a pass-

word to install new programs.

PAM Authentication

COVER STORY
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As a Python program, Howdy has a number of distribution-
specific dependencies, such as python-pam. In addition to 
using OpenCV for face recognition, Howdy leverages the Hier-
archical Data Format (HDF5) for data storage and FFmpeg for 
reading the video stream.

The basic installation is quite simple on most distributions: 
Install the howdy package via your package manager. The sys-
tem drags in all the dependencies it needs. With Arch Linux, 
you might have to add some packages by hand, such as the 
python-pam package.

Try It Out
Howdy requires some manual configuration work and face rec-

ognition training. The basic software configuration and training 
are handled by the howdy command in the terminal, in combina-
tion with a few subcommands (as shown in Table 1). You can also 
use options to simplify the steps for some actions (see Table 2).

To set up the software, use:

sudo howdy config

This process will start the default editor with a fairly compact 
configuration file that documents all settings in detail. The few 
changes necessary for some initial experiments are shown in 
Listing 1.

By default, the detection_notice parameter is set to false, 
which prevents Howdy from reporting successful face recogni-
tion. For initial testing, however, this feature is very useful, 
which is why you will want to specify a value of true instead 
(line 4).

By far the most important specification refers to the video 
device used (line 9). The IR camera was available as /dev/
video2 in our lab; normal webcams are often designated /dev/
video0 or /dev/video1. For some IR cameras, starting the system 
already activates the (built-in) IR lights.

If you are unsure, either find out the name of the device file 
using a photo application like Cheese, or use the v4l2-ctl com-
mand from the v4L-utils package:

Parameter Function
add Add profile (model) for current user
test Test facial recognition
clear Delete profile
config Create or edit configuration
disable Disable Howdy
list Display profiles
remove ID Delete profile with ID
snapshot Create snapshot
version Display version

Table 1: Subcommands

Option Function
-h Online help

-y Skip profile name query

-U user Define profile for user

Table 2: Options

01  [core]

02  # Print that face detection is being attempted

03  # default: false

04  detection_notice = true

05  

06  # The path of the device to capture frames from

07  # Should be set automatically by an installer

08  # if your distro has one

09  device_path = /dev/video0

10  

11  [snapshots]

12  # Capture snapshots of failed login attempts

13  # and save them to disk with metadata

14  # Snapshots are saved to the "snapshots" folder

15  capture_failed = true

16  

17  # Do the same as the option above but for

18  # successful attempts

19  capture_successful = true

Listing 1: Edit Howdy Configuration
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directory contains at least the files described in Table 3 – and 
often many more.

To always authenticate using Howdy first, add the line from 
Listing 2 at the beginning of the appropriate files. Listing 2 says 
that the Python program pam.py from the howdy package is 
used for logging in and that successful authentication with it is 
okay (keyword: sufficient). If the check fails, PAM starts the 
next module mentioned in the file.

Setup and Training
After the installation, the Howdy configuration involves two 
steps. After the first step, the system recognizes faces in the 
input data, but without differentiating them. Differentiating be-
tween people requires separate training in the second step.

In this training, the neural network used by OpenCV learns 
specific features that represent the user’s face. Since Howdy 
does not just learn static images from the video stream, but 
short sequences, it is usually not a problem if you blink briefly 
or move your head a bit. In fact, such slight movements seem 
to improve recognition rates in real-world use. It takes several 
repetitions to anchor a solid base in the neural network.

After configuring the hardware and before training, a short 
test is recommended. Use the command from the first line of 
Listing 3 to start a special mode that displays the video stream in 
a new window. Initially, the goal is not to identify a specific face, 
but to recognize faces in a generic way. If successful, OpenCV 
marks the area with a red circle (Figure 2). In this way, you can 
test whether the lighting conditions are sufficient, the position 
fits the camera, and no disturbing reflections occur. Pressing the 
Enter key closes the window again and exits the program.

Alternatively, you can try the snapshot subcommand, which 
Howdy uses to capture the images that you analyze afterwards 

(Listing 3, second line). This option is 
useful if the program does not recognize 
faces in test mode. Howdy saves the test 
images, which are always black and 
white, in the current directory.

$ v4l2‑ctl ‑‑list‑devices

Then copy the desired device, including the path to the 
configuration.

For face recognition using OpenCV, it does not matter 
whether the camera delivers normal monochrome or color im-
ages or IR images. For this reason, the standard laptop webcam 
is suitable for identification, unless you need genuine security.

The snapshots section in last part of the configuration file is 
also important. This section is where you specify whether 
Howdy saves an image at the time of authentication (Listing 1, 
lines 15 and 19). These snapshots help to analyze problems if 
face recognition did not work. Sometimes you can tell by look-
ing at the image if there is insufficient light, if a reflection 
blinded the camera, or if parts of the face were obscured.

Howdy saves the image for each call as a JPEG file (Figure 1) 
in the /usr/lib/security/howdy/snapshots/ directory; you will 
want to delete these images occasionally. If authentication 
fails, the software creates a joint image of all three attempts 
that it makes by default, labeled FAILED LOGIN. The smaller 
the value for Best certainty value, the better the recognition 
process worked. On the other hand, if the login is successful, 
Howdy only stores one image.

PAM Integration
To enable Howdy, you need to manually edit the PAM configu-
ration files in the /etc/pam.d/ directory. The data you store in 
these files determines where Howdy is used. Normally, this 

Figure 1: When you log in via Howdy, the program saves an image in the system. In the test, the bright light 
reflex on the right edge probably confused the software.

File Function
sudo Controls access to the file of the same name

system-login Active for each login

system-local-login Active for local login

Prefix user Active for user management

Prefix group Active for user management

Prefix ch Active when editing file permissions and owners

Table 3: PAM Files

auth sufficient pam_python.so /lib/security/howdy/pam.py

Listing 2: Howdy Integration

$ sudo howdy test

$ sudo howdy snapshot

Listing 3: Test Mode
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Once everything is working, you’re ready for the actual deploy-
ment. First capture the features of the faces of the users who are 
allowed to use the technology (Listing 4). Howdy requires root 
privileges for this task. The program is installed as /usr/bin/howdy, 

a symbolic link to /lib/security/howdy/cli.py, so it reads and 
writes the data to the /lib/security/howdy/ directory. To keep 
the rate of failure low, choose a setting for the recording that is 
as much as possible like the place you will use it.

Adding new profiles has a downside: The more profiles you 
feed into the neural network, the slower it reacts. This makes it 
important to find a good compromise between recognition rate 
and speed. It is best to load only a few profiles at first, maybe 
two or three. If errors occur during authentication, add another 
profile each time. In the test, the login worked in most cases 
with upward of 10 profiles, as long as the conditions between 
training and application did not differ too greatly – and this 
means both the exposure situation and the angle to the camera.

The list option tells Howdy to display the stored profiles 
(Listing 5, line 1). This list does not offer an evaluation of the 
profiles. It is not possible to see how well the software recog-
nized a face or how big the match is for a profile. You specify 
the Label when saving the profile. If you don’t specify it, the 
program creates these entries on its own, numbering them con-
secutively and prefixing each with the string Model #. Howdy 
also assigns the ID in the first column automatically. The ID al-
lows Howdy to uniquely identify individual profiles, for exam-
ple, in order to delete them (Listing 5, line 17).

Disabling Warnings
OpenCV and GStreamer cooperate without any problems for 
the most part. However, OpenCV proves to be quite talkative 
in the default installation and starts outputting warnings in 
the shell (Listing 6). This is annoying and unnecessary, and it 
makes working with the software more difficult. One simple 
remedy is to prevent warnings from being output. To disable 
warnings, set an appropriate environment variable in the 
shell in which you start Howdy (OPENCV_LOG_LEVEL=ERROR).

Security
As with all biometric applications, it is possible to fool 
Howdy. Figure 1 shows that a well-made image can pass as a 
face even if the size does not really fit. In the example, how-
ever, several attempts were required, and we had to perma-
nently move the book cover used as a fake slightly in order to 
successfully record a profile. OpenCV’s network is particu-
larly sensitive to nodding.

On the Howdy homepage, developer Lem Severein points 
out the danger of manipulation and emphasizes the need to 
use a good IR video camera. But even a good IR camera 
could be fooled with some additional effort, just as finger-
print sensors can be fooled. The German Chaos Computer 
Club (CCC) has demonstrated problems with biometric au-
thentication several times.

Severein came up with a useful extension to improve security 
known as rubber stamps [5]. Whenever Howdy recognizes a 
face – and only then – you can call predefined additional rou-
tines. These routines can then add additional tests, such as 
whether the user has pressed a certain key. If the additional con-
dition is met, the software evaluates the authentication as cor-
rect. The mechanism is still missing in the current stable Howdy 
v2.6.1, but it is already available in the Git repository.

A separate tutorial shows how to implement appropriate rules 
(stamp rules). Howdy uses the possibilities of the OpenCV 

Figure 2: OpenCV detects a face in a well-printed 
image.

 $ sudo howdy add

 NOTICE:  Each additional model slows down the face 

recognition engine slightly

 Press Ctrl+C to cancel

 Adding face model for the user Bob

 Ente r a label for this new model [Model #12]  

(max 24 characters):

 Bob

 Please look straight into the camera

 Scan complete

Listing 4: Storing Facial Features

01  $ sudo howdy list

02  Known face models for User:

03    ID  Date                 Label

04    0   2021‑09‑22 11:23:44  User

05    1   2021‑09‑22 11:23:55  User

06    2   2021‑09‑22 11:24:29  User

07    3   2021‑09‑22 11:26:47  User

08    4   2021‑09‑22 19:20:36  User

09    5   2021‑09‑22 19:20:48  User

10    6   2021‑09‑22 19:21:01  User

11    7   2021‑09‑27 09:57:20  User

12    8   2021‑09‑27 09:57:39  User

13    9   2021‑10‑12 09:17:44  Model #10

14    10  2021‑10‑12 09:19:08  Model #11

15    11  2021‑10‑12 11:59:37  Model #12

16    12  2021‑10‑12 13:22:28  User

17  $ sudo howdy remove 11

Listing 5: Listing Profiles
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the rubber stamps, version 3.0 will probably include a 
graphical user interface (GUI). A preview is available in the 
form of the developer version (Figure 3). To start the inter-
face, you need the Python elevate module from the python-
elevate package. Then change to the src/ directory and call 
./.init.py.

Conclusion
Howdy shows where the world is headed: Self-learning sys-
tems and biometric data for authentication will probably play 
an important role in the future. So far, however, the special 
hardware requirements mean that Howdy is more of a proof 
of concept than an actual authentication solution suitable for 
industrial use. Having said this, you can use rubber stamps to 
increase security in practice.  nnn

library. You can, for example, use a nod or a shake of the head 
as confirmation or negation. You are even allowed to define a 
minimum number of nods to confirm the authentication.

Severein has been working on Howdy 3.0 for more than a 
year, but a release date has not been set yet. In addition to 

[ WARN:0] global /build/opencv/src/opencv‑4.5.3/modules/videoio/src/cap_gstreamer.cpp (2056) handleMessage OpenCV |

      GStreamer warning: Embedded video playback halted; module source reported: Could not read from resource.

[ WARN:0] global /build/opencv/src/opencv‑4.5.3/modules/videoio/src/cap_gstreamer.cpp (1034) open OpenCV |

      GStreamer warning: unable to start pipeline

[ WARN:0] global /build/opencv/src/opencv‑4.5.3/modules/videoio/src/cap_gstreamer.cpp (597) isPipelinePlaying OpenCV |

      GStreamer warning: GStreamer: pipeline have not been created

Listing 6: OpenCV Warnings

Figure 3: A preview of Howdy 3.0, which will 
probably include a GUI.

[1]  Howdy: https://  github.  com/  boltgolt/  howdy

[2]  OpenCV: https://  opencv.  org

[3]  Switching on IR lamps: https://  github.  com/  EmixamPP/ 
 linux‑enable‑ir‑emitter/  wiki/  Semi‑automatic‑configuration

[4]  Howdy in the AUR: https://  wiki.  archlinux.  org/  title/  Howdy

[5]  Rubber stamps: https://  github.  com/  boltgolt/  howdy/  wiki/ 
 Rubber‑Stamp‑Guide

Info
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icons and widgets. However, with a little 
help from Plasma applications and stan-
dard software like LibreOffice, it is gen-
erally usable for modern computing pur-
poses. Its speed is compelling, and even 
some minor features, like the ability to 
tab multiple applications in a single win-
dow or the use of a drop-down list to 
display open windows, make clear that 
Haiku is more than an exercise in nostal-
gia. To learn more about Haiku’s modern 
relevance, I contacted one of the few 
people sometimes paid to develop 
Haiku, a developer and project mentor 
who prefers to go by the handle wad-
dlesplash (or sometimes Mr. waddles-
plash). As you might expect, some of his 
opinions might be surprising for many 
Linux users.

Linux Magazine (LM): What was the 
original appeal of BeOS?

waddlesplash (w): In the 1990s, BeOS 
was particularly advanced for its time. 
Not only did it natively utilize multipro-
cessor computing years before it became 
ubiquitous on the desktop, but its native 
APIs and toolkits were C++, and they 
were natively multithreaded for highly 
responsive user interfaces. They also had 

A round the turn of the millenium, 
the proprietary BeOS included 
many features that made it stand 
out from other operating sys-

tems. Despite a determined effort, it 
never gained a commercial foothold. 
However, it did capture some enthusias-

tic fans. After production ceased in 2002, 
a half dozen attempts to continue or 
clone BeOS sprang up, of which only 
Haiku exists today (Figure 1).

Although officially in its third beta, in 
2022, Haiku is a stable operating system 
with a somewhat archaic look to its 

A cohesive open source ecosystem

 Haiku
Haiku, an outgrowth of the proprietary BeOS, offers a cohesive open source operating 
system as an alternative to Linux. By Bruce Byfield
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Figure 1: The default Haiku desktop: Note the two apps shown as tabs 
in the same window and listed in the Tracker on the upper right.
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very advanced multimedia for the time. 
Moreover, the robustness of BeOS was 
almost legendary.

LM: I understand that for a long time 
Haiku maintained backwards compati-
bility with BeOS. Did backwards com-
patibility help or hamper development?

w: A bit of both. Having backwards 
compatibility with BeOS made it so that 
initially we had a fixed target to aim for 
and a baseline to compare things to. 
Nowadays it is a bit more of a hindrance, 
but we have dropped it in a lot of areas 
where it mattered less. For example, the 
kernel no longer supports loading BeOS 
kernel drivers, and we compile a lot of 
applications with the newer, non-BeOS-
ABI-compatible GCC even on the “BeOS-
compatible” builds.

LM: Do any of the original advantages of 
BeOS remain?

w: By and large, the rest of the world 
has caught up with the major innova-
tions BeOS had. Haiku still has some in-
novations of our own, though. The big-
gest reason that Haiku is still something 
a lot of us believe in and still work on is 
because it is the only serious contender 
for a cohesive open source operating sys-
tem for personal computing.

LM: What do you mean by a cohesive 
operating system?

w: The general argument we make on 
Haiku is that such problems Linux has 
are inherent to the ecosystem the 
Linux desktop has chosen for itself. 
There is not one “Linux desktop” proj-
ect (or even a few competing ones); 
there’s X11 (or now Wayland) for the 
display server, various differing op-
tions for a window manager, [and] 
Gnome or KDE or Xfce or whatever 
else for the desktop environment (and 
these are themselves huge projects 
with often competing interests inter-
nally). That’s before we even get to 
ALSA, PulseAudio, systemd, or the 
multiple dozen other components you 
have to mix together in order to come 
up with something that actually can 
boot and display a web browser.

[As an example of the complications 
Linux’s setup can cause,] take the bug 

reporting process on Linux. You have 
to begin by first establishing what proj-
ect has responsibility for the applica-
tion in question with the bug (is it 
Gnome? is it one of Gnome’s sub-proj-
ects? is it really in PulseAudio, and 
Gnome just is displaying the error mes-
sage?) which requires you to basically 
be an expert in the first place. Then 
once you have reported it, you may 
find out that the bug has already been 
fixed in a newer version your distribu-
tion does not have or is due to an in-
compatibility created by your distribu-
tion’s packagers, or may well be a le-
gitimate bug but is unreplicable out-
side of your distribution, so the devel-
opers do not care to bother with it. [By 
contrast,] Haiku is a fully cohesive 
ecosystem. There are of course still 
some issues with sorting out when a 
problem in an application is due to a 
bug in Haiku, a bug in our port of the 
application, or the application itself, 
but these are much easier to resolve 
when the boundaries between projects 
are much clearer. Bugs or feature re-
quests for the base system itself are 
even easier: Whether it’s really a bug 
in the UI toolkit, the graphics server, or 
the kernel, it’s our responsibility, and 
we just need to agree amongst our-
selves where [is] the best place to 
solve it. This means there’s a lot less 
wasted effort and a lot more efficient 
development. If someone spots a 
minor problem in the file manager, a 
developer can post a patch for it, have 
installable test builds available within 
hours, and once it’s merged, it will be 
in the binary update repositories for 
the “nightly” channel the next day. 
And everyone who updates their OS 
will get it. Whereas on Linux, if you re-
port some issue with a default applica-
tion and it gets fixed, it could take a 
year to trickle down into your local 
distribution, and you would otherwise 
have to resort to compiling it yourself 
or using an AppImage.

LM: Haiku’s latest release is officially the 
third beta. Will Haiku ever have a gen-
eral release?

w: “Beta” means we have replicated all 
functionality of BeOS R5 as well as im-
plemented all of the features we had on 
our to-do list for R1. R1 will be ready 

“when it’s ready.” At this point, Haiku’s 
desktop environment is probably on av-
erage more stable than, say, KDE 4.0 was 
at the time of its initial release, and ker-
nel stability and hardware is not too 
shabby either.

LM: What sort of user is Haiku likely to 
appeal to? What features would you 
point out to new users?

w: [For] anyone who already runs desk-
top Linux or BSD and enjoys experi-
menting with beta-quality software, and 
Haiku sounds intriguing to you, I would 
encourage you to try it out – especially 
if you have some slightly older hard-
ware that Linux seems a bit sluggish on 
these days. Haiku is still pretty re-
source-light and can often make the 
most out of slightly older hardware. 
(Newer hardware is fine, too, though: I 
run Haiku on bare-metal on a 16-thread 
Ryzen box!)

One of the more technically interest-
ing features that I would mention is 
our package manager. Unlike Linux 
packages, which are just archives ex-
tracted at installation time, Haiku 
packages are block-compressed filesys-
tem images. On boot, the bootloader 
loads the kernel from the main system 
package, and it then mounts all your 
installed packages during the boot se-
quence. Installing packages just means 
they get copied into the system pack-
ages directory and then mounted, or 
on de-installation [the package] is cop-
ied into an “old state” folder. So if you 
take a bad update or install a package 
which winds up breaking your system, 
you can ask the bootloader to start you 
into one of those older states. Or you 
can boot into a different installation 
and replace the set of installed pack-
ages altogether. Besides making pack-
age installation much faster, as well as 
making certain failure conditions im-
possible (no more “installed files data-
base” to lose or corrupt like on Linux), 
or at least easier to resolve, this deep 
integration with the system is pretty 
typical of Haiku.

LM: What sort of kernel does Haiku use?

w: The Haiku kernel is a modular mono-
lithic kernel. The kernel itself handles the 
basics of system calls, I/ O, and memory 
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work done per month across the whole 
ecosystem, at best; it was probably 
less. If we had even a tiny fraction of 
the amount of money and time poured 
into the desktop Linux ecosystem each 
year, I would have to imagine we 
would catch up completely and then 
go beyond it very rapidly.

LM: Where is Haiku headed in the 
future?

w: Who knows what the future holds? 
Whatever is needed for personal com-
puting, or at least whatever we and our 
users need, we’ll try to support, as we 
have development time for. I realize 
that’s a vague answer, but that’s because 
our plans are still vague. Haiku has sur-
vived for over two decades now plod-
ding along and doing whatever is next, 
and I imagine we will continue doing so 
for as long as we can.

LM: Would you like to say anything else?

w: I started volunteering for Haiku in 
early high school, and I learned a mas-
sive amount in working on it all these 
years from the other developers and con-
tributors – not just in technical terms, 
but also in community organization, 
how to mentor new developers, and too 
many other things to count. I’m very 
grateful for all that I’ve learned, and the 
patience with which it was taught, and 
now I get paid to pay it forward by work-
ing on Haiku and mentoring the current 
newcomers! Overall, it is just a great 
project to be a part of. n

management, and basically everything 
else (including the PCI bus, the filesys-
tem drivers, the network stack, the USB 
stack, etc.) [is] all dynamically loaded 
modules.

We have been shifting some things 
into userland, though. Newer USB de-
vice drivers have been pushed to user-
land, and the upcoming work on 3D 
acceleration puts almost all of the GPU 
management logic in userland, with 
only a small amount of code in the ker-
nel-side driver. There also used to be a 
way to run the network stack in user-
land, too, but that has bitrotted by 
now. I would say that most of the de-
velopers’ sensibilities lean more to-
wards the microkernel side of things 
than not, these days, but it would be a 
lot of work for not much benefit to do 
that refactor at this point. Maybe 
someday … 

LM: Are any non-free components used 
in Haiku?

w: We used to ship a number of 
closed-source BeOS applications in the 
default install (for which we had per-
mission from the original developers to 
do so), but these have all been open 
sourced, with maybe one minor library 
as an exception, at this point. I think 
the only other non-free components 
are the WiFi firmware blobs, but you 
can remove them if you have a WiFi 
chip that does not need them (or you 
don’t need WiFi.)

Haiku itself is mostly under the MIT li-
cense, though, and overall we are not at 

all averse to commercial usage. There 
are (or were) at least one or two compa-
nies that used to run BeOS that were de-
ploying Haiku commercially.

LM: How is Haiku organized and 
governed?

w: The project has voting team mem-
bers, generally those with commit rights, 
who determine the direction of the proj-
ect. If there are disagreements, theoreti-
cally we would put it to a vote. But in 
practice we are always able to come to 
some kind of consensus and proceed 
without an official vote. I can’t recall any 
formal votes besides ones to grant com-
mit rights while I have been a voting 
member these past six years.

There is also Haiku, Inc., a 501(c)3 
non-profit which manages everything re-
lated to finances, but the board of the 
Inc. does not direct the project (though 
most of the board are voting members of 
the project).

I would say we have about a dozen 
or two regular contributors of code and 
ports at present, and a few hundred 
regulars on the forums and IRC who 
use the system on some kind of regular 
basis. Honestly, the fact that Haiku is 
able to at the very least not lose 
ground compared to desktop Linux’s 
feature set and has been slowly gain-
ing it the past few years is a testament 
to how much we have done with very 
little. Before a few months ago when I 
was brought on as a contractor to work 
on Haiku full time, I would say we had 
maybe one to two person-months of 
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the earlier block all the way back to the 
first block. That first block is called the 
genesis block, and the complete system is 
what is called a Merkle Patricia tree.

Wait, is it a tree or a chain? Actually it 
is a little of both. If the blockchain were 
just a chain, any verification would have 
to go through the entire chain. The en-
tire Ethereum Virtual Machine (EVM) 
would grind to a halt, and no one could 
determine the state of the system.

In essence, the whole Ethereum sys-
tem is one state machine. A state ma-
chine is a construct that changes its state 
depending on input. In this case, the 
input is every transaction made in the 
EVM. It sounds odd but the state is not a 
single value as it is for simple applica-
tions. Instead, the state has many values 
that are constantly changing. The state is 
expressed in tree form.

Ethereum has three trees that you can 
follow to verify any actions on the chain. 
These trees can verify ownership and also 
verify that the tree itself is correct. The 
trees are state, transactions, and re-
ceipts. Thanks to the trees being separate, 
it is much easier to use a small part of the 
chain to verify that everything is correct.

Each tree has a root, stateRoot, trans-
actionsRoot, and receiptsRoot. Their 

D igital currencies have had quite 
a lot of buzz around them in re-
cent years, with Bitcoin being 
the most famous. Satoshi Naka-

moto, the mysterious creator of Bitcoin, 
had the idea to use Bitcoin as a store of 
value, like gold. For that reason, Bitcoin 
was designed for the limited purpose of 
trading and holding value.

When Vitalik Buterin and others de-
signed the first version of Ethereum [1], 
they wanted to extend the blockchain 
concept to include other kinds of trans-
actions. Ethereum is built around the 
concept of a smart contract. A smart 
contract is a program embedded in the 
blockchain that automatically manages, 
controls, and documents actions taken 
for a predetermined purpose. A smart 
contract allows the creator to imple-
ment a contract or agreement without 
the need for traditional oversight and 
enforcement.

Bitcoin is thought to have some rudi-
mentary support for smart contracts in 
the context of its role as a digital cur-
rency – to support features such as es-
crows and multisignature accounts, but 
Ethereum expands the concept to sup-
port a much wider range of transactions 
and arrangement. For instance, 

Ethereum was the first blockchain tech-
nology to support non-fungible tokens 
(NFTs) [2], and Ethereum is still the 
most popular tool for creating NFTs.

This capacity for smart contracts 
makes Ethereum an ideal candidate for 
supporting decentralized autonomous 
organizations (DAOs), blockchain-based 
insurance, and other systems that re-
quire verification of real life activities.

The Ethereum Blockchain
The principle of a blockchain is the same 
for all cryptocurrencies. If you have 
spent more than a few hours with pro-
gramming, you will know about chained 
lists. The idea is that the first item points 
to the next, creating a list that grows ac-
cording to your needs.

With a blockchain, everyone and any-
one can download the chain and add to 
it. How do you make sure the newest 
block is correct? How do you know that 
people you do not know haven’t 
changed the earlier blocks? The block-
chain has to be tamper proof.

To handle this, every block after the 
first points backwards with a crypto-
graphic hash. That hash will depend on 
the contents of the earlier block. Not only 
that, all blocks’ hash values depend on Ph
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Explore the possibilities of 
Ethereum’s smart contract feature

 Get Smart
The Ethereum cryptocurrency system lets 
you build programs into the blockchain to 
orchestrate complex transactions and 
document results. We’ll show you how to 
get started with Ethereum’s smart 
contracts. By Mats Tage Axellson
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values are in the 
header of each block 
of the Ethereum 
blockchain. This ap-
proach enables cli-
ents to verify all 
three without query-
ing the entire tree. A 
pruned tree is 
around 1.2TB, and a 
full tree is around 
6TB. As you can see, 
it is not easy to have 
a full node.

When you want to 
use your ether (ETH – 
the cryptocurrency 
used with Ethe-
reum), or verify any-
thing about the Ethe-
reum blockchain, 
you need a client. A 
full client with a full node will require 
too much disk space for most systems. A 
light node requires only a small fraction 
of the tree and still allows you to make 
advanced queries on the tree. You can 
use a light node to balance your own ac-
count, check if another account exists, 
and test run a contract. Testing is impor-
tant to ensure that you don’t fall victim 
to a fraudulent contract.

The trees have different functions, and 
you need them for different tasks. Your 
client needs to use the state tree for 
checking account-related things and test-
ing contracts.

The transactions tree will be updated 
often but never edited. In contrast, the 
state tree changes frequently, because it 
contains all accounts and their balances.

The receipts tree only keeps a record of 
the effects of transactions, so it is also up-
dated but not edited. If you want a more 
hands-on approach to handling Merkle-Pa-
tricia trees, check out the tutorial online 
[3]. You can download the code from the 
tutorial and play around with it yourself. 
The first example is in Figure 1, which 
shows how to initiate a tree.

Transactions
The simplest transaction is to pay some-
one an amount. You can try this by mak-
ing a payment between your own ac-
counts – or better yet on a testnet. Each 
transaction will cost you some amount of 
gwei (a gwei is the smallest unit of Ethe-
reum currency, equivalent to one 

billionth of an ether.) The actual cost for 
a transition will depend on the gas price. 
According to Wikipedia, “When creating 
a transaction, the sender must specify a 
gas limit and gas price. The gas limit is 
the maximum amount of gas the sender 
is willing to use in the transaction, and 
the gas price is the amount of ETH the 
sender wishes to pay to the miner per 
unit of gas used.”

Ordinary wallets set the gas price au-
tomatically in a unit of gwei. When you 
do more advanced transactions, you can 
increase the gas price to give miners 
more incentive to do your job first.

Most people use browser extensions 
for transactions. MetaMask is a great 
Ethereum client, and it is very common. 
In the MetaMask wallet, you can send 
and sometimes choose the gas price 
yourself. MetaMask also gives you the 
chance to speed up the transaction while 
it is pending. You can also ask for funds 
by giving out your public address.

For Linux desktop, you have Jaxx, 
Exodus (Figure 2), and MyCrypto wallets. 
These wallets have more functions and a 
fancier interface, which includes graphs 
for exchanges. More importantly, you can 
have wallets from different blockchains, 

Figure 1: Code example from the Merkle Patricia tutorial collection.

Figure 2: When using Exodus on the Linux desktop, you get a QR code 
for people to send you funds.
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directly into the blockchain using a 
smart contract.

A developer needs to write the code for 
the contract, test it, and then deploy it to 
the blockchain. The Ethereum commu-
nity has specialized development tools for 
coding and deploying smart contracts. 
Coders can also access a testnet that acts 
like the main Ethereum blockchain except 
that it has no value. (Tokens for the test-
net are available online [4]). You can also 
use the testnet to get used to regular 
transactions (Figure 3).

Solidity, the Language!
You can program smart contracts in 
many languages, but the most common 
is Solidity [5]. Solidity looks and be-
haves much like the C language in that 
you have constructors and functions, 
and you need to set a variable’s type.

Every instance is a contract, and each 
contract can have one and only one con-
structor. Functions and values get a visi-
bility setting, telling the compiler which 
other functions can use them. The public 
setting, for example, makes a function 
available to any function on the entire 
blockchain. As you can see in Figure 4, 
Solidity also lets you import frameworks. 
There are other languages under develop-
ment, but Solidity is a good place to start 
if you want to learn about programming 
smart contracts.

Development Environments
To truly start developing, you need an 
IDE; Cakeshop is a good choice. The 
Cakeshop IDE acts as a daemon, running 
a local chain that you can do pretty much 

not just Ethereum. Note also that transac-
tions happen when a contract is created 
and during execution of contracts.

Smart Contracts
According to the Ethereum website, “A 
‘smart contract’ is simply a program that 
runs on the Ethereum blockchain. It’s a 
collection of code (its functions) and 
data (its state) that resides at a specific 
address on the Ethereum blockchain.”

Smart contracts can solve many prob-
lems. They can do such diverse things as 
creating new currencies and facilitating 
crowdfunding. The Basic Attention Token 
(BAT) system used by digital advertisers 
for tracking attention time is an example 
of an Ethereum-based blockchain tech-
nology that leverages the power of smart 
contracts.

The Ethereum documentation goes on 
to explain “Smart contracts are a type of 
Ethereum account. This means they 
have a balance and they can send trans-
actions over the network. However 
they’re not controlled by a user; instead 
they are deployed to the network and 
run as programmed. User accounts can 
then interact with a smart contract by 
submitting transactions that execute a 
function defined on the smart contract. 
Smart contracts can define rules, like a 
regular contract, and automatically en-
force them via the code. Smart contracts 
cannot be deleted by default, and inter-
actions with them are irreversible.”

In Ethereum, smart contracts are spe-
cial accounts that must first be created 
(minted) by user accounts. The creator 

of a contract must have written the code 
and also must have an account and cur-
rency (ether). When the user creates a 
contract, the code can set values that are 
immutable once it is on the blockchain.

Once the contract is on the chain, any 
other users can call it at a cost. The cost 
will vary depending on the contract. A 
smart contract could also be an auction 
for an NFT.

You can imagine how a program 
would execute an auction. Bids would 
be received and accepted. Then at 
some predefined decision point, the 
program would select the highest bid-
der as the winner. At that point, all los-
ing bids would revert back to the bid-
der. After that, the program would 
transfer the funds to the initiating user. 
This type of auction can be embedded 

Figure 3: When you ask for tokens on the testnet, try to do it on Wednes-
days. The low power icon means there is too much traffic to give more.

Figure 4: On the right, you can see the Solidity source code for import-
ing Zeppelin, a framework for standards.
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anything with. (See the box entitled 
“Setting Up Cakeshop.”) You also 
have the option of putting many nodes up 
on your local network. In the interface, 
you will find the basic stuff you need for 
interacting with a blockchain. You can 
create accounts and send funds back and 
forth on the test chain. Follow up by look-
ing at the chain explorer and see how the 
transaction worked. There is also a sand-
box, where you can deploy your own 
contracts and test all functions.

A smoother way to get started might be 
to use the Remix IDE online service [8]. 
Remix lets you load files from your local 
disk or even directly from GitHub. The 
features are similar to Cakeshop, but 
Remix does support plugins. The basic pl-
ugin is the Solidity plugin, which gives 
you full support for the language.

Remix offers many other plugins to 
choose from, including tutorials, verifi-
cation tools, and example code. The 
code covers the simplest storage all the 
way up to distributed applications. For 
the really advanced, you also have ser-
vices to reach outside information 
(called oracles).

Figure 7 shows the Remix IDE. On the 
left, you can choose the file explorer, 
compiler, and whatever plugins you 
wish to include. To the right, you have 
the code and a console.

A Simple Contract
Some basic contracts show up in the 
default view of Remix. See Listing 1 for 
an example that 
shows how the 
basic syntax works.

This code only 
contains simple func-
tion calls and no 
constructor, but it is 
an excellent start for 
understanding what 
you need to get right. 
The top line is not 
necessary, but many 
compilers will com-
plain without it. The 
second line limits 
which compiler you 
can use.

Listing 1 has one 
contract function 
called Storage; all 
your code goes in-
side this function. 

The developers chose to use Java for 
Cakeshop. The original place to pick it up 
is GitHub [6], where you can find a .war 
file and the source code. Using this bi-
nary, you can start it easily enough, but 
you need to define the nodes. If you just 
want to see how Cakeshop works, use the 
snap; it is still in version 0.10.0, so go with 
a newer version when you have figured 
out the configuration of the nodes. The 
snap version has defined nodes built-in, 
so it starts with a single command.

$ sudo snap install cakeshop

Wait for the install to finish, and run 
the following command on the com-
mand line:

$ cakeshop

With this setup, you can see what ad-
dress you need to look at to use the web 
interface. Usually it would be http://  172. 
 17.  0.  1:8080/  cakeshop/, but you must 
look in terminal output to be certain 
(Figure 5).

You can find more install options on the 
Cakeshop home page [7]. The page de-
scribes several ways to start a Docker 
instance.

When you have it all installed, you can 
see all components of a blockchain and 
even interact with the chain. This block-
chain is your own, not the public one! 
Use the block explorer to investigate what 
your actions do. You will also have un-
limited currency. You can see in Figure 6 
what the sandbox looks like.

Setting Up Cakeshop

Figure 5: Cakeshop terminal output: The lion with the cake is a marker 
so that you can see the address to point your browser.

Figure 6: In the sandbox, you can both write the code and test what happens when you 
use the functions.
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different wallets and 
services can help you 
handle your own fi-
nances – and maybe 
even publish your 
own art.

I should add that 
the power of Ethe-
reum comes with the 
need for caution. 
Smart contracts are 
visible on the block-
chain, and a bug or 
security hole in the 
code could lead to 
exploitation. Back in 
2016, nearly $50 mil-
lion in ether was 
drained from Ethe-
reum accounts in 
this kind of attack, 
although the devel-
opers were able to 

claw the money back through a hard 
fork of the Ethereum blockchain. Several 
updates have improved security since 
that time, but be aware of the need to 
test your code thoroughly and use secure 
programming techniques.

Web 3.0 will be based on digital cur-
rencies and their surrounding technolo-
gies. Hopefully Ethereum will improve 
the web experience for most users and 
help balance the power on the web.  nnn

The first function stores the value in 
number, and the second function re-
trieves it.

ETH2 Is Coming Soon
Ethereum has an update coming soon; it 
goes to version 2.0. The most notable dif-

ference is that it goes 
to a Proof of Stake sys-
tem instead of Proof of 
Work system. What 
that means is that you 
can use a small com-
puter as a node and 
help the network vali-
date the blocks. Earlier 
you had to have a 
beast of a machine to 
ever validate and get 
rewarded.

This sounds great for 
the little guy, but you 
now have to have 32 
ether to participate. 
That amount is staked; 
if you behave well the 
amount will go up be-
cause of rewards. If you 
misbehave, you can be 
punished and lose 
funds. This is to ensure 
that nobody tries to 
create fake blocks and 
ruin consensus.

Conclusion
Ethereum is growing 
into a formidable force 
in finance and tech. 
Being able to use 

Figure 7: Remix IDE: The sample code above deploys Web3 components.

[1]  Ethereum: https://  ethereum.  org/

[2]  NFTs:  
https://  en.  wikipedia.  org/  wiki/ 
 Non‑fungible_token

[3]  Ethereum’s Merkle Patricia trees: 
https://  rockwaterweb.  com/  ethereum‑ 
 merkle‑patricia‑  trees‑javascript‑  tutorial/,

[4]  Ethereum Ropsten Testnet Faucet: 
https://  testnet.  help/  en/  ethfaucet/ 
 ropsten.

[5]  Solidity:  
https://  docs.  soliditylang.  org/  en/  v0.  8.  11/

[6]  Cakeshop on GitHub: https://  github. 
 com/  ConsenSys/  cakeshop/  releases

[7]  Cakeshop home page: https:// 
 opensourcelibs.  com/  lib/  cakeshop

[8]  Remix IDE: https://  remix.  ethereum.  org/

Info

Mats Tage Axelsson has a set 
of modes that he still has not 
found the keyboard shortcut 
to change.

Author

01  // SPDX‑License‑Identifier: GPL‑3.0

02  

03  pragma solidity >=0.7.0 <0.9.0;

04  

05  /**

06   * @title Storage

07   * @dev Store & retrieve value in a variable

08   */

09  

10  

11  

12  contract Storage {

13  

14      uint256 number;

15  

16      /**

17       * @dev Store value in variable

18       * @param num value to store

19       */

20      function store(uint256 num) public {

21          number = num;

22      }

23  

24      /**

25       * @dev Return value

26       * @return value of 'number'

27       */

28      function retrieve() public view returns (uint256){

29          return number;

30      }

31  }

Listing 1: A Smart Contract
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Reading and Editing
Reading metadata does not require any 
special application software: The file man-
agers of all common desktop interfaces 
can handle the existing standards. The file 
managers usually show some of the identi-
fied metadata when you view a file, for ex-
ample, in an image viewer. In many cases, 
you can also display the most important 
metadata in a context menu in the respec-
tive file manager’s Properties dialog (Fig-
ure 1). However, to edit metadata, you 
need special applications that usually 
focus on one of the existing specifications.

ExifTool
The cross-platform ExifTool [4] has be-
come the quasi-standard for editing 
metadata. The command-line tool has a 
powerful command set and can handle a 
wide variety of image and video formats. 
ExifTool’s developers provide an easily 
understandable table [5] that lists the 
editing options for each format.

ExifTool can be found in the repositories 
of most common Linux distributions; con-
sequently, it can usually conveniently be 
set up via the respective package manager. 
After installing ExifTool, in the simplest 
case, you can display a file’s existing Exif 
data by entering the command:

exiftool FILE

T he progressive digitalization of all 
areas of life makes it difficult to 
cope with the growing flood of 
data. Many users like to share pho-

tos taken with their smartphones or web-
cams, music and video files, and even PDF 
documents on the Internet. However, all of 
these file formats contain metadata that 
can be read with various programs and 
often reveals private information about the 
file’s creator. Before you publish files on 
the Internet, you should first check for 
unwanted metadata and remove sensitive 
information to protect your privacy. This 
article looks at some Linux tools that will 
help you delete metadata from your files 
at the push of a button.

The Purpose of Metadata
Metadata is usually generated on the 
basis of defined specifications and in-
tended to record certain characteristics 
of the files concerned. For example, in 
the case of image and video files, this 
metadata includes the camera model 
and the photo’s technical settings. 
Often the metadata also includes time 
and date stamps and – if supported 
and activated on the hardware side – 
the GPS coordinates where the photo 
was taken. For all file formats, the au-
thor can also be listed in the metadata 
to make it easier to prove copyright 

infringements. In addition, the meta-
data can be used to keyword the files 
in order to categorize them and make 
them easier to find in applications 
such as image collections.

Standards
For video and image files, Exif, IPTC, 
and XMP are the standards for generat-
ing metadata. The respective data can be 
found in fixed data fields in the files’ 
headers.

The International Press Telecommunica-
tions Council – Information Interchange 
Model (IPTC-IIM) specification [1] was 
defined as early as 1991 and can be used 
for all digital media.

More targeted to technical details, the 
much younger Exchangeable Image File 
Format (Exif) standard [2] is used on al-
most all common smartphones and digi-
tal cameras to provide images with 
metadata. Exif’s last specification dates 
from 2010 and was last revised in 2019.

The Extensible Metadata Platform 
(XMP) [3] container format, similar to 
Exif, primarily maps the metadata for 
image files. However, XMP, which was 
developed by Adobe about 20 years ago, 
can also store free text and is therefore 
popular with applications such as Light-
room or darktable. All Adobe products 
support XMP.

Digital camera images often reveal personal information embedded in metadata. Several Linux tools 
let you remove unwanted metadata to help preserve your privacy. By Erik Bärwaldt
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The application takes all the existing meta-
data into account, so the output is usually 
quite long and confusing (Figure 2).

To save the most important metadata 
separately, redirect the output to a text 
file (Listing 1, line 1). In addition to the 
metadata, the Exif tags are also included 
in the file. To edit individual Exif tags, use 
the command from line 2 and then verify 
the modified tag with the command from 
line 3. As a result, you get a single line 
with the desired Exif tag and its value. If 
you want to delete all the tags to protect 
your privacy prior to publishing an image 
on the Internet, enter the command from 
the line 4 at the prompt.

jExifToolGUI
Due to the complexity of the editing op-
tions and the large volume of metadata, 
ExifTool requires a longer learning curve. 
It is far easier to edit metadata using the 
jExifToolGUI [6], which provides a 
graphical user interface (GUI). The Java-
based application requires the installa-
tion of ExifTool and version 11 of the 
Java Runtime Environment, which can 
be easily installed from the repositories 
of almost all popular distributions.

After a somewhat slow start, jExifTool-
GUI comes up with a clear-cut interface. 
On the left, below the menubar and but-
tonbar, you will find a pane that displays 

small thumbnails 
of the files discov-
ered by jExifToolGUI. To the right of this 
pane, you can view and edit the meta-
data of the selected files using the tabs at 
the top of this pane.

To get started, click on the folder icon 
in the top left corner of the window and 
select the desired folder in the file man-
ager that then opens. jExifToolGUI then 
reads the files it discovers and displays 

them one below the other as thumbnails 
in the pane on the left. After clicking on 
one of the files, the associated metadata 
appears in a table on the right in the 
View Data tab (Figure 3).

Using the Edit Data tab, you can then 
modify the existing data. A second tab 
bar, which categorizes the corresponding 
data, lets you to reach the data quickly 

Figure 1: A conventional file manager can reveal infor-
mation about a wide variety of file formats on Linux.

Figure 2: Working from the command line, ExifTool 
lists existing metadata in detail.

Figure 3: jExifToolGUI lets users view and edit metadata in an easy-to-
use GUI.

01  $ exiftool ‑‑common FILE FILE.txt

02  $ exiftool ‑EXIF TAG='TAG CONTENT' FILE

03  $ exiftool ‑‑EXIF TAG FILE

04  $ exiftool ‑all=FILE

Listing 1: Typical ExifTool Commands
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GitHub, as well as a generic AppImage 
package. The source code is also avail-
able on GitHub.

ExifCleaner opens a spartan-looking 
empty window with only one menubar. 
Drag the image files whose metadata you 
want to remove into the empty space. In 
two columns, the tool shows how many 
Exif values it has found in each image file 
and how many values will remain after 
the removal process (Figure 5). You can 
only see the number of read-only values 
that cannot be removed, but not which 
Exif tags the values belong to.

ExifCleaner automatically starts remov-
ing the metadata immediately after load-
ing the files. Since the tool does not back 
up the original files, the deleted metadata 
cannot be reconstructed. Take care when 
selecting and transferring image files to 
ExifCleaner to avoid data loss.

Contrary to what the program name 
suggests, ExifCleaner does not just ma-
nipulate image files, but also video for-
mats such as M4A, MOV, QT, and MP4. 
In addition, ExifCleaner removes all 
metadata except for read-only meta-
data (which cannot be deleted) from 
PDF files.

jhead
You can use jhead [8], a small command-
line program, to modify the Exif headers in 
JPEG files. Due to the software’s consider-
able number of parameters, jhead requires 
a longer training period depending on your 
intended use. Because jhead can only han-
dle JPEGs, you will get an error message if 
you call a file in any other format.

To display an image file’s metadata, 
use the command:

jhead FILE

without having to trudge through a long, 
confusing table of Exif tags and their val-
ues. The Exif tags belonging to the re-
spective category appear one below the 
other on the individual tabs; you can 
enter the modified values in correspond-
ing input fields. To the right, you click 
checkboxes to save the new values; by 
default, jExifToolGUI checks all the 
boxes for saving the values.

After completing the modifications, 
transfer the new metadata to the re-
spective image(s) in each tab by click-
ing the Copy to selected image(s) and 
save button at the bottom of the active 
dialog. jExifToolGUI will then transfer 
the modified data to the correct loca-
tion in the metadata inventory. If nec-
essary, you can also simply copy exist-
ing data to the appropriate tab cate-
gory by clicking Copy from selected im-
ages at the bottom of the relevant edit-
ing segment after selecting an image. 
By selecting this option, you must re-
read the data in each category for the 
selected images.

Metadata | Remove metadata saves 
you from having to laboriously go 

through the individual editing dialogs 
one by one to remove metadata. Clicking 
on it opens a new dialog in which you 
select the categories in question by 
checking the matching options (Figure 
4). At the same time, the default Back up 
originals option ensures that backups of 
the original data are preserved.

After clicking OK and confirming the 
prompt, jExifToolGUI removes the meta-
data from the image header. If you then 
reselect the image and reread the meta-
data using the Copy from selected images 
button, you will see empty fields for the 
corresponding Exif tags.

ExifCleaner
ExifCleaner [7] also relies on ExifTool as 
the basis for reading and removing Exif 
data. Due to its simple user interface, 
ExifCleaner is best suited for users who 
only occasionally want to remove meta-
data from images. The program cannot 
edit metadata. 
You will find RPM 
and DEB binary 
packages for Exif-
Cleaner on 

Figure 4: Existing metadata is quickly deleted in jExifToolGUI if necessary.

Figure 5: ExifCleaner is a plain vanilla metadata 
removal tool.

Figure 6: jhead deletes or modifies metadata in JPEG 
files only.
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The application then lists the individual 
Exif tags in the terminal (Figure 6). To 
change the tags based on the parame-
ters supported by the software, use the 
command:

jhead PARAMETER FILE

The individual parameters are revealed 
by calling jhead ‑h. To change the same 
Exif tag for multiple files located in a di-
rectory, you can also specify the file 
names using wildcards, resulting in 
jhead doing the job in one fell swoop.

mat2
A classic tool for removing metadata 
from file collections, the Metadata Ano-
nymisation Toolkit 2 (mat2) [9] not only 
supports images and audio and video 
files, but it also supports PDF and Office 
file formats. This makes mat2 particu-
larly suitable for users in sensitive areas, 
such as journalists or lawyers.

The command-line tool offers numerous 
options and parameters, which require 
some familiarization. However, a plugin 
for the Gnome file manager Nautilus lets 
you clean up groups of files at the com-
mand line even without knowing the syn-
tax (Figure 7). To do this, you simply select 
the files to be cleaned and then right-click 
to call up a context menu in which you 
click the Remove metadata option.

Using the plugin, you can select files 
with a wide variety of formats; mat2 
identifies the format and applies the cor-
rect routines to remove the metadata. 
During cleanup, the plugin also displays 

a progress bar at the top of the program 
window. In addition to the original file, 
which remains unprocessed, the cleaned 
file, which has the same name with 
cleaned appended, is created in the 
working directory.

The Tails security distribution ships mat2 
with the Nautilus plugin pre-configured.

Metadata Cleaner
Only a few distributions currently have 
Metadata Cleaner [10] in their reposito-
ries. Native binaries are available for 
Arch Linux, Debian, and Ubuntu and 
their descendants; a Flatpak and the Py-
thon source code are also available.

After installation and first startup, 
Metadata Cleaner loads with a visually 
modern and functionally spartan win-
dow: Metadata Cleaner has no conven-
tional menubar or buttonbar. Instead, 
the GTK-based application follows the 
Gnome operating principle and inte-
grates all controls of interest in the title-
bar (Figure 8).

The Add Files button in the top left 
corner takes you to a file manager where 
you can select the image files to be pro-
cessed. Metadata Cleaner then displays 
them in a list, with the number of identi-
fied Exif tags highlighted in red in a col-
umn on the right. Clicking on the right-
most arrow after each file icon opens a 
detailed display of the metadata embed-
ded in the respective image file. The 
arrow pointing to the left in the titlebar 
takes you back to the file display.

To remove the metadata from all of the 
loaded files, simply press the big red 

Clean button bottom right in the pro-
gram window. Metadata Cleaner will 
suggest creating a backup copy and then 
it will delete all metadata it finds with-
out further ado. The application does 
not automatically create any backup 
copies of the originals, so the metadata 
cannot be reconstructed later.

If you click on the gear icon to the 
left of the Clean button, a small dialog 
opens in which you can switch on a 
Superficial cleanup via a slider. This 
mode does not completely remove the 
metadata from the respective file, but 
tries to preserve functionally relevant 
metadata. The Superficial cleanup is 
best suited for file formats such as 
PDF, where you can also make 
changes. Modifications such as text 
changes in a PDF or image compres-
sion may be controlled by the meta-
data and will be lost if the meta tags 
are missing. Consequently, you should 
not delete all the metadata for these 
types of file formats. The slider effects 
all files stored in the program window. 
Cleaning up the files takes some time, 
depending on the number.

digiKam
With digiKam [11], which is part of the 
KDE Plasma library, you can view 
metadata with the push of a button and 
edit the data in a convenient editor. 
You’ll find digiKam in the repositories 
of all of the popular distributions, and 

Figure 7: You can use mat2 in the Gnome file manager Nautilus via a 
plugin.

Figure 8: Metadata Cleaner stands 
out due to its brightly colored 
interface.
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information pane on the right. digiKam 
also divides this pane into several tabs. 
By default, it displays the Exif tags. In 
addition, the IPTC and XMP tabs will 
show the metadata for these specifica-
tions if available.

To edit the metadata in the active 
image, click Item in the menubar and 
select Edit Metadata from the context 
menu that opens. A separate dialog now 
lists all metadata sorted by tags and lets 
you modify the field content (Figure 10). 
You can also exclude or include individ-
ual fields by checking or unchecking 
the boxes to the left. On the left side of 
the dialog box, you can choose between 
several categories that group similar 
settings. At the top of the workspace, 
there are additional tabs that let you 
switch between the different metadata 
standards.

The dialogs for the IPTC and XMP 
standard primarily contain comment 
fields, a copyright note, and keywords 
for keyword tagging. The categories in 
the left sidebar change to reflect the op-
tions available for each standard. Once 
you have made your changes, first click 
Apply bottom left in the buttonbar and 
then OK to close the dialog. You are then 
returned to the digiKam main window.

XnView MP
The commercial XnView MP [12] tool, 
which is distributed as freeware for pri-
vate and educational use, is a cross-plat-
form image viewer with numerous 
image editing functions. XnView MP 
supports more than 500 image formats 
and is available for download for Linux 
from the vendor’s website as a TGZ ar-
chive, a DEB binary package, and as an 
AppImage. The DEB package integrates 
seamlessly into Ubuntu and its deriva-
tives and also creates an entry in the re-
spective desktop’s menu tree.

After starting XnView MP, a clear-cut, 
tab-based interface opens (Figure 11); it 
has four panes, a menubar, and a button-
bar. The top left pane contains a tree view 
of the system’s folder hierarchy; in a large 
pane on the right, XnView MP displays the 
images from the current folder as pre-
views. In the bottom right pane, you’ll find 
a horizontal category list for tagging the 
images, as well as an info segment in the 
bottom left pane that displays the match-
ing metadata in the EXIF, IPTC-IIM, and 
XMP tabs. However, if the current image 

you can use digiKam with any desktop 
environment. When you launch digi-
Kam for the first time, a multi-step wiz-
ard helps out with the basic configura-
tion, which includes paths and settings 
for the software, as well the link to a 
database back end.

The program window that appears 
after the initial configuration has a con-
ventional menubar and buttonbar for 
frequently used functions and three 

main panes below (Figure 9). On the 
left, the system’s folder hierarchy is dis-
played as a tree view; in the center, you 
can see thumbnails of the image files 
that reside in the current folder. On the 
far right, digiKam displays information 
about the selected image.

If you select the Metadata tab in the 
unusual but space-saving vertical tab bar 
on the far right, the data from the head-
ers of the active image appear in the 

Figure 9: A heavyweight among image editing programs, digiKam has 
a fairly cluttered appearance at first.

Figure 10: You can edit metadata in digiKam conveniently as field content.
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has no metadata 
for a certain 
standard, Xn-
View MP does 
not show you a 
tab for that 
standard.

Under Tools | 
Metadata, you 
will find vari-
ous options for 
editing meta-
data, sorted by 
the supported 
standards. A 
separate Edit 
GPS data entry 

also lets you change existing GPS coordi-
nates. The Delete option removes exist-
ing metadata completely, and you can 
specify which metadata XnView MP 
should delete in another dialog by 
checking a box (Figure 12). However, 
XnView MP does not consider individual 
tags, but only the respective standards.

While XnView MP can only edit a 
number of selected Exif tags, it offers 
more advanced modifications for IPTC 
and XMP metadata. To modify Exif 
tags, go to the Transfer dialog under 
Tools | Metadata, select the individual 
tags from a list, and populate them 
with predefined values from a drop-
down list.

Conclusions
Linux proves to be very flexible when edit-
ing metadata in a wide variety of file for-
mats. While there fewer Linux applications 
for this tasks compared with other operat-
ing systems, the tools that are available 
cover all common areas of application (see 
Table 1). Both command-line users and 
users who prefer a GUI will find a solution 
to meet their needs.

Image editors like digiKam or XnView 
MP require some training, as they cover a 
very large range of functions, which makes 
their interfaces more confusing. Casual 
users who just want to remove metadata 
from their images for publication are better 
off using one of the point-and-click, meta 
tag removal-only programs.  nnn

Figure 11: XnView MP also offers numerous image processing functions.

Figure 12: Meta-
data can be 
deleted in XnView 
MP with a few 
mouse clicks.

ExifTool jExifToolGUI ExifCleaner jhead mat2 Metadata 
Cleaner

digiKam XnView MP

License GPL GPL MIT Public 
Domain

LGPL GPL GPL Commercial

Properties
GUI No Yes Yes No Yes1 Yes Yes Yes

Text-Based Interface Yes No No Yes Yes No No No

Cross-Platform Yes Yes2 Yes Yes Yes No Yes Yes

Supported Standards/ Formats
Exif/ IPTC/ XMP Yes Yes Yes Yes Yes Yes Yes Yes

Multimedia (Image/ 
Audio/ Video)

Yes Yes Yes JPEG Yes Yes Yes Yes

PDF Files No No Yes3 No Yes Yes No No

Office Files No No No No Yes No No No

Functions
Removing Metadata Yes Yes Yes Yes Yes Yes Yes Yes

Modifying Metadata Yes Yes No Yes No No Yes Yes
1File Manager, 2Java, 3Restricted

Table 1: Metadata Editing Tools

[1]  IPTC-IIM: https://  en.  wikipedia.  org/  wiki/ 
 IPTC_Information_Interchange_Model

[2]  Exif: https://  en.  wikipedia.  org/  wiki/  Exif
[3]  XMP: https://  en.  wikipedia.  org/  wiki/ 

 Extensible_Metadata_Platform
[4]  ExifTool: https://  exiftool.  org/
[5]  ExifTool editing options:  

https://  exiftool.  org/  #  supported
[6]  jExifToolGUI:  

https://  hvdwolf.  github.  io/  jExifToolGUI/
[7]  ExifCleaner: https://  exifcleaner.  com/
[8]  jhead: https://  www.  sentex.  ca/ 

 ~mwandel/  jhead/
[9]  mat2: https://  0xacab.  org/  jvoisin/  mat2
[10]  Metadata Cleaner:  

https://  flathub.  org/  apps/  details/  fr. 
 romainvigier.  MetadataCleaner

[11]  digiKam: https://  www.  digikam.  org/
[12]  XnView MP:  

https://  www.  xnview.  com/  de/  xnviewmp/
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dgrep and dglob
Searches can be useful for many pur-
poses when you are troubleshooting 
packages. For instance, they can find 
what a package does, what the cur-
rent package version is, or what pro-
gramming language a package is writ-
ten in. If all else fails, they can pro-
vide the name of the maintainer so 
that you can contact them. Both dgrep 
and dglob are in effect minor add-ons 
to already existing search tools, each 
of which deserves its own article. 
Here, there is only room for a general 
orientation.

By invoking the basic grep command, 
dgrep (Figure 1) searches for strings and 
regular expressions through installed 

M any users of Debian or its 
derivatives are aware of 
only a handful of tools. 
When troubleshooting or 

searching for a package to install, most 
rely on the Debian web pages for each 
package. The more expert may use 

apt‑cache. However, these tools give 
limited information. For more demand-
ing needs, a better alternative is 
Debian Goodies [1], a collection of 
small scripts that allow users to probe 
the details of packages without going 
through them file by file. First written 
and curated by Matt Zimmerman, 
Debian Goodies remain little known 
but can be equally useful for the casual 
user looking for a package, a sys admin 
troubleshooting packages, or a main-
tainer building a package. Perhaps 
their strongest feature is that, unlike 
the package web pages, Debian Good-
ies deliver results directly to the com-
mand line, without the need to switch 
windows.

Package maintenance at the command line

Debian Goodies lets you manage and troubleshoot packages from the command line. By Bruce Byfield

Bruce Byfield is a computer journalist and 
a freelance writer and editor specializing 
in free and open source software. In 
addition to his writing projects, he also 
teaches live and e-learning courses. In his 
spare time, Bruce writes about Northwest 
Coast art (http://  brucebyfield.  wordpress. 
 com). He is also co-founder of Prentice 
Pieces, a blog about writing and fantasy at 
https://prenticepieces.com/.

Author

Figure 1: dgrep searches packages for key strings. Ph
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packages. Similarly, degrep invokes 
egrep, dfgrep invokes fgrep, and dzgrep 
invokes zgrep. You can limit the search 
by specifying the packages to search 
within. The available options are the 
same as for grep, except for those spe-
cific to directories (‑r, ‑‑recursive, ‑d 
recurse, ‑‑directories=recurse, ‑d read, 
‑‑directories=read) because dgrep skips 
directories. In addition, symbolic links 
are not searched.

Providing a slightly different ap-
proach to searches than dgrep, dglob 
(Figure 2) searches installed package 
names by default. However, adding 
the ‑a search broadens a search to in-
clude all available packages and omits 
package architectures if ‑A is added as 
well. By contrast, ‑n omits installed 
packages from the search. In addition, 
‑f lists all the files in matched pack-
ages. The use of both ‑a and ‑n can be 
further refined by the options for 
grep‑dctrl(1) and grep‑aptavail(1). 
Similarly, ‑f can be used with apt‑
file’s options.

Searches with dglob can also be modi-
fied with:
• ‑‑regex (‑rv): Treats the entire search 

string as a regular expression
• ‑‑ignore‑case (‑i): Treats uppercase 

and lowercase letters the same
• ‑‑exact‑match (‑X): Gives only exact 

matches in results
• ‑‑invert‑match (‑v): Shows only re-

sults that do not match the search 
string

If these options are not enough, check 
the man pages of the commands that 
dgrep and dglob invoke.

debget
Primarily for developers rather than 
users, debget (Figure 3) lets developers 
download a package for study and devel-
opment into their present working direc-
tory. A particular version of a package 
can be downloaded by adding =VERSION 
to the end of the package name.

dpigs
Similar to the top command, dpigs 
(Figure 4) lists the packages that take 
up the most space (instead of listing 
running applications). Like top, dpigs 
lists the largest memory hogs first. You 
can limit the number of items dis-
played with ‑‑lines=NUMBER 
(‑n=NUMBER). Instead of package names, 
it can list package files with 
‑‑status=FILES (‑s=FILES). More de-
tailed information about files can be 
displayed with ‑‑human‑readable (‑H).

debman
You can use debman (Figure 5) to quickly 
locate and display the man page associ-
ated with a particular package. The 
package is followed by the version, or, if 
you do not want a specific version, by a 
repetition of the package name. Any 
local environment variable like $MANPATH 
is ignored. Instead, the specified package 
is extracted to a temporary directory and 
used to retrieve its man pages. With the 
‑p option, the named package will be 
downloaded from the repositories; the ‑f 
option downloads the local .deb file.

debmany
Using debmany 
(Figure 6), you 
can create a list of 
man pages associ-
ated with a pack-
age and then se-
lect and display 
them one at a 
time. You can 
choose to display 
a page in a viewer 
of your choice that 
can read files with 
a .gz extension 
using the ‑k op-

tion in KDE’s Plasma, the ‑g option in 
Gnome, or the ‑x option in Xfce, Gnome, 
or Plasma. Another viewer can also be 
set with ‑m VIEWER. Similarly, although 
English is the default language, another 
language can be set using ‑l followed by 
a standard two-letter abbreviation such 
as fr for French or de for German. With 
any of these options, you can also use ‑L 
LENGTH to set a length limit specified in K 
(kilobytes), M (megabytes), G (gigabytes), 
or T (terabytes). Although, practically 
speaking, being text, man pages are 
short enough that the last three set no 
practical limit.

check-enhancements
The check‑enhancements script (Figure 7) 
lists any packages that add functional-
ity to a package but are not required to 
run it. This relationship is indicated by 
the fact that, if the ‑‑verbose option is 
used, results begin with “Could be en-
hanced by.” The other options are 
‑‑installed‑packages (‑installed‑pack‑
ages, ‑ip, ‑‑ip), which displays the en-
hancements for installed packages, and 
‑‑installed‑enhancements (‑in‑
stalled‑enhancements, ‑ie, ‑‑ie), which 
displays results by enhancements. If no 
package or enhancement is entered, 
then the results for every package or 
enhancement are listed, a process that 
can take some time and may well be 
pointless, because the majority of 
packages on a typical system do not 
have enhancements. If an enhance-
ment is available but uninstalled, a 
possible installation candidate is given.

Figure 2: Like dgrep, dglob 
searches packages.

Figure 3: With debget, you can download a package to a local directory.

Figure 4: Just as top shows the largest active pro-
cesses, dpigs shows the packages that take up the 
most diskspace.
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the results are displayed in a web 
browser, but the option ‑‑output=FILE 
writes the results instead to a file. If you 
decide this comparison could be useful 
but did not enable popularity-contest 
during installation, you can install it at 
any time like any other package.

which-pkg-broke
If an attempted installation of a package 
results in broken packages, 
which‑pkg‑broke can be a useful tool for 

popbugs
For some users, the Debian Popularity 
Contest (popularity-contest) is a contro-
versial package. The popularity-contest 
package is usually installed during the 
installation of a Debian system and sets 
up a regular cronjob to report on pack-
age usage to the project from which user 
statistics are tabulated. This information 
is used to decide which packages go into 
the next release. However, some users 
consider it a violation of privacy, which 

is why the installer gives the option of 
installing it. One argument in favor of 
popularity-contest is popbugs (Figure 8). 
This script correlates the popularity-con-
test data from your system with the list 
of critical bugs from the Debian bug-
tracking system. The results are a list of 
critical bugs customized for your system, 
which can save you scanning through a 
complete list. If the log is enabled but 
has collected no data, the generalized 
critical bug page is shown. By default, 

Figure 5: Use debman to locate and display a package’s man page.

Figure 6: With debmany, you can generate a list of all the man pages associated with a package and then 
select the ones to view.

Figure 7: Using check‑enhancements lists packages that add functionality to a package but are not required to 
run it.

Figure 8: With popbugs, you can correlate the most often used packages on your system with critical bugs.
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tracking down which related products 
might possibly be the problem. No op-
tions are available – just a history of 
past problems. This information may 
not be much use if the package whose 
installation attempt started the problem 
is related to dozens of others. Note, too, 
that a general release upgrade is listed 
as breaking packages (Figure 9).

checkrestart
Run by root, checkrestart (Figure 10) 
finds services that need to be restarted 
after a system upgrade that has added 
updated or new libraries, because the 
processes running still expect the old 
deleted versions. It can be run with 
‑‑package (‑p), so that only deleted 

package files are located, or with ‑‑all 
(‑a), which may produce false posi-
tives such as a file in the /tmp direc-
tory. In addition, results can be edited 
using ‑‑blacklist=FILE (‑b=FILE) to 
create a list of regular expressions to 
be excluded from the results. Still other 
ways to limit results are to exclude 
files associated with listed services 
with ‑‑ignore=SERVICE (‑i=NAME) or pro-
cess IDs with ‑‑excludepid=PID (‑e 
PID). Output length can be controlled 
either with the usual ‑‑verbose option 
or with ‑‑terse (‑t).

A Package Toolkit
Perhaps the reason that Debian Good-
ies is relatively unknown is that it is 

only about 15 years old. All the same, 
if you work with packages in any ca-
pacity, Debian Goodies’ scripts are 
worth getting to know. Should your 
Debian-derivative distribution not 
carry the package, you can probably 
use Debian’s own package. These 
small scripts can be invaluable for all 
maintenance connected to packages. If 
you are troubleshooting, they can save 
you hours of work.  nnn

Figure 9: When using which‑pkg‑broke, remember that a general release is listed as breaking packages, even 
though there was no difficulty.

Figure 10: After a system upgrade, checkrestart shows which services need to be restarted.

[1]  Debian Goodies:  
https://  packages.  debian.  org/  search? 
 keywords=debian+goodies& 
 searchon=names&  suite=stable& 
 section=all

Info

nnn
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thresholds, the IP address of the 
knocking system is entered in the /etc/
hosts.deny file and blocked by iptables 
(Figure 2). As a highlight, DenyHosts 
can synchronize with other servers 
worldwide – the settings for this can 
be found a bit further down in the Sync 
section of the configuration file.

The fact that DenyHosts, unlike Fail-
2ban, does not release a blocked IP ad-
dress after a certain time is seen as a 
disadvantage by some admins. So far, 
however, none of my users has man-
aged to enter their password incor-
rectly more than 10 times. In the end, 
it depends on your personal prefer-
ences as to which of the two tools you 
use. I tend cautiously towards Deny-
Hosts.  nnn

sudo apt install denyhosts

This is followed by the most important 
step of the configuration: You need to 
add the IP addresses of all the systems 
from which you want to log in to the 
protected system without being 
blocked to the /etc/hosts.allow file 
(Listing 1). If you forget this step, there 
is a danger that you will be locked out 
of the system permanently – so it 
might be better to take another sip of 
coffee and check again that there are 
no typos.

DenyHosts is controlled by the /etc/
denyhosts.conf file, which contains 
sensible defaults, but I’ll take a closer 
look at some of them anyway. The 
most important lines in this longish 
configuration file are the ones where I 
define the number of failed attempts 
before the system locks out a host by 
applying an iptables rule. In doing so, 
DenyHosts takes into account whether 
you log in with a username that actu-
ally exists in /etc/passwd (Listing 2). 
After adjusting the values to your satis-
faction, it’s time to put DenyHosts into 
operation (Listing 3).

DenyHosts 
writes all activi-
ties to the /var/
log/auth.log file 
(Figure 1). If you 
exceed one of the 

M any sys admins use Fail2ban 
to keep unwanted login 
tests on SSH port 22 and 
others at bay. However, 

there are alternatives to Fail2ban. 
Today, I would like to introduce you to 
DenyHosts, which does basically the 
same thing as Fail2ban but has one or 
two aces up its sleeve.

You can find DenyHosts as part of the 
standard package on all popular distribu-
tions; my lab system is an up-to-date 
Debian. To install DenyHosts, type:

The sys admin’s daily grind: DenyHosts

Smart Doorkeeper
When it comes to warding off unwanted login tests on SSH port 22 and 
others, Charly likes to keep an ace or two up his sleeve by relying on 
DenyHosts instead of Fail2ban. By Charly Kühnast

Charly Kühnast manages 
Unix systems in a data 
center in the Lower Rhine 
region of Germany. His 
responsibilities include 
ensuring the security and 
availability of firewalls 
and the DMZ.

Author

sshd: 10.0.0.8

sshd: 10.0.0.42

[...]

Listing 1: hosts.allow

# Admissible failed attempts:

# Username does not exist

DENY_THRESHOLD_INVALID = 5

# Username exists

DENY_THRESHOLD_VALID = 10

# Username is "root"

DENY_THRESHOLD_ROOT = 1

Listing 2: denyhosts.conf

$ sudo systemctl restart denyhosts

$ sudo systemctl enable denyhosts

Listing 3: Starting DenyHosts

Figure 1: DenyHosts logs its actions in the /var/log/auth.log file.

Figure 2: Game over: Iptables has blocked the IP 
address.

nnn
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Proponents believe RISC-V can do every-
thing ARM can do – and it is all open 
source and royalty free. The non-proprie-
tary nature of RISC-V means it could 
allow small chip makers to get in a game 
that is now dominated by a few tech gi-
ants. And even mainstream vendors 

M ost of the IT industry has 
consolidated around Intel-
equivalent processors with 
the x86 and (related) AMD64 

architectures. But just two decades ago, 
several other processor manufacturers 
and architectures were fighting for a 
place in the market. Many of these pro-
cessors (including MIPS, PowerPC, 
Alpha, and SPARC) followed a set of 
principles for processor design known as 
Reduced Instruction Set Computer 
(RISC). RISC systems live on today, most 
notably in the ARM architecture used in 
today’s in smartphones, Raspberry Pis, 

and other electronic devices. (The acro-
nym ARM actually stands for Advanced 
RISC Machine.) But another RISC con-
tender is also on the rise.

RISC-V, pronounced “Risk Five,” is 
widely hailed as a shooting star in the 
processor architecture sky [1]. 

Exploring the RISC-V processor architecture

New Chip in Town
The open source RISC-V processor architecture is poised to shake up the processor industry. Thanks 
to the Qemu emulator, you can get to know the RISC-V without waiting for affordable hardware.  
By Eva-Katharina Kunst and Jürgen Quade

The ESP32-C3-DevKitC-02 board, which 

features a RISC-V core, is available in 

mail order shops for prices starting at 

around EUR10 (Figure 1). Chinese man-

ufacturer Espressif has added a RISC-V-

based ESP32-C3 to its well-known and 

successful ESP32 model; it has slightly 

slower performance than the classic 

model, but it is smaller and less expen-

sive.

Hardware Options

Figure 1: Espressif is already offering its ESP32-C3-DevKitC-02 RISC-V 
board for a low price. Ph
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could one day gain an edge by choosing 
RISC-V and avoiding licensing fees.

At just 10 years old, the RISC-V archi-
tecture is still considered comparatively 
young. If you can live without Linux and 
prefer FreeRTOS, you can get started 
today and gain some RISC-V experience 
on reasonably priced hardware (see the 
box entitled “Hardware Options”). Until 
recently, if you were looking for a 
RISC-V processor capable of running 
Linux, you would have to pay as much 
as EUR600. As this issue goes to print, 
an affordable, Linux-ready RISC-V board 
has finally reached the market, though 
little is known about it [2].

If you want to get to know RISC-V in 
combination with Linux, you can do so 
right now without waiting for the perfect 
hardware. A RISC-V compiler is available 
for Ubuntu, and the Qemu hardware em-
ulator is also available to emulate a com-
plete 32- or 64-bit RISC-V system. Some 
Linux distros already have RISC-V vari-
ants of their software collections, so 
you can quickly get to work.

This article shows how to take your 
first steps with exploring Linux on 
RISC-V – but first a little background.

About RISC-V
Ten years ago, computer scientists at 
the University of California, Berkeley 
(UC Berkeley), developed a new CPU 
instruction set architecture (ISA) 
known as RISC-V (Figure 2); the idea 

was for RISC-V to be modern and suit-
able for both teaching and research, as 
well as actual applications [3]. The 
special highlight was the BSD-based li-
censing model, which allows the li-
censee to use the architecture free of 
charge (Table 1).

Over the past few years, companies 
large and small have begun to explore 
the possibilities of RISC-V; developing, 
producing, and distributing hardware 
with a RISC-V core; and making their 
designs available free of charge. The 
large Chinese online retailer Alibaba, 
for example, has completely disclosed 
the RISC-V core it developed, as has 
disk manufacturer Western Digital. 
Even Apple, which has a very powerful 
and efficient ARM CPU up its sleeve in 
the form of its M1 chip, has recently 
been looking for RISC-V developers.

Much like ARM, but in total contrast to 
x86, the RISC-V architecture scales very 
well to small sizes. In addition to variants 

that have a full-blown memory manage-
ment unit (MMU) and are therefore suit-
able for Linux, RISC-V supports very 
simple microcontrollers for bare-metal 
programming, which makes it suitable 
for programming that does not require 
system software or is equipped with the 
FreeRTOS real-time operating system.

The simplest RISC-V variants imple-
ment only the core instructions, also 
known as the I-instructions. In addition 
to logical operations, these core instruc-
tions consist of just adding and subtract-
ing; multiplying and dividing are re-
served for the M-extension. Table 2 lists 
examples of RISC-V extensions, such as 
the F extension for floating point or the 
C extension for compressed instructions. 
UC Berkeley suggests implementing at 
least the I, M, F, D, and A extensions and 
uses the letter G (for “general”) to abbre-
viate this architecture to RV32G.

RISC-V is defined as a 32-, 64-, and 
even 128-bit architecture. In other 
words: All internal registers have a width 
of 32, 64, or even 128 bits, depending on 
the architecture. There are no less than 
32 or 64 of these registers, which are 
numbered X0 to X31 or X63. Apart from 
the register X0, which can only be read 
and where all bits are set to 0, the regis-
ters can be used universally. For exam-
ple, there is no special stack pointer. 
However, the architecture provides for a 
separate program counter (PC) (i.e., an 
instruction counter that contains the ad-
dress of the instruction that the CPU 
needs to process next).

Whereas the x86 architecture is a two-
register machine, RISC-V typically has 
three registers involved in an operation. 
If a two-register machine adds the con-
tents of two registers, it has to store the 
results in one of the two registers. A 
three-register machine, on the other 
hand, can store the result in a third reg-
ister (X1 = X2 + X3).

Figure 2: The RISC-V logo.

Modularity Basic Instruction Set Plus Extensions

Register width 32, 64, 128

No. of registers 16 (for embedded), 32, 64

Architecture type Load/ Store

File storage format Little Endian

Number of instructions 40 (RV32I, Computational, Control Flow, Memory Access)

Privilege Levels 3

Machine type Three register machine

Instruction types 6 (R, I, U, S, B, J)

Software Comprehensive software ecosystem with popular software 
stacks (Linux, FreeRTOS)

Misc. Stable specification, no further changes planned

Table 1: RISC-V Features

RV32I Base Instruction Set
RV32A A extension (atomic read-modify-write)

RV32B B extension (bit manipulation)

RV32C C extension (compressed instructions)

RV32D D extension (double precision floating point)

RV32F F extension (single precision floating point)

RV32M M extension (multiplication, division)

RV32S S extension (supervisor level instructions)

RV32V V extension (vector instructions)

Table 2: A Selection of RISC-V Instruction Set Extensions
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Installing RISC-V Linux
You can’t just call apt install on 
Ubuntu to get started. In fact, for an 
emulated RISC-V machine, you need a 
BIOS, a bootloader, and finally, the 
Linux operating system itself.

This all starts with the RISC-V com-
piler, which you install by typing

apt install gcc‑riscv64‑linux‑gnu

Download the latest version of the 
OpenSBI open source BIOS and generate 
the BIOS. The bootloader is U-Boot, 
which is well known in the embedded 
area – you will need to compile a RISC-V 
version of U-Boot.

The RISC-V server image [4] hosted by 
Canonical targets a small memory foot-
print at 466MB. You still need to convert 
this to a usable size after downloading 
and unpacking the image using the 
Qemu tools. Whether this size will be 
20GB or just 5GB is something you’ll 
need to decide for yourself.

Finally, you need to launch Qemu with 
a plethora of parameters, especially for the 
network connection, if you want to use In-
ternet access. User Aaronfranke provides a 
script [5] that maps the essential installa-
tion steps. Listing 1 shows a variant that 
we modified and extended; the script opti-
mizes, adjusts, and conjures up a bootable 
system more or less automatically.

The script creates a new risc‑v/ sub-
folder in your home directory, installs the 
necessary software by running apt in‑
stall, and reloads the other required com-
ponents, including the pre-built Ubuntu 
image off the web. It generates the firm-
ware and the bootloader and finally starts 
RISC-V Linux. Incidentally, the download 
and installation only occur on the first call.

Save the script in a file named, say, 
risc‑v‑linux.sh, change the access 
rights to execute by typing

chmod 755 risc‑v‑linux.sh

and finally start the installation. Launch 
Linux in the console by calling

./risc‑v‑linux.sh

At this point, however, you will need 
some patience, because the RISC-V CPU 
implementation in Qemu is a software 
emulation rather than virtualization. A 
few minutes later, however, you should 

#!/bin/bash

BASISDIR=~/risc‑v

UBUNTU_IMG=ubuntu‑20.04.3‑preinstalled‑server‑riscv64+unmatched.img

if test ! ‑f `type ‑p riscv64‑linux‑gnu‑gcc`; then

  echo "install compiler..."

  sudo apt install gcc‑riscv64‑linux‑gnu

fi

if test ! ‑f `type ‑p qemu‑system‑riscv64`; then

  echo "install qemu..."

  sudo apt install qemu‑system‑misc qemu‑utils

fi

if test ! ‑d ${BASISDIR}; then

  echo "mkdir ${BASISDIR}"

  mkdir ${BASISDIR}

fi

cd ${BASISDIR}

if test ! ‑f opensbi/build/platform/generic/firmware/fw_payload.bin; then

  wget https://cdimage.ubuntu.com/releases/20.04/release/${UBUNTU_IMG}.xz

  xz ‑dk ${UBUNTU_IMG}.xz

  qemu‑img resize ‑f raw ${UBUNTU_IMG} +6G

  export CROSS_COMPILE=riscv64‑linux‑gnu‑

  git clone https://source.denx.de/u‑boot/u‑boot.git

  cd u‑boot/

  git reset ‑‑hard v2021.10‑rc3

  make qemu‑riscv64_smode_defconfig

  make ‑j$(nproc)

  cd ..

  git clone https://github.com/riscv/opensbi.git

  cd opensbi/

  make PLATFORM=generic FW_PAYLOAD_PATH=../u‑boot/u‑boot.bin

  cd ..

fi

qemu‑system‑riscv64 ‑machine virt ‑m 4G ‑nographic \

  ‑bios opensbi/build/platform/generic/firmware/fw_payload.bin \

  ‑smp cores=2 ‑gdb tcp::1234 \

  ‑device virtio‑net‑device,netdev=eth0 \

  ‑netdev user,id=eth0,hostfwd=tcp::2222‑:22 \

  ‑drive if=none,file=${UBUNTU_IMG},format=raw,id=mydisk \

  ‑device ich9‑ahci,id=ahci ‑device ide‑hd,drive=mydisk,bus=ahci.0 \

  ‑device virtio‑rng‑pci

Listing 1: RISC-V Ubuntu for Qemu
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be prompted to log in, and you can com-
ply by entering the username ubuntu 
with the initial password of ubuntu (Fig-
ure 3). The system will then force you to 
change the password for security reasons.

No Command-Line Fun
Since the serial console has some weak-
nesses, it is best to log in to the new 

system via SSH using another terminal 
window. Qemu configured our script for 
SSH login, so you can type

ssh ‑p 2222 ubuntu@localhost

Now enter the uname ‑a command, and 
you will see that you are working on a 
RISC-V machine. cat /proc/cpuinfo also 

shows the architecture, including the im-
plemented extensions, but is otherwise 
surprisingly terse. cat /proc/interrupts, 
dmesg, or file /usr/bin/bash show fur-
ther traces of the RISC-V architecture 
(Figure 4). On the whole, however, 
Linux lives up to its reputation as a plat-
form-independent operating system by 
carefully concealing the new CPU archi-
tecture under the hood.

Use apt update to update the package 
list in the usual way. But avoid apt up‑
grade, which could swap the kernel and 
bootloader and cause problems. Gener-
ally speaking, the software will not be 
one hundred percent stable across the 
board. Once you have installed a com-
piler and developer tools by typing

apt install build‑essential gdb vim

you can enter and compile a small Hello 
RISC-V program. Then check out the 
CPU registers and assembler code in the 
GNU debugger (Figure 5).

By the way, the CPU registers do not 
use the previously mentioned register 
designations X0 to X31 in the debugger 

Figure 3: The login screen for RISC-V Ubuntu.

RISC-V

IN-DEPTH



sudo poweroff. To then exit Qemu, use 
the keyboard shortcut Ctrl+A,X.

Perfect Match
In addition to Ubuntu, Fedora [6] and 
Debian [7] also provide prebuilt RISC-V 
images. The Debian variant we tested, 
however, did act up a little and did not let 
us install our favorite editor Vim. Any-
way, it’s more exciting to use a DIY build 
instead of a pre-built system image. You 
can use the Buildroot system builder for 
this; you’ll find a short tutorial online [8].

As you can see, Linux users have no 
reason to complain about a lack of sup-
port for the RISC-V instruction set archi-
tecture. This should not come as a sur-
prise: With a smart, modular, open-
source design, plus a free license – Linux 
and RISC-V are a perfect match.  nnn

or in the output of the dmesg ‑‑kernel 
command. Instead, you will see the 
names ra, sp, t0, s6, and so on. The 
RISC-V Foundation proposed – or spec-
ified – a convention for the use of the 
registers, and the programmers or the 
manufacturers of the development 
tools also adhere to this convention. 
According to the convention, for exam-
ple, register X2 acts as a stack pointer 
(sp); X1 contains the return address 
(ra) for a subroutine call. Registers 

with a T in their names are used to 
cache data, and those that start with 
an A contain the call parameters when 
a function is called.

Developers don’t have to worry about 
these details in most cases; they are 
mainly relevant for kernel programmers 
when debugging.

Quitting Qemu
At the end of the day, shut down RISC-V 
Ubuntu cleanly in the terminal by typing 

Figure 4: Traces of the RISC-V architecture are easy to find.

Figure 5: Disassembling a small “Hello, RISC-V” program in the GNU 
debugger.
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Host-INT Collects Metadata
The Host-INT specification describes 
several options for collecting additional 
metadata from packet headers in order 
to measure latency, depth of the queues 
that the packet passes through, and link 
utilization levels.

After installing and enabling Host-INT 
on Linux servers (check the Host-INT 
GitHub page [3] for more on supported 
Linux distributions and versions), INT 
headers are added to IPv4 TCP and UDP 
packets that are then read by another 
INT-enabled host on the network. For ex-
ample, if you configure Host-INT on host 
A to add INT headers to all packets sent 
from host A to host B, an extended 
Berkeley Packet Filter (eBPF) program 
loaded into the Linux kernel on host A 
modifies all TCP and UDP packets des-
tined for host B.

The INT header contains:
• The time when the packet was 

processed.
• A sequence number that starts at 1 for 

the first packet of each flow and incre-
ments for each subsequent packet of 
the flow.

Host-INT’s notion of a flow is all packets 
with the same 5-tuple (i.e., the same 
combination of values for these five 
packet header fields):
• IPv4 source and destination address
• IPv4 protocol
• TCP/ UDP source and destination port
The packet encapsulation format used 
in Host-INT’s initial release is to add 
the INT headers after the packet’s TCP 

H yperscale data centers are 
seeking more visibility into 
network performance for bet-
ter manageability. This chal-

lenge is made more difficult as the 
number of switches and servers grow, 
and as data flows evolve to 100Gbps 
and higher. Knowing where network 
congestion is and how it is affecting 
data flows and service level agree-
ments (SLAs) is critical.

Inband Network Telemetry (INT) is 
an open specification from the P4 open 
source community [1]. The goal of INT 
is to allow the collection and reporting 
of packets as they flow through the net-
work. Intel has brought this capability 
to the Linux open source community 
with Host Inband Network Telemetry 
(Host-INT). The Host-INT framework 
can collect some very valuable data on 
network conditions – such as latency 
and packet drops – that would be very 
hard to obtain otherwise. Host-INT is 
ideal for app developers who need to 
know the network’s impact on an appli-
cation. Or, a large wide area network 
(WAN) service provider could use Host-
INT to ensure that its service level 
agreements are being met.

Host-INT builds on Switch-INT, an-
other P4 implementation that performs 
measurements on network packets. Both 
Host-INT and Switch-INT are designed 
to operate entirely in the data plane of a 
network device (e.g., in the hardware 
fast path of a switch ASIC or Ethernet 
network adapter). Switch-INT is 

currently running on programmable 
switch infrastructures such as Intel’s To-
fino Intelligent Fabric Processors [2]. By 
operating in the data plane, Switch-INT 
can provide extensive network telemetry 
without impacting performance.

How Host-INT Works
Host-INT is implemented in the Linux 
server, not in the switches, and it thus 
looks at packet flows from outside the 
network. The INT source node, located 
at the network ingress, inserts instruc-
tions and network telemetry information 
into the packet. The INT sink, located at 
the network egress, removes the INT 
header and metadata from the packet 
and sends it to the telemetry collector.

The Host-INT configuration consists of 
a source host, where packets are modi-
fied to include the telemetry informa-
tion, and the destination host, where 
metadata is collected and reported to an 
analytics program (Figure 1). The result 
is that Host-INT is able to collect diffi-
cult-to-obtain performance data. A De-
vOps team, for example, could use Host-
INT to study the impact of the network 
on their app’s performance – and obtain 
much more detailed information than 
would be available using conventional 
tools like ping and traceroute.

Also, organizations that depend on 
large WANs can use the latency and 
packet drop data that comes from Host-
INT to ensure service levels and connect 
early with their service provider to mini-
mize repair time.

Host-INT brings network packet telemetry 
to Linux hosts

 Packet  
 Timer
Inband Network Telemetry and Host-INT can provide valuable insights on network performance – 
including information on latency and packet drops. By Andrew Fingerhut and Deepa Seshadri
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or UDP header. In order for the receiv-
ing host B to distinguish packets that 
have INT headers from those that do 
not, host A also modifies the value of 
the differentiated services field code-
points (DSCP) within the IPv4 Type of 
Service field to a configurable value. In 
practice it is good to consult with a net-
work administrator to find a DSCP 
value that is not in use for other pur-
poses within the network.

When packets arrive at host B, an-
other eBPF program running in host B’s 
kernel processes it. If the packet has an 
INT header (determined by the DSCP 
value), the eBPF program removes it and 
sends the packet on to the Linux kernel 
networking code, where it will then pro-
ceed to the target application.

Before removing the INT header, host 
B’s eBPF program calculates the one-way 
latency of the packet, calculated as the 
time at host B when the packet was re-
ceived, minus the timestamp that host A 
sent in the INT header. Note that any in-
accuracy in the synchronization of the 
clocks on host A and host B introduces an 
error into this one-way latency measure-
ment. It is recommended that you use 
Network Time Protocol (NTP) or Preci-
sion Time Protocol (PTP) to synchronize 
the clocks for devices on your network.

Host B’s eBPF program looks up the 
packet’s flow (determined by the same 
5-tuple of packet header fields used at 
the source host A) in an eBPF map. In-
dependently, for the packets that host B 
receives with INT headers, it keeps the 
following data:
• The last time a packet was received.
• The one-way latency of the previous 

packet received by host B for this flow.
• A small data structure that, used in 

combination with the sequence 

number in the INT header, determines 
how many packets were lost in the 
network for this flow.

Host B will generate an INT report 
packet upon any of these events:
• The first packet of a new flow is re-

ceived with an INT header.
• Once-per-packet drop report time pe-

riod. Every flow is checked to see if 
any new packet drops have been de-
tected since the previous period. If 
there have been new packet losses de-
tected recently, an INT loss report 
packet is generated. The report con-
tains the number of lost packets de-
tected and the header of the packet.

• If the one-way latency of the current 
packet is significantly different from 
the latency of the previous packet for 
this flow, an INT latency report packet 
is generated.

Thus, by looking at the stream of INT re-
port packets, Host-INT can monitor the 
following things:
• Every time the latency of a flow 

changes significantly
• Periodic updates of the lost packet count
Both of these things are reported on a 
per-flow basis.

Host-INT generates INT report pack-
ets that are sent from INT packet receiv-
ers back to the sending host, where the 
data extracted from the report is written 
to a text file. Adding other components 
expands the functionality of Host-INT. 
Host-INT supports extensions that send 
INT report packets to the host that sent 
the packet containing the header – and 
even to a pre-configured IP address.

The typical reason to use a pre-config-
ured IP address is to send INT reports 
from many hosts to a telemetry analytics 
system that can collect, collate, analyze, 
and display telemetry data so operators 

can make insight-
ful decisions about 
their network. (In-
tel’s Deep Insight 
Analytics soft-
ware [4] is an ex-
ample of an ana-
lytics system that 
can process INT 
reports.)

Current 
Limitations
Although Host-
INT’s reports can 

help network administrators learn about 
flows experiencing high latency or many 
packet drops, Host-INT cannot currently 
help narrow down the root cause within 
a network for this behavior. Switch-INT, 
however, does have the ability to help 
find the root cause. If you deploy INT-ca-
pable switches on your network, you 
can configure those switches to generate 
INT reports on events such as packet 
drops or packet queues causing high la-
tency. By configuring your switches 
properly, you can quickly determine the 
actual location in the network where 
congestion and packet drops occur. You 
can also determine snapshots of other 
packets that were in the same queue as 
the dropped or high-latency packets.

Conclusion
Host-INT adds packet telemetry to Linux 
hosts, providing an effective way to moni-
tor network conditions in data centers, in-
cluding congestion, packet drops, and la-
tency. Host-INT works to provide an out-
side-in look at network performance, and 
you can combine it with Switch-INT for a 
more comprehensive management tool. 
The software and more documentation 
are available on GitHub [3].  nnn
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Figure 1: Host-INT in action: The source host adds an 
INT header to the packet. The destination host 
extracts the header and reports telemetry metadata 
to an analytics program.
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most common audio server on Linux, 
PulseAudio has become infamous for its 
awkward interface and, especially in its 
early days, for the project’s slowness to 
respond to numerous bug reports. A re-
cent Google search on “problems with 
Pulse Audio” [2] returned 289,000 re-
sults. At the top of these results is a list 
of common issues:
• Restarting the PulseAudio daemon
• Interrupting play in Amarok when 

running Skype
• Sound level is low or suddenly be-

comes too loud
• Missing playback devices or audio 

capture
• Front panel jacks not working
• Stuttering and audio interruptions

U nless you use a version of Fe-
dora released in 2021, you may 
not have heard of PipeWire [1]. 
However, by this time next 

year, PipeWire will likely be installed 
on your computer. Already, many distri-
butions are starting to carry PipeWire 
(marked as experimental) in their re-
positories. Still unfinished and its in-
stallation varying, depending on distri-
bution, PipeWire is about to replace 
PulseAudio as Linux’s main audio 
server. If you are unwilling to wait until 
PipeWire becomes a standard part of a 
Linux installation, here is what you 
should know.

PipeWire was created by Wim Tay-
mans of Red Hat in 2015. Based on an 

earlier project called PulseVideo, 
PipeWire was originally intended as a 
server for capture and playback of 
audio and video. The video side of the 
project is still in development, but the 
audio side is mature enough that in the 
spring of 2021 Fedora 34 become the 
first Linux distribution to install it by 
default. In Fedora 34, PipeWire is used 
to manage PulseAudio, JACK, ALSA, 
and GStreamer-based applications.

Given that Red Hat developed Pulse-
Audio earlier as an audio manager, the 
reasoning behind rushing PipeWire into 
general use is being silently passed 
over. However, the rush is almost cer-
tainly due to numerous complaints 
about PulseAudio. Despite being the 

Getting Ready for PipeWire 

Heir Apparent
In the coming year, PipeWire will replace PulseAudio, resulting in better audio on Linux. If you can't 
wait, here's what you need to know to get started with PipeWire. By Bruce Byfield
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• Excessive CPU usage and distortion
• Various problems with Skype and 

Wine
Just below this list in the results is a 
Reddit thread asking, “Why do people 
dislike PulseAudio?” [3] The thread 
has 94 comments, many of which list 
additional problems and, at times, 
voice considerable frustration. For 
such a prominent piece of Linux desk-
top structure, PulseAudio has been an 
embarrassment that has never entirely 
gone away.

None of this dissatisfaction, of course, 
is officially mentioned. Instead, the em-
phasis is on the very real technical im-
provements offered by PipeWire. The 
project’s home page explains, “PipeWire 
was designed with a powerful security 
model that makes interacting with audio 
and video devices from containerized 
applications easy, with supporting 
Flatpak applications being the primary 
goal. Alongside Wayland and Flatpak, 
we expect PipeWire to provide a core 
building block for the future of Linux ap-
plication development.” In the project’s 
GitLab repository, a section entitled 
“How Is PipeWire Supposed to Be a 
Better PulseAudio?” [4] includes the 
following advantages:
• Lower latency with less CPU usage 

and fewer dropouts
• A security model with greater privacy
• More control over how applications 

are linked to devices and filters

• An external policy manager that al-
lows greater integration into a desktop 
system

A similar heading, “How Is PipeWire 
Supposed to Be a Better JACK?”[5], lists 
the following advantages over JACK:
• Greater efficiency for merging devices 

and resampling
• Multiple devices only need to be 

resampled together when linked to 
each other

• Better interaction with Bluetooth and 
any similar future devices

• Dynamic adaption of latency, which 
improves power usage on laptops

• The ability to implement exclusive ac-
cess to devices, potentially improving 
audio quality and power usage.

• Full latency compensation, which 
JACK lacks

Some of these advantages are still being 
developed. For instance, it is only with 
the release of Fedora Workstation 35 in 
October 2021 that improved Bluetooth 
interaction is one of PipeWire’s features. 
However, PipeWire is ready for most 
common purposes.

Resources for Installation 
and Configuration
The easiest way to try PipeWire is to 
install Fedora Workstation 35 in Boxes 
or VirtualBox. Instructions for working 
from source code are available online [6] 
but are only recommended for the 
hardy. Even other distributions that 

have PipeWire in 
their repositories 
generally have a 
wiki with distro-
specific instruc-
tions. Arch 
Linux [7], 

Debian [8], and Gentoo [9] are among 
the distros with PipeWire configuration 
wikis, although you may find they suf-
fer from a lack of current information. 
Still, with any luck, you will find that 
such distro-specific wikis have enough 
accuracy to install PipeWire both on 
the distro or on its derivative distros. If 
you run into trouble, you may find use-
ful information on another distro’s 
wiki. You can also find information 
about installing from source, although 
configuration may be overwhelming 
unless you are familiar with the com-
mon terms used in audio, such as la-
tency, sampling, and buffers, and are 
willing to take the time to master all 
the PipeWire components and how 
they interact with other audio applica-
tions and systemd.

The distro-specific PipeWire wikis can 
be occasionally outdated, but at least 
you cannot go wrong if you follow the 
instructions step by step. The Debian 
wiki is a perfect example. It starts by em-
phasizing that in Debian 11, the latest re-
lease, PipeWire is experimental and may 
break some applications. Then the wiki 
goes on to explain the differences in 
packages between Debian 10 and 11. 
Clear step-by-step instructions are given 
for creating the files for replacing Pulse-
Audio with PipeWire in Debian 11, as 
well as for setting up PipeWire for the 
root user, if you wish to do that. The 
same instructions are then given for out-
putting ALSA and JACK to PipeWire and 
for using PipeWire with Bluetooth. The 
Debian wiki then goes on to explain that 
the PipeWire setup in Debian Testing 
and Unstable, which will eventually ap-
pear in Debian 12, “has vastly improved 
compatibility and reliability and is also 

Figure 2: Ubuntu configures PipeWire from /etc/ pipewire/ pipewire.conf, but not every distribution does. 
Ubuntu’s default pipewire.conf lists what is loaded when PipeWire starts.

Figure 1: Fedora stores PipeWire configuration files 
in /usr/ share/ pipewire. Not all distributions do the 
same.

PipeWire
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Linux, probably not. After all, it is 
coming anyway. However, if you are a 
serious audiophile, then you will ap-
preciate the improvement that 
PipeWire offers. Sound can be subjec-
tive, but even on Boxes, in a virtual in-
stallation – hardly the ideal situation – 
I noticed that the sound on Firefox and 
when playing FLAC and OGG files was 
noticeable immediately. In addition, I 
had no trouble connecting to my Blue-
tooth speakers. By contrast, every up-
grade of my main Debian installation 
has meant several hours configuring 
PulseAudio to work consistently with 
Bluetooth.

Still to come is the use of PipeWire 
to manage video the same way that it 
does audio. In the recent buzz, some 
mention of video capture has been 
made. However, from what is not said, 
I can only conclude that the benefits to 
video are still to come. And what will 
those be? At this point, we can only 
wait to see.

Meanwhile, if you have struggled 
with PulseAudio as much as I have, you 
should hold on for just a while longer. 
Help is on the horizon – and about 
time, too. With any luck, these notes 
should help you navigate the often in-
consistent documentation that has 
sprung up in PipeWire’s wake.  nnn

much easier to configure as a replace-
ment,” and also gives more information 
about special cases. The other wikis are 
similar, both in instructions and in look-
ing to the future.

Should you want to install PipeWire 
on different distributions, be aware that 
PipeWire is so new that it has no stan-
dard man page or file placement. The 
Ubuntu man page has an option to dis-
play the version (--version) and another 
option to name the daemon (--name or 
-n), neither of which the average user 
will have much use for. A --help (-h) op-
tion is available but only lists these three 
options. The Fedora man page has --ver-
bose (-v) and --config=FILE (-c=FILE) 
options. However, information is avail-
able online for editing the configuration 
file(s). In Fedora, /usr/ share/ pipewire 
contains five configuration files, plus an-
other directory of six configuration files 
(Figure 1). By contrast, Ubuntu uses 
only /etc/ pipewire/ pipewire.conf (Fig-
ure 2). Then, to completely muddle mat-
ters, Debian has been using /etc/ 
pipewire/ media-session.d/ but plans to 
switch the configuration directory to /
usr/ share/ pipewire/ in Debian 12. For 
the next few months or so, patience and 
careful reading are definite pre-requisites 
for setting up PipeWire.

On the Horizon
Is the effort to set up PipeWire worth 
it? If you are a casual user of audio on 
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Time for an Overview
To get a brief overview of the contents of 
all collected GPX files, Listing 2 walks 
through all the files in the tours/ direc‑
tory using gpxFiles() from Listing 1. It 
reads the files’ XML data and uses gpx‑
Points() to return a list of all the geo‑
points it contains along with matching 
timestamps.

The output in Figure 3 shows that 
the trails were recorded all over the 
place. For example, the intersection of 
the latitude of 37 degrees north and 
the longitude of ‑122 degrees west is 
my adopted home of San Francisco. 
On the other hand, the latitude of 48 
degrees north and the longitude of 10 
degrees east represents my former 
home of Augsburg, Germany, which I 
visited as an American tourist last 
summer.

Out and About or Lazy?
A recording’s GPX points also come 
with timestamps; in other words, a col‑
lection of GPX files reveals the calendar 

T he GPX data of my hiking trails, 
which I recorded with the help of 
geotrackers and apps like Ko‑
moot [1], hold some potential for 

statistical analysis. On which days was I 
on the move, and when was I lazy? 
Which regions were my favorites for hik‑
ing, and in which regions on the world 
map did I cover the most miles?

No matter where the GPX files come 
from – whether recorded by a Garmin 
tracker or by an app like Komoot that 
lets you download the data from its web‑
site [2] – the recorded data just screams 
to be put through more or less intelligent 
analysis programs. For each hike or bike 
ride, the tours/ directory (Figure 1) con‑
tains one file in XML format (Figure 2). 
Each of these GPX files consists of a se‑
ries of geodata recorded with time‑
stamps. In each case, the data shows the 
longitude and latitude determined using 
GPS, from which, in turn, you can deter‑
mine a point on the Earth’s surface, vis‑
ited at a given time.

Nabbed from GitHub
It would be a tedious task to read the 
XML data manually with Go because 
its internal structure, with separate 
tracks, segments, and points, dictates 
that you have matching structures in 

Go. Fortunately, someone already 
solved that problem with the gpxgo 
project, which is available on GitHub. 
The program from Listing 1 [3] re‑
trieves it in line 4 and completes the 
job in one fell swoop using ParseFile() 
in line 26. Any analysis program pre‑
sented later on just needs to call gpx‑
Points() from Listing 1 with the name 
of a GPX file to retrieve Go structures 
with all the geopoints in the file and 
the matching timestamps.

To calculate the average of all geo‑
points in a GPX file, say, to determine 
where the whole trail is located, gpx‑
Avg() first calls gpxPoints() starting in 
line 43, uses pt.Longitude and 
pt.Latitude from the Point structure to 
pick up the values for longitude and lat‑
itude, and adds them up to create two 
float64 sums. Also, for each geopoint 
processed, the nofPoints counter is in‑
cremented by one, and the averaging 
function only has to divide the total by 
the number of points at the end to re‑
turn the mean value.

Mike Schilli works as a 
software engineer in the 
San Francisco Bay Area, 
California. Each month 
in his column, which has 
been running since 1997, 
he researches practical applications of 
various programming languages. If you 
email him at mschilli@perlmeister.  com 
he will gladly answer any questions.

Author

For running statistics on his recorded hiking trails, Mike Schilli 
turns to Go to extract the GPS data while relying on plotters 
and APIs for a bit of geoanalysis. By Mike Schilli

Extract and analyze GPS data with Go

Wanderlust

Figure 1: Homegrown analysis tools extract motion data from a 
collection of GPX files. Ph
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01  package main

02  

03  import (

04    "github.com/tkrajina/gpxgo/gpx"

05    "os"

06    "path/filepath"

07  )

08  

09  func gpxFiles() []string {

10    tourDir := "tours"

11    files := []string{}

12  

13    entries, err := os.ReadDir(tourDir)

14    if err != nil {

15      panic(err)

16    }

17  

18    for _, entry := range entries {

19      gpxPath := filepath.Join(tourDir, entry.Name())

20      files = append(files, gpxPath)

21    }

22    return files

23  }

24  

25  func gpxPoints(path string) []gpx.GPXPoint {

26    gpxData, err := gpx.ParseFile(path)

27    points := []gpx.GPXPoint{}

28  

29    if err != nil {

30      panic(err)

31    }

32  

33    for _, trk := range gpxData.Tracks {

34      for _, seg := range trk.Segments {

35        for _, pt := range seg.Points {

36          points = append(points, pt)

37        }

38      }

39    }

40    return points

41  }

42  

43  func gpxAvg(path string)(float64, float64, int) {

44      nofPoints := 0

45      latSum,longSum := 0.0, 0.0

46      for _, pt := range gpxPoints(path) {

47        latSum += pt.Latitude

48        longSum += pt.Longitude

49        nofPoints++

50      }

51      return latSum/float64(nofPoints),

52        longSum/float64(nofPoints), nofPoints

53   }

Listing 1: gpxread.go
01  package main

02  

03  import ("fmt")

04  

05  func main() {

06    for _, path := range gpxFiles() {

07      lat, lon, pts := gpxAvg(path)

08      fmt.Printf("%s %.2f,%.2f (%d points)\n",

09        path, lat, lon, pts)

10    }

11  }

Listing 2: tourstats.go

Figure 2: The XML data in the GPX file represents 
track points on a hiking trail.

Figure 3: A collection of GPX files and their analysis 
by tourstats.go.
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01  package main

02  

03  import (

04    "fmt"

05    "github.com/wcharczuk/go‑chart/v2"

06    "os"

07    "sort"

08    "time"

09  )

10  

11  func main() {

12    perday := map[time.Time]int{}

13  

14    for _, path := range gpxFiles() {

15      for _, pt := range gpxPoints(path) {

16        t := time.Date( pt.Timestamp.Year(), pt.Timestamp.

Month(), pt.Timestamp.Day(), 0, 0, 

0, 0, time.Local)

17        perday[t]++

18      }

19    }

20  

21    keys := []time.Time{}

22    for day, _ := range perday {

23      keys = append(keys, day)

24    }

25    sort.Slice(keys, func(i, j int) bool {

26      return keys[i].Before(keys[j])

27    })

28  

29    xVals := []time.Time{}

30    yVals := []float64{}

31    for _, key := range keys {

32      xVals = append(xVals, key)

33      yVals = append(yVals, float64(perday[key]))

34    }

35  

36    mainSeries := chart.TimeSeries{

37      Name: "GPS Activity",

38      Style: chart.Style{

39        StrokeColor: chart.ColorBlue,

40        FillColor: chart.ColorBlue.WithAlpha(100),

41      },

42      XValues: xVals,

43      YValues: yVals,

44    }

45  

46    graph := chart.Chart{

47      Width:  1280,

48      Height: 720,

49      Series: []chart.Series{mainSeries},

50    }

51  

52    f, _ := os.Create("activity.png")

53    defer f.Close()

54  

55    graph.Render(chart.PNG, f)

56  }

Listing 3: activity.go

Figure 4: Walking activities as a number of GPS track points over time.
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days on which I recorded walks. From 
this data, Listing 3 generates a time‑
based activity curve. To accumulate the 
number of all track points recorded dur‑
ing a given calendar day, it sets the 
hour, minute, and second values of all 
timestamps it finds to zero and uses 
time.Date() to set the recording date, 
valid for all points sampled during a 
specific calendar day. In the perday hash 
map, line 17 then increments the re‑
spective day entry by one with each 
matching timestamp it finds. All that re‑
mains to do then is to sort the keys of 
the hash map (i.e., the date values) in 
ascending order and to draw them on a 
chart with values corresponding to the 
assigned counters.

Simply Complicated
This is by no means as simple as in 
scripting languages such as Python, 
where hashes are also unsorted, but a 
sort command on the hash keys quickly 
returns them in order, for a loop to pro‑
cess the entries. In Go, the for loop start‑
ing in line 22 of Listing 3 first needs to 
collect all the keys in the hash map and 
push them into a newly created array 
slice. The sort.Slice() function then 
sorts the slice by time in ascending 
order, starting in line 25.

With an array slice of strings, you 
could do the whole thing quickly with 
sort.Strings(), but because the hash 
keys are time.Time type data, line 26 
still has to define a callback function 

that tells the sort algorithm which of 
two array values at indexes i versus j 
is now larger. Fortunately, the time.
Time type has a Before() function that 
returns exactly this result, so the call‑
back function simply returns the result 
of that, because that’s exactly what 
the comparison function is supposed 
to determine.

With the keys sorted by time in ascend‑
ing order, the for loop starting in line 31 
can now pass the hash entries, also 
sorted in a separate array slice, to the 
go‑chart plotting library that line 5 in 
Listing 3 pulls from GitHub. It draws visu‑
ally appealing charts as bar diagrams, pie 
charts, or function graphs. In the case at 
hand, the data exists as a series of values 

01  package main

02  

03  import (

04    "encoding/json"

05    "fmt"

06    "github.com/peterbourgon/diskv"

07    "io/ioutil"

08    "net/http"

09    "net/url"

10  )

11  

12  type GeoState struct {

13    ApiKey string

14    Cache  *diskv.Diskv

15  }

16  

17  func NewGeoState() *GeoState {

18    state := GeoState{

19      ApiKey: "<API‑Key>",

20      Cache:  diskv.New(diskv.Options{BasePath: "cache"}),

21    }

22    return &state

23  }

24  

25  func (state *GeoState) GeoRev(lat, lng float64) string {

26    key := roundedLatLng(lat, lng)

27  

28    res, err := state.Cache.Read(key)

29    if err != nil {

30      res = []byte(state.GeoLookup(lat, lng))

31      state.Cache.Write(key, res)

32    }

33  

34    return string(res)

35  }

36  

37  func roundedLatLng(lat, lng float64) string {

38    return fmt.Sprintf("%.1f,%.1f", lat, lng)

39  }

40  

41  func (state *GeoState) GeoLookup(lat, lng float64) string {

42    u := url.URL{

43      Scheme: "https",

44      Host:   "api.opencagedata.com",

45      Path:   "geocode/v1/json",

46    }

47    q := u.Query()

48    q.Set("key", state.ApiKey)

49    q.Set("q", roundedLatLng(lat, lng))

50    u.RawQuery = q.Encode()

51  

52    resp, err := http.Get(u.String())

53    if err != nil {

54      panic(err)

55    }

56  

57    body, err := ioutil.ReadAll(resp.Body)

58    if err != nil {

59      panic(err)

60    }

61    return stateFromJson(body)

62  }

63  

64  func stateFromJson(txt []byte) string {

65    var data map[string]interface{}

66    json.Unmarshal(txt, &data)

67  

68    re sults := data["results"].([]interface{})[0].

(map[string]interface{})

69    re turn results["components"].(map[string]interface{})

["state"].(string)

70  }

Listing 4: georev.go
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huge database that assigns places on 
the Earth’s map to their GPS coordi‑
nates in as much detail as possible.

To perform this calculation, there are 
various services online vying for the 
favor of their paying customers, who 
are then allowed to access their treasure 
trove of data via API. Google Maps orig‑
inally offered this kind of mapping free 
of charge, but the boffins at Google 
withdrew this offer some time ago and 
now require a credit card to register. 
The company then bills you if you ex‑
ceed a certain number of requests.

But if you look around online, you will 
find a number of freemium offers from 
some providers such as OpenCage [4], 
where you can register by email and re‑
ceive an API token for a limited number of 
requests for a trial. As an example of using 
the API, the GeoRev() function, starting in 
line 25 of Listing 4, converts a combina‑
tion of the latitude and longitude in float64 
format to the state at that location. This 
means that 37.7, ‑122.4 becomes Califor‑
nia and 49.4, 8.7 becomes Bavaria.

Figure 5 shows the detailed JSON re‑
sponse provided by the OpenCage 
server for a coordinate in the San Fran‑
cisco metropolitan area. Everything 
from the zip code to the street name, 
country, state, and so on is shown 
there. Of course, this only works if List‑
ing 4 (in line 19) contains a valid API 
key, which is available on the Open‑
Cage site if you register your email (no 
credit card required).

at specific time points, so line 36 defines 
the chart as chart.TimeSeries and sets the 
fill and stroke color to blue. You can com‑
pile the program with

go build activity.go gpxread.go

because it loads in the gpxFiles() and 
gpxPoints() functions from Listing 1 to 

support its plot in‑
structions. The 
output it generates 
is an image file 
named activity.
png (Figure 4).

Real World
But given the 
GPX coordinates 
in geographical 
longitude and lat‑
itude, how do 
you discover the 
country in which 
they are located, 
or even the state, 
city, or street? 
This function is 
the domain of 
geomapping 
tools. This is ac‑
tually a reverse 
case – it’s not a 
matter of infer‑
ring the geoloca‑
tion from a given 
address but dis‑
covering the city 
from the given 
coordinates. To 
do this, you ulti‑
mately need a 

Figure 5: The JSON response to geomapping from 
OpenCage contains detailed location information.

01  package main

02  

03  import (

04    "github.com/wcharczuk/go‑chart/v2"

05    "os"

06  )

07  

08  func main() {

09    geo := NewGeoState()

10    perState := map[string]int{}

11  

12    for _, path := range gpxFiles() {

13      for _, pt := range gpxPoints(path) {

14        state := geo.GeoRev(pt.Latitude, pt.Longitude)

15        perState[state]++

16      }

17    }

18  

19    vals := []chart.Value{}

20    for state, count := range perState {

21      vals = append( vals, chart.Value{Value: float64(count), 

Label: state})

22    }

23  

24    pie := chart.PieChart{

25      Width:  512, Height: 512,

26      Values: vals,

27    }

28  

29    f, _ := os.Create("states.png")

30    defer f.Close()

31    pie.Render(chart.PNG, f)

32  }

Listing 5: states.go
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Armed with this package, Listing 5 can 
now draw a pie chart indicating which 
states the collection of GPX files cover in 
total and where the most hiking steps 
were recorded. To do this, in the perState 
hash map, it increments the entry under 
the state string key by one. The more 
track points there are in the respective re‑
gion, the higher the count value, and the 
bigger the pie slice in the graph later on.

Listing 5 generates an image file 
named states.png, and Figure 7 shows 
the results: My GPX files are mostly from 
California but also feature the German 
states of Bavaria, Baden‑Württemberg, 
and Lower Saxony.

I Want More
Of course, these are only crude examples 
that show what is possible. With a little 
more effort, more hidden nuggets can be 
extracted from the data. For example, if 
you want to identify the regions with the 
most popular trails, you can use an AI li‑
brary to track down clusters using the k‑
means method. In addition, artificial in‑
telligence could suggest previously pop‑
ular hiking routes that you have not vis‑
ited for some time. And there’s so much 
more; once the data is recorded, the 
world is your oyster.  nnn

Using Go to extract data from a server 
response with JSON data is always diffi‑
cult if there is no corresponding Go type 
on the client side that can reproduce 
the data structure down to the last de‑
tail. The alternative is a hack that relies 
on type assertion to force the data into 
hash maps with interface{} types. The 
stateFromJson() function works its way 
through the results, components, and 
state entries in the JSON data before it 
finds the nugget it’s looking for, while 
Go uses type assertions to constantly 
assure the function that the next part 
really is of the expected type.

Smart Cache
Of course, it would be pretty stupid to 
bomb the server with thousands of re‑
quests for almost identical track points – 
on the one hand, because this requires a 
round trip across the Internet each time, 
and on the other, because the limited 
quota of the free trial account would be 
quickly consumed.

This is why Listing 4 defines a cache/ 
directory, where the simple discv cache 
implementation from GitHub perma‑
nently caches previously retrieved API 
results for later use. The rounded‑
LatLng() function, starting in line 37, 
rounds the longitude and latitude to 
one decimal place for incoming re‑
quests and first looks to see if there is 
already a result in the cache. If not, it 
fetches the corresponding geodata with 
a web request to the server’s API and 
stores what it needs from it in the 
cache. While the program is running, 
the cache fills up visibly with the in‑
coming requests, as a quick look at the 
cache directory in Figure 6 reveals.

[1]  Komoot: https://  www.  komoot.  com/

[2]  “Programming Snapshot: Go GPS 
Data Retrieval” by Mike Schilli, Linux 
Magazine, issue 252, November 
2021, p. 50

[3]  Listings for this article:  
ftp://  ftp.  linux‑magazine.  com/  pub/ 
 listings/  linux‑magazine.  com/  256/

[4]  OpenCage: https://  opencagedata.  com

Info

Figure 6: The cache directory 
contains the results of reverse 
geomappings that have already 
been retrieved.

Figure 7: U.S. and German states 
visited on recorded hikes.

nnn
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tion of Kali Applications Boxer) extends 
the Debian package system via contain-
ers but integrates them into the existing 
system and controls them transparently 
via Kaboxer.

The Kaboxer developers emphasize 
the compatibility of this approach with 
other Debian variants in the documenta-

T he way distributions deliver soft-
ware is changing. New package 
formats such as Flatpak and 
Snap are becoming more wide-

spread, and containers are becoming in-
creasingly important even for casual 
desktop users. There are many reasons 
for this. Developers want to see their 
software quickly reach users without 
having to create packages in different 
formats. Some approaches also allow 
multiple software versions to be installed 
simultaneously. Sandboxing as a secu-
rity feature also plays a role.

In addition, not all software can be 
easily packaged and kept up-to-date 
using traditional package formats. This 
is especially true for distributions such 
as Kali Linux which ship hundreds of 
highly specialized applications. Many of 
these specialized applications are un-
available in the Debian repository. Oth-
ers are difficult to package because they 
rely on outdated libraries that hardly 
any distributions come with anymore. 
Another reason would be to isolate 
apps so that they do not interfere with 
other programs.

Kaboxer [1], a Docker and DEB pack-
age-based application developed for Kali 
Linux, transparently deploys difficult-to-

package applications in Docker contain-
ers within the Debian packaging system.

Kaboxer
Kali Linux specializes in penetration 
tests and digital forensics. Based on 
Debian, Kali Linux uses the Debian 
package manager. Kaboxer (an abbrevia-

Packaging applications in Docker containers

Neatly Bundled
Kaboxer lets users deploy applications that may be difficult to package using Docker containers.  
By Ferdinand Thommes

Figure 1: If you want to use the container framework, make sure that 
your user account belongs to the kaboxer group. Ph
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tion. The developers create Docker im-
ages of the applications, which they link 
in classic Debian packages. During in-
stallation, these packages then download 
the images. To create the DEBs, the 
Kaboxer team has extended Debian’s 
packaging tool debhelper to include a 
debhelper_kaboxer option and adapted 
the build system to match. As a user, 
you install the packages in the normal 
way with:

sudo apt install

Afterward, you will find the applications 
in the main menu.

Docker Makes It Possible
The Kaboxer developers’ decision to use 
Docker does not exclude other container 
formats in the future. Docker was ini-
tially chosen because its containers 
come with a large number of parameters 
for configuration, which means that the 
images can be easily integrated, both 
with the host system and across multiple 
containers.

To ensure this integration, Kaboxer 
uses existing Docker features such as 
mount points and port redirects. Menu 
items are based on .desktop files cre-
ated by Kaboxer. All the integration de-
tails, as well as the instructions for cre-
ating or retrieving the Docker image, 
are bundled in a single YAML file. The 
file, in turn, is packaged in one of the 
DEB files provided by the Kali project. 
The post‑inst script for these packages 
downloads the image so that the appli-
cation it contains can be used immedi-
ately afterwards.

Transparently Integrated
After containerizing an app, Kaboxer’s 
next task is to deploy the app so that 
users can open it with the familiar 
Debian package management com-
mands. Kaboxer’s other tasks include 
ensuring the persistence of the data cre-
ated by the user with the respective ap-
plication, even if the user deletes the 
corresponding container.

This explains why Kaboxer comes 
with functions for configuring volumes 
shared between the host and the con-
tainer. Additional steps need to be taken 
for GUI or web applications: GUI appli-
cations, for example, need access to the 
host’s X11 socket. For web applications, 
the HTTP port must be allowed, and the 
web browser must be launched with the 
respective URL.

Easy as Pie
Currently, the Kaboxer developers have 
packaged three applications. I’ll take a 
look at these applications from a user’s 
perspective by installing a GUI applica-
tion and a web application.

To recreate the examples, first install the 
main kaboxer tool (Listing 1, line 1). Then 
make sure that your user account belongs 
to the kaboxer group (Figure 1). If you 

01  $ sudo apt install kaboxer

02  $ apt search ‑‑names‑only '\‑kbx$'

03  $ sudo apt install zenmap‑kbx

04  $ sudo apt install covenant‑kbx

Listing 1: Kaboxer Hands-On

Figure 2: With a search via apt, you can quickly determine which 
applications are in Kaboxer format.

Figure 3: When installing Kaboxer packages via Debian’s package 
system, the actual contents enter the system as a Docker image from 
the Kali developers’ GitLab registry.
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The Kaboxer model has a disadvan-
tage also common to Flatpak and Snap: 
file size. Even programs that are only a 
few kilobytes tend to swell to 50MB or 
more as Kaboxer containers due to the 
unavailable dependencies on the host 
system (or dependencies that might even 
be duplicated in the worst case sce-
nario), as well as the container’s over-
head. Because of this, Kali Linux does 
not include these applications in its op-
erating system images. Instead, you 
must install them manually if needed.

DIY
Setting up applications for Kaboxer is 
definitely not witchcraft. The tool’s 
documentation describes the required 
steps in detail [2]. The steps include 
creating and building a Docker image 
of the corresponding application. For 
larger-scale deployments, it would 
make sense to automate the process 
via GitLab CI. For more information 
beyond what is described in the docu-
mentation, see the Kaboxer man pages 
and kaboxer.yaml.

Conclusions and Outlook
For Kali Linux users, Kaboxer offers the 
advantage of installing tools and applica-
tions that would otherwise be difficult or 
impossible to set up. You may notice (if 
at all) the use of containers instead of 
regular DEB packages due to the some-
what longer installation time. With a lit-
tle practice, you can package simple ap-
plications quite quickly. Whether the de-
velopers of other Debian derivatives will 
eventually take advantage of Kaboxer’s 
technology remains to be seen.  nnn

want to know which applications are 
available in Kaboxer format as well as 
which ones you have installed, use the 
command from Listing 1, line 2 (Figure 2).

First, I will test Zenmap, a graphical 
front end for the Nmap port scanner. 
Zen map depends on deprecated Python 
2 libraries, which makes any kind of nor-
mal software installation on Debian and 
its derivatives painful because Python 2 
has been removed from the Debian re-
positories.

To set up Zenmap with less overhead, 
the Kali developers offer the zenmap-kbx 

package (Listing 1, line 3) as one of their 
first Kaboxer applications. Figure 3 
shows the installation process, which 
also creates an entry in the desktop 
menu structure (Figure 4). You can set 
up Covenant, a .NET-based command-
and-control framework including a web 
front end (Figure 5) in the same way 
using the covenant-kbx package (line 4).

Both apps work immediately. You will 
not even notice that they are running in 
containers. Covenant automatically 
launches its web interface. The Kaboxer 
version of Firefox as a full-fledged GUI 
application also performed without any 
issues in testing.

Disadvantages
Kaboxer apps take a little longer to install 
than traditional DEB packages. A Kaboxer 
application’s tandem packages essentially 
function as a metapackage that downloads 
the content as a Docker image and then 
sets it up. However, you will not notice any 
further delays once you launch these apps.

Figure 4: Kaboxer automatically 
creates an entry in the main 
desktop menu from which you 
start the container.

Figure 5: Covenant requires a bit more effort because you operate it via 
a web interface that the container launches in the browser.

[1]  Kaboxer: https://  gitlab.  com/  kalilinux/ 
 tools/  kaboxer

[2]  Documentation: https://  www.  kali.  org/ 
 docs/  development/ 
 packaging‑apps‑with‑kaboxer/

Info
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The OpenPLC open source software 
runs on a Raspberry Pi, Linux, or Win-
dows PC, and it offers users a great 
way to learn industrial control con-
cepts, programming languages, and 
communications protocols.

In this article, I introduce IEC 61131-3 
programming by creating three small 
OpenPLC programs that use ladder logic, 
function blocks, and structured text pro-
gramming languages. The programs in 
the projects presented here connect to 
the Raspberry Pi general purpose input/ 
output (GPIO) pins for basic read and 

H ome automation projects can 
take advantage of a number 
of good software packages 
(e.g., Home Assistant and 

Node-RED) to manage and monitor sen-
sors and controllable devices. If you are 
interested in looking at an industrial 
controls approach to your automation 
projects, then OpenPLC [1] is a good 
package to consider. A programmable 
logic controller (PLC) is a hardened in-
dustrial hardware device that manages 
I/ O and logic according to the IEC 
61131-3 standard [2].

MakerSpace
Industrial control programming and 

protocols on a Raspberry Pi

Small Industry
Create automation projects with ladder logic, function 
blocks, structured text, and Modbus TCP. By Pete Metcalfe

Figure 1: OpenPLC on a Raspberry Pi. Le
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write functions; then, the PLC project 
passes data by Modbus TCP to a Node-
RED [3] dashboard.

Getting Started
The OpenPLC software comes in three 
packages: a logic editor, the runtime 
component, and a graphic builder. 
You can find specific instructions for 
your installation online [4]. For my in-
stallation, I put the OpenPLC editor 
on my Ubuntu PC for some standalone 
configuration and testing, but you 
could also load both the editor and 
OpenPLC runtime on a Raspberry PI. 
The OpenPLC runtime has a web in-
terface, so logic can be uploaded 
through a web browser. I didn’t install 
the OpenPLC graphic builder; instead, 
I used Node-RED dashboards as my 
final user interface.

OpenPLC has a good number of op-
tional communications packages and 
subsidiary I/ O components (Figure 1). 
For this application, I created an Open-
PLC project with three programs: a lad-
der program, a function block program, 
and a structured text program.

The resource object (Res0) defines 
global variables that can be used by all 
programs (e.g., pushbutton PB1) and 
the task cycle times (Figure 2). One of 
the benefits of a PLC is that it allows for 
easy management of task scheduling 
and program cycle times. Because this 
project is small, I put all the programs 
into the same task execution (task0). 
For a larger project, I might put all my 
digital logic into a fast task execution 
(20ms) and my analog logic into a 
slower task execution (250ms).

I wanted OpenPLC to do some basic 
Raspberry Pi pin reads and writes, so I 
used a setup with a pushbutton on pin 

17 and an LED on pin 23 (Figure 3). 
OpenPLC defines the Raspberry Pi 
GPIO pins by IEC 61131-3 addressing 
(Figure 4). For this project, the push-
button at Broadcom SOC channel 
(BCM) pin 17 (physical pin 11) is ad-
dressed by %IX0.3, which means an 
input bit on bus 0 at bit 3. The LED at 
BCM pin 23 (physical pin 16) is ad-
dressed by %QX0.2, an output bit on 
bus 0 bit 2.

Note that OpenPLC has allocated all 
the left side (odd) pins of the Raspberry 
Pi as inputs and all the right side (even) 
pins as outputs.

The first step in this project is to 
create some IEC 61131-3 programs to 
connect to the Pi pushbutton and 
LED. Once the programs are created, 
they are loaded and compiled on the 
OpenPLC runtime; the web interface 

Figure 2: OpenPLC project setup.

Figure 3: Raspberry Pi hardware setup.

Figure 4: IEC 61131-3 addressing for Raspberry Pi pins.
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For my FBD program (Figure 7) I 
wanted to count the number of times the 
LED was lit and output the value to a 
Modbus holding register. As in the lad-
der program, the external PB1 variable is 
referenced. A new output, CNT_FB, is de-
fined as %QW100, an output word that can 
be accessed by the Modbus protocol at 
address 100. (I’ll explain more about 

has a monitor page to view the logic 
variables.

Ladder Diagrams
Ladder logic was the first IEC 61131-3 
programming language, developed as a 
graphic representation for circuit dia-
grams of relay logic hardware. The 
term “ladder diagram” (LD) describes 
the appearance of the logic, which 
looks a little like a ladder (Figure 5), 
with the left side having a vertical 
power rail and the right side a vertical 
ground rail; a series of horizontal lines, 
or “rungs,” are wiring hardware com-
ponents between the rails.

Most electricians feel very comfortable 
with ladder logic, and it is an effective 
programming method for managing digi-
tal logic. If you come from a program-
ming background, ladder logic might feel 
a bit strange at first.

Figure 5 is an example of AND/ OR 
logic to light two LEDs with two push-
buttons. In this example, both buttons 
need to be pushed to light LED 1, 
whereas pushing either button lights 
LED 2

For my ladder program, I want to 
light an LED for three seconds with a 
single push of a button. In the Open-
PLC editor, I referenced an external 
pushbutton variable, PB1 (defined in 
Res0), and I created two local vari-
ables: LED2, my output LED, and TOF0, 
an off-delay timer.

IEC 61131-3 has a wide range of func-
tions that can be used in ladder rungs. 
In this example, a timer-off delay (TOF) 
function was inserted after the push-
button, and the time parameter 
(3,000ms) is wired in as a variable 
(Figure 6).

Function Block Diagrams
One limitation of ladder logic is that 
managing analog logic can be a little 
messy; therefore, function block dia-
grams (FBDs) were developed. If you are 
comfortable with graphic programming 
applications like Node-RED, you 
shouldn’t have any problems working 
with FBDs.

Figure 5: AND/ OR logic in a ladder diagram. Figure 6: Ladder logic to light an LED with a push-
button.

Figure 8: Structured text to count pushbutton presses.

Figure 7: Function blocks to count pushbutton presses.
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Modbus when I connect Node-RED to 
OpenPLC.)

The FBD uses a rising edge trigger 
(R_TRIG) to catch when the LED turns 
on. The output from R_TRIG is a boolean, 
so the value is converted to an INT and 
added to the value of CNT_FB.

Structured Text
One of the advantages of FBDs is that 
they are very readable and somewhat 
self-documenting. The downside of 
FBDs is that they can be messy for 
complex conditional logic. Structured 
text (ST) was developed as a program-
ming option that can work along with 
the other 61131-3 languages. Structured 
text is block-structured and resembles 
Pascal syntactically.

For my ST program, I wanted to cre-
ate the same functionality as in the 
earlier FBD. Interestingly, the same 
functionality in ST took only three 
lines of code (Figure 8), compared 
with five lines in FBD. In my ST pro-
gram I also added a simple IF condi-
tion to reset the pushbutton counter if 
the value reaches 1000.

Note that library functions such as R_
TRIG are available in all the 61131-3 pro-
gramming languages, and you can cre-
ate your own custom functions in one 
programming language that can be used 

in all the other 
languages.

Running 
OpenPLC 
Programs
To start the run-

time application manually on the 
Raspberry Pi, enter:

$ cd OpenPLC_v3

~/OpenPLC_v3$ U

  sudo ./start_openplc.sh &

The OpenPLC runtime starts the web ap-
plication on port 8080 on the Raspberry Pi.

After logging in to the web interface, the 
first step is to select the Hardware option 
and set the OpenPLC hardware layer to 
Raspberry Pi. Next, select the Programs op-
tion and upload the Open-
PLC configuration file. 
After a new configuration 
file is uploaded and com-
piled, the final step is to 
press the Start PLC button.

For my PLC application, 
a button push lights the 
LED for 3 seconds and the 
function block and struc-
tured text counter vari-
ables increment up.

The Monitoring option 
can be used to view the 
status of variables in the 
PLC configuration. At this 
point, the PLC is working 
somewhat “headless,” so 
adding a Node-RED visual 
interface is next.

Modbus with Node-RED
Modbus [5] was the earliest and most 
common communication protocol used 
to connect industrial devices together. 
Modbus can be used with serial inter-
faces (Modbus RTU) or on Ethernet net-
works (Modbus TCP); both are sup-
ported by OpenPLC.

Node-RED has a number of Modbus 
TCP nodes that can be used. I found that 
node‑red‑contrib‑modbustcp worked well 
for my application. New nodes can be 
added to Node-RED from the Manage 
Palette option.

A simple Node-RED application that 
can monitor the LED and counter sta-
tuses would use three modbustcp input 
nodes, a text node, and two numeric 
dashboard nodes (Figure 9).

Modbus supports four object types: 
coils, discrete inputs, input registers, 
and holding registers (Figure 10). On 
this Node-RED application, I am only 
using two types of Modbus objects: a 
coil (a single-digit bit, LED) and holding 
registers (16 bits, counters). When 
Modbus reads a holding register, it re-
turns just a single value (more, if re-
quested); however, for a coil, Modbus 
returns 16 bits of information, not just 
the single bit of interest.

To show just the LED status on a 
Node-RED dashboard, a small function 
is needed (Only pass item 0) to change 
the message payload to just the first item 
in the array:

msg.payload = msg.payload[0];

return msg;

Figure 9: Modbus interface logic in Node-RED.

Figure 10: Modbus object types.

Figure 11: Node-RED Modbus input configu-
ration for the Pi LED.
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out that OpenPLC is not designed to be 
used on real-time projects that have en-
vironmental or safety concerns.  nnn

The modbustcp input node needs to be 
configured with the variable’s Modbus 
object type and address. For example , 
the LED’s IEC addressing is %QX0.2, 
which would be a coil at address 2 (Fig-
ure 11). The function block counter 
(CNT_FB) address, %QW100, is a holding 
register at address 100 (CNT_ST is a hold-
ing register at address 0).

Modbus Writes from Node-
RED
I modified the earlier ladder logic pro-
gram to light the LED from either the 
pushbutton or a holding register 
(%QW1; Figure 12), which is an integer, 
so the value is converted to a boolean 
then OR’d with the pushbutton inter-
face. The result of this OR is the value 
of the LED.

On Node-RED, a slider node is used 
to pass a 0 or 1 to a modbus tcp output 
node, which is configured as a single 
write to holding register 1. After the 
Node-RED logic is deployed, the web 
dashboard is accessed at: http:// <your_
rasp_pi>:1880/ ui/  (Figure 13).

Final Comments
Learning industrial control theory can be 
a little challenging: It’s a very large topic 
with specific standards (e.g., IEC 61131-3 
programming) and industry-specific 
communications packages like Modbus. 
Luckily, open source packages like 
OpenPLC allow you to familiarize your-
self with industrial controls on low-cost 
hardware like the Raspberry Pi.

OpenPLC is an excellent testing and 
teaching tool, but it’s important to point 

Figure 12: Ladder logic to light LED from either a push-
button or Node-RED.

Figure 13: Node-RED dashboard with read/ 
write access to OpenPLC variables.

[1]  OpenPLC documentation:  
https://  www.  openplcproject.  com/

[2]  IEC 61131-3 documentation: https://  en. 
 wikipedia.  org/  wiki/  IEC_61131‑3

[3]  Node-RED documentation:  
https://  nodered.  org/

[4]  OpenPLC install: https://  www. 
 openplcproject.  com/  getting‑started/

[5]  Modbus documentation:  
https://  modbus.  org/

Info

You can investigate more neat projects 
by Pete Metcalfe and his daughters at 
https://  funprojects.  blog.

Author

nnn
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for light painting was born. In this article, 
I use a Raspberry Pi Pico to build a Micro-
Python programmable LED light stick.

The control does not require much in 
the line of interfaces, and the hardware 
needs to be as compact as possible – a 
good fit for the Pico, which is the young-
est member in the Raspberry Pi family 
and has already seen a huge amount of 
interest in the last months, with some in-
teresting HATs to match. The large com-
munity proves to be a boon if you are 

W ithout light, nothing can be 
seen in photography, but 
with just a little background 
light and light brushes, you 

can create interesting motifs. For long ex-
posures, you need a camera with manual 
adjustment and a tripod. A flashlight or 
laser pointer is sufficient to paint simple 
patterns or lettering into an on-going ex-
posure. If you like to experiment, you 
might want to work with LEDs to achieve 
particularly interesting light graphics.

I was interested 
in a creative ap-
proach and in try-
ing out what can 
be achieved with 
modern pixel ele-
ments and clever 
programming. The 
idea of a light stick 

MakerSpace
Programmable light stick  

with the Raspberry Pi Pico

Painting with Light
In the photographic method of light painting, you expose a subject over an extended 
period of time while moving the light sources. With a little technical support from a 
Raspberry Pi Pico, you can achieve sophisticated results. By Swen Hopfe

Figure 1: The circuit built on a breadboard for the 
initial tests. Ph
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Quantity Item
1 Raspberry Pi Pico

2 LED tape WS2812b

1 each Resistors: 460 ohm, 1.2k

1 each Capacitor, 22nF; electrolytic capacitor, 100µF

1 each Switch, button

2 20-pin female connector strip

1 Universal printed circuit board

4 1.2V NiMH batteries (or a 5V battery pack)

2 Aluminum U-section

Wiring and mounting material

Table 1: Materials
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looking for help. Currently the smallest 
Raspberry Pi model, the Pico comes with 
an RP2040 microcontroller chip and an 
ARM Cortex M0+ processor, offering a 
state-of-the-art alternative to comparable 
controllers. It can run C/ C++ and per-
forms well with MicroPython.

Light Brush
In this project, I use the MicroPython 
firmware on the Pi Pico (Table 1). The 
light stick does not need a WiFi connec-
tion. For a project intended for outdoor 
use, it is convenient to be able to switch 
off the supply voltage without risking 
damage to an SD card. I will not be going 
into the details of how to get started with 
the Pi Pico, what you need to consider 
when communicating with the device, 
and how to program with MicroPython, 
because enough good articles on these 
subjects already exist on the web.

Even a small breadboard offers suffi-
cient space to connect the essential com-
ponents for some initial tests (Figure 1). 
The Pico has to control a multitude of 
RGB LEDs, and the easiest way to imple-
ment this is with NeoPixels [1] (e.g., 
WS2812b), LEDs that have their own 
control chip and can therefore be ad-
dressed individually on the wire. Now 
available in many designs, they will be 
referred to in the following text as LEDs 
for the sake of simplicity.

A light stick length of 2m is fine, so it 
can be easily transported and, above all, 
moved. This movement and the timed 
switching of certain pixels should create 
a satisfactory curtain of light in the fin-
ished photo (Figure 2).

Structure
If the circuit works in the test setup, you 
can move on to the build. All the hard-
ware is attached directly to the stick, 
which is created from a standard alumi-
num U-section. Luckily, the finished 
board turns out to be relatively compact, 
because with just a few components, 
you can work with a universal PCB (Fig-
ure 3). Ideally, the Pico will have a slot 
on the top side so that you can remove 
the PCB from the rest of the hardware. 
The Pi Pico is also available as an M ver-
sion with soldered tips, but only a few 
pins have to be connected, so you can 
do the soldering yourself fairly quickly. 
That’s why the board in the figure does 
not have a continuous socket strip.

Because I wanted to set the light points 
relatively close together, I decided on a 
strip with 60 LEDs/ m, which results in a 
total of 120 LEDs. The LEDs require an 
appropriate power supply, which cannot 
be taken from the Pico but must be wired 
directly from the source. With a circuit 

like this, a small serial resistor in the data 
line to the LED strip (at GPIO18) is a good 
idea. Four 1.2V NiMH batteries (micro, 
AAA) provide power; they can be re-
moved and charged as needed (Figure 4). 
Alternatively, you could use a power 
bank (as small as possible) that delivers 

Figure 2: Painting in the air: light painting with the LED light stick and 
Pi Pico.

Figure 3: On the left side of the control board is an on-off switch and a 
push button.

Figure 4: The control board and the batteries are positioned on the 
back of the light stick.
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lines of the light image virtually as it 
moves, and you have to consider which 
LEDs you want to light up and at what in-
tervals, color, and intensity so that they 
end up painting an interesting picture 
(Figure 7).

The interesting thing for the devel-
oper is that the PIO assembly and up to 

5V. At 4.8V, the circuit still works per-
fectly: The LEDs reach the desired bright-
ness and can be dimmed.

Sometimes long LED arrays will mani-
fest errors, resulting in uncontrolled 
flashing of the diodes that requires stabi-
lizing the data line and power supply. 
This problem did not occur with the 
components I used. The two capacitors 
in the circuit diagram (Figure 5) are pro-
vided as a precaution during alternative 
operation with a plug-in power supply.

Operation
In the schematic in Figure 5, you can 
see that T1 and R2 are connected to the 
GPIO17 pin of the controller. When the 
light stick is on, processing starts first 
with the pre-configured light pattern. 
The push button is the only control ele-
ment during operation, which is neces-
sary because the camera has to be trig-
gered before the glow stick is used, so 
everything must be well timed and easy 
to operate. Later, I will push a button to 
switch to the next light pattern. The 
green LED on the board points back-
ward toward the operator when shoot-
ing to provide orientation for the vari-
ous flash codes.

After applying the supply voltage 
with a toggle switch (S1), the board 
LED flashes every second under soft-
ware control, indicating that every-
thing is ready. At the first button press, 
the flash frequency drops to two sec-
onds, and you now have only a short 
time to get into recording position. Im-
mediately before the start of the light 
sequence, the diode flashes very 
briefly, at which time you have to start 
moving the light stick. Everyone can 
create their own sequences with vari-
ous levels of operating convenience.

The Pico has a control button on-
board for switching to mass storage 
mode. If the microcontroller is connected 
to the computer over USB, a window 
with a file manager opens on Linux or 
Windows, and you can drag and drop 
source code there. A C/ C++ develop-
ment environment is built in, and Ardu-
ino IDE integration works, as well.

The easiest tool for Python development 
is Thonny [2]. Once the lean IDE (Figure 
6) has been set up for the Pi Pico and Mi-
croPython interpreter, communication 
with the module is automatic. The pleas-
ingly clear-cut editor can be configured in 

all of its basic features. In the Save dialog, 
you can choose whether to upload the 
source code directly to the Pico or store it 
in a directory, which proves to be particu-
larly useful in practice.

The real creativity in this project lies in 
the design of the sequences for the light 
control. The upright light stick maps the 

Figure 5: The button (T1) in the circuit diagram is the only control 
element for the light bar.

Figure 6: The simple, well-structured Thonny development 
environment with the source code for the project.
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eight state machines can be defined in 
MicroPython on the Pico, so all data 
can be transferred fast enough to the 
single-wire bus that controls the LED 
pixels. It is a good idea to follow the 
documentation first and seek guidance 
in blogs and wikis.

After a defini-
tion block, the 
next part contin-
ues with some 
functions that up-
date the colors of 
all or selected pix-
els – optionally in 
combination with 
a list of brightness 
values as used by 
the light control. 
The project source 
code, which can 
be found on my 
GitHub page [3], 
contains some 
sample methods, 
as well as a fair 
amount of infor-
mation about the 
rest of the pro-
gramming needed.

Camera 
Settings
For an initial shot, 
I went outdoors in 
the evening, tak-
ing care to wear 
dark clothing. The 

camera was set up on a tripod a few 
meters away. With a short focal length, 
you can capture as much of the sur-
roundings as possible. To have suffi-
cient time for the shot, I set the expo-
sure time to 20 seconds at a low ISO 
(not greater than 800, depending on the 

camera). Test shots helped me deter-
mine how much of the background 
could be captured with a chosen aper-
ture setting. Depending on how much 
ambient light you have at dusk, the ap-
erture can be f/8.0 or smaller.

If the camera’s automatic focus doesn’t 
work because of the low light level, a lit-
tle trick helps: Focus on a bright object 
nearby; if necessary, shine a flashlight on 
it. Once you are confident, measure the 
distance and adjust the focus manually. 
In the end, with a little improvisation, the 
picture can be taken without an expen-
sive camera system.

Some interesting light sequences are 
prepared in the source code of the proj-
ect. The animations all run for about 15 
seconds, so always a bit shorter than the 
exposure time. When shooting, it is im-
portant to move with as steady a hand 
as possible. For circular shots, the light 
stick offers a screw connection exactly in 
the middle. You can change everything, 
with nothing to limit your creativity (Fig-
ure 8). Compared with a static illumi-
nated object, wherein only the same 
traces and patterns can be seen in the 
same image, this project shows its 
strengths. As far as favorable brightness 
and the timed sequence of LEDs are con-
cerned, a targeted adjustment succeeds 
after only a few tests.

Conclusions
The Raspberry Pi light stick project has 
certainly not made me a light painting 
expert. Far more spectacular shots can 
be found online. However, combining 
my own interest in the Raspberry Pi and 
in photography gave me a lot of plea-
sure, and I still have a lot of fun design-
ing new light images. Results from the Pi 
Pico toolset and MicroPython are com-
pletely satisfactory.  nnn

Figure 7: All 120 LEDs of the light stick can be 
controlled independently.

[1]  Adafruit NeoPixel: https://  www. 
 adafruit.  com/  category/  168

[2]  Thonny: https://  thonny.  org

[3]  Source code:  
https://  github.  com/  swenae/  lm_pico

Info

Swen Hopfe works for a medium-sized 
company with a focus on smart cards and 
near-field communication (NFC). When he 
is not taking pictures or out and about in 
nature, he focuses on Raspberry Pi, IoT, 
and home automation projects.

Author

Figure 8: With a little imagination and programming skills, many 
motifs are possible.
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One thing people love about open source is the spirit of 
innovation. If you can visualize a solution, you can build it 
yourself. Users all around the world have been expanding 
and extending the Linux experience for years, so at this 
point, you don’t even have to be a coder – you can choose 
a solution from the great gallery of components that are 
available right now in the Linux universe. We serve up a pair 
of desktop innovations in this month’s Linux Voice: Fly-Pie, 
a new way to think about desktop 
menus, and CopyQ, a souped up 
clipboard with some special fea-
tures. Also inside: We introduce 
you to PhotoPrism, a cool tool 
that brings the power of arti-
ficial intelligence to your 
photo library.

Doghouse – Out of Poverty 76
Jon “maddog” Hall
Hiring the best candidates for tech jobs and 
increasing diversity and opportunities in the 
industry go hand-in-hand.

Fly-Pie 77
Christoph Langner
No matter whether you use Gnome or KDE, 
Windows or macOS, menus always pop 
up from a bar. Fly-Pie organizes a freely 
configurable menu in the form of a pie 
chart instead.

CopyQ 80
Ferdinand Thommes
CopyQ extends the clipboard with practical 
everyday functions while also catering to 
advanced needs.

FOSSPicks 84
Graham Morrison
This month Graham looks at Obsidian, lazygit, 
Tabby, ReverseSSH, VCV Rack 2, Gamebuntu, 
and more!

Tutorial – PhotoPrism 90
Dmitri Popov
The combination of a polished, user-friendly 
interface and an artificial intelligence engine 
makes organizing, searching, and sharing 
photos a breeze.
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S everal topics have come up over the past couple of 
weeks, and most of them have to do with the “Tech-
nology Industry.”

The first is the simplest. It is represented by a conversation 
that was started by a friend of mine when he said two people 
had come up to him in the past week and basically said, “I am 
tired of living in poverty; I am going to ‘learn tech’.”

This was a recognition that in their current line of work they 
were making minimum wage, and they saw that programmers, 
systems administrators, and others “in tech” were making a 
comfortable living at something which (barring mental incapac-
ity) they might do for the rest of their lives. And they wanted that 
type of job, that type of life.

Of course many people reading this will realize that not all 
people have the skills to “do tech,” but many people do de-
velop those skills when given the same types of training and 
practice needed to be successful in any career. It is probably 
a lot more likely that a person will be able to study computer 
science and have a reasonable standard of living than that 
they might be able to rise to that level in other “glamorous” 
occupations.

The second item, related in a way, is diversity. Currently an or-
ganization that I am working with is recognizing that we need to 
work harder on diversity. To me diversity is all about economic 
freedom. An organization or community, barring any real fac-
tors, should match the general diversity of the population. In my 
experience, given the same access to education and opportu-
nity, there should be an equal number of women as men in 
fields such as programming and systems administration. If 
there are not an equal number, then, from what I can see, there 
is some type of outside influence that is creating this inequality 
and that influence should be eliminated.

When I went to Malaysia many years ago, 70 percent of the 
people in programming were women. When asked why, I was 
told that at the age of 15 Malaysian men could get jobs doing 
physical labor at which the women would typically not qualify. 
Therefore women went on to university to study computers and 
management and therefore got the skills to do those jobs. The 
Malaysian government had an active program to bring the num-
bers to 50/ 50, to reflect the population.

When I started programming in 1969, more than 40 percent 
of the programmers and people in middle management of pro-
gramming were women. Over time those numbers of women 
became less and less. It was hard to see why it was happening, 
and there are many theories, but over time there were fewer and 
fewer women in programming and systems administration, as 
well as a glass ceiling for women managers that seemed to mir-
ror industry in general.

The same could be said for Black people. There were way 
fewer Black people in computing in the USA than in the general 
population.

When I taught at Hartford State Technical College (HSTC) 
from 1977-1980, I was proud of the programs we had to ac-
tively bring women into the technical community. One pro-
gram, “Women In Technology” (WIT), was aimed at women 
who had a technology degree but had decided to leave indus-
try to start and raise a family. After their children were old 
enough to be left at home, these women would want to re-en-
ter the technical world, but their skills needed “refreshing.” 
After spending nine months at HSTC in the WIT program, 
these women could return to industry and make their way in 
the workforce. Our WIT program had a 98 percent placement 
record and was often funded fully by grants to the women, so 
it was tuition free.

Many people that read my articles or blogs know that I am gay. 
I have been fortunate to be in an industry that, for the most part, 
respects LGBTQ+ people for what they do and not just what they 
are. However, there are still people in the LGBTQ+ community 
who are not welcome in every company, such as transgender 
people. For some reason that I really can not figure out, transgen-
der people receive that “special” type of hatred, almost as if peo-
ple think that if transgender people did not try to transition they 
are somehow “less” transgender. I have news for you … they are 
still just as transgender, even if you do not know it.

So I am particularly proud that some of my best friends are 
helping transgender people get jobs in technology, raising their 
income levels and contributing to society.

And so it goes. I do not want the richest, the whitest, the most 
macho people in the tech field. I simply want the best. I hope 
you do too.  nnn

MADDOG’S  
DOGHOUSE
Hiring the best candidates for tech jobs and increasing 
diversity and opportunities in the industry go hand-in-hand. 
BY JON “MADDOG” HALL

Jon “maddog” Hall is an author, educator, 
computer scientist, and free software 
pioneer who has been a passionate 
advocate for Linux since 1994 when he 
first met Linus Torvalds and facilitated the 
port of Linux to a 64-bit system. He 
serves as president of Linux 
International®.

Opening doors in the tech industry
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aimed at users who prefer to keep their hands 
on the mouse instead of reaching for the key-
board. The dynamic pie menu lets you launch 
applications or move them to the foreground, 
simulate hotkey presses, and much more. The 
menu can be customized in a granular way 
thanks to the comprehensive configuration 
manager.

Control by Gesture
Fly-Pie is not a standalone program but an ex-
tension for the Gnome desktop version 3.34 or 
newer. To install it, you simply open the Gnome 
Shell Extensions web page [3], move the black 
slider from Off to On, and select Install (see the 
“Gnome Extensions” box). After that, the exten-
sion appears in the Gnome extension manager 
as manually installed. From there, you can also 
access the settings via the gear icon. I tested 
the extension on Arch Linux with the current 
Gnome 41.

For an initial test, press Ctrl+Space: This pops 
up a menu in the form of a pie chart at the mouse 
pointer position. Depending on the sector you 
choose, you can trigger different actions by click-
ing. It does not matter how far away from the cen-
ter you are when you perform the action. In the 
preconfigured example menu, you can use the 
icons in the lower half to jump to the next or previ-
ous desktop, close or maximize the current win-
dow, or open the Fly-Pie settings.

The top sectors Running Applications, Sound, 
and Favorites branch to a new pie menu, as indi-
cated by the “bubbles” around the sector’s icon. 
For example, to open the Firefox browser, press 
Ctrl+Space, then tap the heart icon and the 
Firefox icon in the submenu. Alternatively, you 
can use highlight mode. In this case, click with 
the mouse pointer on an entry in the Fly-Pie 
menu and hold down the left mouse button. 

T he way we control a desktop environment 
has not changed significantly since the 
early days of Gnome, KDE, and Xfce, even 

if Gnome in particular tends to take a swipe at the 
paradigms every now and then. Even early inter-
face role models like GEM or the Xerox Alto oper-
ating system, the forefather of all graphical user 
interfaces, used graphical elements such as win-
dows, scrollbars, or menus. Every now and then, 
however, it is useful to step off the familiar path 
and try something new. The Fly-Pie [1] extension 
for the Gnome desktop is a candidate for an off-
the-beaten-path excursion.

In contrast to more heavily keyboard-oriented 
approaches such as the Gnome Shell’s activity 
overview or launchers like Kupfer [2], Fly-Pie is 

No matter whether you use Gnome or KDE, Windows or macOS, menus always 
pop up from a bar. Fly-Pie organizes a freely configurable menu in the form of 
a pie chart instead. BY CHRISTOPH LANGNER

Fly-Pie navigates through the system with pie menus

Piece of Pie

To install Gnome extensions via the website 
(https://  extensions.  gnome.  org), you need a 
compatible web browser with a special 
browser extension. Extensions are available 
for Chrome [4], Opera, and Firefox [5] but not 
for the in-house Gnome browser Web, which 
itself does not yet support extensions. In ad-
dition, the chrome‑gnome‑shell package from 
the package manager must be installed. 
This is not part of the default installation on 
every distribution. Don’t be confused by the 
name, you still need the package in combi-
nation with Firefox. Unfortunately Ubuntu, 
with its own special way of installing brows-
ers such as Firefox and Chromium as Snap 
packages, causes issues here. The browser 
fails to communicate with Gnome Shell. As 
a workaround, you could always install the 
Chrome browser.

Gnome Extensions
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However, Fly-Pie shows its real strengths when 
you start creating your own menus or adapt the 
sample menu to your needs. To do this, open 
Menu Editor on the Settings tab. Click on the pencil 
icon on the right above the star to enable editing 
mode (Figure 3). Now select the menu. You can 
change the name and icon and even define a new 
keyboard shortcut to open it. To delete, drag a 

Then drag the mouse pointer a little away from 
the center and stop the movement. At this 
point, the next submenu will open automati-
cally, if available, or the corresponding action 
will be performed.

The first two modes are basically just for learn-
ing how things work. Fly-Pie is more efficient in 
Turbo mode, which means significantly less 
mouse clicking. To do this, call up the Fly-Pie 
menu again by pressing Ctrl+Space. Then click on 
the center and hold down the mouse button. To 
open the Firefox browser, drag the mouse pointer 
over the heart icon. Briefly hover over the heart 
icon, wait until the menu opens, and continue to 
the Firefox icon. When you get there, release the 
left mouse button again (Figure 1).

Practical Exercises to Get Started
The principle is not easy to understand at the be-
ginning, which is why Fly-Pie offers users a de-
tailed introduction. You can access this in the 
program settings. Open the menu by pressing 
Ctrl+Space and then click on the gear icon at the 
bottom. The introduction guides you in several 
steps through the various operating modes. 
Practical examples and videos explain how Fly-
Pie works (Figure 2). At the end, there are even 
awards to be won once you can control the pro-
gram quickly enough.

Figure 1: The example Fly-Pie menu in action: You can move the menu to the foreground by pressing Ctrl+Space.

Figure 2: The Fly-Pie introduction explains step-by-step 
how the dynamic pie menus work.
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menu’s icon to the Trash area at the bottom of 
the screen. The Stash area next to it temporarily 
disables a menu without immediately and per-
manently deleting it.

To create your own menu, click the plus icon to 
the right of the All Menus menu item below the ti-
tlebar. The dialog shows a number of predefined 
entries such as Devices, Bookmarks, and System, 
all of which already contain predefined menus or 
actions. Optionally, start on an empty page with a 
User Defined Menu. Starting from the basic menu, 
you can then add further submenus by pressing 
the plus icon. You can freely organize the individ-
ual entries in each sector. You may want to ar-
range important actions in a line so that you only 
need to move the mouse pointer straight through 
the menu structure.

Conclusions
Fly-Pie’s greatest strength lies in its flexibility. 
The program does not limit itself to a single 
menu but lets you create separate menus for im-
portant applications or tasks, each of which can 
then be called up with its own keyboard shortcut. 

For example, you can create a menu for operat-
ing the media player, one for navigating the web, 
and one for word processing with your favorite 
editors, including links to the most important 
folders and sources.

The project is a fine example of a Gnome ex-
tension. The introduction helps users under-
stand operations. Videos explain the most im-
portant actions step-by-step, and the developer 
presents the latest innovations on the project 
page. The small game with its awards also mo-
tivates people to use the program as efficiently 
as they can to discover the best possible ap-
proach to using Fly-Pie.  nnn

Figure 3: Menu Editor lets you adapt the example to suit your own needs or create completely 
new menus from scratch.

[1]  Fly-Pie: http://  schneegans.  github.  io/

[2] Kupfer: https://  kupferlauncher.  github.  io

[3]  Gnome Shell extensions: https://  extensions. 
 gnome.  org/  extension/  3433/  fly‑pie/

[4]  Gnome Shell integration for Chrome:  
https://  chrome.  google.  com/  webstore/  detail/ 
 gnome‑shell‑integration/ 
 gphhapmejobijbbhgpjhcjognlahblep

[5]  Gnome Shell integration for Firefox:  
https://  addons.  mozilla.  org/  en‑US/  firefox/ 
 addon/  gnome‑shell‑integration

Info

nnn
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You populate the clipboard by pressing 
Ctrl+X, Ctrl+C, or by selecting something with 
the mouse and calling the corresponding item 
from the context menu. Applications such as 
screenshot tools or password managers also 
have a menu item for saving recordings or 
passwords in Klipper.

In the settings, you specify whether Klipper 
starts with a blank memory for security reasons 
or continues to keep the previous contents 
across sessions. In addition, actions can be 
specified with saved text sections, such as auto-
matic pasting or including regular expression-
based pastebins.

Even though Klipper and its ilk already extend 
the clipboard’s capabilities considerably, there’s 
still far more that can be done. CopyQ [1], an 

R egardless of whether you use Linux, 
macOS, or Windows, the clipboard is one 
of the most frequently used tools on the 

desktop. It is a buffer provided by the operating 
system that temporarily stores, for instance, text 
snippets which can then be copied and pasted 
into other applications.

The various desktop environments often 
have clipboard managers that extend the possi-
bilities of the clipboard. In contrast to the oper-
ating system’s own clipboard, which resides in 
RAM and whose contents thus disappear at the 
next reboot, these small tools help preserve a 
configurable number of texts beyond a reboot. 
In KDE Plasma, the corresponding application 
is known as Klipper, which is loosely derived 
from the clipboard.

CopyQ extends the clipboard with practical everyday functions while also catering 
to advanced needs. BY FERDINAND THOMMES

An advanced clipboard manager

Clipboard Deluxe

Figure 1: As a unique selling point, CopyQ lets you display saved images instead of just saving a reference to them.
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open source clipboard management tool that 
was first released in 2009, offers a multi-plat-
form solution. Furthermore, CopyQ is the only 
clipboard manager I know of that stores and 
displays images in addition to text and rich text 
(RTF) (Figure 1). Competitors such as Klipper or 
GPaste only keep references to images and 
cannot display them.

CopyQ is not only available for Linux but also 
for Windows and macOS, so you don’t have to 
change horses just because you use different op-
erating systems. CopyQ can be installed from the 
archive of most Linux distributions and is cur-
rently available in version 6.0.1. If the distribution 
you are using installs the suggested packages 
(“recommends”) with the program, you just need 
to set up the copyq package; otherwise you also 
need copyq-plugins.

Long-Term Memory
After installing CopyQ, your computer’s new 
long-term memory is immediately ready for 
use. It will automatically adopt all clipboard 
content in the future. If you want to stop this 
temporarily, switch off the feature in the main 
menu below File | Disable Clipboard Storing or by 
Ctrl+Shift+X. You can achieve the same effect 
with the commands copyq disable and copyq 
enable in a terminal window.

Using the basic functions turns out to be self-
explanatory, while the learning curve is a little 
steeper for the advanced functions. After check-
ing out the very extensive setting options (Fig-
ure 2), you will certainly appreciate some detailed 
documentation [2].

Regarding everyday operations. CopyQ sits in 
the system panel with an icon featuring a pair of 
scissors with green handles. Clicking on the icon 
opens CopyQ’s main window, which you can alter-
natively access at the command line with the 
copyq toogle command.

Right-clicking on the icon (or using the copyq 
menu command) brings up a context menu, as ex-
pected; it displays the last five saved entries in the 
upper area by default and offers access to the set-
tings below, among other things. Invoked in this 
way, there is also a search bar in focus at the top 
of the window that you type into directly. The copyq 
help command shows all commands that CopyQ 
supports at the command line.

Copy & Paste
By far the most common use case in everyday life 
is copying and pasting content. If you need recent 
entries, you can do this in the main window or the 
context menu, which, as mentioned, displays the 
last five entries. This number can easily be in-
creased to 10, for example. However, it does not 
make sense to use more than 10 entries for sake 

of a better overview. The main window is the bet-
ter choice if you want more.

No matter which of the two windows you are 
using, after selecting the desired entry, a double-
click beams it to the cursor position in the respec-
tive application. To do this, you first need to en-
able the Paste in current window entry in the set-
tings below Progress. You can copy selected ele-
ments back to the clipboard by pressing the Enter 
key or Ctrl+C.

The Look
For a better overview with many stored entries 
you can create topic-related tabs. Under the 
Tabs menu, you define new tabs, rename exist-
ing ones, and delete those that are no longer 
needed. With the left arrow and right arrow keys 
you switch between tabs. For example, I use a 
daily tab that holds frequently used shortcuts 

Figure 2: The existing 
default settings turn out to 
be self-explanatory, but 
some of the advanced fea-
tures might require studying 
the detailed documentation.

Figure 3: CopyQ comes with 
eight default themes for 
visual customization of the 
software. These can also be 
edited later.
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element can be obtained, or elements can be re-
moved if they are not pinned (Figure 4).

GUI, Keyboard, or CLI
In addition to the Edit menu, you can also use the 
keyboard to edit an element. With the element se-
lected, pressing F2 opens the element for editing, 
and pressing F2 again saves and returns to the 
main window. Elements can be edited either in the 
main window or in the editor you set as default.

The software lets you tag or pin elements with 
predefined or DIY tags. You can also determine 
the slot in the hierarchy that an element will oc-
cupy. Phrases that you need all the time can be 
pinned to the top of the hierarchy.

In the settings, you can alternatively enable 
controls like in Vim. The single and double arrow 
keys at the bottom are used to move elements up 
or down, or all the way up or down, respectively. If 
you are missing a search function right now, just 
start typing in the main window. The software 
highlights the found locations in color.

In addition to the everyday functions described 
so far, CopyQ has a lot of advanced features that 
would go beyond the scope of this article in their 
entirety. However, I will at least briefly mention the 
most important ones. For reference, please refer 
to the explanations in the documentation under 
Advanced Topics.

Professional Feature Set
Advanced options include protecting individual 
elements or entire tabs, which you can configure 

for quick access. Themes also allow the ap-
pearance of the main window to be largely 
freely determined (Figure 3).

But back to the entries themselves, which 
CopyQ refers to as elements: In the main window 
on the right side you will see a row of small icons 
that are used to manipulate the elements. If you 
mouse over them, a short label shows what they 
are used for. This ranges from manually creating 
an element to pinning elements to various pre-
defined or self-created tags. Thus, elements can 
be activated for automated execution of com-
mands, information about the file type of an 

Figure 4: In the toolbar located on the right side of the main window(sporting the forest theme here), you will find 
the icons for editing the saved elements.

Figure 5: CopyQ offers to 
encrypt individual items or 
entire tabs via GnuPG.
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in the preferences below Items | Encryption. In 
addition, items, notes, or tabs can be synchro-
nized with a directory on the hard disk as a 
backup under Items | Synchronize, while the 
import function works in the opposite direction. 
If you want to protect content from tabs from 
unauthorized access, the software also lets you 
encrypt with GnuPG (Figure 5). Backups [3] offer 
a different form of security for the entire appli-
cation (Figure 6).

You can enable predefined commands in 
CopyQ either in the main menu via File | Com-
mands/Global Shortcuts or via F6. You can also 
add your own commands in the same way. 
These either act on new content in the clip-
board, or you can execute them via the menu or 
keyboard shortcuts.

This can be used, for example, to integrate 
new commands into the menus, to automati-
cally move URLs to their own tabs or to insert 
selected elements into external applications 
such as web browsers or image editors. The 
documentation provides further examples [4]. 
An API lets you run scripts to automate more 
complex operations [5]. Predefined commands 
[6] and scripts [7] for use with CopyQ can be 
found on GitHub.

All of CopyQ’s functions can also be controlled 
by keyboard shortcuts. First of all, you will want to 
define one for the main window in the preferences 
below Shortcuts. A process manager that lists 
only CopyQ’s processes can be called up in the 
main menu by selecting File | Process Manager or 
by using Ctrl+Shift+Z (Figure 7).

Conclusions
CopyQ has outpaced the competition in recent 
years. It impresses with carefully considered 
functions that have supported me in my daily 
work for years, without any bugs annoying me in 
the process. Currently, CopyQ is probably the 
most powerful clipboard manager in the world. At 
the same time, the advanced functionality does 
not get in the way of the simple use of everyday 
functions anywhere. So, if you don’t need the 
goodies, just ignore them.  nnn

Figure 6: The software offers several options for backing up content. In addition to backing 
up the entire application via a script, individual tabs can also be mirrored to a directory on 
the hard disk.

Figure 7: The Process Manager, located under the File menu, shows all of CopyQ’s processes since the application was last 
started, along with their statuses and potential errors.

[1]  CopyQ: https://  hluk. 
 github.  io/  CopyQ/

[2]  CopyQ  
documentation: 
https://  copyq. 
 readthedocs.  io/  en/ 
 latest/

[3]  Backup: https:// 
 github.  com/  hluk/ 
 copyq‑commands/ 
 blob/  master/  Scripts/ 
 backup‑on‑exit.  ini

[4]  Command examples:  
https://  copyq. 
 readthedocs.  io/  en/ 
 latest/  command‑ 
 examples.  html# 
 command‑  examples

[5]  Scripting API:  
https://  copyq. 
 readthedocs.  io/  en/ 
 latest/  scripting‑  api. 
 html#  scripting‑api

[6]  Commands:  
https://  github.  com/ 
 hluk/  copyq‑ 
 commands/  blob/ 
 master/  README.  md

[7]  Scripts: https:// 
 github.  com/  hluk/ 
 copyq‑  commands/ 
 tree/  master/  Scripts
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 FOSSPicks
This month, Graham is fighting off a new caffeine dependency after 
discovering his espresso machine can be hacked and automated by 
adding an Arduino!  BY GRAHAM MORRISON

Sparkling gems and new  
releases from the world of  
Free and Open Source Software

Project Website
https://  obsidian.  md

L inux is the worst choice of 
operating system for peo-
ple who like to procrasti-

nate because there’s simply too 
much choice. There’s also so 
much to learn when you do make 
a choice that it makes decisions 
even easier to postpone while 
you research another option. 
This is particularly true when it 
comes to note-writing applica-
tions because procrastinators 
are also often prolific note tak-
ers. There are so many ways to 
make your own notes that it’s 

easier to spend time researching 
them than it is to make a deci-
sion and start using one. There 
are command-line tools, Mark-
down editors, editor add-ons 
such as Vimwiki and Emacs Org 
mode, and echo on the command 
line to a simple file. These all 
have their advantages, but none 
of them can easily link between 
notes and their wider context as 
you add links, make notes, and 
create different categories. This 
is a problem that Obsidian has 
been developed to solve, and it’s 
already become hugely popular 
in the world of productivity hack-
ing, thanks to it both supplanting 
other proprietary applications 
and being particularly good.

Obsidian is a desktop-bound note-taking application 
built on Electron. It takes more system resources than 
nano, but you do get beautiful font rendering, spell check-
ing, syntax highlighting, and excellent cross-platform 
compatibility, with AppImages for both ARM64 and x86, 
as well as a multitude of other install options. To start tak-
ing notes you first need to create a vault. A vault is like a 
folder or directory, and Obsidian includes a brilliant exam-
ple Help vault containing its own documentation. With a 
vault started or loaded, Ctrl+N will create a new note and 
you can start typing. The notes themselves are written in 
simple Markdown so they can be read as raw text without 
difficulty, and they remain easily accessible from whichever 
editor you might want to use. The editing view can be split 
to show more than one note at a time, and a preview button 
lets you quickly see how they look rendered outside of the 
Markdown syntax. This can all be a little confusing in the 
beginning, but along with the excellent help documentation 
there’s also a great hint system that will pop up to show 
you options when you start using commands and linking 
things. A command palette can also be opened to show all 
the shortcuts, and there’s a Markdown bulk-importer that 
will convert some of the special formatting from rival appli-
cations. Markdown also means there’s very little to learn 
about the syntax, except in the way Obsidian uses links.

The real genius of Obsidian is the way it’s built around 
links, or connections. These are created by adding dou-
ble square brackets to standard Markdown link syntax, 
creating back-links to pages within the vault. If a page 
doesn’t exist, it can be created at the same time with a 
simple click. In this way you can quickly write not just 
your notes but also build a complex model of the rela-
tionships between one note and another without any fur-
ther effort. Obsidian’s best use of this feature is in the 
Graph view. This is a way to visualize your links, showing 
a node for each document and lines between nodes to il-
lustrate the links. Mouse over a single note to highlight 
its connections and explore more relationships by filter-
ing the nodes or animating their creation over time. It’s a 
brilliant way of seeing which notes are interrelated and 
how they’re organized, and it’s a genuine reason to use 
Obsidian over any other note-taking tool you might oth-
erwise be tempted by.

Knowledge editor

Obsidian

1. Markdown files: Your notes are saved as Markdown and the background intelli‑
gence comes from using an SQLite database. 2. Vaults: Sets of notes are arranged 
in vaults, which are analogous to filesystem directories. You can also add plugins. 
3. Graph view: Maps each link from every note to the note they target, making it 
easy to see the relationship between your notes. 4. Node highlight: Hover over a 
note node to see which notes it references and vice versa. 5. Editor: The Markdown 
editor is simple, clean, and effective with an optional output preview. 6. Export: 
Notes can be published directly or compiled into a PDF. 7. Help: The help docu‑
mentation has its own vault and is both substantial and well written.
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Collection manager

Kavita
T here are many ways to 

track and manage a col-
lection of things, from a 

simple file in your Documents 
folder or an open source data-
base lovingly handcrafted from 
SQL to desktop applications or 
even spreadsheets. But there’s 
nothing better than finding a tool 
that’s been developed by some-
one with the same passion for a 
specific kind of collection. This is 
what Kavita is. It’s a self-hosted, 
web-based collection manager 
built specifically for manga, com-
ics, and books. It’s not really lim-
ited to items like these, and you 
can create a collection out of any-
thing, but text-based graphical 
items will be able to take advan-
tage of integrated bookmarks, 
browser-based reading, and the 
search functionality, plus the 

image thumbnails used to view a 
collection will look more uniform.

The project has been built with 
the Angular framework using the 
Angular CLI. Angular itself is an in-
teresting project, originally devel-
oped by Google to enable good-
looking and complex web applica-
tions to be built with relative ease. 
Kavita includes a Linux installer to 
handle all these dependencies, 
and many people run the server 
within Docker. Whichever way you 
choose, it’s easy to get set up. The 
web UI requires that you create a 
user account and you can then 
start your own library by importing 
your own titles. Kavita can con-
sume manga as CBR, CBZ, ZIP/ 
RAR, 7-Zip, and raw image files, 
and books as either EPub or PDF. 
You can view and read your titles 
from the web interface, create 
bookmarks, and continue a title 
from where you left off, even 
from a new session or different 
computer. You can rate items, 
add them to lists and categories, 

and obviously search across titles and collections for 
phrases you might be looking for. It works especially well 
on a tablet – where you can use the web interface just like 
an e-reader, only accessible from anywhere on your net-
work – and leaves you wanting to start such a collection 
when you might not otherwise have considered it.

Project Website
https://  github.  com/  Kareadita/  Kavita

Kavita is designed to manage and collate your book and manga 
collection while also letting you read them from the same web interface.

Git client

lazygit

G it starts off easy. You 
clone repositories, create 
branches, and push back 

changes to your shared code 
without troubling the documen-
tation. It works like you might ex-
pect a version control system to 
work, and most projects can sub-
sist like this, perhaps with a 
smattering of rebase and cherry 
picking. But with Git, it’s only a 
matter of time before a fog of 
war descends over your project, 
turning your muscle memory 
commands into increasingly in-
tricate knots that become almost 
impossible to untangle. It’s then 
that you wish you’d used some 
kind of smart client to make bet-
ter sense of it all. This is what la-
zygit attempts to be. Lazygit 
runs from, and takes over, your 
terminal, filling the area with five 

or six different panes. When first 
launched, it gamely asks you to 
watch a YouTube video explain-
ing its features before presenting 
the latest release notes.

Despite all these panels, la-
zygit is easy to understand if 
you’ve used Git for some time. 
On the left, five panes show the 
current file and commit status, 
including modified files, a list of 
recent commit messages, and 
whether there are any stashed 
files (files from other branches 
stored for later retrieval). You 
can navigate between each 
pane with the tab key and 
through each separate entry 
with the cursors or Vim naviga-
tion keys. Selecting a file will up-
date the right side of the view to 
show both the unstaged and 
staged changes for a file, with a 
diff viewing showing what’s ac-
tually changed. This is one of 
the clearest interfaces we’ve 
seen for looking at the current 
state of a Git repository, and it 

gives you an immediate feel for what’s being 
worked on and what has been recently com-
pleted. If you’ve not worked on a repository 
before, or not worked on a repository for 
some time, this overview helps you quickly 
get back up to speed.

Project Website
https://  github.  com/  jesseduffield/  lazygit

One of the best things about the lazygit Git client, other than its 
name, is that it will perform an interactive rebase of your code 
repository.
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Terminal emulator

Tabby

W e’re used to seeing 
new terminal emula-
tors appear but not for 

terminal emulators to appear fully 
formed and ready to use. Yet this 
is the case with the brilliantly 
named Tabby, both for the key 
you frequently use on the com-
mand line and because, we pre-
sume, it’s a name not dissimilar 
to that other flashy new terminal 
emulator, Kitty. But there’s a good 
reason why Tabby has appeared 
almost fully formed and perfectly 
usable from day one, and that is 
because it was already an estab-
lished project under the name of 
Terminus. Tabby hopes, as did 
Terminus, to be a terminal emula-
tor for the modern age. In being 
so, Tabby offers lots of perfor-
mance and convenience features 
that your default terminal from 

the 1970s might otherwise be 
lacking. These differences don’t 
make a huge difference on Linux, 
but they might if you want to use 
the same terminal across various 
platforms. Tabby can be easily in-
stalled on WSL with PowerShell, 
Cygwin, and Git Bash, as well as 
binary clients for Windows, 
macOS, and of course Linux.

The next reason to use Tabby is 
convenience. From the first launch, 
there’s very little setup required to 
create a functional environment. 
Tabby includes its own SSH and 
Telnet connection managers, with 
SFTP and port forwarding, as well 
as a serial terminal for more conve-
niently hacking on devices. The 
main window can split and host 
multiple sessions with tabs on ei-
ther side, which is great for both 
left- and right-handed people, and 
the tabs themselves can be nested 
and configured to show progress 
and notifications. There’s also a 
“quake” mode for sliding the termi-
nal onto a screen edge, much like 

Yakuake, but without the configura-
tion and the KDE. The same is also 
true of setting global hotkeys. Plus 
you can add functionality with pl-
ugins and hide secrets in Tabby’s 
own SSH vault. Tabby might not be 
as good as a fully configured Kon-
sole, but it’s better out of the box, 
especially on non-Linux systems.

Project Website
https://  github.  com/  Eugeny/  tabby

In addition to providing 
dozens of small func‑
tions, Tabby is easily 
themed to fit whichever 
environment and operat‑
ing system you’re using.

Code editor

Lapce
W e always joke that 

the reason why there 
are so many pro-

gramming text editors is be-
cause creating such a text edi-
tor is an ideal first project for 
programmers, especially when 
they’re switching to a new lan-
guage. Because Rust seems to 
be a popular new language, 
there are lots of new editors 
written in Rust. Rust also 
seems to be one of those lan-
guages that’s often mentioned 
specifically by programmers 
when they use it, much like 
Arch users never failing to men-
tion their favorite Linux distribu-
tion. All of this is true of Lapce, 
a new programmer’s editor that 
proudly wears its Rust editing 
credentials on its sleeve. But it 
does this in such a way that 

makes it worth the installation 
effort. In particular, it’s fast, 
simple, and uses edit and com-
mand modes like Vim.

Lapce is still in its early devel-
opmental stage, but its creator 
has been using it as their daily 
driver for a year. The main win-
dow is sparse, but it’s also fast 
and functional. There are four 
main panels: the main editing 
pane, an embedded terminal, a 
view for commit messages, and 
another for showing changed 
files. These all work best when 
you’re within a Git repository, but 
of course there’s nothing stop-
ping you from changing things 
around. The editor is modal, 
which means there’s an edit 
mode and a command mode. 
Like Vim, the command palette 
is opened with the : key, but with 
Lapce, you see all the com-
mands you can summon, includ-
ing those for opening files, cre-
ating new tabs, changing the 
theme (both light and dark), and 

viewing the configuration. 
There’s also a WASI plugin sys-
tem that’s yet to be fully devel-
oped but should allow develop-
ers to port or create their own 
add-ons. It’s early days, but 
Lapce already does enough to 
make it a good option for fast 
desktop editing, and it’s likely to 
only get better in the future.

Project Website
https://  github.  com/  lapce/  lapce

In the background, 
Lapce talks to its own 
proxy that manages file 
sync and saves – which 
is quite unique.

FOSSPICKSLINUX VOICE

MARCH 2022 ISSUE 256 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM86

https://github.com/Eugeny/tabby
https://github.com/lapce/lapce


Security threat

ReverseSSH
T his is a bit of a cautious 

find because its most 
obvious use is to help 

people gain unauthorized ac-
cess to a network, which is an 
action we absolutely don’t con-
done. But neither do we con-
done security through obscu-
rity because, in our experience, 
it’s always helpful to know what 
kinds of tools are out there and 
what they do, especially when 
they have actual utility. This is 
the case with ReverseSSH, a 
project with a particularly de-
scriptive name. ReverseSSH is 
a modified version of the same 
SSH server binary that many of 
us rely on every day to make 
connections between our vari-
ous servers, Raspberry Pis, and 
home automation systems. Re-
verseSSH has been modified to 

allow anyone with physical ac-
cess to a system, and presum-
ably a way to get the binary 
onto that system, to run the 
modified server in such a way 
that an external SSH connec-
tion can be made and con-
nected automatically, albeit 
with a single given password.

This is obviously bad for net-
work security, but if you’re wor-
ried about such things on your 
network, there are far more ne-
farious and less obvious attack 
vectors, such as manually set-
ting up reverse SSH with netcat. 
The best way of defending 
against such things is to limit 
access to your network. With 
that out of the way, ReverseSSH 
can also be a helpful tool be-
cause it’s a single, easily execut-
able command (reverse-ssh) 

that enables remote access to a system, with no further 
configuration. Run the executable on one machine and 
use SSH on another to access the system. You can then 
use the shell, transfer files with SFTP, set up port for-
warding, and do all the other fun things that SSH allows, 
all without worrying about security. This can be helpful 
on a home network or when you absolutely need to ac-
cept all incoming connections without the risk of au-
thentication – when used with extreme caution.

Project Website
https://  github.  com/  Fahrj/  reverse‑ssh

Use the help output to discover the password used to connect to all 
sessions, which is unique when you build it yourself.

Usenet downloader

SABnzbd

B ack in the mists of time, 
before Facebook, Twitter, 
and even Google, Internet 

users got their news from “news-
groups.” These were secretive en-
claves accessed from the terminal 
where anyone could post, read, 
and reply to loosely related articles 
and comments. The great thing 
about newsgroups was that they 
were completely decentralized 
with a web of interconnected serv-
ers bouncing messages between 
themselves. Early ISPs would even 
have their own news servers, cre-
ating an early form of CDN, so that 
their users could have access to a 
high performing local news cache. 
You might reasonably question 
why this was needed for simple 
text, but by then text had been sup-
planted by binaries, albeit encoded 
as text with uuencode, and Usenet 

became the go-to location for any 
kind of file.
Remarkably, Usenet still exists as 
a kind of hinterland of the old In-
ternet. There are still lots of con-
versation groups, but there’s 
equally still every kind of binary. It 
can often be the only place to 
find old music or Amiga files that 
were once hosted freely. There’s 
now very little software that can 
access the old network, but 
SABnzbd is one that can, built 
specifically for retrieving those il-
licit binary files via an aggrega-
tion of the posts you want within 
an NZB file. It’s a project that’s 
been around for many years, but 
it’s still being developed and has 
only recently made the transition 
from Python 2.x to Python 3.x 
with its own 3.0 and 3.5 releases. 
When it’s running, you can add 

NZB files using a variety of meth-
ods, from watching a directory to 
setting up an RSS feed, and 
downloads are automatically 
grabbed, decompressed, and re-
paired if necessary. There are 
many configuration options, 
from the width of the web UI to 
API key access, and it runs per-
fectly on anything from a Rasp-
berry Pi or NAS to a cloud in-
stance somewhere.

Project Website
https://  sabnzbd.  org

The first rule of Usenet 
is that no one should 
mention Usenet. Oops!
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Modular synthesizer

VCV Rack 2
T here are few open source 

projects that not only 
broaden the possibilities 

for their users but also kickstart 
an entire software ecosystem. 
Blender is one of those projects, 
as is Krita, but so too is the 
amazing VCV Rack (now often 
abbreviated to Rack). VCV Rack 
is a virtual modular synthesizer 
where different modules can be 
connected to one another to cre-
ate an infinite variety of sounds, 
effects, drums, noises, note se-
quences, controller responses, 
and physical devices. What was 
most remarkable about this proj-
ect was that it spawned a huge li-
brary of first- and third-party 
modules that could be added to 
your virtual racks, many of them 
modeled on real hardware that 
might cost hundreds or thou-
sands of dollars but instead 
given away for free in their virtual 
form. There was a real synergy 
between certain hardware ven-
dors, such as Mutable Instru-
ments, who purposefully built 
open source hardware and firm-
ware, and the developers who 
created modules based on their 

hardware to publish either exact 
copies of the originals or mod-
ules that were inspired by their 
functionality.

This plug-in system enabled 
anyone to create their own mod-
ules, and lots of people did. With 
VCV Rack, any of these modules 
can be dragged into your virtual 
rack and wired up with virtual ca-
bles, all hanging together in vir-
tual gravity with the sound piped 
to your headphones. Their preva-
lence was enough to spawn a 
separate third-party ecosystem, 
with some module creators 
charging for their own creations 
and others requiring complex li-
censes to cover their mixture of 
code. All of this became tied to 
an associated VCV online ac-
count and store framework 
which provided access to these 
modules and managed those 
you could purchase. All this suc-
cess also brought a little drama. 
When it was clear the original 
project was working towards ac-
counts to enable paid-for mod-
ules and eventually a Pro version, 
which has finally appeared with 
the release of VCV Rack 2, forks 

were made for Apple’s macOS and iOS and plug-
in versions that worked with digital audio work-
stations, all created and maintained by indepen-
dent developers, though most have now fallen 
by the wayside. These developments created 
some friction both in the community and with 
some open source module developers, but the 
bottom line was that thanks to its popularity, 
any new version would always be open source 
(GPLv3) and contain a staggering number of up-
dates. And this is exactly what’s happened with 
the release of version 2, albeit alongside the 
commercial Pro version that can now also work 
as a plug-in.

A new graphics engine in version 2 still needs 
the help of a GPU, but there’s now a “dark room 
mode” to help all those middle-aged synth tin-
kerers work through the night. You can also 
more easily save, edit, and share your module 
selection, albeit through the account system, 
and it’s now simpler to find the module you’re 
looking for with the new module browser. All of 
this is still open source and available for free 
with the standalone version. The high quality of 
this update is likely only possible because the 
commercial side of the project fuels its open 
source development, and that has to be a good 
thing. There are now more than 2,000 modules 
to choose from, with more than 170 from official 
module manufacturers, and 30+ integrated into 
the default. Version 2 has just been released to 
hopefully build on this success and take it even 
further. If other people don’t like these improve-
ments, or the modules, or the direction the proj-
ect is going, they can obviously still do whatever 
the GPLv3 allows them to do with the code, but 
there’s been no doubt that this success has 
hugely helped fuel the ambitious VCV Rack 2.

Project Website
https://  vcvrack.  com/

Unlike real Eurorack modulars, VCV Rack can also be polyphonic – 
playing more than one note at a time from the same unit.

VCV Rack 2 allows you to create a virtual modular synthesizer of any size without 
incurring any cost.
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Setup script

Gamebuntu
T his is an exciting time for 

Linux gamers because so 
much is happening to 

make gaming on Linux better. This 
is of course mostly thanks to 
Valve, which has been lavishing at-
tention on Linux, Wine, and its Pro-
ton compatibility layer in prepara-
tion for the release of its Steam 
Deck handheld gaming PC. But 
there are plenty of other develop-
ments too, and Gamebuntu is one 
of them. It’s the brainchild of Rudra 
Saraswat, a developer based in 
India who’s also responsible for 
the Ubuntu Unity Remix distribu-
tion and, at the time of writing, is 
still only 12 years old! Gamebuntu 
is a comprehensive Bash script 
with a graphical front end that ag-
gregates the installation of every-
thing and anything related to gam-
ing. It’s designed for people new to 
Linux who might install something 
like Ubuntu but not know, or want 

to know, what else should be 
added to create the perfect 
gaming system.

The graphical front end starts 
by showing an Install button in 
the sidebar in the top left of the 
window. Clicking this will open a 
terminal that automatically in-
stalls a huge pile of gaming-re-
lated software. This can take 
some time because the list of 
what’s installed is huge and con-
tinually growing. It includes 
things such as the XanMod Ker-
nel for better gaming perfor-
mance, a Mesa PPA to access the 
latest graphics drivers, OBS with 
PulseAudio effects, and Noise-
Torch for game streaming with 
microphone noise reduction. For 
gaming, Gamebuntu adds Steam, 
Lutris, and Heroic Games 
Launcher to access your games, 
and Wine for playing Windows ti-
tles. When the script completes, 

the front end becomes a launcher to access all the user-
facing parts of everything that has been installed. This 
may require some extra setup, such as logging in for the 
Epic Games Store or YouTube Studio access, but it quickly 
becomes an excellent way to access all your gaming-re-
lated content and is a strong reminder of just how much 
high-quality gaming-related software there is available for 
Linux, with hopefully much more to come.

Project Website
https://  gitlab.  com/  rswat09/  gamebuntu

The list of software installed automatically by Gamebuntu is changing 
all the time, with recent updates adding Twitch, Kodi, and VLC.

Prince of Persia clone

SDLPoP
P rince of Persia is one of 

the best 2D platform and 
adventure games of all 

time. Originally released in 1989 
at the end of the 8-bit era and de-
veloped by Jordan Mechner on 
an Apple II, the game was re-
markable for several reasons. 
The first was its realistic charac-
ter animation. The sideways ani-
mations for the main character 
and his various enemies were all 
drawn by hand from actual video 
footage of Jordan Mechner run-
ning, jumping, and sword fight-
ing. This gave the game an un-
canny realism that was only 
matched when motion capture 
became prevalent many years 
later. Another reason the game 
was so compelling was its game 
play. You start in a palace dun-
geon with only 60 minutes to 

escape and save the heroine. 
Through countless hours of play 
testing, the game difficulty and 
playability was fine-tuned per-
fectly, making the quest not too 
difficult but not too easy either. 
The gaps between platforms 
were perfectly placed, as were 
the enemies and challenges in 
finding your way out. There was 
just enough variety and chal-
lenge to keep you hooked, as 
many of us were.

While the original game has 
never been released as open 
source, and the franchise contin-
ues on modern hardware, the 
hand-assembled original has now 
been decompiled and the resul-
tant code rebuilt using SDL, creat-
ing SDLPoP. It’s a perfect recre-
ation of the original game, includ-
ing the graphics, sound, music, 
and immortal gameplay. Even 
now, with the game more than 30 
years old and modern games 
bundling ray tracing, AI, and 

hundreds of simultaneous online players, Prince of Persia 
is a lot of fun to play. This version also includes cheats 
(skip level, room navigation, kill and resurrection keys, and 
slow falling), mod support, and the ability to record video 
replay videos and save games, which also make it more 
accessible to a younger generation – or perhaps to those 
of us without the same wits and agility of our youth.

Project Website
https://  github.  com/  NagyD/  SDLPoP

Prince of Persia has some great sword fighting sequences, modeled 
on Errol Flynn and Basil Rathbone in the 1938 film The Adventures of 
Robin Hood.
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to as “not safe for work,” which in most cases 
means photos containing nudity.

Deploying PhotoPrism
Because PhotoPrism consists of several complex 
moving parts, deploying it would be a rather 
daunting proposition if it weren’t for containers. 
PhotoPrism is distributed as a Docker container 
image that reduces the task of getting the applica-
tion up and running to a few simple steps.

The first order of business is to install Docker and 
Docker Compose on the machine that you plan to 
use for running PhotoPrism. If the machine happens 
to run an Ubuntu-based Linux distribution, installing 
both packages is a matter of issuing the command:

sudo apt install docker docker‑compose

With the required software installed, use

wget https://dl.photoprism.org/docker/U
  docker‑compose.yml

to fetch the configuration file.
While you can start PhotoPrism right away, it’s a 

good idea to adjust the application’s default set-
tings first. To do this, open the docker‑compose.yml 
file for editing. Most of the settings in the file are 
best left at their default values, but there are a few 
options that require tweaking. By default, Photo-
Prism is configured to run in the private (password-
protected) mode. If you want to keep it that way, 
you should replace the default password with a 
stronger one by replacing the PHOTOPRISM_ADMIN_
PASSWORD variable. But if you plan to run the applica-
tion on a machine that is not exposed to the Inter-
net, and you feel confident that your PhotoPrism 
instance doesn’t need any protection, enable the 
public mode by setting PHOTOPRISM_PUBLIC to true. 

O rganizing a photo library containing thou-
sands of RAW files, photos, and videos 
can be a time-consuming and mind-

numbing task. The mere thought of manually tag-
ging, grouping, and organizing photos and videos 
can give even the most patient photographers 
shivers. Good thing then that we live in the age of 
artificial intelligence (AI) that can take the burden 
of boring tasks off our shoulders. For anyone who 
is not keen on spending countless evenings fight-
ing a losing battle of keeping their photo libraries 
neatly organized, PhotoPrism [1] might be manna 
from heaven. This application pairs a polished yet 
capable user interface with the powerful Tensor-
Flow machine learning engine, providing you with 
a platform that can take care of keeping tabs on 
your photos and videos as if by magic. That de-
scription is not an exaggeration: The inner work-
ings of TensorFlow are hidden away from the us-
er’s sight so well that it’s almost too easy to forget 
that PhotoPrism is powered by a complex piece 
of software engineering and not fairy dust. Of 
course, TensorFlow is not perfect, and sometimes 
it produces some hilarious results. But they are 
pretty much the only telltales of what actually 
powers PhotoPrism.

TensorFlow and PhotoPrism
PhotoPrism relies on TensorFlow to perform 
three important tasks. The first task is image 
classification. To simplify, TensorFlow analyzes 
images and assigns relevant labels to them. For 
example, all architectural photos get the Building 
label, and wildlife photos may get various labels, 
depending on the main subject (for example, 
Bird, Butterfly, etc.). The second task is face rec-
ognition, which allows PhotoPrism to find similar 
faces and group them into clusters. The third 
task is detecting images that are usually referred 

PhotoPrism offers a combination of a polished, user-friendly interface and an 
artificial intelligence engine that makes organizing, searching, and sharing 
photos a breeze.

BY DMITRI POPOV

Keeping tabs on your photo library with PhotoPrism

Machine Learning 
Smarts for Shutterbugs
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And, of course, you might want to replace the ge-
neric name and description of your PhotoPrism in-
stance by editing the PHOTOPRISM_SITE_TITLE, PHOTO‑
PRISM_SITE_CAPTION, PHOTOPRISM_SITE_DESCRIPTION, 
and PHOTOPRISM_SITE_AUTHOR options.

By default, PhotoPrism uses the ~Photos direc-
tory as the location of your photo library. But if you 
store images and videos in a different location, you 
need to point PhotoPrism to it. To do this, locate 
the following line in the docker‑compose.yml file:

‑ "~/Pictures:/photoprism/originals"

Replace ~/Pictures with the absolute path to the 
library as follows:

‑ "/path/to/library:/photoprism/originals"

But what if you don’t keep all your files in just one 
directory? It’s not unusual to keep videos in a sep-
arate directory or even on a different storage de-
vice, and you might prefer to keep casual snaps in 
a dedicated library. PhotoPrism makes it possible 
to include other directories as subdirectories in 
the originals directory. To do this, specify addi-
tional entries under the volumes section as follows:

volumes:

  ‑ "/path/to/videos:/photoprism/originals/videos"

  ‑ "/path/to/snaps:/photoprism/originals/snaps"

Each option in docker‑compose.yml contains a de-
scription that can help you decide whether you want 
to modify it or leave it as is. Once you’re done editing 
the configuration file, save the changes, and you’re 
almost ready to start PhotoPrism -- almost because 
there is one more thing you might want to do. By de-
fault, PhotoPrism supports a wide range of file for-
mats, and the application indexes all compatible 

files by default. But that might not necessarily be 
what you want. For example, if each RAW file in the 
library has a matching JPEG, there is probably little 
point in indexing the RAW original. To exclude spe-
cific files from being indexed, create a .ppignore file 
in the root of your photo library, and specify the de-
sired pattern in the file. You can use wildcards when 
defining patterns, so adding the *.NEF pattern will ex-
clude all NEF files from being indexed. Patterns 
specified in the .ppignore file apply both to the direc-
tory the file is in and all subdirectories. When you 
place the file in the root directory, the patterns speci-
fied in the file will be applied to the entire library. You 
can, however, place the file into any subdirectory, 
leaving all directories above it unaffected.

Now you can launch PhotoPrism by running

docker‑compose up ‑d

as root in the directory that contains the docker‑com‑
pose.yml file. Assuming you haven’t changed the de-
fault port in the configuration file, point the browser 
to the 127.  0.  0.  1:2342 address (replace 127.0.0.1 with 
the actual IP address of the machine running Photo-
Prism), and log in using the admin username and the 
password you’ve specified in the configuration file.

Now that PhotoPrism is up and running, you 
need to run an indexing operation (Figure 1) that 
processes all RAW and JPEG files as well as vid-
eos (excluding, of course, the files specified in the 
.ppignore file). To do this, switch to the Library 
section and press Start to initiate the indexing op-
eration. This task may take a while to complete, 
depending on the number of files in your library 
and the hardware PhotoPrism is running on. 
That’s one of the reasons why you’d want to ex-
clude certain files from being indexed – this may 
significantly reduce the indexing time. Keep in 
mind that you have to perform indexing every 

Figure 1: To populate PhotoPrism with photos and videos, you need to index your library first.
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the example above, you’d rather see the processed 
19700101‑112501.jpeg file than the unprocessed 
19700101‑112501.JPG one? To do this, click on the 
image to open it in the view mode, then click on the 
Edit icon in the toolbar at the top. Switch to the Files 
section (its title shows the number of files in the 
stack), click on the desired file item, and press the 
Primary button in the Actions section. Exit the editing 
mode, refresh the page, and you should see the se-
lected file at the top of the stack.

Browse and Search
In many respects, PhotoPrism behaves like a regular 
photo management application. The Folders module 
provides access to the library directories, the Calen-
dar module displays all indexed files grouped by year 
and month, and the Places module presents you 
with a map where all photos and videos are dis-
played as clusters (Figure 3). While you can use the 
mouse to drag the map around to locate the desired 
spot and then zoom in and out, you can quickly 
jump to the desired location using the Search field. 
Type the name of the desired place (e.g., Ravenna) 
and hit Enter to jump to the specified location.

PhotoPrism groups all similar faces into clus-
ters, and you can view and manage them in the 
People module. Because PhotoPrism does all the 
heavy lifting of detecting and grouping faces dur-
ing the indexing operation, you only need to add 
names to the created clusters.

The Moments module provides a slightly different 
take on presenting photos from the past. Instead of 
the more conventional approach of showing photos 
taken on the current date in previous years, Photo-
Prism uses an algorithm that creates albums based 
on a significant number (Figure 4) of photos taken in 
a certain year and in a certain place. For example, if 
in 2017 you took a significant number of photos on 

time you add new files to the library. Don’t forget 
to disable the Complete Rescan option when in-
dexing newly added files; otherwise, PhotoPrism 
will perform full re-indexing of the entire library.

During indexing, PhotoPrism not only classifies 
files but also groups related images into so-called 
stacks. For example, if you have a RAW file 
19700101‑112501.RAW, its JPEG version 19700101‑
112501.JPG, and processed variant 19700101‑112501.
jpeg, PhotoPrism conveniently stacks them to-
gether, with the 19700101‑112501.JPG file at the top 
of the stack (i.e., this is the file PhotoPrism shows 
you). Stacks in PhotoPrism are identifiable by the 
icon in their upper-left corner. If the stack contains 
a RAW file, you can view it by clicking on the Cam-
era icon, and if the stack consists of files in JPEG 
and other supported formats, you can view all of 
them by clicking on the Stack icon (Figure 2).

That’s all fine and good, but what if you want to 
have another file in the stack at the top? What if in 

Figure 2: PhotoPrism 
groups photos into stacks. 
You can manually choose 
which image should be the 
primary one.

Figure 3: Places shows all 
the photos in the library as 
clusters on a map.

MARCH 2022 ISSUE 256 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM92

TUTORIAL – PHOTOPRISMLINUX VOICE



your trip to Japan, Photo-
Prism will create an 
album for them in the Mo-
ments module. In addition 
to that, the algorithm also 
finds labels with a signifi-
cant number of photos 
and creates albums in the 
Moments module based 
on the results. The “signif-
icant number” value is de-
termined dynamically, 
based on the overall num-
ber of items in the library.

Navigating the library 
by traversing the available 
categories provides a 
convenient way to quickly 
locate photos that you al-
ready know where to find. 
But that, of course, is not 
always the case. This is 
where PhotoPrism’s search functionality comes into 
play, and the Search section gives you access to all 
the search features the application has to offer. Un-
surprisingly, the most straightforward way to run a 
search is to type the desired search term in the 

Search field and hit Enter. This way, you can search 
for people, objects in the photos, filenames, loca-
tions, and even the dominating color (Figure 5). Pho-
toPrism also makes it possible to filter photos using 
several predefined criteria, such as country, year, 

Figure 4: The Moments 
module determines the 
most important moments in 
your life by the number of 
photos you took.
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Finally, upgrading PhotoPrism is a matter of running 
the following commands:

docker‑compose pull photoprism

docker‑compose stop photoprism

docker‑compose up ‑d photoprism

Wrap-Up
Relegating classification and face recognition 
tasks to the mighty TensorFlow engine is what 
sets PhotoPrism apart from pretty much every-
thing else. Does it produce perfect results? Defi-
nitely not. But the sheer convenience of being 
able to plug your entire library into PhotoPrism 
and let the application do the rest outweighs oc-
casional misses. It would be a mistake to judge 
PhotoPrism by its machine learning smarts only, 
though. The application’s polished and user-
friendly interface coupled with excellent search 
capabilities makes it a perfect tool for managing 
large libraries and sharing your photos with the 
rest of the world.  nnn

camera, and lens. To access the filters, click on the 
Expand Search triangle on the right side of the search 
bar and select the desired filter or filters.

For more advanced and fine-grained searches, 
you can create advanced search queries using the 
available filters. For example, to find all photos 
taken after a certain date, specify the after filter in 
the search field as follows: after:1970-01-31. You 
can specify multiple filters. To find, for example, 
photos in a certain country before a specific date, 
you can combine the before and country filters: 
country:de before:1970-01-31. Search queries can 
include the OR operator. The query color:red|green 
will find photos with either red or green as the dom-
inant color. The name filter makes it possible to 
search for filenames, and you can use wildcards 
with it. PhotoPrism gives you a wide range of fil-
ters, and the dedicated documentation page [2] 
contains a list of all supported filters along with 
their descriptions and examples.

Housekeeping
Because PhotoPrism runs in a container, there are a 
handful of commands you might find useful for 
managing the application. You already know

docker‑compose up ‑d 

starts PhotoPrism. To stop the application, use

docker‑compose stop

If you need to reset PhotoPrism and start from 
scratch, use:

docker‑compose exec photoprism photoprism U
  reset 

[1]  PhotoPrism: https://  photoprism.  app/

[2]  PhotoPrism search: https://  docs.  photoprism. 
 org/  user‑guide/  organize/  search/

Info

Dmitri Popov has been writing exclusively 
about Linux and open source software for 
many years. His articles have appeared in 
Danish, British, US, German, Spanish, and 
Russian magazines and websites. You can 
find more on his website at tokyoma.  de.

The Author

Figure 5: PhotoPrism offers a wide range of filters to refine your search.
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LINUX 
 NEWSSTAND
Linux Magazine is your guide to the world of Linux. Monthly issues are packed with advanced technical 
articles and tutorials you won't find anywhere else. Explore our full catalog of back issues for specific 
topics or to complete your collection. 

Order online:  
https://bit.ly/Linux-Newsstand

#250/September 2021

Inside the Kernel

The only real way to celebrate the 30th anniversary of Linux is to write about 
Linux itself – not the agglomeration of software we know as a Linux distro, 
but the real Linux – the beating heart in the center of it all: the Linux kernel.

On the DVD: AlmaLinux Minimal 8.4 and SystemRescueCd 8.03

#252/November 2021

Locked Down!

The security landscape keeps changing, and experienced users know they need to keep their 
eyes open for tools and techniques that give an edge. This month we study smartcards, hard 
drive encryption, and a less-bloated alternative to Sudo.

On the DVD: Debian 11 and Redcore Linux 2101

#253/December 2021

OpenBSD

BSD Unix has been around longer than Linux, and it still has a loyal following within the Free 
Software community. This month we explore the benefits of a leading BSD variant from the 
viewpoint of a Linux user.

On the DVD: Tails 4.22 and Q4OS 4.6

#254/January 2022

Phone Hacks

Eventually phone manufactures just give up on supporting old hardware. If you’re not ready to 
abandon that hardware yourself, you might find a better alternative with LineageOS — a free 
Android-based system that supports more than 300 phones, including many legacy models that 
are no longer supported by the vendor. We also explore PostmarketOS, a community-based 
Linux distribution that runs on several Android devices.

On the DVD: Ubuntu 21.10 and EndeavourOS 2021.08.27

#255/February 2022

Break It to Make It

Fuzz Testing: Ever wonder how attackers discover those "carefully crafted input strings" that crash 
programs and surrender control? Welcome to the world of fuzz testing. We introduce you to the 
art of fuzzing and explore some leading fuzz testing techniques.

On the DVD: Parrot OS 4.11 and Fedora Workstation 35

#251/October 2021

Linux From Scratch

Building an operating system is not like compiling a desktop app. You’ll need to create a 
complete development environment – and if you follow the steps carefully, you’ll emerge with 
a deeper understanding of Linux.

On the DVD: Linux Mint 20.2 Cinnamon Edition and Garuda Linux KDE Dr460nized Edition
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FEATURED 
EVENTS
Users, developers, and vendors meet at Linux events around the world.  
We at Linux Magazine are proud to sponsor the Featured Events shown here. 

For other events near you, check our extensive events calendar online at  
https://www.linux-magazine.com/events.

If you know of another Linux event you would like us to add to our calendar, 
please send a message with all the details to events@linux-magazine.com.
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SCaLE 19x March 3-6 Pasadena, California https://www.socallinuxexpo.org/scale/19x

Open Networking & Edge  March 8-9 Antwerp, Belgium https://events.linuxfoundation.org/about/calendar/ 
Summit Europe 2022   

ASWF Open Source Forum 2022 March 10 Los Angeles, CA + Virtual https://events.linuxfoundation.org/  

CloudFest 2022 March 22-24 Europa-Park, Germany https://registration.cloudfest.com/registration?code= 
    CFMEDIA22

Storage Developer Conference  April 5 Virtual Conference https://www.snia.org/events/sdcemea

Cephalocon 2022 April 5-7 Portland, Oregon + Virtual https://events.linuxfoundation.org/cephalocon/register/

ODSC East 2022 April 19-21 Boston, MA + Virtual https://odsc.com/boston/

LinuxFest Northwest 2022 April 22-24 Virtual Event https://lfnw.org/conferences/2022

DrupalCon Portland 2022 April 25-28 Portland, Oregon https://events.drupal.org/portland2022

Linux Storage, Filesystem,  May 2-4 Palm Springs, California https://events.linuxfoundation.org/lsfmm/ 
MM & BPF Summit

Cloud Expo Europe Frankfurt May 11-12 Frankfurt, Germany https://www.cloudexpoeurope.de/en

The Open Source, May16-17 Berlin, Germany https://stackconf.eu/  
Infrastructure Conference

KubeCon + CloudNativeCon  May 16-20 Valencia, Spain https://events.linuxfoundation.org/ 
Europe 2022

ISC High Performance 2022 May 29-June 2 Hamburg, Germany https://www.isc-hpc.com/

OpenJS World 2022 June 6-10 Austin, Texas https://events.linuxfoundation.org/openjs-world/

cdCon June 7-8 Austin, Texas + Virtual https://events.linuxfoundation.org/cdcon/

     Events

 NOTICE 
Be sure to check the event 
website before booking any 
travel, as many events are 
being canceled or converted 
to virtual events due to the 
effects of COVID-19.

 CloudFest 2022 

Date: March 22-24, 2022

Location: Europa-Park, Germany

Website:  https://reg.cloudfest.
com/?code=CF22Linux

CloudFest is the world’s #1 cloud 
computing event where you’ll find your 
next partner in hyperscaling, innovation, 
and business growth. Take over an 
amusement park for unforgettable social 
events, mind-blowing sessions, and the 
most valuable networking in the industry. 
Register free with code CF22Linux!

 DrupalCon Portland 

Date: April 25-28, 2022

Location: Portland, Oregon

Website:  https://events.drupal.org/port-
land2022

Come to the Drupal community’s largest 
annual event – in person! Build your 
skills, learn more about what Drupal can 
do, and contribute to advancing the open 
source platform that organizations around 
the world rely on every day. This year’s 
in-person event will be full of valuable 
insights, information, and connections.
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We are always looking for good articles on Linux and the 
tools of the Linux  environment. Although we will consider 
any topic, the following themes are of special  interest:

• System administration

• Useful tips and tools

• Security, both news and techniques

• Product reviews, especially from real-world experience

• Community news and projects

If you have an idea, send a proposal with an  outline, an esti-
mate of the length, a description of your background, and 
 contact information to edit@ linux-magazine.com.

The  technical level of the article should be consistent with 
what you  normally read in Linux Magazine. Remember 
that Linux Magazine is read in many  countries, and your 
article may be translated into one of our  sister publica-
tions. Therefore, it is best to avoid using slang and idioms 
that might not be understood by all readers    . 

Be careful when referring to dates or events in the future. 
Many weeks could pass between your manuscript sub-
mission and the final copy reaching the reader’s hands. 
When submitting proposals or manuscripts, please use a 
 subject line in your email message that helps us identify 
your message as an article proposal. Screenshots and 
other supporting materials are always welcome. 

Additional information is available at:  
http://www.linux-magazine.com/contact/write_for_us.
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 Approximate 
UK / Europe Mar 05
USA / Canada Apr 01
Australia May 02

 On Sale Date Issue 257 / April 2022

 Encryption
The experts know your best protection against 
prying eyes is robust and correctly configured 
encryption. Next month we explore some tools 
and techniques for encrypting email and hard 
drives in Linux.

Preview Newsletter
The Linux Magazine Preview is a monthly email 
newsletter that gives you a sneak peek at the next 
issue, including links to articles posted online. 

Sign up at: https://bit.ly/Linux-Update
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Please note: On sale dates are 
approximate and may be delayed 
because of logistical issues.
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