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between two connected points:
get_distance(Start, End, Distance) :-
    road(Start, End, Distance).

Start up the interpreter, load the file, and try the 
predicate out:
?- [travelling].
?- get_distance(a, b, Distance).
Distance = 3.
?- get_distance(a, d, Distance).
false.

To use the predicate, you put in two constants and 
a variable, Distance. Prolog will then return possible 
solutions for Distance (in this case, only one solution 
exists for each question). It works fine for the facts 
exactly as we put them in; but you can’t reverse the 
order of the towns. As our roads run in both directions, 
we’ll improve the rule:
get_distance(Start, End, Distance) :-
    road(Start, End, Distance).
get_distance(Start, End, Distance) :-
    road(End, Start, Distance).

Our predicate now has two clauses. A predicate 
consists of one or more clauses, and two clauses 
belong to the same predicate if they have the same 
functor (name) and the same arity (number of 
arguments), as is the case here. get_distance(Start, 
End) :- CLAUSE would be a different predicate as 
it has arity of 2, not 3. Prolog will try to solve both 
clauses in its attempt to find a solution; so if you 
reload the file and try the reversed roads query, get_
distance(b, a, Distance). should now return 3.

You could also write this as
get_distance(Start, End, Distance) :-
    (road(Start, End, Distance) ; road(End, Start, Distance)).

The semi-colon acts as an ‘or’ operator.
Next, let’s start on the travelling problem proper. 

First, let’s tackle the case where there is a road 
between the start and end points:
get_route(Start, End, Visited, TotalDistance) :-
  get_distance(Start, End, Distance),
  reverse([End|[Start]], Visited),
  TotalDistance is Distance.
Load this and run a query:
?- [travelling].
?- get_route(a, b, Visited, TotalDistance).
Visited = [a, b],

TotalDistance = 3;
false.

Enter the semi-colon to continue Prolog’s search for 
solutions. In this case there is only one solution.

So, what’s that code doing? The first thing to notice 
is that the right-hand side of this rule is made up of 
several independent sentences separated by commas 
(“and” operators). The whole sentence here will be true 
if and only if all the sentences within it are true. In this 
case, the first sentence will return false unless there is 
a road between Start and End; if there is such a road, 
Distance gains a value, and the sentence is true.

The next sentence uses a SWIPL library predicate, 
reverse/2. This takes two lists, and returns true if 
the first list, reversed, is equivalent to the second list. 
However, in this instance, the variable Visited is not 
yet assigned. Prolog always tries to find a solution to 
the given constraints; a way to return true. Here, the 
obvious way to do that is to assign the reverse of the 
first list to Visited. Now they are equivalent and the 
sentence is true.

But what is this list? [End|[Start]] uses Head|Tail list 
notation. You can use this to decompose a list:
?- [1, 2, 3, 4] = [A | B].
A = 1
B = [2, 3, 4]

A is assigned to the Head of the list, the first 
element of the list; B is assigned to the Tail of the list, 
all the rest except for the first element.

But you can also use H|T notation to create a list. 
[Start] turns the variable Start into a list with a single 
member, then [End|[Start]] prepends End to that 
list. This gives the list [End, Start], which we then 
reverse to give [Start, End] which is then assigned to 

Loading the file, asking 
for a non-existent location 
which returns false, asking 
for an existent location 
and getting multiple 
solutions. (Note that I’d 
made a mistake in this 
version and have too many 
brackets in my lists.)
With many thanks (as 
ever!) to StackOverflow 
commenters, especially 
m09 in a 2011 thread.

Unification
One of the basic ideas of Prolog is unification. The operator 
that symbolises unification is the equals sign, =, but the 
idea isn’t quite the same as our normal concept of equals.

Two terms (constants, variables, or complex terms) unify 
if either:

  They are the same term; or
  They contain a variable that can be instantiated to make 
them the same term.
Here are some examples. foo = foo. is true, because the 

terms (in this case a constant) are the same. Similarly 15 = 
15. is true.

What about foo = X.? Well, X is a variable, so it can be 
instantiated to foo, in which case the terms can be unified. 
So that’s what Prolog does. (You can think of Prolog as 
trying to solve for unity if at all possible – so it looks for 
a way to make the unity true and does that.) You’ll get the 
output X = foo.. If you now type bar = X., that’s fine too. But 
X = foo, X = bar. will return false; you can’t instantiate X 
twice in the same statement.

Prolog will also try to unify complex terms like 
predicates, if they have the same functor (name) and arity 
(number of arguments). Again, it will assign variables as 
necessary to make this work:
?- foo(X, Y) = foo(bar, baz).
X = bar
Y = baz.
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Visited. In this instance, since you have only two list 
members, you could just as easily use the Head|Tail 
concatenation the other way around, and avoid the 
use of reverse/2. However, in general, prepending 
to a list is much easier and cheaper in Prolog than 
appending to a list. In later stages of development 
of this code, Start might already be a long list of 
previously-visited places, in which case prepending 
End is much easier.

The final sentence is easy: assign the value of 
Distance to TotalDistance, the variable passed into 
the rule at the start. This allows it to be output, as 
Prolog is solving for Visited and TotalDistance. is is 
an arithmetic operator used to compute the right-
hand expression and assign (unify) it with the left-
hand variable.

And that’s it. However, this will only work if there 
is a single road between the start and end points. 
We want something that calculates a longer route if 
needed, so let’s expand it into a recursive rule.

First, let’s recast the rule above so that it’ll work at 
the end of a longer recursive process:
get_route(Current, End, VisitedSoFar, DistanceSoFar, Visited, 
TotalDistance) :-
  get_distance(Current, End, Distance),
  reverse([End|VisitedSoFar], Visited),
  TotalDistance is DistanceSoFar + Distance.

The logic of this is the same, but if we imagine 
that this is the final step of a route, it’s clear that we 
will already have an ongoing distance tally, and we 
will already have a set of visited points. So if there 
is a road between Current, the point we’re currently 
solving for, and End, the first sentence returns true, we 
go on to assign values to Visited and TotalDistance, 
and we’re done.

What about the recursive step?
get_route(Current, End, VisitedSoFar, DistanceSoFar, Visited, 
TotalDistance) :-
  get_distance(Current, Next, Distance),
  \+ member(Next, VisitedSoFar),
  NextDistanceSoFar is DistanceSoFar + Distance,
  get_route(Next, End, [Next|VisitedSoFar], NextDistanceSoFar, 
Visited,
TotalDistance).

The first line (the expression on the left-hand side of 
the rule) is identical to that of the rule above. As with 
get_distance/3, these are acting as two clauses of a 
single rule. Prolog will try the first one, then the second 
one, in its search for a solution.

The get_distance line has one assigned variable, 
Current, and two new variables, Next and Distance. 
Since these are unassigned, Prolog will try to find 
solutions to slot in; in this case, it will try to find values 
for Next such that the sentence evaluates true and 
there is thus a value for Distance.

However! The next line gives an extra constraint 
for Next: it must not already be a member of 
VisitedSoFar. \+ in Prolog is the negation operator 
(also known as negation-as-failure). (Logical negation 

is a bit theoretically complicated, but for now just 
think of it as Prolog’s version of not, which indeed was 
the older form of the same operator.) So we’re looking 
for a solution to the first line where Next hasn’t been 
visited before. (This avoids loops.)

Once we’ve found such a solution, we record 
the new distance in a temporary variable, 
NextDistanceSoFar, then recurse by calling get_
route/6 again, with Next in the place of the Current 
node, adding Next into the VisitedSoFar list (using 
Head|Tail notation again), and using the new distance 
tally. Note that Visited and TotalDistance pass 
through the whole process unchanged. This is so 
that in the end, once a route has been found, they can 
be returned to the 
user with their final 
values.

The final thing 
we need to do is to 
create an easy way 
to call this rule (to 
start the problem-solving process):
get_route(Start, End, Visited, TotalDistance) :-
  get_route(Start, End, [Start], 0, Visited, TotalDistance).

We seed the VisitedSoFar list with our starting 
point, and set DistanceSoFar as zero. Prolog will then 
go forth and try to find a solution or solutions within 
the given rules.

Load it and run it (eg get_route(a, d, Visited, 
TotalDistance) and see what happens.

If you want to take your Prolog experimentation 
further, we strongly recommend the excellent 
website www.learnprolognow.org. There’s a free 
online version or a dead-tree book. You could also 
look at the Prolog debugger, which can give you a 
lot of information about what’s actually going on 
when Prolog tries to find solutions for your code. 
Try extending the code above to solve the ‘original’ 
Travelling Salesman problem (the shortest possible 
tour), or to look through solutions for a minimum one. 
Who knows, if you get hooked, you too might find 
yourself trying to work out the logic behind language 
like Prolog’s original designers.  

Juliet Kemp is a scary polymath, and is the author of  
Apress’s Linux System Administration Recipes.

“If you get hooked, you too might 
find yourself trying to work out 
the logic behind language.”

You can step through the 
code slowly and find out 
exactly what Prolog is 
up to. Load the graphical 
debugger with guitracer. 
then start tracing with 
trace. – subsequent 
statements will fire up the 
tracer.
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WHY DO THIS?
•  Write scripts that run 

faster
•  Instantly add 

parallelisation to your 
programs

•  Fully utilise your 
multicore CPU

In this month’s code ninja we’re going to take a 
detailed look at an often overlooked command 
that can make your programs run faster. Parallel is 

a command for running the same program multiple 
times with different inputs. The idea is simple: we live 
in a world where almost every computer has a 
multicore CPU, yet very few programs can balance 
their work effectively across many cores. This means 
that you can often find yourself waiting for something 
to finish running, yet most of your CPU cores are idle.

Lets take a look at a simple example: compressing 
every subdirectory of the current directory into 
separate tar.gz files. This is useful when archiving files 
that you’ll need later. This can be done with a simple 
script like so:
for dir in */
do
  tar -cfz ${dir%/} “${dir%/}.tar.gz”
done

The expression ${dir%/} just returns the contents of 
the dir variable with slashes stripped away. This code 
loops through every subdirectory in turn, compresses 
it, and moves on to the next one only once the 
previous directory has been successfully compressed. 
Since the tar command only uses one CPU core at a 
time, this script will likewise only run on a single core 
leaving the rest of your computer idle.

A simple way to spread this load across all the 
cores on a machine is to start each tar command in 
its own process. This is done by adding an 
ampersand to the end of the tar line. With this in place, 
the code runs through every subdirectory and starts 
compressing it, then moves straight onto the next 
without waiting for the previous one to finish.

Another approach is to use a different compression 
program. Pigz is an implementation of Gzip that 
parallelises the compression for better performance. 
You can do this with the following script:
for dir in */
do
  tar -cf - ${dir%/} | pigz > “${dir%/}.tar.gz”
done

Introducing Parallel
Here’s where we start using the parallel tool. This is a 
load-balancing program that executes tasks and 
spreads them out among the available CPU cores in 
the most efficient way. In some respects, this is 
similar to the version above where we put an 
ampersand at the end of the tar line; however, parallel 
doesn’t just launch all the tasks simultaneously. 
Instead, it will launch one per CPU core and then when 
each is finished, it launches another on the free core. 
This approach keeps the load on all CPU cores evenly.

To compress our subdirectories in this manner, we 
need two parts. First, we need to write a script to list 
all the subdirectories that we want to compress 
(without the path or trailing slash):
for dir in */
do
  echo ${dir%/}
done

Then we can pipe the output of this into parallel. 
This will take each line of the input and use it as an 
argument to the tar command. Each time it, it 
replaces the {} symbols with the line read from input.
bash parallels-out.sh | parallel tar -czf {}.tar.gz {}

Don’t fall into the trap of premature optimisation! 
For simple jobs, it would be easy to spend longer 
thinking of ways to parallelise them than you would 
actually save in computation. As well as simplicity, the 
single-core method has the advantage that it won’t 
overload the computer’s processor. By only using a 
single core and not distributing the work over all the 
cores, the first method won’t lock up the machine if 
you run it on a large data set. Other processes can use 

CODE NINJA: SPREAD THE LOAD 
WITH GNU PARALLEL
Speed up your shell scripts by sharing the load across all the 
under-utilised cores of your CPU. 

 TUTORIAL

104

BEN EVERARD

The official Parallel tutorial is a very detailed, but quite dry, guide to the tool.  
www.gnu.org/software/parallel/parallel_tutorial.html.
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the other cores and the machine should remain 
responsive.

The second method we looked at, which used 
simple forking to run each process in its own thread, 
should work well for most tasks. If the whole 
computation is going to take less time than it takes to 
look through the parallels or pigz man page, then this 
is definitely the best option for a quick speed boost.

Save time carefully
It’s only worth investigating more complex operations 
if it’s either a very complex computation, or if it’s a 
computation that you have to perform many times.

The two most advanced forms of parallelisation we 
look at here (pigz and parallel) have different payoffs. 
Pigz should run faster on each file, so if you have 
fewer files than processor cores, pigz should be the 
quickest to run. The more files there are, the better 
parallel can balance the load across all the cores.

The biggest advantage that parallel has over pigz is 
that it’s a standard method that you can apply to 
anything, where as pigz is a specilised tool that does 
just one task. This means that if you want to go down 
this route, you’ll have to learn how to use the 
parallelised tools for every task rather than just 
remeber one (parallel), and use that in every situation.

Another advantage of parallel is that you can use it 
to instantly parallelise any program you create. As long 
as you design your program so that you split up the 
data to be processed (as we did in our compression 
example by creating a script that put together the 
directories and filenames that should be processed) 
and the actual computation (which in the previous 
example was the compression tool), then you can just 
launch your program via parallel. This works 
regardless of the language that you wrote the program 
in. It is worth noting that interpreted languages can be 
slow to start, so this may not be a great solution if 
there are a lot of small computations to do.

Before we get too carried away with when to use 
parallel, let’s take a closer look at how to use it. In our 
example, we piped out a series of lines of text, and 
each line contained just the directory name. This 
method of piping data to parallel is a common way of 
using the command, but it’s not the only one. You can 
also put a series of inputs after three colons. As a 
trivial example, the following will print the numbers 
one, two and three (though not necessarily in that 
order):
parallel echo ::: 1 2 3

Tuning performance
By default, parallel will choose the optimum number 
based on the amount of cores in your CPU, however, 
there are times when you want to change this. For 
example, by leaving a core or two free, other programs 
can continue to run without too dramatic a slow 
down. This is done using the -j flag. For example, to 
run our previous command but using just two tasks at 
a time, use the following:

bash parallels-out.sh | parallel -j2 tar -czf {}.tar.gz {}

Clustering
The biggest speedup you can get running commands 
using parallel is by distributing the load around not 
only different cores, but different machines entirely. 
This means that you 
could launch a task 
from a lowly Raspberry 
Pi yet take advantage 
of the CPUs on a 
cluster of high-end 
servers. In order to 
take advantage of this, you first need to set up SSH 
certificate logins for each machine (see this month’s 
Masterclass for details). Once that’s done, you just 
need to create a file with a list of all the logins in the 
form user@host, with one per line. You can tell 
parallel to use this with the --slf flag.

Since parallel usually operates on files, you need to 
tell it what you want it to do with the files that are on 
the local machine when the processing is on remote 
machines. The most common options are --transfer 
--return <filename> --cleanup. The --transfer option 
copies the local file to the remote server before 
starting the computation; --return <filename> copies 
the file with the name <filename> back again 
afterwards; and --cleanup deletes the files from the 
remote server once the processing has finished. You 
can use the shorthand --trc <outfile> to use all these 
together. These are used when the filename being 
worked on is the argument passed into parallels, so 
won’t work in a situation like our example. 
bash parallels-out.sh | parallel --slf loginfile --trc {}.tar.gz tar 
-czf {}.tar.gz {}

There are many more options to parallel, and many 
different ways of triggering the same options, but 
using the ones we’ve looked at here you should be 
able to significantly speed up many of your scripts.  

It is possible to run parallel with graphical software (such as the Pluma text editor), 
although we can’t think of a reason why you’d ever want to.

“Another advantage of parallel is 
that you can use it to parallelise 
any program you create.”
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I f there’s one thing everyone loves in a program it’s 
speed. Sitting around waiting for a computer to do 
something isn’t fun, and now in 2015 when we 

have multi-core computers that can perform tens of 
thousands of millions of operations a second, it really 
shouldn’t happen.

We’re going to take a look at a simple Python 
program for calculating prime numbers. In case 
you’re unfamiliar with these, they’re numbers that are 
only divisible by 1 and themselves. So, 2, 3, 5 and 7 
are prime numbers, but 9 isn’t. These numbers have 
quite a few quirky mathematical properties, including 
some very obscure maths that makes them useful 
to encryption. Our task for today, though, is simply to 
calculate them as quickly as possible.

We’ll start with a simple Python program that can 
calculate the prime numbers between 1 and 1000:
max_num = 10000
import math
primes = []

def run1():
  i = 2
  while i < max_num:
    prime = True
    y=2
    while y < int(math.sqrt(i)):
        if (float(i)/float(y)).is_integer():
            prime = False
        y = y + 1
    if prime:
        primes.append(i)
    i = i+1

         
run1()
       
print primes

This code works quite simply. It loops through 
every number between 1 and the maximum, which 
is stored in the variable i. The program then loops 
through every number between 1 and the square root 
of i (the square root because every non-prime must be 
divisible either its square root or a smaller number). It 
then divides the first iteration by the second iteration 
(y). If the result is a whole number, the program has 
found a divisor, so i can’t be prime.

Yes, we know it’s not perfect…
You may well have spotted some things that can be 
improved. But we won’t just dive in and start changing 
things. We’ll do this methodically. First, we’ll get a 
benchmark to see how it runs. We can do this using 
the time program. You can do this with:
time python primes1.py

Where primes1.py is a file containing the above 
program. This will output three different times: real, 
users, and sys. The real time is the time between 
starting the program and it terminating. The user 
time is the amount of time spent in userspace, and 
sys is the amount of time in system calls. Since we’re 
interested in the total time the program takes, we’ll 
look at the real values in this tutorial. On our test 
system, this program took 0.589 seconds. That’s not 
bad, but we can make it faster.

Before looking at making it faster, let’s find out 
what’s making it slow. We can use a tool called a 
profiler to analyse how our program runs and see 
which parts of the code are taking the longest. Python 
does have a built-in profiler, but the one in the module 
line_profiler does a much better job for code like ours. 

First you need to install the Python header files 
through your distro’s package manager. These are 
usually in a package called python-dev. Once you’ve 
done that, you can install the profiler with:
sudo pip install line_profiler

To use this, we first need to add a line directly above 
the function definition to tell the profiler that we want 
to investigate that function. It should now read:
@profile
def run1():

With this in place, you can profile the code with:
kernprof -vl primes1.py

PROFILING: MAKE CODE RUN 
MORE QUICKLY  
Optimise your code by finding out which parts of it  
are swift and which bits are sluggish.

 TUTORIAL

106

BEN EVERARD

The line profiler’s output 
makes it easy to see which 
lines in our program are 
slowing us down.

WHY DO THIS?
•  Write programs that run 

faster
•  Gain a better 

understanding of how 
your programs run

•  Use a 2000-year-old 
algorithm to find prime 
numbers
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This will run the program, then let you view how 
much time each line in the program took. The table 
that it outputs is quite revealing, and the % time 
column shows that it’s the inner loop that takes the 
most time, specifically, the lines:
    while y < int(math.sqrt(i)):
        if (float(i)/float(y)).is_integer():
            prime = False
        y = y + 1

Between them, these make up 33% of the number 
of lines in the program, but they take up 97.9% of the 
total running time. In other words, it doesn’t matter 
what we do with the rest of the program – unless we 
can get these running faster, it’s not going to make 
much difference.

Low-hanging fruit
There’s a reason that these lines take so much time. 
They’re run far more frequently than any other line 
because they’re the inner loop. For every iteration of 
the outer loop, these run many times.

Of these lines, the slowest is the if statement. In 
order for it to run, it has to do four things: convert i 
from an int to a float; convert y from an int to a float; 
divide float(i) by float(y); and see if the result is a 
whole number. That’s quite a lot of processing for the 
simple goal of checking if one number is a divisor for 
another, and since this accounts for 35% of the total 
time, it’s worth trying to find another way.

Mathematically, this operation is the same as 
dividing one integer by another and checking whether 
there’s not a remainder to the division. This can be 
done using the modulo operator. This slightly obscure 
operator returns the remainder of a division, not the 
actual result, and it’s performed with the percent 
symbol. The if line can be changed to:
if i % y == 0:
Running the profiler again, you should see that the 

speed has increased, but this line is still the source 
of a lot of the speed simply because it’s run so many 
times. We can now turn our full attention to the  
While loop.

Generally, when programming, it’s best to use 
the standard features of the language as much 
as possible. Doing this means you can program 
more quickly (because you have to write less code). 
It usually also makes your code faster and less 
error-prone, because 
the standard parts 
of most languages 
are written by people 
who are experts in 
the field, and they 
usually expend a lot of 
effort to make sure each part of the language runs as 
quickly as possible. In interpreted languages such as 
Python there is even more of an advantage, because 
the standard parts of the language are compiled into 
native code while any code you write is interpreted. 
The speed differences can be huge.

The code:
y = 2 
    while y < int(math.sqrt(i)):
        y = y + 1
Is functionally equivalent to:
for y in range (2, int(math.sqrt(i)):

Both of these will iterate through the whole 
numbers from 2 to the square root of i, but the second 
one will do all the processing in highly optimised 
native code, while the first one does it in unoptimised 
interpreted Python.

107

As well as finding a way to calculate prime numbers, 
Eratosthenes calculated the earth’s circumference 
without leaving Egypt (he was out by just 16%).

Profiling in other languages
In this tutorial, we’ve looked a profiling using the popular 
Python language, but almost all languages have at least 
one profiling tool to help you speed up your code.

Gprof is the most famous profiling tool for Linux (and 
other Unix-like systems). It’s most commonly used with 
C and C++ code that’s been compiled using GCC. You 
can instruct the compiler to insert profiling code into 
executables when they’re built, and then use these to 
analyse the performance of the code in a similar way to the 
profiling we’ve done in this tutorial.

JavaScript is, like Python, an interpreted language, 
so you need a profiler that works with the interpreter. 
Most major browsers (including Firefox and Chrome) 
have profilers built in to their JavaScript engines so web 
developers can keep track of their pages performance from 
within the browser. 

It’s not just programming languages that benefit from 
profiling. Database engines often come with performance 
analysis tools. In the case of MariaDB and MySQL, this is the 
slow query log that can be used to track which queries are 
performing poorly.

“In general it’s best to use  
the standard features of a 
language as much as possible.”
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On our test machine, the version with the while loop 
ran in 0.33s, while the version with the range ran in 
0.1s. That’s running over 300% faster just by changing 
the type of loop!

Skipping steps
We’ve now made each line run much faster, but a 
major problem for our code is simply the number of 
times that the loops are running. Even a really efficient 
line can be a major slowdown if it’s running millions of 
times. Here we have to look at the nature of the 
calculation that’s going on to see where speedups 
may lie. The more you understand about the problem 
you’re solving with your code, the better you will be 
able to optimise your algorithms.

One fairly simple fact about prime numbers is 
that no even number larger than 2 can be prime. 
This is simply by definition, since an even number 
has to be divisible by 2. Another slightly less obvious 
fact is that any odd non-prime number has to be 
divisible by an odd number. This is because of the 
property multiplication that says that an odd number 
multiplied by an even number is odd, while an odd 
number multiplied by an odd number is even and an 
even number multiplied by an even number is even. 
The result of all this is that we can cut into a quarter 
the number of times that the inner loop must run 
by eliminating any unnecessary loops through even 
numbers. The code can be changed to:
max_num = 10000
import math
primes = [2]

#@profile
def run1():
  for i in range(3, max_num, 2):
    prime = True
    for y in range(3,int(math.sqrt(i)), 2):
        if i % y == 0:
            prime = False
            break

    if prime:
      primes.append(i)
         
run1()
print primes

You can see here that we’ve also changed the first 
while loop to a for loop to increase speed as well, 
though this has a much smaller speed increase than 
the inner loop change. Another optimisation we’ve 
included is the break. This is because we can stop 
checking a number after we’ve found one divisor. It 
doesn’t matter whether or not there are more: as long 
as there’s one, it’s not prime.

With these speedups in place, the code runs in 
0.036 seconds. That’s another 300% speed increase 
over the previous 300% speed increase. With just a 
few simple optimisations, we’ve been able to make 
our prime number calculator run faster by a factor of 
10. That’s pretty good going!

Excess speed
So far, our optimisations have led to our code 
becoming a bit more readable. However, this isn’t 
always the case. You’ll often find that pushing for 
gains can lead to code that’s more complex and 
confusing. This can make it hard to maintain as you 
may not fully remember how the optimisations work if 
you have to come back to the code later.

In the previous example, complexity has crept in a 
little bit because, by optimising out the even numbers, 
we’ve introduced a special case for the number 2. 
The first prime now has to be added manually to the 
list of primes. This is a fairly simple case, and with 
the judicious use of comments, you should be able to 
explain it (optimisations are something that should 
always be commented).

The profiler in Firefox 
keeps track of the 
performance of JavaScript, 
and the web browser in 
general.

cProfile

In this tutorial, we’ve used a line profiler, but that’s not 
the only option. Python’s default profiler, cProfile, is also 
a powerful tool for understanding your code. However, 
instead of working on a line-by-line basis, it works on a call-
by-call basis, so it’s great for working out which functions 
and methods are taking the most time to run. Take a look at 
the Python docs for details on how to use it (https://docs.
python.org/2/library/profile.html).

The SnakeViz tool can be used to make diagrams out 
of the output from cProfiler.

LV019 106 Coding Profiling.indd   108 30/07/2015   11:38



PROFILING TUTORIAL

www.linuxvoice.com 109

Let’s look if we try to optimise it further.
The algorithm we’re using to find primes is probably 

the simplest one possible. It just checks every number 
against every possible divisor, and if it doesn’t find a 
divisor, it classes the number as prime. It’s so simple 
that a new programmer coming to the code should 
be able to tell what’s going on almost straight away. 
It isn’t however, the fastest method for calculating 
primes. Take, for example, the following code:
import math

max_num = 1000000
primes_list = [True] * max_num

for i in range(2, int(math.sqrt(max_num))):
    if primes_list[i]:
     for j in range (i*i, max_num, i):
      primes_list[j] = False
      break

out_list = []
for i in range(i,max_num):
    if primes_list[i]:
     out_list.append(i)

print out_list
If you run it, you’ll find that it outputs all the primes 

between 1 and a million, and it’s fiendishly fast. If 
we remove the print lines (which take up most of 
the running time), and compare it with the previous 
code (again with 1,000,000 as the maximum and the 
print lines removed), this code runs in 0.48s (on our 
test machine) compared to 5.67s for the other code. 
That’s a massive speed up, but how on earth does it 
do it? If you fancy a maths challenge, try to work it out 
before reading on.

Ready? Let’s carry on…
First, the algorithm starts by assuming each number 
is a prime until it finds that it’s not. The primes_list 
variable holds a True or False value for each number, 
and we’ll set them to False when we find out if a 
number is not a prime.

Starting with the number 2, and working up to the 
square root of the maximum, if the number is marked 
as a prime, it loops through the numbers i*i, i*i+i, 
i*i+2i, i*1+3i until this number gets larger than the 
maximum number. The program marks every number 
in this sequence as not prime since it’s divisible by i.

It should be fairly obvious that every number 
marked as not a prime by this isn’t a prime, but what’s 
not immediately clear is why we can be sure that 
every number that’s not a prime is marked as such, 
leaving only the prime numbers remaining. It’s crucial 
to realise two things: every non-prime has at least 
one prime divisor (actually, they have at least two, but 
that’s not necessary here), and we start our loop with 
the smallest prime, 2. We need to find any numbers 
that are multiples of 2. However, since we are looping 
up from the smallest, we only need concern ourselves 

with numbers of the form 2*x where x itself is 2 or 
larger. This is why we start our inner loop with i*i. Any 
numbers of that form where x is smaller than the first 
number can be ignored, because we will have found 
them (if they exist) in an earlier iteration of the loop.

Then, we take the next smallest prime, 3. Anything 
smaller the 3*3 that’s not a prime must have already 
been marked (for example 6, which was marked off 
in the first iteration since it’s a multiple of 2), so the 
algorithm then checks off all the multiples of 3 larger 
than 9. The algorithm then continues until it’s reached 
the square root of the maximum, since no number 
smaller than the maximum can have a smaller 
smallest divisor than the square root of the maximum.

This method is called the sieve of Eratosthenes, 
and was discovered by Eratosthenes of Cyrene 
circa 200BC. It’s much faster (around 10 times) 
faster than our original method, but it’s also much 
harder to understand. Indeed, even after reading the 
previous explanation, you may still have difficulty fully 
understanding what’s going on. There are some even 
more efficient methods of calculating primes that are 
even more complex.

The problem we have here is that we’ve optimised 
for speed, but 
in doing so 
have sacrificed 
readability and the 
understandability 
of the code. If you 
do this at every stage 
in your programs, you’ll very quickly end up with an 
unmaintainable mess. You need to target just the 
parts that are most worth optimising for speed, and 
optimise the others for readability instead.

Keep it sensible
Donald Knuth, legendary programmer and author of 
the epic book The Art of Computer Programming 
advises, “We should forget about small efficiencies, 
say about 97% of the time: premature optimisation is 
the root of all evil. Yet we should not pass up our 
opportunities in that critical 3%.”

Note the term premature optimisation. Back at the 
start of this tutorial, we used a profiler to find the parts 
of our code that were running the slowest. You can 
do the same with whole projects. If we did this on our 
program that included the prime generation code, 
and discovered it only needed the first 100 primes 
once and never again, it would be foolish to include 
the sieve of Eratosthenes, as doing so would save 
your code fractions of a second, at a huge cost to 
maintainability. On the other hand, if it’s spending 10% 
of its time calculating prime numbers, then it would 
be equally foolish to throw away a significant speedup 
for a few lines of complicated code. Just make sure 
they’re properly commented.  

Ben Everard always comments his code, though as we can’t 
read his handwriting, it’s often not much help.

“The problem here is that we’ve 
optimised for speed, but in doing 
so have sacrificed readbility.”
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SSH is one of the most familiar Linux commands 
to many people. In its simplest use, it’s a way of 
getting command line access to a remote 

computer, however this isn’t all it does. Even if you’re 
familiar with its basic use, it’s still worth taking a little 
time to investigate it fully.

In order to use ssh, the remote host needs to have 
the server software installed (you can also log into 
localhost using ssh if you want to try out some 
options). This varies between distributions, so check 
the docs for details. On Ubuntu-based systems, it can 
be done with:
sudo apt-get install openssh-server

You’ll also need the ssh client on the machine you’re 
logging in from, but this is almost always installed by 
default (Arch users should read the wiki).

The most basic usage of the ssh command is:
ssh user@host
Where user is your username on the remote host, and 

LEARN THE SECRETS OF 
REMOTE ACCESS WITH SSH
The ubiquitous login tool has more than a few tricks up its sleeve to help experienced users.

host is the IP address or hostname of the machine 
you want to log into. If you have certificates set up for 
that use on that host, it will log you in automatically 
(see boxout), if not, it will prompt you for a password. 
Once it’s connected, it will present you with command 

BEN EVERARD

BEN EVERARD

Need to do some remote admin but don’t like command 
line text editors? ssh with X forwarding to the rescue!

Certificates
When you first install an SSH server, you’ll be able to log in 
with your system password. However, passwords are 
fundamentally limited by our ability to remember them. Our 
weak, squishy brains struggle to hold enough information for 
properly secure passwords, and attackers routinely scour the 
internet for servers with SSH open and try to guess these 
passwords.

The best solution to this is to remove the squishy part of 
the problem. Rather than having to remember passwords, we 
can store the details needed for authentication on our 
computers. We don’t just mean that you should copy and 
paste your password into a text file, but create a certificate 
that enables you to securely log into an SSH server. This 
requires a little bit of setup on both the client and the server.

The first thing you need to do is on the client (the machine 
you log in from). You need to generate a new SSH identity with:
ssh-keygen -t rsa

This will create key files in the .ssh directory in your home 
folder. In order to be able to log in to the remote machine, you 

just need to copy your newly created public key into the 
authorized_keys file on the remote host. You can even use 
SSH to make this easier!
cat ~/.ssh/id_rsa.pub | ssh user@host “mkdir -p ~/.ssh && cat >>  ~/.
ssh/authorized_keys”

With this set up, you’ll no longer be asked for a password 
when you log in. Remember, though, that the client now has 
access to the server, so if it’s a laptop and it gets stolen, you’ll 
need to remove the key from the authorized_keys file to lock 
out the thief. If the remote server is important, you should also 
consider encrypting every machine that has certificates to 
access it.

You can now disable password logins to make the system 
more secure. This will block everyone from logging in via SSH 
using a password, so make sure none of your users rely on this 
before moving on.

Just insert the following line in the /etc/ssh/ssh_config file, 
and restart the SSH service (or reboot the computer):
PasswordAuthentication no

Ferry files like a master with an oft-overlooked protocol that 
changed the nature of the web when it debuted.

MASTERCLASS

LV019 110 Masterclass.indd   110 31/07/2015   16:12



REMOTE CONTROL MASTERCLASS

www.linuxvoice.com 111

line access to the remote machine. This standard 
method is great when you’re sitting at a computer, but 
you can’t use it easily in scripts. The solution here is 
just to add a new argument that’s the command you 
want to run on the remote machine. For example, you 
can find out the disk usage of a remote machine with:
ssh user@host “df -h”

X forwarding
You don’t have to restrict yourself to just command 
line programs. SSH also enables you to run graphical 
programs on the remote system but display the 
output locally with the flag -X. For example, you could 
edit a configuration file on a remote server using the 
graphical Gedit text editor with:
ssh -X user@host gedit

A side advantage of running commands via SSH is 
that you can use it to stream files between machines. 
For example:
cat myfile | ssh user@host “cat - > myfile-remote”

Of course, it’s usually best to use SCP to securely 
copy files between computers, but there are 
occasions where SSH can be a better choice. Usually, 
this is when the file itself doesn’t yet exist, and using 
SSH rather than SCP, you can avoid creating the file 
locally in the first place. For example, you can stream 
a hard drive image directly to a backup server with:
dd if=/dev/sda | ssh user@host ‘dd of=sda.img’

Similarly, data can be streamed the other way, so 
you could restore this image with:
ssh user@host ‘dd if=sda.img’ | dd of=/dev/sda
SSH can also be used to connect computers for 
purposes other than running commands. It is, at its 
heart, just a system for securely sending data 
between two computers. So far, we’ve seen how this 
can be used for commands and files, but it can be 
anything, and SSH has a 
whole host of options to 
make it easy to set up. The 
-D <portnumber> option is 
used to set up a SOCKs 
proxy, which can be used to 
channel web browsing data 
through another machine. To do this, first create the 
SOCKs proxy with:
ssh -D 12345 user@host

Then you can connect your web browser to this by 
changing the proxy settings to localhost and port 
12345. Once this is done, your browsing will appear to 
be coming through the remote machine. This can be a 
useful way of accessing an intranet, or accessing a 
web page from a different part of the world.

We’ll finish our tour of SSH with something that’s 
not a core part of SSH, but a useful feature of some 
implementations: the ability to run commands on 
more than one machine a once. There are a few SSH 
clients that enable you to do this such as Cluster SSH 
(https://github.com/duncs/clusterssh/wiki). Using 
this tool, you get a terminal window for every machine 
you’re logged into, but also a cluster window, and 
anything you type into the cluster window gets sent to 
every machine. If you need to upgrade lots of 
machines, you can simply enter it once rather than 
having to log into each machine and perform the 
operation manually. 

Using Cluster SSH, you can 
run the same command on 
multiple machines (or the 
same machine multiple 
times if you must).

Each ssh key has an associated bit of art. This is to make 
it easier for people to tell if the key of a server has 
changed, but we don’t know anyone who would notice.

Fail2ban
If you can’t disable password SSH logins (see the box on 
Certificates), then it’s a good idea to add a little more 
security to SSH through Fail2ban. This tool monitors SSH 
connection attempts, and if it finds someone repeatedly 
trying to log in, it blocks them for a specified length of time. 
Although this doesn’t give as much security as certificates, 
it should prevent an attacker brute-forcing any but the very 
weakest of passwords (though this is no excuse not to use 
secure passwords!).

You should find Fail2ban in your distro’s repositories, but 
it can be a little tricky to configure (although depending on 
your distro, the defaults may be fine). The file /etc/fail2ban/
jails.conf holds all the options. Fail2ban monitors services 
that are set up with jails. These jails are specified through 
sections in the jails.conf file. For example, the following is 
the default jail for SSH on Debian:
bantime  = 600
findtime = 600

[ssh]
enabled  = true
port  = ssh
filter   = sshd
logpath  = /var/log/auth.log
maxretry = 6

This will monitor the log for anyone who tries and fails to 
log in six times in 600 seconds (set in the findtime option). 
Anyone who triggers this will be banned for 600 seconds 
(the bantime). After this time they can try again. 

Fail2ban isn’t just for SSH, and can be used to protect 
many services. Take a look at the documentation at  
www.fail2ban.org/wiki/index.php/MANUAL_0_8 for more.

“SSH can be used to connect 
computers for purposes other 
than running commands.”
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Webmin is a great tool for remotely 
administering a server without having to go 
near the command line. Unlike SSH, which 

just provides access to the remote machine, Webmin 
is as the name cunningly suggests, a web-based 
administration tool.

Webmin is available for most distros, but it’s not 
always in the repositories, so if you can’t find it via 
your package manager, you’ll find RPM and Deb files 
on the project website, http://webmin.com.

Webmin comes bundled with its own web server 
and runs on port 10000 by default, so it shouldn’t 
interfere with any other services that are running. 

Once you’ve installed it, you 
can log in by pointing your 
web browser to https://
localhost:10000 and entering 
the credentials of any user 
that has sudo privileges. It will 
use a self-signed SSL 

certificate, so you will get an SSL warning. If you’re 
using Webmin on an untrusted network, it’s a good 
idea to set it up with a proper certificate so you can be 
sure that there’s not a man-in-the-middle attack, since 
that could give attackers complete control over your 
server. Once in, you’ll see a web page with a menu on 

REMOTE MANAGEMENT WITH 
WEBMIN

the left-hand side that contains a wide range of areas 
that can be administered. Webmin is module-based, 
so the options you see will depend on the modules 
you have installed. By picking the modules you need, 
you can customise Webmin to your taste. The list of 
modules is ordered into categories to make it easier to 
find the right module for a particular task.

Performing backups
Let’s take a look at one of the most important aspects 
of running a system: backups. There are loads of 
backup systems available, and if you’ve already got a 

Connect to and administer remote machines quickly and securely.

BEN EVERARD

The clustering feature of 
Webmin can make 
administering groups of 
servers as easy as 
administering one.

The welcome screen to webmin shows you how your 
machine’s resources are currently being used.

Usermin
Usermin is a stripped down version of Webmin designed for 
non-root users. It lets people perform all the usual tasks 
that they may need to perform for a regular user rather than 
the system-wide changes that a root user may need to 
make. Usermin follows the same setup as Webmin, but with 
far fewer modules, and none of the modules can make 
system-wide changes. 

For example, a few of the default Usermin modules are:
  Disk Quotas where you can view the amount of disk 
space you’re currently allowed to use.

  SSH Configuration allows you to add authorised keys to 
your SSH account.

  Scheduled Cron Jobs is used to edit the tasks that the 
cron daemon runs at set times.
The intended setup is that both Webmin and Usermin are 

on the same system, and any particular user has access to 
the one that suits their access level.

“By picking the modules you 
need, you can customise 
Webmin to your taste.”
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Ben Everard is the Ed Sheeran lookalike behind all of Linux 
Voice’s tech infrastructure.

system you’re happy with, there’s no reason to change 
it. If, however, you don’t, then Webmin’s backup and 
restore is one of the easiest to set up, especially for 
people who aren’t comfortable on the command line.

The backup options are in the System > Filesystem 
Backup module. On the first screen, you just select the 
directory that you want to backup. There’s a box you 
can check to store the backup in TAR format, which 
will make it easy to use with other tools should you 
wish. On the second screen, you can set a wide variety 
of options to make sure your backup is running just 
how you want it. You can automatically transfer the 
backup to another server via FTP or SSH; you can 
schedule the backup to take place at a certain time; 
you can email someone once the backup has 
completed; and more. Experienced admins will 
probably realise that all this is possible via a few 
commands, but the point of Webmin isn’t that it 
makes things possible, but that it makes things easy, 
and avoids the need to memorise command options if 
you don’t want to.

Webmin is designed for an administrator remotely 
managing servers, but it’s actually quite good as a 
general computer admin tool as well, and you can use 
it to perform day-to-day tasks, for example, installing 
software via your package manager. 

Package management
The package management module is at System > 
Software Packages (there’s also System > Software 
Package Updates for grabbing the latest versions of 
software). Here you can do all the usual package 
administration tasks like installing new software, 
removing software, and even a distribution upgrade.

There are already graphical front-ends to rpm and 
apt-get, but Webmin brings them into a centralised 
system that you can use for much of your system 
maintenance. Any OpenSUSE or Mandriva users will 
already be used to having such a centralised system, 
but it can be quite a novelty to those of us 
accustomed to different distros.

One advantage of Webmin over standard command 
line tools is the ability to cluster servers together. 

Using this feature, you can quickly configure a large 
number of servers without having to repeat the 
configuration steps on each machine. A similar, but 
slightly more complicated approach can be done with 
Cluster SSH, as seen on the previous page. 

In the Cluster menu, you’ll see options to copy files, 
run commands, update software and more on groups 
of machines at the same time. Before you do that, 
though, you have to connect your current instance of 
Webmin to the machines you want to administer. To 
do this, go to Cluster > Cluster Webmin Servers and 
enter the details of the machines. Once they’re all 
connected, you will see them appear in the lists on the 
various cluster modules. For example, in Cluster > 
Cluster Software Packages, you can install the same 
software on a range of servers with just a few clicks.

The main benefit: discoverability
One big advantage of Webmin for novice system 
administrators is that it’s easy to discover what’s 
possible. If you’re faced with just a blank command 
line, it can be hard to work out what you can achieve 
with which commands. For example, if you don’t 
know how to change groups, man pages are a good 
start, but they only work if you know what the 
commands are. Using Webmin, you just need to 
navigate through the menu to System > Users And 
Groups, and you can quickly see all the groups, users 
and actions. Of course, it’s a good idea to learn the 
commands as well, as they often have more flexibility 
than Webmin as well as the ability to script, but that 
doesn’t mean that there’s not a place for a web-based 
system in your system administration toolkit.  

By using the TAR format for backups, you can be sure that you can restore them even if 
Webmin isn’t working.

Virtualmin
Don’t be confused by the name: Virtualmin has little to do 
with virtualisation. It’s an extension to Webmin designed for 
setting up and running virtual servers in the sense that 
Apache uses the term ‘virtual server’, not in the sense of a 
server running on a virtual machine. This is where different 
users have accounts on the same machine that they can 
use to host their own websites, usually with associated FTP 
accounts and other such access tools. Unlike a virtualised 
server, all virtual servers run on the same distro. We don’t 
know who decided to name two similar technologies the 
same, but we really wish they hadn’t.

Virtualmin is more specialised than either Webmin or 
Usermin, and it’s mostly for people administering large 
numbers of websites, especially if each website is being run 
by a different person. 
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A few months ago, my boiler broke. In the 
grand scheme of hardships, this is not a 
great one, particularly as I have a service 

contract: the duly appointed engineer arrived, 
limboed under the beams in my attic and 
replaced the errant component – he actually had 
one in the van, for once. We had a brief 
discussion about it, because my boiler breaks 
about once a year (I must have upset the gods of 
central heating somehow) and I likened it to the 
fabled ship of Theseus, as I believe the front 
cover is the only part which is original.

On this occasion, it was the main circuit board 
(the third incarnation, I recall), which apparently 
would have cost about £100. It looks like a loose 
collection of relays, a few logic ICs and some 
power circuitry, with a few sensor circuits thrown 
in. To be fair, in limited numbers, it probably is 
expensive to build. But why in limited numbers? 
Why do things such as this, and a whole 
collection of other devices littering my home, 
have bespoke “brain” circuitry which does the 
same job? Dishwashers, washing machines, 
microwaves, tumble driers – they all have some 
‘brain’ circuit connected to a handful of actuators 
and sensors to perform their servile tasks.

If you abstract the I/O part, they could 
probably all run comfortably from something 
mass produced and perhaps ruggedised into the 
bargain for an attractive fraction of the cost. Why 
not go further and invest in some sort of open 
hardware standard? Imagine a world where all 
the brains of all the things were the same!

It may be an overspecced part for some 
applications, but the ubiquity would mean 
everything. So if anyone wants to convince the 
appliance makers of the world of open hardware, 
they have my support. And the boiler repairman’s 
too – his van is only so big…

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Linux Voice’s technical editor shares his open plan blandness.  

Possibly the world’s 
dirtiest tea cup.

Microsoft may make terrible 
operating systems and awful web 
browsers, but its keyboards are 
surprisingly good.

Bike helmet, because I 
find cycling in the morning 
makes it much easier to 
work at a desk all day.

A vertical mouse, because 
having arthritis sucks.

What version of Linux are you 
currently using?
Across my various devices, I use 
Arch, Ubuntu, ChromeOS, 

Cyanogenmod and Android. All of them do 
a particular job really well.

And what desktop do you 
currently use?
On Arch, it’s a bizarre blend of Mate 
and Gnome 3, while on Ubuntu it’s 

an early build of LXQt that I’ve never quite 
gotten around to upgrading. Nothing’s 
ever quite normal on my machines.

What was the first Linux setup 
you ever used?
I think it was Slackware, but I only 
used it once and couldn’t get 

graphics working. I tried again with SUSE 
a year or so later, and that’s when I started 
using Linux properly. 

What Free Software/open source 
can’t you live without?
VirtualBox. It is absolutely amazing 
for testing things out, and I seem to 

spend half my life in a virtual machine.

What do other people love but 
you can’t get on with?
C++. I program in a handful of 
languages, including some 

object-orientated ones, but for some 
reason I just don’t like C++. I’m fine with C 
though.  
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