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PRO TIP
The Model view in the PointTracker plugin 
can be used to fine-tune the size of your 
LED clip and its position relative to the 
camera. 

9 ���%�Q�P�’�I�W�T�K�P�I���1�R�G�P�V�T�C�E�M
Opentrack uses three different sets of protocols, each 
�Q�H���Y�J�K�E�J���K�U���U�G�N�G�E�V�G�F���C�P�F���E�Q�P�’�I�W�T�G�F���W�U�K�P�I���V�J�G��
�F�T�Q�R���F�Q�Y�P���O�G�P�W�U���Q�P���V�J�G���N�G�H�V�����6�T�C�E�M�G�T���K�U���V�J�G���R�N�W�I�K�P��
that generates the raw data, Filter is the plugin that 
smooths out the rough edges from the data, and 
�2�T�Q�V�Q�E�Q�N���K�U���V�J�G���R�N�W�I�K�P���V�J�C�V���F�G�N�K�X�G�T�U���V�J�K�U���F�C�V�C���V�Q���K�V�U���’�P�C�N��
destination. We’re going to use the PointTracker 1.1 
tracker to generate the data, as this is the one that 
derives positional data from the video of our LEDs, but 
�V�J�G�T�G�h�U���C�N�U�Q���C���R�N�W�I�K�P���H�Q�T���C�P���#�T�F�W�K�P�Q���D�C�U�G�F���U�G�P�U�Q�T���K�H��
you wanted to take the project further. We’ve found 
�V�J�G���D�G�U�V���’�N�V�G�T���R�N�W�I�K�P���K�U��Accela, which is usually 
selected by default, and the easiest protocol to get 
working is libevdev joystick receiver, which turns all 
of your movements into a virtual joystick that can 
�V�J�G�P���D�G���T�G�E�Q�P�’�I�W�T�G�F���V�Q���E�Q�P�V�T�Q�N���C�P�[�V�J�K�P�I��

10  PointTracker 1.1
�6�J�G���Q�P�N�[���R�N�W�I�K�P���V�J�C�V���P�G�G�F�U���E�Q�P�’�I�W�T�C�V�K�Q�P���K�U��
PointTracker. To do this, click on the … button to open 
the options view. First make sure your USB camera is 
selected in Device and click on Start in the main 
application window. This will start the tracking and the 
�X�K�F�G�Q���K�P�R�W�V�����G�P�C�D�N�K�P�I���[�Q�W���V�Q���’�P�G���V�W�P�G���V�J�G���R�N�W�I�K�P���Y�J�K�N�G��
seeing the output. Natural light is a big source of 
infrared, so you may need to close curtains or doors 
until your LEDs are the only sources visible. 

The main parameters to adjust are Threshold, 
which governs the strength of infrared declared a 
point, and min/max sizes. We set the threshold to 
almost its maximum, shielding out background light, 
and a min/max size of 5x/25px. When the tracking is 
working, you’ll see the game data and the octopus 
image move in sequence with your own movements. 

11  Mapping
Before all this data becomes useful, you need to 
�’�P�G���V�W�P�G���V�J�G���U�E�C�N�G���Q�H���G�C�E�J���C�Z�K�U�����6�J�K�U���K�U���F�Q�P�G���D�[��
clicking on the ‘Mapping’ button of the main 
application. With the tracker running, you’ll see a 
cursor move along a line. Twist your head to the left, 
for example, and the roll angle will change, look down 
at the keyboard, or left and right, and pitch and yaw 
will change. The straight line can be edited to amplify 
�V�J�G���C�P�I�N�G���D�[���F�T�C�I�I�K�P�I���F�Q�Y�P���V�J�G���V�Q�R���T�K�I�J�V���R�Q�K�P�V�����C�P�F��
�P�G�Y���$���\�K�G�T���R�Q�K�P�V�U���E�C�P���D�G���W�U�G�F���V�Q���’�P�G���V�W�P�G���V�J�G���E�W�T�X�G����
By default, the curves are identical when you cross 
over the central point, but you make them asymmetric 
by enabling the mapping curve below. There’s no 
correct way of doing this, but play with the curves until 
you can make best use of your movement.

12  Taking it further
�#�P�Q�V�J�G�T���G�U�U�G�P�V�K�C�N���U�V�G�R���K�U���V�Q���O�C�R���	�%�G�P�V�G�T�	���V�Q���C���M�G�[���H�T�Q�O��
the Options panel in the main Opentrack window. This 
enables you to set your straight ahead central point at 
any time, effectively resetting the 
tracking data. The simplest way to play 
with the output is to use the joystick 
driver in your favourite game – manually 
mapping the input to the controls used 
�V�Q���E�J�C�P�I�G���V�J�G���’�T�U�V���R�G�T�U�Q�P���X�K�G�Y�����+�V�h�U���C�N�U�Q��
possible to map these inputs into 
desktop controls, moving the mouse around and even 
selecting things with a gesture. We used a tool called 
jtest-gtk to calibrate the inputs, and antimicro to map 
the inputs to mouse and keyboard controls. Finally, 
you can map the control to an external virtual reality 
headset using the ‘UDP receiver’ protocol.  
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A ll open source projects rely on their 
developers, but some rely on a handful of 
people so much that the project would be in 

serious jeopardy if one or two people stopped coding. 
The degree to which a project is reliant on just a few 
developers can be measured by something called the 
bus factor, which is the number of developers that 
would need to be hit by a bus before a project is in 
serious trouble. A low bus factor means that 
knowledge is concentrated in a few vital people, while 
A high bus factor means that a broad range of 
individuals know enough to carry on with the project 
even if others leave. 

In this tutorial we'll show you how to calculate 
the bus factor of your project, or of the open source 
projects you love (and perhaps depend upon). We'll 
get our data from Git commit logs and analyse it 
using GNU R, the statistical language and computing 
environment. To set-up an R environment you'll first 
need to download R, either from your distro's package 
manager or from r-project.org. R comes with its own 
REPL (read, evaluate, print, loop) interpreter, which you 
can start by running the command R at your prompt. 
However, instead of using this, we recommend you 
use an IDE. In recent years RStudio has established 

itself as the de facto standard (rstudio.com). In 
addition to the console you get an editor with syntax 
highlighting, plotting windows, a help browser and 
other tools. Once you're up and running you can install 
the libraries you'll need with R's package manager.

The RStudio IDE
Assuming you've also already installed the Git client 
from your distro's package manager, we're ready to 
go. We'll start with a brief tour of the RStudio interface. 
In the default layout you'll have four panes. In the 
top-left we have the source pane for editing code and 
sending it to the R interpreter displayed in the console 
beneath: press Ctrl+Enter to run the current line, or 

Ctrl+Shift+Enter to run the whole file (see the Code 
menu for related short-cuts).

Let's try this now. Create a new script (File > New 
File > R Script) and type 1:5, with your cursor still 
on this line, hit Ctrl+Enter. In the console pane the 
command 1:5 is run and the result – a vector of 
integers from 1 to 5 – is displayed beneath. The 
command lines have a prompt string > and the result 
line, in this case, starts with [1]. This is a guide that 
becomes useful when the output spans multiple lines. 
Try changing the command to 1:100*2, either in the 
source view or directly in the console (you can hit the 
up arrow key to retrieve historical commands). Notice 
that the results now spread over multiple lines with 
the numbers at the left indicating the index number of 
the first element on that row. You can see that arrays 
indices in R start from 1 (not 0).

Let's bring in the other panes. To do this we need to 
declare some variables. Add the following code:
x <- 1:10
y <- rnorm(10)
d <- data.frame(x,y)

This assigns the range from 1 to 10 to the variable 
named x. Into the y variable we've inserted 10 random 
(normally distributed) numbers. Finally we create 
a data frame with these two variables as columns. 
Data frames are the fundamental data structure in 
R. To see the contents of d simply call it alone on 
the console or use View(d) to get a spreadsheet 
representation.

In the top-right pane you'll see the environment 
view. This is a list of the currently declared variables 
(ls()) alongside a summary of their contents that 

R Studio (AGPLv3) is a popular user interface built with 
the Qt and GWT graphical toolkits

ROBIN GOWER

CALCULATE YOUR BUS 
FACTOR WITH GIT AND R
Discover what would happen if open source lost some of its core developers.

WHY DO THIS?
•  Find out if the kernel 

could cope without 
Torvalds...

•  Compare your work with 
successful open source 
projects

•  Read between the lines – 
learn about your codebase 
with data analysis

The degree to which a project is reliant 
on a few developers can be measured 
by something called the bus factor
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has been generated by the str command, which is 
designed to give a reasonable, compact description of 
the structure of any object.

If we now execute the command plot(d), the 
bottom-right pane will change to the plot view and 
you'll see a basic dot-plot of the random numbers.

Let's crank out some stats!
To run this shell command on different repositories 
we can create a function that will take a path and 
return a vector of file names. We will use interpolation 
to feed the path into a string then call this using 
system. The paste() command takes any number 
of arguments, converts them to character vectors, 
and concatenates them interleaving a separator 
– this defaults to the space character (if you don't 
want spaces you can use paste(..., sep="") or just 
paste0(...) for short. This function returns a list of files 
in the repository (in all sub-directories):
enumerate_files_in_repo <- function(repo_path) {
  command = paste("cd", repo_path, "; git ls-tree HEAD -r | 
awk -F '\t' '{print $2}'")
  system(, intern=T)
}

Once we have enumerated a list of files, we want 
to figure out who committed (ie "knows about") each 
line. We can use git blame with the --line-porcelain 
parameter to get a machine readable attribution for 
each line. We're only interested in the lines beginning 
with author, so we pipe the output via the grep 
'̂ author ' command, and for each of these we only 
care about the bit after the field name, so we then pipe 
this via sed -e 's/^author //'. This gives us a long list of 
author names, one for each line in the source file.
get_author_for_lines_in_file <- function(repo_path, 
filename) {
  command = paste("cd", repo_path, "; git blame --line-
porcelain", filename, "| grep '^author ' | sed -e 's/^author 
//'")

  system(command, intern=T)
}

If you call, for example, author <- get_author_for_
lines_in_file("/path/to/repo", "README") then you'll 
get a vector of strings with the author of 
each line.

As you might expect from a statistical 
computing environment, there are quite 
a few different ways to count things. 
Here we will use table providing a 
“responseName” (rather than having the 
default column name “Freq”) and we'll 
coerce the output to a data frame so we 
can combine results more easily. 
count_line_authors <- function(author) {
  as.data.frame(table(author), responseName="line_
count")
}

We should also keep a track of which file we used 
to derive these counts. We can do this by adding a 
column to the data frame with the filename:
file_blame <- count_line_authors(line_authors)
file_blame$filename <- rep(filename,nrow(file_blame))

Encapsulating this in a function we get:
count_of_lines_by_author_in_file <- function(repo_path, 
filename) {
  line_authors <- get_author_for_lines_in_file(repo_path, 
filename)
  file_blame <- count_line_authors(line_authors)
  file_blame$filename <- rep(filename,nrow(file_blame))
  file_blame
}

Now we need to call this function on each file and 
sum the results. Although R does have for loops, the 
idiomatic way of iterating like this is to use an apply 
function. The base R system comes with a handful of 
functions for this purpose, but instead we're going to 
use the plyr package, because it provides a consistent 
and intuitive interface. You can install this package 
with install.packages("plyr") and then load it with 
library(plyr). The library follows a pattern described by 

ggplot2 is a powerful 
visualisation library for 
R that implements the 
“Grammar of Graphics".

Getting help
To get documentation on a given function in R you can call 
for help. To find out about the parameters and return value 
of the linear model function, for example, call help("lm"). 
You can also use the shorthand ?lm, although this won't 
work with control syntax, meaning you have to call 
help("for"), for example. In RStudio, the F1 key will bring up 
help for the function under the cursor. 

If you don't already know the name of the function 
you can use help.search("distribution") or ??distribution 
to search the documentation. Sometimes you'll want to 
learn by exploring rather than having a particular goal 
in mind. You can browse package documentation with 
help(package="ggplot2").

In addition to the basic API documentation, some 
packages also provide vignettes, which are PDF or 
HTML documents that provide an overview or some 
demonstrations. You can find them with browseVignettes(p
ackage="colorspace"). There are also demos, which you can 
find with demo() and run with eg demo(graphics)`.

CALCULATE YOUR BUS 
FACTOR WITH GIT AND R
Discover what would happen if open source lost some of its core developers.

PRO TIP
R recognises arguments in function 
calls by either position or name. Here 
the system function has several default 
arguments, you can override a given 
parameter by name without having to 
specify all of the others (as you would 
need to do with positional arguments).
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the author, Hadley Wickham, as split-apply-combine: 
take something, split it into partitions according to 
some feature, apply a function to each piece, then 
combine the results.

We'll use the adply function as we want to take 
an array of filenames and turn it into a data frame of 
line counts by author. The first argument is our list 
of filenames; adply also needs to know how to split 
this up. In our case this second argument is simply 
"1" (ie “by row”), the third argument is the function 
that will be applied to each entry in the split-up array 
(count_of_lines_by_author_in_file). Since we also 
need to specify the repo_path we add this as a named 
argument. The git blame command can take a non-

negligible amount of time to run, and it's 
being run many times, so to have some 
feedback during the process we provide 
the final argument to get a progress bar. 
lines_by_file <- adply(repo_tree, 1, count_
of_lines_by_author_in_file, repo_
path=repo_path, .progress = "text")

This gives us a data frame with a 
row for each file and author (many 

authors will appear multiple times as they contribute 
to different files). To calculate a grand total across all 
the files in the repository we use another plyr function, 
this time from one data frame to another: ddply. 
The signature for this function is similar to adply, 
but we specify the split with column names, not an 
integer, here provided with a quote function .(author) 
that prevents author from being eagerly evaluated 
when the function is called, instead evaluating it in 
the context of the data frame (as a column name). 
Again we pass a function to apply; in this case we use 
summarise, which also expects pairs of var=value to 
describe variables that it should add to the result. Here 
we want to sum the line_counts:
ddply(lines_by_file, .(author), summarise, line_
count=sum(line_count))

We can tie all this together with another function:

count_of_lines_by_author_in_repo <- function(repo_
path) {
  repo_tree <- enumerate_files_in_repo(repo_path)
  lines_by_file <- adply(repo_tree, 1, count_of_lines_by_
author_in_file, repo_path=repo_path, .progress = "text")
  ddply(lines_by_file, .(author), summarise, line_
count=sum(line_count))
}

We now have a data frame with two columns: 
authors and line_count. You can see from this which 
authors have made the biggest contribution (and hold 
the most knowledge) by sorting the data frame:
author_lines[order(author_lines$line_count, 
decreasing=T),]
The order function returns a vector of indices that we 
use to extract rows from the data frame in the order 
we wish. If you have a very large list of contributors 
you might want to wrap this with the head function.

I am become death, destroyer of developers
If you'll forgive a morbid extension of our metaphor, 
this is a bit like lining up our authors in front of the bus 
with the biggest contributor first. We need to know 
how far the bus has to travel before the project is in 
serious trouble. We're less interested in knowing who 
they are, and instead want to know how many we can 
afford to lose (in the worst case scenario). We also 
need to know what we're losing in terms of knowledge 
as the bus makes its grisly journey. In analytical 
terms this means we'll sort the authors in order of 
contribution, then calculate the cumulative number 
of authors and lines of code as we add (or remove) 
additional contributors. Since we want to compare 
this project to others we also want to calculate 
percentages for this variables. The following function 
wraps up these details – note that before we sort the 
data frame, we're also sorting the authors dimension 
(which will be useful if you want to plot this):
calculate_author_contribution <- function(author_lines) {
  author_lines$author <- reorder(as.factor(author_
lines$author), -author_lines$line_count)
  sorted_contributions <- author_lines[order(author_
lines$line_count, decreasing=T),]
  sorted_contributions$cumulative_line_count <- 
cumsum(sorted_contributions$line_count)
  sorted_contributions$cumulative_author_count <- 
1:nrow(sorted_contributions)
  sorted_contributions$cumulative_line_percent <- 
sorted_contributions$cumulative_line_count/
max(sorted_contributions$cumulative_line_count)
  sorted_contributions$cumulative_author_percent 
<- sorted_contributions$cumulative_author_count/
max(sorted_contributions$cumulative_author_count)
  return(sorted_contributions) }

Before we can calculate the bus factor, we must 
make a decision: how much knowledge do we need 
to lose before we would say the project is in serious 
trouble? For simplicity's sake we'll say half (the charts 
show that this is a fair assumption for most projects).

To see 50% of the line_count:

The bus factors of a 
handful of open source 
projects (higher is better/ 
more robust). Low bus 
factors could be a sign 
that there aren't enough 
developers to spot security 
bugs in critical projects 
like OpenSSL.

PRO TIP
There's more than one way to skin an 
analytical cat so it's important to explain 
your methodology and the implications it 
has for your conclusions. The beauty of 
writing and sharing R code is that your 
research can be reproduced and validated 
by others.  

LV021 084 Tutorial Git.indd   86 02/10/2015   14:48



www.linuxvoice.com

GIT AND GNU R   CODING

87

Robin Gower became interested in the statistical language of 
GNU-R after looking for languages suitable for pirates. Ar.

calculate_bus_factor <- function(author_contribution, 
critical_threshold=0.5) {
  critical_contributions <- author_contribution[author_
contribution$cumulative_line_percent < critical_
threshold, ]
  nrow(critical_contributions)
}

So, now that we have an algorithm, let's calculate 
the bus factor for some open source projects. 
Furthermore we can also visualise the relationship 
between number of people and proportion of the code 
base rather than simply looking at the 50% mark.

We've gathered data from a range of open source 
projects and bound these author_contribution data 
frames together into a single data frame with an 
additional repo column that distinguishes the project 
(for brevity we've omitted the code here, but you can 
find it on GitHub). To visualise the data we first need 
to load two libraries:
library(ggplot2)
library(scales)

We also need a function to calculate the bus factor 
for a vector of cumulative_line_percent values:
bus_factor_for_line_percent <- function(lp, critical_line_
percent=0.5) {
  length(lp[lp<critical_line_percent])
}

Then we calculate the bus factors for each projects:
bus_factors <- ddply(all_ac, .(repo), summarise, bus_
factor=bus_factor_for_line_percent(cumulative_line_
percent), critical_line_percent=0.5)

Finally we can plot a graphic. We'll step through 
this line by line (the + is used to compose plots 
with ggplot; we have it on the end of the line to 
let the interpreter know we're not done with the 
specification). The ggplot function expects a data 
frame, then an aesthetic mapping specified with the 
aes function. We want to plot the number of authors 
against the proportion of the code base. Tshis call to 
aes maps the cumulative_author_count variable to 
the "x" axis and cumulative_line_percent to the "y":

ggplot(all_ac, aes(cumulative_author_count, 
cumulative_line_percent)) + 

Add a geom to determine how the data will be 
displayed on the screen. Here we choose a simple line 
to connect the data points:
  geom_line() + 

Expand the limits of the graph so that the origin of 
0,0 is in view (ie no authors, no lines):
  expand_limits(y=0, x=0) +

Specify the scales. In the case of the x axis, we want 
a logarithmic transformation, as the interesting bit is 
first few authors. We also add titles, and set the y axis 
to use percentages for labels (10% rather than 0.1): 
  scale_x_log10("Number of Authors") + scale_y_
continuous("Lines of Code", labels=percent) + 

Draw a horizontal line at 50% to remind us of the 
critical threshold:
  geom_hline(y=0.5, colour="darkgrey") + 

Divide the chart up into separate versions (or 
facets) one for each repository:
  facet_wrap(~ repo) + 

Annotate each facet with a red point and a label to 
highlight the bus factor:
  geom_point(data=bus_factors, aes(bus_factor, critical_
line_percent), colour="red") + geom_text(data=bus_
factors, colour="red", aes(bus_factor, critical_line_
percent,label=bus_factor), hjust=-1) + 

Provide an overall title:
  labs(title="Bus Factor for Open Source Projects") + 

Then finally set the theme to minimal (this is a 
personal preference – check out the xkcd package for 
a familiar-looking alternative):
  theme_minimal()

You can see in the images on these pages that 
some projects are quite safe. The Linux Kernel, for 
example, should continue on if the worst happens, 
while others such as OpenSSL are a little more 
precarious. So do you fare any better? 

Projects with larger teams 
can better afford to lose 
individual developers and 
have higher bus factors 
overall.
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Does the world really need another 
programming language? We already have C, 
C++, C#, Objective C, Swift, Java, Perl, Python, 

Ruby, Go and hundreds of lesser-known languages 
with just a handful of users. Surely that's enough for 
everyone, right? Well, the Mozilla team doesn't think 
so, and in the last few years has been working on 
Rust, a "systems programming language that runs 
blazingly fast, prevents nearly all segfaults, and 
guarantees thread safety". In other words: it lets you 
write low-level software with C-like performance, but 
without the problems that plague that language.

Rust is designed to be multi-paradigm, in that it 
can be used in procedural, functional and object-
oriented programming. It doesn't allow the use 
of null or dangling pointers, making it much more 
memory safe than C (see Core Tech on page 94 for 
more on why these are bad), and provides a set of 
streamlined runtime libraries handling I/O, concurrent 
programming and other features. Rust is a relatively 
new language, with its 1.0 release only arriving in May 
2015, but it has been in development for over five 
years. And it's well worth learning it now – at least the 
basics – as it could prove to be a major competitor for 
C and C++ in the coming years.

Rust may be available in your distro's package 
repositories, but as the language is undergoing 
development it's worth getting the latest binaries from 

the project's website at www.rust-lang.org. Grab the 
rustup.sh script and run it, eg:
wget -O - https://static.rust-lang.org/rustup.sh | sh

(This uses wget to retrieve rustup.sh, spit it to 
stdout, and pipe the results to a shell to execute it.) 
After a few minutes of downloading, Rust will be 
installed and you can start compiling programs using 
the rustc command. Let's kick off with a classic – 
type this in and save it as hello.rs:
// Hello world
fn main () {

 println!("Hello world");
}

You'll notice straight away that the syntax is rather 
like C/C++, with double slashes preceding comments, 
code blocks surrounded by curly brackets, and 
parentheses used for the arguments in a function 
definition. Note here that functions are defined with 
the fn keyword, and every program must include a 
main() function. The exclamation mark after println 
here indicates that it's a macro (it provides a friendly 
wrapper around the Rust runtime's own print routine).

To compile it, simply enter:
rustc hello.rs

You'll see a resulting binary, hello, which you can 
execute using ./hello. But if you look at the size of the 
binary, you may be rather shocked: it's over 800kB! All 
that for such a simple program? Well, by default the 
Rust compiler statically links in a good chunk of the 
language's runtime, so that you can copy the binary 
to an installation without Rust installed and run it 
without problems. You can force the compiler to use 
optimisations and dynamic linking, however:
rustc -O C prefer-dynamic hello.rs

Now the binary is a much more respectable 8kB 
in size, but if you run ldd on it you'll see that it needs 
libstd-<version>.so to be installed.

Language syntax
Now that we can compile and execute Rust programs, 
let's look at the language's syntax and see how it 
differs from C, C++ & co:
fn doubler (x: i32) -> i32 {

Many editors support syntax highlighting for Rust, such 
as Vim (see https://github.com/rust-lang/rust.vim).

MIKE SAUNDERS

88

RUST: GET STARTED WITH 
MOZILLA'S NEW LANGUAGE
Mozilla may be famous for Firefox, but it's also given us a great language to play with.

WHY DO THIS?
•  Expand your skills with 

a new programming 
language

•  Discover why Rust is the 
hot topic among coders

•  Write memory-safe 
and highly concurrent 
software

Rust is designed to be multi-paradigm, 
in that it can be used in procedural, 
functional and OO programming.
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 x * 2
}

fn main () {
 let a: i32 = 5;
 let b;

 b = doubler(a);
 println!("a doubled is {}", b);

 match b {
  1 ... 10 => println!("From 1 to 10"),
  _ => println!("Another number"),
 }
}

If you come from a C/C++ background, you may 
think this looks rather messy, but there's logic behind 
it. Let's kick off with the main() function: in the first 
let line, we declare a variable, a, to be a 32-bit signed 
integer containing the value 5. We can omit the 
variable type (i32 is the default) and the initial value, 
in which case it will be zero. Note that if you declare a 
variable and assign it a specific value like we do with a 
here, you can't change it later, so this would generate 
an error:
let a: i32 = 5;
a = 10;

By default, variables in Rust are not mutable – that 
is, they can't be changed. You have to explicitly declare 
them as mutable like so:
let mut a: i32 = 5;

What's the point of this? Isn't it just extra typing 
work? Well, yes, but it's all about writing safe 
programs. You should only make things mutable that 
absolutely have to be changed. Rust encourages you 
to be verbose, but it's all for clarity: in the above line, 
we know that a is a signed integer of exactly 32 bits, 
with permission to change its value in the future.

Next, we call our doubler function with a as the 
calling value, and b to store the result. Note the 
function definition for doubler at the top of the code: 
the type of the passed parameters is specified (an 
i32), and the return value type is given after the -> 
characters. You'll also notice that the only code we 
have in the function is x * 2, which isn't even followed 
by a semi-colon as in normal Rust code – so what's 
going on here?

It's perfectly possible to return a value in normal 
C-like fashion, but you can also achieve the same 
result by providing an expression as the last line in 
the function, as we do here. And because it's just 
an expression, it doesn't need the semi-colon to 
terminate it.

Back in the main() function, we use the println!() 
macro to print the result; note the variable substitution 
in the {} curly brackets. Finally, we demonstrate 
Rust's very useful "match" keyword, which saves a 
lot of typing if you need to perform a lot of if/else 
operations. Here, 1 ... 10 refers to a range (numbers 

between 1 to 10 inclusive), while the underscore (_) 
refers to everything else.

In Rust, the char variable type is actually four bytes 
and can contain any Unicode value, so the language 
is designed out-of-the-box to handled a wide range 
of writing scripts and special characters. Another 
useful type is the tuple, which is a list of variables with 
different types:
let x = (1, 2.0, "Hello");

Here we have an integer, a floating 
point number, and a string – all in 
the same tuple. These elements are 
immutable, and we can access them 
like so:
println!("{}", x.2);

This prints the third element in the 
x tuple, so Hello.As in traditional arrays, which Rust 
also supports, indexing begins with zero. You can use 
tuples to return multiple values from a function:
fn switch(input: (i32, i32)) -> (i32, i32) {
 (input.1, input.0)
}

fn main() {
 let x = (10, 50);
 let y = switch(x);
 println!("{}, {}", y.0, y.1);
}

Here we have a function called switch(), which 
takes a tuple of two i32 values and stores them in 
the variable input. It also returns a tuple of two i32s. 
Inside this function we have a simple expression, 
a tuple with the items back-to-front – that's what's 
returned to the calling code.

In our main() function, we create a tuple called x 
containing the values 10 and 50, and a tuple called 
y, which contains the results after switch() is called. 
Then we print the results to the screen (50, 10).

So that's a brief introduction to the syntax and 
features of Rust – if you'd like us to go more in-depth 
with a tutorial series, let us know!  

Rust's documentation is 
detailed and well written – 
a major selling point for a 
fairly new language.RUST: GET STARTED WITH 

MOZILLA'S NEW LANGUAGE
Mozilla may be famous for Firefox, but it's also given us a great language to play with.

PRO TIP
If you're ready to explore more of Rust's 
features on your own, check out the 
official documentation at  
https://doc.rust-lang.org/book. 

Mike Saunders codes to the baroque rhythms of Bach, 
Buxtehude and the original Gameboy's Tetris music.
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In the 1970s, the US Department of Defense (DoD) 
had lots of embedded computer system projects, 
and over 2,000 languages being used for them. 

The languages were often either obsolete or 
hardware-dependent, and none of them were safely 
modular. There were obvious concerns about safety 
and long-term usability/maintenance (finding 
maintainers for 2,000 obsolete languages is a tough 
gig), not to mention the possibility of having to scrap 
perfectly good hardware because the software 
couldn't be safely altered. In 1975, they created a 
working group to find or create a suitable 
programming language to standardise on for 
themselves and for the UK Ministry of Defence, with 
the intention of solving the 'software crisis'.

In the customary manner of government projects, 
committees, and computer language projects, it 
took a while. In fact, it took three years and a number 
of drafts before they had even reached Steelman 
language requirements for their proposed language; 
but after those three years, they were also able 
to conclude that there was no existing language 
that met them. They wanted a focus on reliability, 
maintenance, and efficiency, aimed as the language 
would be at embedded systems; and they wanted a 
language that could be used for any of the systems 
they needed. The ideal (which they never quite 
reached) would be a single language across every 
DoD computer project there was.

Four contractors were hired to develop proposals, 
one of which would be chosen to develop fully. 
Interestingly, all of the four proposals had a basis in 
Pascal, the Algol-like language developed in the late 
1960s as a teaching language. In 1979, the Green 
team proposal was chosen and named Ada, after Ada 
Lovelace. It had been developed by a French team at 
CII Honeywell Bull, led by Jean Ichbiah.  

Ada 83 was structured and strongly typed, with 
built-in support for concurrency, run-time checking, 
parallel processing, and exception handling. It also 
provided task/parallel processing support, with the 
rendezvous mechanism allowing tasks to synchronise 
with one another. Real-time support was part of the 
tasking features. As it was designed for developing 
large systems, it was also highly modular, and very 
readable and maintainable if written properly. 

Ada was very fully-featured, but that meant that it 
was also quite complex, and early compilers tended 
to be slow. The language validation suite that was 
mandated for Ada compilers made for a very reliable 
language, which was the aim; but it may also have 
tended to make the compilers slower, or at least 
slow down their improvement, as the focus when 
developing compilers was on passing the validation 
suite rather than on speeding up compilation or 
run-time performance. On the other hand, compiler 
validation, and the numerous compile-time checks 
that compilers were mandated to perform, ensured (or 
tried to) accuracy and reliability, clearly important in 
safety-critical systems. But slow compilation and poor 
run-time performance can also have maintenance 
and safety implications, making it slow to improve and 
debug systems, so it's not a straightforward trade.

Ada's focus on safety-critical support has made 
it popular for other projects with low risk tolerance. 
Although it's less used in military situations now, it's 
still widespread in transport (air and rail, including UK 
trains and air traffic control), space software, banking, 
and medical applications.

Getting started
Gnat is the best Ada compiler for Linux, and should be 
available via your package manager. Once you've 

 The Ada Language Mascot, 
by Leah Goodreau, inspired 
by Babbage's nickname for 
Lovelace, "Lady Fairy".

JULIET KEMP

ADA: MILITARY-GRADE 
PROGRAMMING
Rock solid reliabilty, a solid safety record in embedded systems, and a cool name. 
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installed it, create a file hello.adb:
with Ada.Text_IO; use Ada.Text_IO;
procedure Hello is
begin
  Put_Line ("Hello World");
end Hello;

Ada is designed to have a long life, and to be 
maintained by people other than the original 
programmer, so it's considered vital to make code as 
readable as possible. (Anyone who's ever been faced 
with an aging and incomprehensible code base will 
understand the value of this.) So the code should be 
pretty easy to read through.

Ada.Text_IO is a standard package, which deals 
(as expected) with text input/output. with imports 
the package, and use is one of the ways to make 
the package visible, enabling you to use procedures 
(like Put_Line) from the package. Ada was designed 
to be highly modular and to encourage modular 
programming, so packages are a major feature.

The main procedure can be called whatever you like, 
but it's good practice to match the filename. Semi-
colons are used to end statements, and also to end a 
procedure. Compile the file with gnatmake hello.adb, 
and run it with ./hello.

Tracking time
For something a bit more involved, let's try writing a 
program to track how much time you've spent on a 
particular task. Set up a new project in GPS (the 
default options should all be fine), and open a new file 
called tracking.adb:

with Ada.Calendar, Ada.Calendar.Formatting, Ada.Text_
IO,
    Ada.Strings.Unbounded, Ada.Strings.Unbounded.
Text_IO;
use Ada.Calendar, Ada.Calendar.Formatting, Ada.Text_
IO,
    Ada.Strings.Unbounded, Ada.Strings.Unbounded.
Text_IO;

procedure Tracking is
  track : Unbounded_String;
  date : Time := Clock;
begin
  Put_Line("What are you tracking?");
  track := Get_Line;
  Put_Line(track);
  Put_Line(Image(Date => date));
  New_Line;
end Tracking;
You'll notice that we've imported a whole raft of 
libraries this time, mostly to do with unbounded 
strings and the calendar.

Normal Ada strings have to be exactly the length 
that they are specified to be. So if you put in too 
many characters, you'll lose some; if you put in too 
few characters, your program will halt, waiting for 
the string to become full. The standard libraries Ada.
Strings.Bounded and Ada.Strings.Unbounded solve 
this problem. Bounded strings have a maximum size, 
and are a bit faster, whereas unbounded strings have 
no maximum size and are much more flexible, but 
because they're dynamically allocated are a bit slower. 
We'll use unbounded strings for their flexibility.

So at the top of the procedure, we declare two 
variables, an unbounded string, and a time value. We 
also set date, the time value, to the current system 
clock time, thus declaring it (with : and assigning it 
(with :=) in a single line. In the body of 
the procedure, we output a line and use 
Get_Line to get the unbounded string 
input by the user. (The regular String 
equivalents are Put() and Get().)

Finally we output the input string 
and the current time to the screen. 
Image is an Ada attribute which can 
be used to provide a string representation of its input, 
which is handy in cases like this. We'll use more 
attributes later on.

However, it would make more sense to store our 
tracking data – string, date, and hours completed – in 
a single entity. The Ada Record composite type, which 
lets you define your own records, is useful for this:
procedure Tracking is
  type Track_Record is
    record
      Name : Unbounded_String;
      Date : Time;
      Hours : Integer;
    end record;

Building and running within GPS
If you want an Ada IDE, you can open up GPS (gnat_gps), 
which is used for the tutorial screenshots.

To build a file within GPS, first you need to add it to the 
project file. Go to Project – Edit Project Properties, and 
choose the Main Files tab. Click add, choose the filename 
(eg hello.adb), and click OK. Once the file is added, go to 
Build > Project > hello.adb. You'll get a build window, but as 
a rule the default options are fine.

You can then go to Build > Run > hello, and run it either 
in the GPS Run window (as in the screenshot below) or in 
an external terminal.

Rock solid reliabilty, a solid safety record in embedded systems, and a cool name. 

PRO TIP
Note that if you need to refer to Procedure 
A in Procedure B, Procedure A must be 
declared before Procedure B, or GNAT 
won't be able to find it. 

Building and running a file within GPS. 
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  track : Track_Record;

  procedure Output_Track_Record(track : in Track_
Record) is
  begin
    Put_Line(track.Name);
    Put_Line(Image(Date => track.Date));
    Put_Line(Item => Integer'Image(track.Hours));
    New_Line;
  end Output_Track_Record;

begin
  Put_Line("What are you tracking?");
  track.Name := Get_Line;
  track.Date := Clock;
  Put_Line("How many hours have you done?");
  track.Hours := Integer'Value(Get_Line);
  Output_Track_Record(track);
end Tracking;

The first section just defines a new record type, with 
a name, the date of the last update, and the hours 
spent on this particular thing. The next section defines 
a sub-procedure. Ada has a couple of ways in which 
you can do this; see the boxout for more information. 
Here, the procedure has a single input (in) value, 
named track and with type Track_Record.

Most of the rest of this will be familiar. The 
Integer'Image and Integer'Value are ways of 
translating from integer to string, and back, using 
attributes. 'Value (you can also use Float'Value, etc) 
gives the scalar value of a string, and 'Image gives a 
string representation of a scalar. Attributes in general 
are things that can apply to different types of objects.

Output to file
So far so good, but at present we don't have any way 
of saving this information. To fix that, we could take 
the record apart, write it to a text file, and then 
reconstruct it when reading in. However, a better (and 
neater) bet is to write it out as a binary record object:
with Ada.Directories, Ada.Streams.Stream_IO; 

use Ada.Directories, Ada.Streams.Stream_IO; 
procedure Tracking is 
  -- ... as before ... 
  filehandle : Ada.Streams.Stream_IO.File_Type; 
  fileaccess : Ada.Streams.Stream_IO.Stream_Access;

  procedure Save_Records_To_File(File : in out Ada.
Streams.Stream_IO.File_Type; 
                                 Name : in String) is
  begin
    Create(File, Out_File, Name);
    fileaccess := Stream(File);
    Track_Record'Write(fileaccess, track);
    Close(File);
  end Save_Records_To_File;

begin
  -- as before
  Save_Records_To_File(filehandle, "trackingdb");
end Tracking;

There are several ways in which you can write out 
binary data in Ada, but the most flexible is Stream_IO, 
which also works with Unbounded_String, so we'll 
use it here.

To set up, we need a filehandle variable and an 
access stream through which we'll access the data 
once the file is open. We then create a new sub-
procedure, which has two arguments. File is the 
filehandle, and Name is the string name of the file. 
We create a new file, define fileaccess as the access 
stream of that file, then write the record using the 
'Write attribute of the Track_Record type. This will 
convert the Track_Record object into something that 
can be written to the stream, given the stream and 
the object to write as arguments. Close the file again, 
and we're done. Remember to add a line to the main 
procedure which calls Save_Records_To_File.

What we can't do yet is to read the data back out 
again, or to append new data to an existing file; Create 
will overwrite the file each time. So let's add a couple 
of functions to fix these problems:
with Ada.Directories, Ada.Streams.Stream_IO;
use Ada.Directories, Ada.Streams.Stream_IO;
procedure Tracking is
   type Track_Record is -- as before

   type Record_Array is array(1..100) of Track_Record;
   records : Record_Array := Record_Array'(others =>
                                             (Hours => -1,
                                              Name => To_Unbounded_
String(""),
                                              Date => Clock));
   counter : Natural := 1;
   track_file : String := "trackingdb";
   -- other variables as before

First up, we'll need a structure to read our data into. 
Ada arrays are very powerful, but they're not dynamic: 
the array is of a fixed size. Array elements can be of 
any type, but they must all be the same type; and 
array indexes can be of any type, not just numbers. 

Hello World edited in the 
IDE and running on the 
command line.

LV021 090 Coding Ada.indd   92 02/10/2015   09:04



www.linuxvoice.com

ADA   CODING

93

Juliet Kemp is a friendly polymath, and is the author of 
Apress’s Linux System Administration Recipes.

We'll use numbers here, though.
When initialising an Ada array, you can initialise 

specific members of the array. You can also (since 
Ada 95) use the others keyword to initialise the rest 
of the array. Here, as there's no separate initialisation 
values, others applies to the whole thing. If you don't 
do this, you don't know what will go into the array 
before you write into it.

Next, reading in the records:
procedure Read_In_Records(File : in out Ada.Streams.
Stream_IO.File_Type;
                          Name : in String) is
begin
  Open(File, In_File, Name);
  fileaccess := Ada.Streams.Stream_IO.Stream(File);
  While not End_Of_File(File) loop
    Track_Record'Read(fileaccess, track);
    Output_Track_Record(track);
    records(counter) := track;
    counter := counter +1 ;
  end loop;
  Close(File);
end Read_In_Records;

It's structured much like our previous output 
procedure; take a filehandle and a filename, open 
the file, and create an access stream. You can use 
While...loop...end loop; to iterate over a filestream, not 
just an array or similar structure, and it's a neat way to 
do it, especially with the End_Of_File function. We use 
the Read attribute to read in records, output each one 
to the screen, store it in the array, and increment the 
counter. Don't forget to close the file! Here's the last bit:
  procedure Get_New_Track is
  begin
    Put_Line ("What are you tracking?");
    -- Get name, date, and hours as in main procedure 
earlier
    records(counter) := track;
  end Get_New_Track;

  procedure Save_Records_To_File(File: in out Ada.
Streams.Stream_IO.File_Type;

                                 Name : in String) is
  begin
    Create(File, Out_File, Name);
    fileaccess := Stream(File);
    for T in records'Range loop
      if (records(T).Hours /= -1) then
        Track_Record'Write(fileaccess, records(T));
      end if;
    end loop;
    Close(File);
  end Save_Records_To_File;

begin
  if(Exists(track_file)) then
    Read_In_Records(filehandle, track_file);
  end if;
  Save_Records_To_File(filehandle, track_file);
end Tracking;

Get_New_Track is just breaking out the code that 
was in the main procedure, with the addition of a line 
to store the new record in the array. Save_Records_
To_File is pretty similar to our previous single-record 
code, too; we just use a for...loop...end loop; structure 
to write out the whole array one at a time. We're still 
overwriting the file, but as we've already read all the 
records into the array, we're overwriting it with all 
the available data. (To improve performance, look 
into changing this to append only a single value.) 
The 'Range attribute here does what you'd expect, 
providing the range of indices into the array (in our 
case, 1–100). You might have noticed by now that 
attributes are ubiquitous in Ada and are both neat 
and powerful. Note too the if...then...end if; structure. 
Finally, a couple of lines in the main procedure to kick 
the whole thing off.

Ada is a huge and fully-featured language, so there 
are many more advanced aspects to explore, such as 
the concurrency and other multithreading features, or 
the more advanced OO features. It's well-documented 
(as it's ISO-standard compliant), and there is still an 
active community, especially around Ada 2012. As the 
mascot logo says, it's time-tested, safe, and secure; 
the language for a complex world.  

Successfully running! Two 
items stored, asking for 
another input.

Subprograms: procedures and functions
Ada has two types of sub-programs. Procedures have no 
return value, whereas functions do return a value. The basic 
structure of both procedures and functions is exactly the 
same as of the main procedure, with declarations at the 
start and then a begin...end statement block.

Procedures and functions have three modes for their 
input variables:

  in means that the parameter will not be changed. It is 
treated as a constant within the procedure.
  in out means that the parameter may be changed. It is 
treated as a variable within the procedure and any 
changes will be permanent.
  out means that the parameter will be given a value during 
the procedure, and its previous value won't matter. This 
gives you a way of 'returning' a value from a procedure.
Look for these in the various procedures and functions in 
the tutorial.
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Nobody seems to enjoy cleaning up after 
themselves. If you have children, or 
remember yourself being a kid, you'd 

probably agree. Adults aren't too keen on 
housekeeping activities either, as robotic vacuum 
cleaners sales figures suggest. Programmers are also 
humans, so it's no wonder they prefer computers to 
keep the environment clean after their programs. This 
makes development easier, and hard-to-debug-yet-
easy-to-exploit bugs less likely to occur. Of course, I'm 
speaking of automatic memory management and its 
thickest pillar – garbage collection.

Do it yourself
The C language tutorial we ran in LV018 dealt 
with how memory management should work. 
Unfortunately, things can go wrong. Take a look here:

char * get_name() { /* Implementation */ };
void somefunc()
{
    char *name = get_name();
    printf("Your name is %s\n", name);
}

The tricky part is, who should free the memory 
pointed by name when it's no longer needed? The 
correct answer is that it's up to the get_name() 
implementation. If it allocates memory, a caller 
should free() it. This may sound trivial, but real-world 
programs have more than two functions, and pointer 
ownership is rather difficult to track.

Okay, what about this code?
void print_name() { /* Implementation */ };
void somefunc()
{
    char *name = get_name();
    print_name(name);
    free(name);
}

It may work just fine. Or, crash randomly if 
print_name() remembers name to re-use it later. This 
situation is known as a "dangling pointer", and the 
problem is that the pointer's value doesn't say whether 
the object is still alive.

These are just two problems, but hopefully 
you've got their taste. And they aren't unsolvable: 
for example, some C++ libraries provide so called 
"guarded pointers" that can't dangle. Manual memory 
management is somewhat like driving a car with 
manual transmission: tedious, but fine if you know 
what you are doing. Pulling the lever randomly is 
almost certainly a way to get into trouble.

This analogy goes even further: just like automatic 
gear, automatic memory management comes with 
a performance hit. Quite often, it also introduces 
random pauses during the program's execution, 
which is bad for time-critical code. Still, automatic 
memory management makes programming easier 

94

CORE
TECHNOLOGY
Prise the back off Linux and find out what really makes it tick.

Garbage Collection
Learn how high-level languages like Python reclaim memory, so 
you can concentrate on your job and not memory management.

Figure 1: The objgraph module 
(https://mg.pov.lt/objgraph) 
showing two reference cycles. a 
refers to itself through a.self_ref; 
b and c form another cycle via the 
outer_ref attribute.
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and less error-prone, which is usually enough to justify 
its costs. The majority of high-level languages feature 
automatic memory management. In this Core Tech, 
we'll stick to Python's implementation, as it is full-
featured yet relatively simple.

Reference counting
The simplest form of automatic memory 
management is reference counting, which the Linux 
kernel uses to track which modules are safe to unload. 
The idea is simple: each object receives a counter. 
Code that creates a reference to the object increments 
it. When this reference vanishes, the counter is 
decremented. When it reaches zero, the object has no 
users and is safe to delete.

Reference counting is often available out of the box. 
For example, the C++ standard library includes smart 
pointer classes for this purpose. Python also uses 
reference counting to keep track of allocated objects:
>>> a = 1024
>>> b = a

The reference counter of a starts with 1. b adds 
another reference, as we can see:
>>> import sys
>>> sys.getrefcount(a)
3

This returns 3, not 2, because getrefcount() also 
references a through its argument. If you break the 
reference through b, the result will drop by one:
>>> b = None
>>> sys.getrefcount(a)
2

Note that executing del b has the same effect. 
Actually, del neither deletes an object nor calls its 
destructor. It just decrements reference counter and 
wipes the name:
>>> b = a
>>> del b
>>> sys.getrefcount(a)
2
>>> b
NameError: name 'b' is not defined

Nobody is perfect, and reference counting is 
no exception. At very minimum, you sacrifice the 
memory that the counters consume, though this isn't 
usually a big deal, as objects tend to be large. Keeping 
counters updated also adds overhead to common 

pointer operations; this can be optimised as well.
The real problem is reference cycles:

>>> a = list()
>>> a.append(a)

Here, a holds a reference to itself. Even if it is not 
reachable from outside, its "refcount" will never drop to 
zero. Now you have a memory leak; congratulations!

It is possible to implement automatic memory 
management using reference counters only. Perl 5 
almost does this, for instance. But memory leaks 

aren't good, so more often than not an elaborated 
garbage collector (GC) is a highly welcome addition.

Trace. Mark. Sweep.
A garbage collector's goal is to identify objects that 
are no longer reachable, and reclaim their memory. 
You can argue that reference counting already does 
this; it's true. In fact, it is one of the simplest garbage 
collection algorithms. Still, it's possible to implement 
garbage collection with no reference counting at all.

Tracing garbage collection is a good example. 
As the name suggests, it traces objects reachable 
from so called "roots" (global and stack variables). 
Everything else is considered garbage and deleted. 
The process is depicted on Figure 2.

With tracing garbage collection (let's call garbage 
collection GC from now on), memory isn't reclaimed 
immediately when an object becomes unused: 
instead, a dedicated routine frees it when it gets a 
chance to run. Quite often, when GC starts, all other 
operations are halted to keep the heap unmodified. 
This is known as a "stop-the-world pause", and is 
rather harmful. More sophisticated concurrent and 
incremental garbage collectors exist that keep pauses 
at minimum. For simplicity's sake, we won't touch 
them in this Core Tech.

When GC starts, it visits objects reachable from 
the roots first, and sets some flag on them. This is a 
"mark phase". Then it loops over *all* objects in the 
heap, clearing the flag and freeing those not having it 

Memory allocation
Garbage collection and memory reclaiming are naturally 
coupled to memory allocation. So how does Python gain 
memory for its objects?

For objects larger than 512 bytes in size, Python 
simply uses the malloc() and free() functions from libc. 
Smaller objects are allocated in 256kB page-aligned 
chunks called "arenas". On Linux, arenas are created with 
the mmap(2) syscall as anonymous mappings to avoid 
heap fragmentation (LV018). As objects are deallocated, 
their arenas may become unused. In this case, memory is 
unmapped and returned to the system.

Figure 2: Tracing GC 
sample. Yellow boxes 
are roots; green ones are 
objects that have been 
marked. Grey boxes are 
unmarked objects, hence 
garbage.

A garbage collector's goal is to identify 
objects that are no longer reachable, and 
reclaim their memory.

Garbage

Garbage Garbage Garbage

Root#1 Root#2
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set. This is a "sweep phase", and the whole algorithm 
is called "mark-and-sweep GC".

Some variations are possible. First, you can copy 
reachable ("live") objects into one contiguous memory 
area. This doubles memory requirements, but 
eliminates the sweep phase. Memory fragmentation 
is also reduced, but you need to spend time copying 
possibly large objects.

Another trick is to introduce "generations". An object 
that has already survived some sweeps will probably 
stay in memory longer than others. New objects are 
created in the first (youngest) generation, and each 

sweep promotes them to next generation until the 
oldest one is reached. Collection usually starts at 
the youngest generation, and stops there unless the 
system is starving for memory. This way, fewer objects 
need to be collected, resulting in smaller pauses.

Now that we've looked at the basics of how 
garbage collection works, we'll dissect the inner 
workings of Python's garbage collector.

A Python's way
As you already know, Python (or, strictly speaking, 
CPython) uses a garbage collector to free objects in 
reference cycles. Simple types like integers or strings 
do not produce cycles, as they don't hold references to 
other objects. So, GC is concerned only with 
containers (like tuples or lists), objects, functions and 
generators. Functions hold references to local and 
global variables, and can also grab outer scope 
variables via closure. This makes them less obvious, 
but real candidates for garbage collection.

Python already has reference counting, so its GC 
is naturally counter-based. Actually, each GC-tracked 
object has two counters: when Python decides it's 
cleaning time, the original refcounts are copied to GC 
counters. The collector then merges all generations 

younger than the one being collected together. Then, 
it follows object references within the generation and 
decrements GC counters for each object it visits. 
When it finishes, some GC counters will have non-zero 
values. This means these objects are reachable from 
outside, and should stay alive. So, GC moves them 
(and objects they reference) to the next generation.

All other objects are unreachable. Note however 
that their original reference counters were non-zero, as 
they were staying alive. This means that these objects 
form reference cycles (see Figure 3). By construction, 
no object that's staying alive references them now, 
and it's safe to destroy these cycles. The order of 
destruction is undetermined – in practice, the garbage 
collector just "clears" objects, breaking links between 
them. This way, their original reference counters 
eventually reach zero and objects are freed.

Python's garbage collector has three generations. 
As usual, there are no guarantees as to when the 
GC will run. Generally, it happens when the size of 
the youngest generation grows above a threshold 
(700, by default) or when a third-party C extension 
or the program itself decides. Very few programs 
and extensions run garbage collection themselves; 
most often you rely on runtime to do the right thing. 
Time-critical application are notable exceptions. 
Sometimes, they run with GC disabled (Python makes 
this possible) and clean memory at appropriate times. 
In theory, you can ditch garbage collector altogether: 
just be careful not to make reference cycles in your 
Python code, or break them manually.

To control the garbage collection process, Python 
provides the gc module. Be careful with it, as if you 
call its functions without thinking, you can easily 
screw up your program. Perhaps the most obvious 
thing you can do with the gc module is to disable 
garbage collection, with the gc.disable() function. 
Even when garbage collection is off, you can run it 
manually with gc.collect([n]); n is the generation 
number and is optional. gc.collect() returns the 
number of unreachable objects it found. Play with it, 
then re-enable garbage collection with gc.enable().

Figure 3:  An example 
of Python's garbage 
collection process. n/m 
are GC refcounts before 
and after subtraction. 
Grey objects are dead, and 
green ones will stay alive 
in the next generation, 
shown in yellow.

Weak references
Finalisers aren't the only things that a garbage collector 
should take care of. Another such thing is weak references 
implemented in the weakref module.

Weak references are like normal (strong) references, 
except that they don't increase the reference counter for an 
object they point to. This means that objects having only 
weak references are eligible for garbage collection. When 
this happens, weak references don't become dangling; 
instead, they return `None` when dereferenced. Weak 
references are quite useful for caches that access objects 
but don't care about managing their lifetimes.

When an object having weak references is collected, 
Python generally does two things. First, it clears the weak 
references. Second, it determines if it is safe to run weak 
references callbacks, and executes them if possible. By 
definition, weak references never prevent an object from 
being collected, as destructors do sometimes.

Python objects may have finalisers or 
destructors, which are functions called 
when the object is deallocated. 

Older generation Older generation

3/2

1/0

1/2

1/0 1/0 2/0
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There are also some tunables. gc.set_threshold() 
sets GC thresholds for each of three generations, if 
700 seems too much. Changing this affects collection 
frequency and the amount of memory your program 
consumes. gc.set_debug() makes garbage collection 
verbose, which is useful when you experiment with it.

Uncollectable stuff
The previous explanation of a garbage collector's 
operation implied that you can free objects in 
reference cycles in an arbitrary order. This is often the 
case, but there is one notable exception.

Python objects may have finalisers or destructors, 
which are functions called when the object 
is deallocated. In the simplest case, they are 
implemented as __del__ methods:
class C(object):
    def __del__(self):
        print('I am dying...')

Finalisers are meant to free resources like file 
handles or sockets. For instance, the pymongo.
cursor.Cursor destructor closes the cursor on the 
database side. However, a plain context manager 
(with instance: ...) is often a better alternative to 
a destructor. Some tutorials may even advise you 
against using finalisers anywhere in your code. So 
what's wrong with them?

The problem is that finalisers may contain arbitrary 
code, which possibly references other objects. Think 
of the following example of two objects in a reference 
cycle:
class C(object):
    def __del__(self):
        print('I am dying, my dear cousin %s' % self.cousin)

a, b = C(), C()
a.cousin = b
b.cousin = a

Suppose a is destroyed first. Now, the last reference 
to b has gone, and it is also freed. This calls b.__
del__() and bang! The interpreter crashes, because 
b.cousin is a dangling pointer.

To prevent this from happening, Python (up to 
version 3.4) refused to collect objects with finalisers. 
They became "uncollectable garbage" and GC stored 
them in the gc.garbage list, so you break references 
manually:

>>> del a, b
>>> gc.collect()  # Attempt to collect
>>> gc.garbage
[<__main__.C object at 0x7f785a28ce10>, <__main__.C 
object at 0x7f785a29d090>]
>>> gc.garbage[0].cousin = 'Impostor'
>>> gc.garbage[:] = []  # Clear references in gc.garbage
I am dying, my dear cousin <__main__.C object at 
0x7fedf7687e10>
I am dying, my dear cousin Impostor
>>> gc.garbage
[]

We reset the first object's `cousin` to break the 
cycle. Now a and b refcounts become zero and both 
destructors run. Note that this won't happen without 
some help from our side. A destructor that belongs to 
object in a cycle can in fact never run! You avoided the 
crash but got a resource leak.

You may now decide not to use __del__, but 
unfortunately it's only part of the story. __del__ is 
just a tip of an iceberg, as Python really looks for a C 
level destructor called tp_del. Generators implement 
it, among standard Python objects. If a generator 
involves a try ... catch block, or in fact anything but a 
loop, and it was started, it needs finalisation. If such 
a generator appears in a reference cycle, it won't 
be collected. And as many popular Python network 
libraries (like Tornado or Twisted) rely on generators 
to make callback-based code look like sequential 
code, this could be a problem – but not if you're using 
Python 3.4 and up. Hurray for updates!

With htop, you'll easily 
track all processes on your 
Linux box. If you remember 
the days of two-panel file 
managers, you'll feel right 
at home.

Command of the month: htop
When you want to monitor a process (including its 
memory usage), you'd probably use top. Everyone 
knows about top. So this month we nominate 
lesser-known yet friendlier alternative – htop.

htop is like top but with a fancier look and more 
natural (if you ask me) key bindings. The interface 
mimics Midnight Commander, with various features 
mapped to `Fx` keys and listed in the bottom bar. You 

can view the process list flat or as a tree, show and 
hide threads (including kernel ones), sort processes 
by whatever column you need, filter them, and send 
signals. Columns and meters are also adjustable, so 
if you want to see, say, a session ID (LV019), it's easy 
to do. Bars and the process tree are updated live, and 
if you need a quick answer on what is hogging the 
processor or memory, htop is here to help.  
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Final thoughts, musings and reflections

MY LINUX SETUP  
FRANCIS ROWE

I t is a well known fact that the world’s top 
supercomputers run Linux. I haven’t 
checked the list recently myself (be my 

guest: www.top500.org) but it has been true 
for as long as people have made lists of the 
fastest computers in the world and I don’t 
see that changing anytime soon. What 
wasn’t quite so well know, until recently, is 
that probably the world’s fastest distributed 
process also runs on Linux. Unfortunately, it 
is a botnet that mainly concerns itself with 
DDoS attacks. If you thought botnets were 
the domain of less secure OSes, in general, 
you are correct. The discovery of the 
malware behind XOR (https://goo.gl/
DB4bVN) and the attacks it is responsible 
for puts it in a new league of effectiveness. 
But the more disturbing news, as security 
folks scramble to find wares and services to 
market in its wake, is how it is spread.

Basically, by brute force attacks on poorly 
secured SSH servers. The weakness is not 
per-se in the OS, but in the users (or at least 
the OEMs). There is, at the time of writing, no 
patch for ‘stupid’. Many of the compromised 
devices probably fit into the ‘appliance’ 
category, where some embedded Linux has 
been shovelled on to network facing devices 
with little thought about robust security. 
Many users may not even be aware their 
appliance even has an active SSH server, let 
alone how to protect it. I’m not suggesting 
that patching such devices, adopting better 
practices and warning users is a bad idea, 
but it won’t fix the problem. Cloud-based 
filtering and other DDoS mitigation may save 
the most prepared sites, but the XOR botnet 
is likely to continue to be as effective as its 
supercomputer cousins.

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Lead developer of FOSS BIOS replacement Libreboot, and also 
runs the www.minifree.org shop.

Libreboot X200, my 
main workstation and 
trusted companion, with 
Dvorak keyboard layout.

Libreboot X60 laptop 
running Trisquel 
GNU/Linux that hosts 
www.libreboot.org.

Screws from a 
disassembled laptop 
(ThinkPad T500), onto 
which I’m installing the 
Libreboot BIOS.

AKG K 272 HD headphones 
– high-quality and great 
for music.

What version of Linux are you 
currently using?
Trisquel GNU/Linux, version 7.0 LTS. 
This is a fully free software 

distribution, with no binary blobs, either in 
the default install or in the repos. The Free 
Software Foundation staff use this in their 
offices. Richard Stallman also uses it.

And what desktop are you using at 
the moment?
A highly tweaked Gnome “fallback” 
desktop, with 3D effects re-enabled. 

This is a very practical version of Gnome, 
which Trisquel includes. I’ve further modified 
the one that I use, so that it more closely 
resembles the Gnome 2.x desktop that I’m 
more comfortable with. I’ve also used Xfce 
and Openbox in the past, but I find Gnome to 
be highly practical, with some tweaking.

What was the first Linux setup you 
ever used?

I first started using OpenSUSE when I 
was 14. Over the years, I also 

gravitated towards other distros: Fedora, 
Ubuntu, Debian, Puppy, Yopper, Arch and so 
on. They all have their strengths and 
weaknesses. Over time, I settled on Debian, 
which I used as my main distro for many 
years. Since early 2013, I have used Trisquel, 
one of the distributions that are fully 
endorsed by the Free Software Foundation, 
and based on Ubuntu so it still has the 
Debian base that I’m familiar with.

What Free Software/open source 
can’t you live without?
Libreboot! I won’t use any system 
unless it has a fully free BIOS. I’m also 

the lead developer of Libreboot.

What do other people love but you 
can’t get on with?
KDE. It just sucks.  
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