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It’s a Bird! It’s 
a Plane! Nope, 
It’s My Server!

L Computing” has lost its newness, and it’s now 

much easier to provision virtual machines than it 
is to buy and host your own servers. Yes, there are 
concerns over privacy and security when your data 
is in the cloud. When you host in your own data 

 
a rogue cleaning crew getting to your servers. 
(We’ve all seen the movies; it just takes a mop 
and a blue jumper to get you into the most secure 

bit about how to live in this bold new world.

VIDEO:  
Shawn 
Powers  
runs 
through 
the latest 
issue.

SHAWN 
POWERS

Shawn Powers is the 
Associate Editor for 
Linux Journal. He’s  
also the Gadget Guy  
for LinuxJournal.com,  
and he has an  
interesting collection  
of vintage Garfield  
coffee mugs. Don’t  
let his silly hairdo  
fool you, he’s a  
pretty ordinary guy  
and can be reached  
via email at  
shawn@linuxjournal.com.  
Or, swing by the  
#linuxjournal IRC  
channel on  
Freenode.net.
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than it used to be. Kyle explains why we should automate, when we 
should automate and how we should go about doing it. Although 

we’re closer to a complete television experience over the internet 

people, especially when that cluster isn’t needed as a permanent 

but again, the cloud is a convenient way to treat computing l ike 

Love it or hate it, the cloud isn’t going away any time soon. As 

 
what we love most here at Linux Journal

Current_Issue.tar.gz
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Stop

issue: please stop printing childish personal insults in Linux Journal. 

journal and no relevance to Linux or computing in general.

By picking sides and using personal insults to make political commentary 

 

—Mark Kramer

Doc Searls replies: Mark is right. I do owe readers an apology. By calling 

[ LETTERS ]LETTERS
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Donald Trump a troll (take a look at the Wikipedia 
definition of internet troll at https://en.wikipedia.org/
wiki/Internet_troll and draw your own conclusions),  
I was being a troll as well. Even though trolling 
wasn’t my intent, that has been the effect so far: 
every response to my January column, both here and 
on our website, has been as negative as Mark’s, and 
for the same reasons.

Opening with that remark also failed to support the 
main purpose of that column, which was to call for 
help in rescuing journalism—and real journals such 
as this one—from drowning in a sea of “content”, 
way too much of which is crap routed by algorithms 
aimed by surveillance-gathered data into echo 
chambers of the like-minded. This has the effect of 
increasing enmity and blame toward those in echo 
chambers with opposing sympathies, which is worse 
than dangerous in democratic societies, because it 
tears apart the center spaces of basic agreement 
those societies require. You can see how this looks 
in ’s Blue Feed, Red Feed 
site ( ), 
subtitled “See Liberal Facebook and Conservative 
Facebook, Side by Side”.

I am sure most of the systems driving us into hostile 
camps are built on Linux. (Isn’t everything now?)  
So I don’t think I’m off base calling for help here.

Shotcut Video Editor
Linux 

Journal article about his traveling gear (yes, I 

that he uses a MacBook Air ( just kidding, Apple 
hardware is good enough), I was also shocked 
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excellent Shotcut video editor (https://shotcut.org

Linux, Windows and Mac OS.

this, just playing and using this opportunity to let him know about 
Shotcut.

I’m not connected with the project; I just use, advocate and provide 

—Luis Sismeiro

Shawn Powers replies: It’s easy to feel a bit defensive with questions 
like, “what’s your excuse?”, but tone is often easy to misinterpret in 
email, so I’m going to assume this was a friendly message. I don’t think  
I need an excuse, because I don’t think I’ve done anything wrong. But  
I’ll answer the question of “why”, because that’s a fair one.

It’s possible that some of this was answered in my article, or in issues 
past, but really quickly: I have several jobs, and those jobs require me to 
have various computer systems. On a daily basis, I truly use Windows, 
OS X and Linux. I love open-source software, but I’m not a zealot. I use 
whatever tool I can use to get the job done. For Linux Journal, it makes 
sense to use Linux software for video editing. However, all the times I’ve 
attempted to do that through the years, it’s been inefficient at best and 
impossible at the worst.

I’ve never tried Shotcut, but now that you’ve brought it to my attention, 
I’ll be giving it a try. Heck, perhaps I’ll write about it. The thing that’s 
important to know though is that if it is a program that crashes or doesn’t 
work well for me, I likely won’t use it.

LETTERS
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So after all that, thank you for bringing the project to my attention. I’ll 
definitely check it out!

Fake News

du jour), he 

to broadcast news: https://en.wikipedia.org/wiki/Fairness_Doctrine.

LETTERS

2008(DEM/REP) 2016(DEM/REP)

State Governors 28/22 18/31 from Wikipedia

State Senates 28/20 13/37 https://ballotpedia.org/ 

State House 32/16 18/31 https://ballotpedia.org/ 

US Senate 49/49 44/54 from Wikipedia

US House 233/198 194/241 https://ballotpedia.org/ 
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and down the ballot completely inverting the majority control at state and 

Hillary would no doubt agree.
—Steve Langer

Doc Searls replies: I meant “hack” in the broad sense it has been used 
here since Linux Journal began in 1994. If you want a specific definition  
(or a set of them), consult the Jargon File: http://www.catb.org/jargon/html.

The Trump vs. Hillary contest was maximally interesting at the time I wrote 
the column, but it was also beside the main point I tried to make: there 
are dangerously dysfunctional ways our democracy now informs itself in 
the networked world. “Fake news” is currently the most obvious example, 
although I believe the real problems are deeper and more systematic than 
that. However one looks at it, some fixing is required.

It’s about the how of democracy, not about the who.

Mars Lander Program

bc

bc uses:

speed=$(  $bc  <<<  "scale=3;;  $speed  +  $gravity  +  $thrust"  |  sed  -e  

's/^\([-]*\)\./\10./')  

...  

altitude=$(  $bc  <<<  "scale=3;;  $altitude  +  $speed"  |  sed  -e  

's/^\([-]*\)\./\10./')

—José Nicolau

LETTERS
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Dave Taylor replies: Interesting tweak to the script. I’ll have to send it 
over to my NASA friends to QA!

kpcli—KeePass Command-Line Interface

.
—Lester Hightower

Shawn Powers’ Synology Review

In my case, I am trying to get PostGIS/Geoserver/Geonode going. I upgraded 

Cloud Station clients.

and not have to copy them to their own hard drives, but I (working 
at home) also get access via synchronization. Working remotely, I 

LETTERS
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without syncing a copy to their own laptops.

I love ownCloud by the way, and it will run on a Synology (I tried it out), and 

—Brian Wilson

Shawn Powers replies: I’m fairly certain Cloud Station has been there 
for a while, but I have to admit I haven’t tried it. (That will change!) My 
concerns with running things on the Synology directly are all horsepower-
related. I love it for things like reverse proxying, web hosting and torrent 
management. My Plex Media Server, however, I put on a separate box 
because I fear the Synology wouldn’t be able to manage the transcoding. 
I also share your frustration with the packages provided by Synology, but 
thankfully, there are some community-maintained programs that can be 
downloaded and installed.

The Geo stuff you’re doing sounds cool, by the way, and it sounds like 
a perfect use case since the CPU demands aren’t too high. And thanks 
again for the tip about Cloud Station; I’ll have to give it a try!

Curl Example in “Automated Slack Notifications” 
Doesn’t Work

curl command to send a message to Slack doesn’t 

curl:  (3)  [globbing]  unmatched  close  brace/bracket  in  column  8

—Khoa Le

Shawn Powers replies: Double quotes and single quotes are often  
the bane of my programming. Half the time I get errors like you 
mention here, and the other half of the time I end up with output  
that looks like, “Thank you $NAME, your contribution to $THING  
was greatly appreciated!”

LETTERS
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In this case, the script worked for me on Linux, and once it worked, 
I didn’t try it elsewhere. I could have, as I use OS X as well, but 
sadly, I didn’t. Thanks for pointing out the issue. Hopefully everyone 
struggling will see this letter!

LETTERS

PHOTOS
Send your Linux-related photos to  
ljeditor@linuxjournal.com, and 
we'll publish the best ones here.

RETURN TO CONTENTS

LINUX JOURNAL
on your Android device

www.linuxjournal.com/android

For more information about advertising opportunities within Linux Journal iPhone, iPad and 
Android apps, contact John Grogan at +1-713-344-1956 x2 or ads@linuxjournal.com.

Download the app 
now from the 

Google Play Store.

WRITE LJ A LETTER 
We love hearing from our  
readers. Please send us your 
comments and feedback via  
http://www.linuxjournal.com/contact.
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UPFRONT

UPFRONT 
NEWS + FUN

NEXT  
Editors’ Choice

PREVIOUS  
Letters

diff -u
What’s New in  
Kernel Development
Filesystem capabilities are supposed to be an improvement over simply 
running something as the root user. The idea is that you identify the 
specific special powers a program needs and then give it the ability to do 
only those special powers. Unfortunately, capabilities have become very 
complicated, with some individual capabilities being used to grant so 
many special powers that they might as well just be the root user after all.

In particular, kernel developers who create new powers don’t always 
know of which capability that power should be a part, so any given 
capability can end up providing either too much or too little power to 
the program.

Michael Kerrisk recently began an effort to document some basic 
guidelines to help developers figure out which capability would best house 
any particular new power. For example, “Don’t choose CAP_SYS_ADMIN  
if you can possibly avoid it!” Apparently CAP_SYS_ADMIN has become 
a huge dumping ground for powers of all sorts, falling prey to the 
might-as-well-be-root syndrome.

Unfortunately, Casey Schaufler pointed out some POSIX history that 
led to poor decisions being made early on, regarding how to organize 
filesystem capabilities. For example:

LJ275-March2017.indd   18 2/20/17   12:13 PM
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UPFRONT

security policy and declare that the people doing the evaluation didn’t 
have to look over there.

fbdev
now, as the DRM

Geert Uytterhoeven

point Geert or someone else vetoes the expurgation, and the process 
begins again some months later.

But, this time it turned out, as Daniel Vetter noted, DRM has indeed 

this was because Geert had gone through the rejection ritual so many 
times in the past that it had become an ingrained habit.

bells when the path was cleared at last.
CPU

because it essentially means that those opcodes never should be used. 

19  |  March 2017  |  http://www.linuxjournal.com
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UPFRONT

Paolo Bonzini
KVM, such as the SGDT and SIDT opcodes, which he said could 

leak kernel addresses into userspace. Once leaked, those addresses 

layout randomization.
Liang Z Li

help lock down those issues.
USB type C

works right side up and upside down. And, Heikki Krogerus Intel 

Greg 
Kroah-Hartman
have so many deep structural problems, Greg insisted that Heikki take the 

So, that was harsh. Nobody likes to hear that their code is so bad 

that’s what happened.

the real world. I would imagine that the Intel engineers already are 
much closer to a proper patch.—Zack Brown
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UPFRONT

Android Candy: My 
World, in a Lock Screen

Linux Journal. But to be 

(
which is an Android app that brings interactive tools to the lock screen.

very well. It’s possible to launch apps, interact with messages and get 

and repackages them into a slick lock screen. You also can get the Bing 
wallpaper on your lock screen, which is pretty cool, because honestly, 

(I should add that enabling interaction on your lock screen does make it 

out at the Google Play Store.—Shawn Powers
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UPFRONT

Non-Linux FOSS:  
File Spelunking  
with WinDirStat
something like this:

du  -ahx  /  |  sort  -rh  |  head  -20

(Image via https://windirstat.net)
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download at https://windirstat.net.—Shawn Powers
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UPFRONTUPFRONT

Is the Best Tea Ever 
Really Worth It?

And compared to the tech pieces I normally write in Linux Journal, that 

It also got me a 

explaining that 
brewing tea in a 
plastic cup was 

sin. One email, 
however, did make 
me think. I was 
asked about my 

For Christmas 

my incredible 

treats making tea 
a bit like making 

the tea leaves 
into a basket, and 
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had. Seriously. It makes tea noticeably better than 
any other method I’ve used. And yet, I rarely use 

in the microwave. It is possible to make a smaller 

plastic steeper. It’s crazy.

my thinking when it comes to tech purchases, and 
I wish I’d learned its lesson sooner. My PlayStation 

Marketing and popularity aren’t what make things 
great. It’s a lesson I should have learned years ago, 

—Shawn Powers

THEY  
SAID IT
There is only one 
success—to be 
able to spend 
your life in your 
own way.
—Christopher Morley

When a thought 
is too weak to 
be expressed 
simply, it should 
be rejected.
—Marquis de 
Vauvenargues

Do something. If 
it doesn’t work, 
do something 
else. No idea is 
too crazy.
—Jim Hightower

The most 
profound 
statements are 
often said in 
silence.
—Lynn Johnston

The most potent 
muse of all is our 
own inner child.
—Stephen 
Nachmanovitch

LJ275-March2017.indd   27 2/18/17   10:18 AM

http://www.linuxjournal.com


28  |  March 2017  |  http://www.linuxjournal.com

UPFRONT

Jmol: Viewing  
Molecules with Java

Java application that is available as both a desktop application and  
).

macromolecules, like proteins. You also can visualize crystals and 
orbitals. You even can visualize animated events, such as chemical 
reactions and molecular vibrations.

Most Linux distributions should have Jmol available within their 
package management repositories. For example, you can install it on 

Figure 1. When you first start Jmol, you get a blank workspace ready for your work.
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sudo  apt-get  install  jmol

everything you need to run Jmol. You also will need to install a Java 
virtual machine in order to run Jmol.

Figure 2. The basic display you get when you load a molecule is a ball and stick display.
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UPFRONT

snapshot download.
 

 

to make the bonds between atoms. With these two options, you can tailor 

menu item allows you to add either symbols, names or atomic numbers to 
the atoms within the molecule.

Figure 3. When you load an animation, it starts with a static image of your molecule.
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on how to line up the molecule. So, with a single click, you can view the 

Animate menu item. 
Here, you can go through the animation once, or you can put it on a loop.

Several more analysis tools are available. Clicking the 
Spectra

Figure 4. JSpecView is an extra tool available for looking at the spectra of molecules.
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UPFRONT

Measurements to measure the distance 
between atoms within your molecule, and you can set the units used 

the ~/.jmol/macros directory, Jmol will pick them up and provide them 
within the Macros menu item.

 
 

at .

Figure 5. Jmol also lets you edit molecules.
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You also can use scripts interactively by clicking the File Script 

analysis you need.
Once you’ve done your analysis, several output options are 

 

to Web Page to generate a web page that you then can use within 
your own website to share your research results.

workspace so that you can reload it later and continue your analysis. 
Gaussian that  

Figure 6. Jmol provides a full scripting language to help automate your analysis steps.
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UPFRONT

With these tools, you easily can share your research results with 
others and build on the work you are doing.—Joey Bernard

Figure 7. You can use Jmol to generate Gaussian input files based on your analysis.

RETURN TO CONTENTS
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Read a Book  
in the Blink  
of an Eye!
I love reading. Sadly, the 24 hours I get per day seems to be inadequate 
for the tasks I need to accomplish. That might change as my teenagers 
turn into college kids and then begin to start families of their own. For 
now, however, between drama class and basketball practice, it seems  
like it takes about 30 hours to accomplish a 24-hour day. Needless to say, 

EDITORS’
CHOICE
★

™

EDITORS’ CHOICE

NEXT  
Reuven M. Lerner’s  
At the Forge

PREVIOUS  
UpFront
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I don’t read as many books as I’d like.

Blinkist is a company that condenses books into very short 

http://www.blinkist.com. You can read a surprising number 
—Shawn Powers

EDITORS' CHOICE

RETURN TO CONTENTS
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AT THE FORGE

REUVEN M. 
LERNER

Reuven M. Lerner, a  
longtime Web developer, 
offers training and  
consulting services in 
Python, Git, PostgreSQL 
and data science. He has 
written two programming 
ebooks (Practice Makes 
Python and Practice Makes 
Regexp) and publishes  
a free weekly newsletter  
for programmers, at  
http://lerner.co.il/ 
newsletter. Reuven tweets 
at @reuvenmlerner and 
lives in Modi’in, Israel, with 
his wife and three children.

Unsupervised 
Learning
In this article, Reuven moves from supervised 
learning to unsupervised learning, where  
you ask the computer to tell you something  
interesting about the data.

IN MY LAST FEW ARTICLES, I’ve looked into 
machine learning and how you can build a model that 

you loaded data that already had been categorized or 

With a good model, you then were able to predict the 

unsupervised 
learning

NEXT  
Dave Taylor’s  
Work the Shell

PREVIOUS  
Editors’ Choice
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AT THE FORGE

data records should be considered to be outliers or anomalies.

the inputs that you’ll hand to another model.
In other words, in supervised learning, you teach the computer about 

your data and hope that it understands the relationships and categorization 

In unsupervised learning, by contrast, you’re asking the computer to tell 
you something interesting about the data.

Unsupervised Learning
Set

Set. You give the computer a data set and ask it to divide that 

connections, or at least try to do so.
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and train a model that would categorize irises accurately based on 
their petal and sepal sizes.

underlying measurement data.
Let’s load the iris data and then start to create an unsupervised 

model. Assuming that I’m working within the Jupyter notebook, I can 

%pylab  inline  

import  pandas  as  pd  

from  pandas  import  DataFrame,  Series  

  

from  sklearn.datasets  import  load_iris  

iris  =  load_iris()  

  

df  =  DataFrame(iris.data,  columns=iris.feature_names)  

df['response']  =  iris.target

but it’s convenient to keep everything together in this way.

Creating a Model
Once you’ve loaded the data, it’s time to create a model. You’re looking 

divide the data set into categories or clusters.
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then could give the trained model one or more data points and ask it to 
categorize those based on the model.

accurate or both.

the model puts each data point inside the cluster whose mean is the 

calculations might not work out as well. For this reason, it can be a 

items as being close by.

from  sklearn.cluster  import  KMeans  

k  =  KMeans(n_clusters=3)

algorithm. You create a new model, indicating when you do so that you 
want three groups.

n_clusters and evaluate the model to see 
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how well it does. But in many cases, you’ll have to experiment a bit.

X  =  df.drop('response',  axis=1)

k.fit(X)

Evaluating the Model

continue to change over time, as the model is trained more.
And indeed, this is an important point to make. When you invoke the 

are times when you have so much data, you cannot reasonably teach the 
model all at once. For such cases, you might want to try an algorithm that 

bit at a time, teaching the model iteratively. However, not all algorithms 

k.inertia_
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inertia score, the better, with zero being the best.

was a good choice:

output  =  [  ]  

for  i  in  range(2,20):  

        model  =  KMeans(n_clusters=i)  

        model.fit(X)  

        output.append((i,  model.inertia_))  

kmeans  =  DataFrame(output,  columns=['i',  'inertia'])

 
n_clusters=19

aren’t varied enough. And indeed, when you look at the way in which 
n_clusters=3, you see that the clustering 

Series(k.labels_).value_counts()

I get:

2        62  

1        50  

0        38
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achieve the same results, or at least similar results, to a previously used 

In such a case, you can evaluate your model using not just statistical 

can help you evaluate and tune your model.

A Different Algorithm

One common choice in unsupervised learning is Gaussian Mixture, known 

from  sklearn.mixture  import  GaussianMixture  

model  =  GaussianMixture(n_components=3)  

model.fit(X)

Now, let’s have the model predict with the data used to train it, which 
will return a NumPy array with the categories:

model.predict(X)

then count the values:

Series(model.predict(X)).value_counts()

And sure enough, the results:

2        55  

1        50  

0        45
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good (or bad) the model is:

from  sklearn  import  metrics  

labels_true  =  iris.target  

labels_pred  =  model.predict(X)

metrics.homogeneity_score(labels_true,  labels_pred)  

0.89832636726027748  

  

metrics.completeness_score(labels_true,  labels_pred)  

0.90106489086402064

labels_pred  =  k.labels_  

metrics.homogeneity_score(labels_true,  labels_pred)  

0.75148540219883375  

  

metrics.completeness_score(labels_true,  labels_pred)  

0.76498615144898152

Conclusion
In many ways, unsupervised learning is the true magic and potential in 
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that each model has its own advantages, disadvantages and biases.

describes several places where you can learn more and start your journey 

RESOURCES

I used Python (http://python.org) and the many parts of the SciPy stack (NumPy, SciPy, Pandas, 
Matplotlib and scikit-learn) in this article. All are available from PyPI (http://PyPI.python.org) or 
from https://www.scipy.org.

I recommend a number of resources for people interested in data science and machine learning.

One long-standing weekly email list is “KDNuggets” at http://www.kdnuggets.com. You also 
should consider the “Data Science Weekly” newsletter (https://www.datascienceweekly.org) 
and “This Week in Data” ( ), describing 
the latest data sets available to the public.

I am a big fan of podcasts, and I particularly love “Partially Derivative”. Other good ones 
are “Data Stories” and “Linear Digressions”. I listen to all three on a regular basis and 
learn from them all.

If you’re looking to get into data science and machine learning, I recommend Kevin 
Markham’s Data School (http://dataschool.org) and Jason Brownlie’s “Machine Learning 
Mastery” (http://machinelearningmastery.com), where he sells a number of short and dense, 
but high-quality ebooks on these subjects.

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.

RETURN TO CONTENTS
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DAVE TAYLOR

Dave Taylor has been 
hacking shell scripts  
on UNIX and Linux  
systems for a really 
long time. He’s the  
author of Learning  
Unix for Mac OS X  
and Wicked Cool  
Shell Scripts. You can  
find him on Twitter  
as @DaveTaylor,  
or reach him through 
his tech Q&A site: http://
www.AskDaveTaylor.com.

WORK THE SHELL

Image 
Manipulation 
with 
ImageMagick
Dave switches gears this month and begins 
delving into the more functional topic of  
image manipulation. 

IN MY LAST ARTICLE,

pragmatic: image manipulation. Ordinary shell scripts 
don’t tend to do much with images because you can’t 

NEXT  
Kyle Rankin’s  
Hack and /

PREVIOUS  
Reuven M. Lerner’s  
At the Forge
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pretty darn low. More l ikely, you’ve got a terminal window open on 

yes, you do have the abil ity to display graphics, just not within the 

Get Yourself a Copy of ImageMagick

you’re lucky: Just type convert  -version
you’ll see something similar to this:

$  convert  -version  

Version:  ImageMagick  6.9.6-6  Q16  x86_64  2016-12-31    

   http://www.imagemagick.org  

Copyright:  Copyright  (C)  1999-2016  ImageMagick  Studio  LLC  

License:  http://www.imagemagick.org/script/license.php  

Features:  Cipher  DPC  Modules    

Delegates  (built-in):  bzlib  djvu  fftw  fontconfig  freetype  gslib    

   jbig  jng  jp2  jpeg  lcms  ltdl  lzma  openexr  png  ps  tiff    

   webp  x  xml  zlib

http://www.imagemagick.org, which is where 
you want to get started.

rpm, like this:

rpm  -Uvh  ImageMagick-7.0.4-1.x86_64.rpm

On a Mac, you’ll want to start by installing MacPorts (http://www.macports.org),  
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ImageMagick, and you’re good to go.
You know you’re good to go when the test command convert  

-version  
 

newest programs.

Converting Image Formats

convert  -list  format  |  more

 BMP: MS Windows bitmapped image.

 GIF: Graphics Interchange Format.
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convert  image.jpeg  image.png

to JPG with the convert command or, more easily, with its cousin mogrify:

mogrify  -format  jpg  *.gif

using ls

$  ls  -s  

total  272  

    8  add-to-google-reader.gif    24  blogger-1.gif            

    8  dave.gif                                        8  add-to-newsgator.gif       

  24  blogger-2.gif                176  manga.gif  

  16  aw-logo.gif             8  blogger-3.gif  

$  mogrify  -format  jpg  *gif  

$  ls  -s  

total  752  

    8  add-to-google-reader.gif    24  blogger-1.gif  

    8  dave.gif                                        8  add-to-google-reader.jpg  

112  blogger-1.jpg                    8  dave.jpg  

    8  add-to-newsgator.gif               24  blogger-2.gif  

176  manga.gif                                      8  add-to-newsgator.jpg     

128  blogger-2.jpg                168  manga.jpg  

  16  aw-logo.gif             8  blogger-3.gif  

  24  aw-logo.jpg           24  blogger-3.jpg

convert mogrify

two cases and invoke the correct command with the correct arguments 
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Checking Image Sizes

 
the file

$  file  manga*  

manga.gif:  GIF  image  data,  version  89a,  358  x  313  

manga.jpg:  JPEG  image  data,  JFIF  standard  1.01,    

   aspect  ratio,  density  1x1,  segment  length  16,    

   baseline,  precision  8,  358x313,  frames  3  

manga.png:  PNG  image  data,  358  x  313,  8-bit/color  RGB,    

   non-interlaced

the actual dimensions. Further, look closely at the above output, and 

is, uh, lame.
Instead, you can glean image size with the identify command, as 

shown here:

manga.gif  GIF  358x313  358x313+0+0  8-bit  sRGB  256c  88.5KB    

   0.000u  0:00.000  

manga.jpg  JPEG  358x313  358x313+0+0  8-bit  sRGB  85.4KB  0.000u    

   0:00.000  

manga.png  PNG  358x313  358x313+0+0  8-bit  sRGB  266KB  0.000u    

   0:00.000

a simple script can strip out everything but the image dimensions:

$  for  image  in  manga*;;  do      identify  $image  |  cut  -f1,3  -d\    ;;  done  

manga.gif  358x313  

manga.jpg  358x313  

manga.png  358x313
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cut command is invoked both with 

And Next Month...

scripting this month. But, come back next month; I’ll explain how to 
convert, mogrify and identify into some 

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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Sysadmin 101: 
Automation
Approach automation in the right way, and you 
might find you’ve automated yourself out of a job.

THIS IS THE SECOND IN A SERIES OF ARTICLES 
ON SYSTEMS ADMINISTRATOR FUNDAMENTALS. 

development backgrounds without much prior sysadmin 
experience. In the past, a sysadmin would enter the role 
at a junior level and be mentored by a senior sysadmin 
on the team, but in many cases currently, companies go 

DevOps hire. As a result, the DevOps engineer might 
be thrust into the role at a junior level with no mentor 

KYLE RANKIN

Kyle Rankin is a Sr. 

Systems Administrator 

in the San Francisco  

Bay Area and the author 

of a number of books, 

including The Official 

Ubuntu Server Book, 

Knoppix Hacks and 

Ubuntu Hacks. He is 

currently the president 

of the North Bay Linux 

Users’ Group.
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through the years that might be obvious to longtime sysadmins but may 
be news to someone just coming into this position.

Here, I discuss my experience with automation and describe what, when, 
why and how you should (and shouldn’t) automate.

Why You Should Automate

automate your work as a sysadmin:
1) It frees up time spent doing mundane tasks to focus on 

more important work.

administrators who install every single server by hand, log in to a 

made the initial decisions about how you want a server to be set up. By 

2) Automation reduces mistakes in routine tasks.
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stop paying attention to whether your task succeeded. Also, the way that 

time with no skipped steps or commands run in the wrong order.
3) Automation allows everyone on the team to be productive. 

With automation, you can take even a complex process and reduce it down 

though these individual steps may be mundane, combined, they become pretty 

when production uptime hangs in the balance. By automating that process, 

4) Automation reduces documentation workload.

know the process is kept up to date; otherwise, the script wouldn’t work.

What You Should Automate
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1) Routine tasks.

2) Repeatable tasks.
commands, and then copy and paste them one by one in a terminal and 
the task would be complete, that’s a repeatable task that may be a good 

custom inputs or are something you may never have to do again aren’t 

3) Complex tasks.

4) Time-consuming tasks.

complete, and then doing something with that command’s output), the 

When You Should Automate

and sometimes in the past they have been surprised to learn that I 

automation, it may not necessarily be the right time to automate it.
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and incorporate it into the automation I’ve already completed.

production changes are being triggered by a host outside the production 
environment. With my current threat model, I have to maintain strict 
separation between development and production environments, so having 
a bot accessible to anyone in the company, or having a Jenkins continuous 

access to go to the production environment (thereby proving that they are 

How You Should Automate

and its variables well enough to automate it, I wait until I do or automate 
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road. For instance, I think all administrators these days should have a simple, 

and on what hosts, and then be able to update that package easily on the 

Package updates are something that sysadmins do constantly both 

won’t bother. Having automation in place to make package updates easy 

should be automated to the point that your task is just to keep an eye on 

 

with a shell script.
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THE OPEN-SOURCE CLASSROOM

The Post-TV 
Age?
I have lots of streaming packages, but I just can’t 
seem to cut the cord!

THE MOST BASIC CABLE PACKAGE FROM CHARTER 
(SPECTRUM?) COSTS ME MORE THAN $70 PER 
MONTH, 
than a single cable card. It’s very clear why people 

have been severing their ties with cable companies in 
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show and service, you might need to wait until the next day or even the 

watch Jessica Jones

All Those Cable Channels...

have a relative who watches only shows on the History Channel. And my 
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Streaming Cable: Sling TV

that

packages like premium cable channels. Depending on promotions and 

in a big city, you also might get local broadcast stations (NBC, ABC, CBS, 

Figure 1. Sling TV has been around a long time, but the lack of DVR and video glitches 
make it less than stellar in my experience.
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to the lowest tier, you can stream only one channel per account at a time. 

you can have up to three streams at once. Also, although the streams 

but nothing that makes it a showstopper. (I get glitches with my cable 

PlayStation Vue
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watching on a mobile device, a Roku or a PlayStation system, the video is 

Figure 2. PlayStation Vue is remarkable, until it’s not. The video quality is amazing, and 
the DVR is superb. The geolocation frustrations along with PS4 console problems make it 
difficult to love.
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IP address changed, but I have a static IP address and I’m always connecting 

DirecTV Now

Figure 3.  
DirecTV Now is 
the new kid on 
the block. The 
$35/month is 
a trial cost and 
likely will increase 
before this article 
is published.
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service as well.

without hardware reinvestment.

USTVnow, the Sort of Option

that provides live

restrictions. Honestly, on paper, it’s the best thing going.

service glitches, but since those are the times I want it to work the 

stations. As with most services, Roku seems to be the best way, apart 
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they do

Rabbit Ears
Yes, obviously using an antenna is a great way to get local television. In 

Figure 4. I want to love USTVnow, and perhaps now that there is a paid service, the reliability 
will improve. I just hope it’s able to keep providing live broadcast channels in the US.
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http://antennaweb.org and see what channels 

into a digital stream, but integrating that into your entertainment system 

Figure 5. “Up to 0 channels” is a sad thing to see; I hope your location is better.
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good signal, I want more.

What about the Parade?!

ever watch the local news. My big issue used to be how to watch the 

the world don’t help.
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Historically, data replication has been available only piecemeal  
 

 

 

data, to continue operations in another geographically dispersed 
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BIG DATA 
DEMONSTRATOR
USING HADOOP TO BUILD  
A LINUX CLUSTER FOR LOG 
DATA ANALYSIS USING R
THIS ARTICLE WALKS THROUGH THE STEPS TO CREATE A HADOOP LINUX 
CLUSTER IN THE CLOUD AND OUTLINES HOW TO ANALYZE DEVICE LOG  
DATA VIA AN EXAMPLE IN THE R PROGRAMING LANGUAGE. 
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T
that makes the proposed solution portable between cloud providers. 
Furthermore, we describe the steps you need to go through to create a 

bash/install scripts placed in a GitHub repository that allows the automatic 

applications are prediction, anomaly detection and device improvement/

to investigate why devices break. We need Big Data technology, because 

In this article, we use an example 

data to illustrate how to use 

unknown correlations between 
parameters in log data. However, 
in this article, we will not go into 
the device details, but use an 
abstracted device model approach.

DEMONSTRATOR OVERVIEW

developed scripts and installation 

Prices are decreasing over time, Figure 1. Selected Technologies Layer Model
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smaller organizations to begin learning Big Data analysis.
When we want to analyze data, we select a cloud provider and 

the data analysis.

We chose to work on Amazon Web Services (AWS), since it’s a well 

Linux computers. It handles all the resources in the cluster and allows 
programs to be executed in a distributed manner. Hadoop is written 

At the bottom is the Hadoop Distributed File System (HDFS) that allows 

and the idea is that data is processed where it is stored.

allocates resources to Hadoop jobs. Keep in mind that this is no trivial 

disappear and reappear on the cluster network, but jobs must be taken 
over by other nodes in the meantime.
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analysis tasks. Hard disk and network issues are abstracted away 

parallel programming by constraining the programing model, and that can 

Figure 2. 
The Main 
Components  
of Hadoop
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FEATURE

instances are sorted by the system according to the key. Other than this, 

is data mining. R has a command line that allows an interactive process 

FEATURE: Big Data Demonstrator

Figure 3. 
Map-Reduce 
Functions in R
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You now can use the entire R language and extensions to write  

USING THE DEMONSTRATOR

First, you have to collect and store data in order to have anything to 
analyze. It has to be stored on a server somewhere on the internet. Next 

Figure 4. Work Flow with the Demonstrator (*Requires Cloud Account)
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you should determine what and how you want to analyze. In other 

next section. When your R Hadoop Linux cluster is ready, you load your 

using the R command prompt.
When the results are ready, you should review them and copy the 

should change the analysis program and run it again on the cluster. 
Finally, when done, you should destroy the cluster, since keeping disk 

CREATE YOUR OWN HADOOP LINUX CLUSTER

machines; there are many tutorials and videos online.

(Figure 5).

>  wget  https://raw.githubusercontent.com/Rustor/EE-DIGI/  

master/install-big-tools-demo.sh  

>  bash  install-big-tools-demo.sh

Figure 5. On the left is a screen dump of the Launch button, and on the right is the Ubuntu 
Server used.
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Next, here are the steps to create the template.

>  sudo  init  0

the master image. However, the slaves are unknown to the master, and 

>  bash  auto-config.sh

Figure 6. Screen Dump of AWS Create Image Menu
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5) Based on the master template, launch two (variation point) instances 

#!/bin/bash    

bash  /home/ubuntu/auto-slave.sh

want, on the master, in another console window, check the online slaves 
on the master during the process:

>  cat  cluster-config.file

>  sudo  cp  -n  /etc/hosts  /etc/hosts.org    

>  sudo  --  sh  -c  -e    "cat  cluster-config.file  >>  /etc/hosts"

 

>  cat  cluster-config.file  |  cut  -f  4  -d  "  "  >    

   /home/ubuntu/hadoop/etc/hadoop/slaves

Figure 7. Screen Dump of the AWS Field for User Data
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>  ssh-keyscan    -H    -f    /home/ubuntu/hadoop/etc/hadoop/slaves    >>      

   ~/.ssh/known_hosts

DNS names:

>  wget  https://raw.githubusercontent.com/Rustor/EE-DIGI/  

master/update-all-slaves.sh  

>  bash  update-all-slaves.sh

In this section, you have now, on AWS, created a Linux Hadoop cluster 

DATA ANALYSIS METHOD

Time-date,  device_id,  var1,  var2,  var3,  var4

with a sinus curve. Without knowing which log, we have designed the 
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FEATURE

cor(v,y)  

[1]  0.5779192  

  

cor(vv,y)  

[1]  0.7557141

TESTING THE CLUSTER BY ANALYZING DATA
Based upon what we have presented in the previous section, we made 

on three computers: one master and two slaves. You can scale up the 

FEATURE: Big Data Demonstrator

Figure 8. Illustrations of a couple device log files. On the left is the sinus signal. On the 
right of this are two log file signals: V (middle) and VV (right).

YOU CAN SCALE UP THE EXAMPLE, IF YOU ARE 
WILLING TO PAY FOR MACHINES WITH MORE RAM.
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FEATURE

initialize all nodes:

>  cd  hadoop  

>  bin/hdfs  namenode    -format  

>  sbin/start-all.sh

>  wget  https://raw.githubusercontent.com/Rustor/EE-DIGI/  

master/genEEdigi-test-data.R  

>  Rscript  genEEdigi-test-data.R

>  bin/hadoop    fs    -mkdir      /rhadoop/eedigi/xdata  

>  bin/hadoop    fs    -put    -f    TESTdata*.csv    /rhadoop/eedigi/xdata

Now the cluster should be running with data loaded. You need to 

>  wget  https://raw.githubusercontent.com/Rustor/EE-DIGI/  

master/EEdigitest.R

Run the program in the R command prompt:

>  R    

>  source("etc/hadoop/hset.R")  

>  source("EEdigitest.R")  

>  q()

FEATURE: Big Data Demonstrator
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FEATURE

CLOSE DOWN THE CLUSTER

>  sbin/stop-all.sh

 

FEATURE: Big Data Demonstrator

Listing 1. The “mapper” takes the input files and selects key/value before emitting. “Reducer” 

analyses data with the “cor” function (correlation) and emits the result as value. Before printing, 

the R analysis program selects the data with high (more than 0.75) significance.

Mapper  =  function(key,  val.df)  {  

                val.df  =  subset(val.df,  id  !=  'id'    )  

                output.key  =  data.frame(id=val.df$id,  stringsAsFactors=F)  

                output.val  =  val.df[,c('t1',  't2',  't3',  't4')]  

                return(  keyval(output.key,  output.val))}  

  

...  

  

reducer  =  function(key,  val.df)  {  

                output.key  =  key  

      output.val  =  c(cor(as.numeric(val.df$t2),as.numeric(val.df$t4)),  

                                    cor(as.numeric(val.df$t1),as.numeric(val.df$t2)))  

                return(  keyval(output.key,  output.val))}  

  

...  

  

print(  results.df[which(results.df$val>  0.75),])
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FEATURE

CONCLUSION

 

analysis at no cost.
With the current cloud price structures, our recommendation is to 

building a local computer cluster. While doing the project, we learned 
that buying 50 strong computers as hardware would have cost a 

using their computing resources. Cloud providers have extensive 

provider is most suited.

Service (SaaS), but stick to generic virtual machines, as we used in 
this article. Otherwise, you most l ikely wil l be investing in learning 

providers without high switching costs. Managing Linux machines 

FEATURE: Big Data Demonstrator
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W hen you deploy a web application, how do end users access 

products to act as an application gateway on Linux is the Apache Web 

ability to connect through it to other web servers.
In this article, I discuss what it takes to integrate a web application 

Crash Course in RegEx

sed 
uses regex to do searches and substitutions.

For each example below there will be three parts: input, regex pattern 

Example 1:

Input:  
    Name:  Frank  Sinatra  
    Genre:  Jazz  
    Name:  2Pac  
    Genre:  Rap  
    Name:  Reel  Big  Fish  
    Genre:  Ska  
  
Regex  pattern:  "^Name:  "  
  
Output:  
    Name:  Frank  Sinatra  
    Name:  2Pac  
    Name:  Reel  Big  Fish
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pattern "^Name:  "

with a new pattern.
Example 2:

Regex  pattern:  "^Name:  [0-9]"  

  

Output:  

    Name:  2Pac

As you can see, I’ve taken the original regex pattern and added [0-9] 

[a-z] or [A-Z]).
Along with pattern selection, you also can do substitution with regex. 

Example 3:

Regex  pattern:  "s|^(.*)Frank(.*)$|\1Dwezil\2|g"  

  

Output:  

    Name:  Dwezil  Sinatra  

    Genre:  Jazz  

    Name:  2Pac  

    Genre:  Rap  

    Name:  Reel  Big  Fish  

    Genre:  Ska  

    Name:  Dwezil  Zappa  

    Genre:  Unknown
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character or operator preceded it. Putting these two operators together 

with a variable. In this case, \1
parentheses and \2

 
by \1 \2). 

Protocol Integration

integration, there is a high likelihood that it will reside on a separate 

mod_rewrite, mod_proxy, 
mod_ssl and mod_headers
customize the way communication between the end user and web servers 

to other servers.
First, let’s look at mod_rewrite

within the mod_rewrite
RewriteEngine, RewriteCond and RewriteRule RewriteEngine 

RewriteEngine  on

RewriteRule

RewriteRule  /google  http://www.google.com  [R=301]
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RewriteCond

RewriteCond  "%{REQUEST_URI}"  "/google.*$"  

RewriteRule  "^.*$"  http://www.google.com  [R=301]

RewriteCond directive has two parts: a string value to check and a 
REQUEST_URI 

is met, the RewriteRule
RewriteCond

RewriteRule "^.*$".

RewriteRule

RewriteRule  "/home/(.*)$"  http://back-end01.test:8080/$1  [P]

 
 

RewriteRule also may be used  
in conjunction with RewriteCond

mod_proxy.

mod_proxy, which provides ProxyPass, ProxyPassReverse and 
ProxyPassMatch among many other directives that provide more robust 
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mentioned previously, RewriteRule
RewriteRule 

ProxyPass:

ProxyPass  /home  http://back-end01.test:8080/

ProxyPass

RewriteRule statement with a more simplistic 

From  user  to  server:        GET  /home/test/image.jpg  HTTP/1.1  

From  server  to  back-end:        GET  /test/image.jpg  HTTP/1.1

GET in this case) 

ProxyPass 
 

ProxyPassReverse statement can be paired with the 
previous ProxyPass statement:

ProxyPassReverse  /home  http://back-end01.test:8080/

ProxyPass

the mod_proxy

RewriteCond), you can use the ProxyPassMatch. When implementing 
ProxyPassMatch can replace 

ProxyPass. Here’s an example:

ProxyPassMatch  "^/home/([a-z0-9]*/docs)"  http://docserver01.test:8080/$1  

ProxyPassReverse  /home  http://docserver01.test:8080/
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ProxyPassReverse

previous example.
Securing websites with SSL in Apache is accomplished with mod_ssl. 

directives relate to proxied SSL connections: SSLProxyCheckPeerExpire, 
SSLProxyCheckPeerName and SSLProxyCheckPeerCN. It is a common 

SSLProxyCheckPeerExpire will skip checking the expiration date 

common name or alternate names against the server name used to access 
a back end, set SSLProxyCheckPeerName
Apache, you might be able to use SSLProxyCheckPeerCN

SSLProxyCheckPeerName.

 
mod_headers

Header and RequestHeader
 

set 
and edit

Header  set  ReceiveTime  "%t"
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response named ReceiveTime
"%t").

 
edit action. Consider the 

Header  edit  Location  "^http://back-end01.test:8080/(.*)$"    

   "http://public.test/$1"

Location

Location header, it replaces that part with 

Content Integration

 

this is mod_substitute Substitute directive. 
Substitute

Substitute statements 

SetOutputFilter

SetOutputFilter  INFLATE;;SUBSTITUTE;;DEFLATE
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INFLATE

the substitute and DEFLATE  
to the end user.

Substitute statement uses a regex substitute expression. As I 

as regex. Here’s a common use example:

Substitute  "s|(href="http)(://)back-end01.test:8080|$1s$2public.test|in"

(href=\"http) and 
(://)  

 
 

href="https://public.test

 
 

href=’ vs. href=").
Substitute  

 

Substitute  "s|(<body.*>)|\1<div  style=\"font-size:14pt;;  

font-weight:bold;;background-color:#ff0000;;color:  

#ffffff;;display:block;;text-align:center;;\">This  site    

   will  be  down  for  24  hours  beginning  at  8  pm  tonight</div>|in"
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is rendered, you might need to choose another tag to act as your 

Streamlining Future Integrations

and can lead to mistakes. Luckily, Apache provides a mechanism to 

mod_macro <Macro>

an example macro:

<Macro  RedirectSecure  $host  $path>  

                RewriteCond  "%{REQUEST_URI}"  "^$path"  

                RewriteRule  "^/(.*)$"  "https://$host/$1"  

</Macro>
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RewriteCond and RewriteRule 

Use  RedirectSecure  public.test  /users

which a macro is called. A RewriteRule
outside a <VirtualHost>
a <VirtualHost> block, Apache will throw an error and not start. 
Here’s another example:

<Macro  ReplaceContentURL  $backendurl  $publicurl>  

                Substitute  "s|(href=\")$backendurl|$1$publicurl|in"  

                Substitute  "s|(src=\")$backendurl|$1$publicurl|in"  

</Macro>

Use  ReplaceContentURL  http://back-end01.test:8080  https://public.test

either href=" or src="

can be used to do small tasks as shown here as well as whole site 

Although many directives and modules weren’t covered here, this wil l 
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be a great starting point and can help you get started with accessing 
your applications through Apache.

Andy Carlson has worked in IT for the past 13 years doing networking and server administration. He is 

thankful to have chosen a career that he loves, grows in and learns from. He and his amazing wife have 

three daughters and a son, and they currently reside in Cincinnati, Ohio. He enjoys playing the guitar and 

spending time with family and friends.
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The following are some articles I’ve found useful along with some example Apache 
configs I’ve written.

Apache Module Reference (2.2): 

Apache Module Reference (2.4): 

Git Instaweb Reverse Proxy: 

Monit Reverse Proxy: 

Adobe Experience Manager Apache Config: 
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A Field Guide to the World  
of Modern Data Stores

 

 

Sponsor: IBM

> https://geekguide.linuxjournal.com/content/field-guide-world-modern-data-stores

Why NoSQL? Your database options in the new  
non-relational world

Sponsor: IBM

> https://geekguide.linuxjournal.com/content/why-nosql-your-database-options-new-non-relational-world

Estimating CPU Per Query With Weighted Linear Regression

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/estimating-cpu-query-weighted-linear-regression
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Database Performance Monitoring Buyer’s Guide
 

 

> https://geekguide.linuxjournal.com/content/database-performance-monitoring-buyer%E2%80%99s-guide

The Essential Guide To Queueing Theory

by how much waiting takes place, and waiting is waste. Minimizing this waste is extremely 

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/essential-guide-queueing-theory

Sampling a Stream of Events  
With a Probabilistic Sketch
Stream processing is a hot topic today. As modern Big Data processing systems have evolved, 

Author: Baron Schwartz

> https://geekguide.linuxjournal.com/content/sampling-stream-events-probabilistic-sketch
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The Problem 
with “Content”
Real journalism is getting programmatically 
corrupted and harder to find. Fortunately, 
there’s a fix.

B ack in the early ’00s, John Perry Barlow  
(https://en.wikipedia.org/wiki/John_Perry_Barlow) 
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The New 
York Times

), by David Chen. In it he writes, 
Star-Ledger, which almost halved its newsroom eight years ago, has 

Ad Blocking’s Leverage” (
), the advertising we’re talking about 

here isn’t the old Madison Avenue kind that lived on the other side 
adtech. 

While adtech is called advertising and looks like advertising, it is 
https://en.wikipedia.org/wiki/

Direct_marketing

adtech, using the Star-Ledger as an example:

 Real advertising wants to be in the Star-Ledger because it values the 
paper’s journalism and readership.

on gathered intelligence, algorithms and whatever else shows up in live 
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journalism was what 
content is 

what matters most.

Star-Ledger

intermediaries (
) to help with that.

 
(

It is essential to note that adtech, by design, doesn’t care about 

It is also ridiculously easy to make adtech money with content, 
especially since there is nothing about content as a substance that 

Buzzfeed  
(

), 

 
( ), I made the 

surveillance stokes people’s prejudices and drives them into mutually hostile 
echo chambers ( ), damaging 
every democracy that depends on having at least some common ground on 
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