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It is hard to think of writing about anything this month but 
net neutrality. On November 21, the US Federal Communica-
tion Commission (FCC) decided on a 3-2 party-line vote to 
end the requirement that service providers treat all traffic 
equally, opening the door to “pay to play” scenarios, where 
ISPs can shake down Internet companies for access to users.

Much has been said about the end of net neutrality, and it is 
hard to know how to contribute something that other com-
mentators are not already talking about. I am one who has 
often expressed dismay at the current state of the Internet, 
where huge amounts of venture capital flows in with the 
goal of “doing business” and the primary form of business 
is spying on people. What is perhaps most striking about 
the FCC’s decision is that it doesn’t fix any of these real 
problems with the Internet and, instead, appears to manu-
facture a whole set of new problems.

But what is the Internet? What we call “the Internet” is gen-
erally thought to have grown from a network connecting a 
number of universities and research facilities in the 1970s 
and 1980s, which is correct. But somewhere in the 1990s, 
there was a concerted effort (at least in the US) to commer-
cialize the Internet, with big companies investing in building 
cables to carry Internet traffic. The original backbone net-
work no longer exists – today’s Internet is a decentralized 
network of wires owned by different giant companies. 
Wires, routers, computers, protocols, name servers, secret 
contracts, switching facilities – the whole hangs together as 
a unified thing simply because we choose to think about it 
as a single logical entity, and the definition of that entity is 
very much subject to debate and manipulation.

The reason why a single regulatory body like the FCC can 
wield so much influence over our culture is that we have 
never ever really bothered to define what the Internet is, so 
people with money and power can race in to define it in a 
way that increases their money and power.

When the FCC passed the rules protecting net neutrality in 
2015, I was surprised by the number of emails our office re-
ceived – form letters sent as press releases from advocacy 
organizations – proclaiming the action was socialism or 
communism, or a government takeover of private enter-
prise. You can attract a ready-made horde of angry citizens 
by invoking such themes, which are deeply embedded in 
our politics and culture. Less acknowledged is that the other 
side basically does the same thing with their rhetoric about 

“freedom” and “the right to innovate.” (Internet giants like 
Google and Facebook are also big businesses, with their 
own shareholders, and if you did something to threaten 
their livelihood, like, say, suggesting that users should be 
compensated for surrendering their privacy, they would not 
hesitate to call you a communist.)

I agree with nearly everyone in the IT industry that forcing 
Internet companies to pay tribute money to Internet service 
providers will definitely raise prices, and it will certainly re-
sult in less innovation. Where I disagree is with the pre-
sumption that, by stopping the end of neutrality, you have 
“saved the Internet.” Preserving net neutrality is just one of 
many things that would need to happen before you could 
safely pronounce the Internet “saved.”

In addition to the spying, the bullying, the ransomware, and 
the election tampering, several business questions loom over 
the Internet that we haven’t even begun to address. If the In-
ternet will not be regulated by “market forces,” how exactly 
will we regulate it? Is it fair for one company to suck up as 
much bandwidth as it can sell and expect everyone else to 
just move over and slow down? On today’s Internet, for in-
stance, in North America, 36% of all traffic goes to one ven-
dor: Netflix. What if that were 50% or 70%? Sooner or later, 
you would be paying more for Internet service so the network 
can make room for this additional Netflix traffic – even if you 
don’t subscribe to Netflix [1]. Is Internet Freedom really about 
the freedom to watch TV shows? If you’re going to call the In-
ternet a utility, you need to regulate it 
as a utility, or we’ll end up with the 
worst of both worlds.

Net neutrality? Yes, of course! But 
don’t kid yourself. That’s just the 
beginning of what we need to do 
to fix the Internet.

BETTER HEALTH

[1]  Top Sites by Percentage of Downstream Internet Traffic in 
North America: http://  fortune.  com/  2015/  10/  08/  netflix‑bandwith/
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• KubeCon concludes in Austin, Texas
•  Dell to disable Intel’s insecure IME
•  Linus Torvalds’ advice to security 

experts
•  GPLv3 comes to the rescue of GPL 

violators
•  Linux Kernel 4.14 released

12 Kernel News
• How to be a maintainer
• Power-up/ power-down control
• Smoothing out disk caching

16 How Compilers Work
Compilers translate source code into 
executable programs and libraries. 
Inside modern compiler suites, a 
multistage process analyzes the source 
code, points out errors, generates 
intermediate code and tables, 
rearranges a large amount of data, and 
adapts the code to the 
target processor.

22 Compilers and Standards
The fast pace of updates to the C++ 
standards has kept compiler builders 
busy. How do the most popular 
compilers fit with the standards and 
what are the differences?

28 LibreOffice 5.4
This last major release before the big 
jump to version 6 includes a number of 
updates, and you can now sign Writer 
documents with OpenPGP.

30 Ubuntu 17.10
Ubuntu is back to the first letter of the 
alphabet – and back to the Gnome 
desktop. You’ll also find lots of new stuff 
in the latest release.

34 GUI Firewall Tools
Setting up a comprehensive firewall with 
netfilter and iptables is complicated. 
Graphic user interfaces seek to take the 
worries out of this demanding task. 
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97 Call for Papers

98 Preview
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This month we take a look inside 
one of the most deeply complex 
and unfathomable tools in the 
programmer’s toolkit: the compiler. 
We also compare the GCC, Clang, 
and MSVC compilers, with the 
emphasis on support for C++ 
standards. Other highlights include:

•  Ubuntu 17.10 –  Ubuntu gives 
up the Unity desktop and 
returns to Gnome. How’s that 
working out? (page 30).

•  Neural Network – This month’s 
Programming Snapshot puts 
Python to work on a classic 
brain teaser. (page 42).

Check out LinuxVoice for 
alternative directory navigation 
commands and system rescue with 
SystemRescueCD.

  WHAT'S INSIDE        
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42  Programming Snapshot – 
Neural Networks
The well-known Monty Hall game show 
problem can be a rewarding maiden 
voyage for prospective statisticians, but is 
it possible to teach a neural network to 
choose between goats and cars with a 
few practice sessions?

46 Guetzli
The Guetzli image optimizer by Google 
developers produces smaller images than 
JPEG while maintaining the same quality, 
but it requires a powerful computer with 
a large working memory.

50  Charly’s Column – Smorgasbord
Charly has an electronic note box in 
which he collects ideas and small code 
snippets. He calls it his “quarry” and is 
taking this opportunity to offer up some 
collectors’ items to regular readers.

52 Command Line – FLAC
With a little effort, you can create digital 
audio files with CD quality sound.

69 Welcome
This month in Linux Voice.

70 Simon Phipps
Open source is for you, yes, but it’s 
also for unknown others.

72 Doghouse – Subutai
Your own personal cloud.

74 FOSSPicks
Audacity 2.2.0, samplv1, Spotitube, 
Ternimal, DriveSync, Simon Tatham’s 
Portable Puzzle Collection, and 
more!

80 bd, autojump, and Fasd
Bd, autojump, and Fasd improve 
the workflow for command-line 
aficionados thanks to quick 
navigation in the filesystem.

84 SystemRescueCd
You can undo many data losses 
with SystemRescueCd.

88 Docker and Kubernetes
Docker announced that it is 
officially supporting the Google-
sponsored Kubernetes 
orchestration engine.

92 Tutorial – FFmpeg
FFmpeg can do more than just 
converting and fusing videos 
together: it can also generate 
streams on the fly, which you can 
then use for compositing and 
effects.

  IN-DEPTH        

56  Open Hardware – Brown Dog 
Gadgets
Brown Dog Gadgets is making science 
education more accessible and affordable 
with open hardware.

60 Rasp Pi Fox Trap
We'll show you how to use a 
microcontroller and a Raspberry Pi 
to monitor wildlife traps.

66  Keypads and 
Gamepads
The Python evdev library 
offers a simple way to connect 
input devices, even if you don’t 
know the key bindings.

  MAKERSPACE        
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On the DVD

[1]  Linux Mint 18.3: https://  blog.  linuxmint.  com/  ?  p=3457
[2]  What’s new in Linux Mint: https://  www.  linuxmint. 

 com/  rel_sylvia_cinnamon_whatsnew.  php
[3]  Ubuntu Mate 17.10: https://  ubuntu‑mate.  org/  blog/ 

 ubuntu‑mate‑artful‑final‑release/

     Additional Resources

Linux Mint 18.3 Cinnamon (64-bit)
Linux Mint “Sylvia” [1] features updated software and user inter-
face refinements [2]. As a long-term support (LTS) release, it will 
be supported until 2021. The Software Manager now runs in user 
mode, is much lighter, and launches three times faster than be-
fore. Flatpak applications are fully supported; they run in their 
own environment in isolation, and they do not affect the rest of 
the operating system. Backup Tool was almost completely re-
written and also runs in user mode. Other improvements include:

• Modern, cleaner, more consistent user interface

• Gnome Games 3.26 with its own GTK 3.26 environment

• Timeshift for system snapshots

Ubuntu Mate 17.10 (32-bit)
The developers claim that Ubuntu Mate 17.10 is “by far the best 
release we’ve ever produced” [3]. Mate offers panel layouts to 
suit any need, including Mutiny, which mimics the Unity layout; 
Cupertino, which mimics Mac OS; Redmond, for that Windows 
look; Traditional, the oldie but goodie default panel; and three 
more. Other features include:

• Improved global menu

• Complete Super key support in several panel layouts

• Heads-up display (HUD)

Defective discs will be replaced. Please send email to subs@linux‑magazine.com.
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  KubeCon Concluded in Austin, Texas
Kubernetes has become the Linux of the cloud. It has seen massive adoption in the 
last three years. The first release of Kubernetes was announced in 2014. All three 
major cloud providers, including Google (the creator of Kubernetes), Microsoft, and 
AWS now support Kubernetes. Even Docker started offering Kubernetes as an orches-
trator along with its own orchestrator Swarm. Cloud Foundry has adopted Kubernetes 
as Cloud Foundry Container Runtime, and OpenStack vendors have already adopted 
Kubernetes to deploy OpenStack as an application. All major Linux vendors, including 
Red Hat, SUSE, and Canonical offer Kubernetes distributions.

The adoption and growth of Kubernetes was the theme of KubeCon, the Kubernetes 
conference that was held between December 6 and 8 in Austin, Texas. During the con-
ference, Oracle open sourced its Kubernetes tools for serverless deployment and mul-
ticloud management.

Microsoft announced that Azure would bring new serverless and DevOps capabili-
ties to the Kubernetes community, and Bitnami launched a new in-cluster Kubernetes 
Application Consol.

The Kubernetes community announced the 1.0 release of CoreDNS, a cluster DNS 
for Kubernetes. JFrog and Baidu joined Cloud Native Computing Foundation (CNCF), 
the home of Kubernetes, as Gold members.

  Dell to Disable Intel’s Insecure ME
The Intel vPro Management Engine (ME) came under fire recently when security re-
searchers found serious bugs that allowed a remote attacker to take control of the af-
fected systems.

“The exploitation allows an attacker to get full control over business computers, 
even if they are turned off (but still plugged into an outlet). We really hope by bringing 
this to light, it will raise awareness about security issues in firmware and avoid possible 
issues in the future,” wrote Embedi, the security firm that discovered the bug.

Intel doesn’t share any information about these “secretive” ME technologies. ME 
modules sit above the operating systems and users have no access or control over 
the technology. Organizations like Electronic Frontier Foundation (EFF) are calling for 

more transparency around ME modules. EFF asked Intel 
to “Provide a way for their customers to audit ME code 
for vulnerabilities. That is presently impossible because 
the code is kept secret.”

Because Intel doesn’t provide any such information, PC 
vendors and users don’t have any means to audit or fix such 
vulnerabilities. Now one PC vendor has taken steps to pro-
tect its users. Dell is now disabling Intel ME in all new sys-
tems, and users will have to pay to enable the service.

In a statement to ExtremeTech, Dell said, “Dell has of-
fered a configuration option to disable the Intel vPro Man-
agement Engine (ME) on select commercial client platforms 
for a number of years (termed Intel vPro – ME inoperable, 
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custom order on Dell.com). Some of our commercial customers have requested such 
an option from us, and in response, we have provided the service of disabling the Man-
agement Engine in the factory to meet their specific needs. As this SKU can also disable 
other system functionality, it was not previously made available to the general public.”

PC vendors, especially those selling Linux preloaded systems, are following suite 
and disabling ME by default. Dell is the biggest PC vendor, and if other vendors start 
disabling the engine, Intel might be compelled to either open source the technology or 
offer more transparency around it.

  
Linus Torvalds’ Precious Advice  
to Security Experts

Linus Torvalds, the creator of the Linux kernel, is no fan of the security community. In 
his opinion security is just bugs that get exploited. “I don’t trust security people to do 
sane things,” said Torvalds, responding to a merge request by one of the top kernel de-
velopers Kees Cook.

What ticked Torvalds off this time was that Kees’ patch had the potential to break 
things, and he added a fallback mode. Kees wrote, “This has lived in -next for quite 
some time without major problems, but there were some late-discovered missing 
whitelists, so a fallback mode was added just to make sure we don’t break anything. I 
expect to remove the fallback mode in a release or two.”

Torvalds refused to merge and said, “If you can make a smaller pull request that in-
troduces the infrastructure, but that _obviously_ cannot actually break anything, that 
would be more likely to be palatable.”

To which Kees responded, “This is why I introduced the fallback mode: with both 
kvm and sctp (ipv6) not noticed until late in the development cycle, I became much 
less satisfied it had gotten sufficient testing. I wanted to make sure there was a way 
for the series to land without actually breaking things due to any missed whitelists.”

Torvalds said, “I’m not at all interested in killing processes. The only process I’m in-
terested in is the _development_ process, where we find bugs and fix them.”

But this time Torvalds has a valuable piece of advice for security people. He said that 
the primary focus should be “debugging” and making sure the kernel released in a 
year is better than the one released today. He dismissed the popular notion of kill pro-
cesses for bugs. “… the hardening efforts should instead _start_ from the standpoint 
of ‘let’s warn about what looks dangerous, and maybe in a _year_ when we’ve warned 
for a long time, and we are confident that we’ve actually caught all the normal cases, _
then_ we can start taking more drastic measures’,” said Torvalds, “Stop this idiotic ‘kill 
on sight, ask questions later’.”

  GPLv3 Comes to the Rescue of GPL Violators
Red Hat is working with major tech companies, including Facebook, Google, and IBM, 
to make it easier for GPL violators to cure violations. The companies are adopting the 
cure provisions of GNU GPLv3 to help companies fix violations.

One of the biggest concerns when using open source 
components in commercial products is licence compli-
ance. Multiple efforts are made by organizations like the 
Linux Foundation to help companies consume open source 
software without worrying about compliance. However, in some 
cases, like VMware, organizations such as the Software 
Freedom Conservancy take aggressive routes that end 
up hurting collaboration and open source projects in 
question. Such legal actions also send a shock wave 
that touching open source can be dangerous.

ADMIN HPC
http://hpc.admin-magazine.com/ 

More Small Tools • Jeff Layton
We look at some additional tools that you 
might find useful when troubleshooting HPC 
systems.

ADMIN Online
http://www.admin-magazine.com/ 

Combining Containers and OpenStack 
Udo Seidel
The OpenStack cosmos cannot ignore the 
trend toward containers. If you want to 
combine both technologies, projects like 
Magnum, Kolla, and Zun come into play. 
Which one?

Take Your Pick from a Variety of AWS 
Databases • Steffen Grunwald
We look at the variety of databases available 
in Amazon Web Services – from relational, 
to NoSQL, to data warehouses for petabyte 
data volumes.

Manage Logical Volumes with GUI Tools 
Erik Bärwaldt
Linux uses the Logical Volume Manager to 
manage large hard drives and mass storage 
clusters efficiently. We look at various graphi-
cal tools that help serve up logical volumes 
and volume groups.

ADMIN DevOps Focus
http://www.admin-magazine.com/DevOps

Cloud Orchestration with Chef 
James Stanger
Discover the difference between automation 
and orchestration, and learn to quickly deploy 
and orchestrate well-defined, scalable busi-
ness solutions for your organization.

Common DevOps Mistakes • Erez Rusovsky
From industry metaphors, to agile processes, 
to DevOps, software development is evolving 
into a mature enterprise. We point out some 
missteps in the adoption of the DevOps 
methodology.
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Companies don’t violate licenses on purpose. “Most GPL violations occur by mis-
take, without ill will. Copyleft enforcement should assist these distributors to be-
come helpful participants in the free software projects on which they rely,” said 
Joshua Gay of the Free Software Foundation.

However, these companies must have ways to fix the violations. GPLv2, one of 
the most prominent copyleft licenses, permanently terminates permissions at the 
moment of violations. This heavy-handed approach discourages cooperation and col-
laboration and leads to more hostile resolutions like legal actions, in which no one, 
besides lawyers,  has any interest. Linus Torvalds once said that “we lose” the mo-
ment we get lawyers involved.

With GPLv3, the Free Software Foundation has created an opportunity for 
users to address violations. It is a fix for the heavy-handed approach that GPLv2 
adopted for violations. GPLv3 provides an opportunity to first time violators to re-
store all rights automatically once the violations are fixed. It was designed to at-
tract more collaboration and amicable resolutions to violations instead of hostile 
actions.

Red Hat, Facebook, Google, and IBM are committed to extending the GPLv3 ap-
proach to license compliance errors to the software code that each licenses under 
GPLv2 and LGPLv2.1 and v2.

With the adoption of this balanced approach, companies will feel more comfort-
able using open source components in their products without the fear of prosecu-
tion for any mistaken violation.

“We felt strongly that the large ecosystems of projects using GPLv2 and 
LGPLv2.x would benefit from adoption of this more balanced approach to termina-
tion derived from GPLv3,” said Red Hat in a blog post.

This step by Red Hat is a move in the right direction.

  Linux Kernel 4.14 Released
Linus Torvalds, the creator of Linux, announced the release of Linux kernel 4.14 on 
November 12, 2017. The release was due earlier but was delayed because of an 
AppArmor patch that caused regression. Torvalds lashed out at a Canonical devel-
oper who found the AppArmor regression but said that it was not a big deal.

Torvalds responded and said, “As far as the kernel is concerned, a regression 
is THE KERNEL NOT GIVING THE SAME END RESULT WITH THE SAME USER 
SPACE. The regression was in the kernel. You trying to shift the regressions 
somewhere else is bogus SHIT. And seriously, it’s the kind of garbage that 
makes me think your opinion and your code cannot be relied on. If you are not 
willing to admit that your commit 651e28c5537a (“apparmor: add base infra-
structure for socket mediation”) caused a regression, then honestly, I don’t want 
to get commits from you.”

Torvalds chose to delay the release instead of letting the regression go 
through.

Linux kernel 4.14 is expected to be the next LTS version. Greg Kroah-Hartman, the 
maintainer of the stable branch of the Linux kernel said, “So, here it is officially, 4.14 

should be the next LTS kernel that I’ll be supporting 
with stable kernel patch backports for at least two 
years, unless it really is a horrid release and has major 
problems. If so, I reserve the right to pick a different 
kernel, but odds are, given just how well our develop-
ment cycle has been going, that shouldn’t be a prob-
lem (although I guess I just doomed it now …).”

Some of the major highlights of the release in-
clude built-in HDMI CEC support for Raspberry Pi 
that allows users to control their Pi-powered de-
vices from a single controller, as well as significant 
performance improvements in KVM, Xen, and Hy-
per-V. The release also improves EFI support, mak-
ing it more secure and reliable. ©
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know that you’ve got some code to 
share and how they can get it. This in-
volves creating a new named branch 
that has all the changes you want to 
share in it. The name can be digitally 
signed, or not – maintainers differ on 
their willingness to pull unsigned 
branches from other maintainers. How-
ever, Linus will only pull signed 
branches into his tree.

Of crucial importance is the message 
that accompanies your pull request. 
This message goes into the Git project 
history and may need to be relied on in 
the future. As Linus says, “it should 
not just make sense to me, but make 
sense as a historical record too.” Partly 
for those reasons, Linus and other 
maintainers may reserve the right to 
edit the text of any pull messages they 
receive, before sending them along to 
the actual tree.

Once you’ve got the branch the way 
you like it, you’ll need to generate a pull 
request against the maintainer’s tree 
you’re sending it to. Presumably this is 
the same tree as yours, although perhaps 
in a slightly different historical state. The 
pull request reconciles those differences 
into something the recipient will be able 
to make sense of.

Finally, you submit the pull request in 
an email, just as if it were an ordinary 
patch.

That’s as far as Tobin’s doc went. Greg 
said it was an excellent beginning and 
proposed adding a section on how to set 
up Git on a given system.

Dan Williams also liked what Tobin 
had done so far and suggested two ad-
ditional sections: one on how to “age” 
commits in the ‑next tree so that they 
could be culled or sent along to Linus at 
a certain point and another describing 
various techniques to avoid rebasing. In 
the Git world, rebasing is a way of 
cleaning up a tree in a certain way, but 
it also reshuffles patches, essentially re-
writing history. When you’re in the 
midst of feeding your patches up the 

How To Be a Maintainer
Tobin C. Harding posted a patch to cre-
ate a new documentation file in the 
kernel source tree, describing how to 
be a kernel driver or subsystem main-
tainer. As with Linus Torvalds’ require-
ments for a usable revision control sys-
tem long ago, it’s a little surprising 
that the information hadn’t already 
been pulled together. Regardless, To-
bin’s done it now.

Most of the text was taken from a 
mailing list discussion between Greg 
Kroah-Hartman and Linus. Essentially, it 
describes the Git features and use cases 
that are most relevant to being a main-
tainer. For example, all patches need to 
be digitally signed to confirm that 
they’re really coming from the person 
they claim to come from. So, to be a 
maintainer, you need to be able to set up 
a public key using GPG2 and configure 
Git to use it by default.

Tobin’s doc goes on to say that you’ll 
also need to be able to create pull re-
quests – i.e., to let other maintainers 

Zack’s Kernel News

The Linux kernel mailing list comprises the 
core of Linux development activities. Traffic 
volumes are immense, often reaching 
10,000 messages in a week, and keeping 
up to date with the entire scope of 
development is a virtually impossible task 
for one person. One of the few brave souls 
to take on this task is Zack Brown.

Author

Chronicler Zack Brown 
reports on the latest news, 
views, dilemmas, and 
developments within the 
Linux kernel community. 
By Zack Brown
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other code layers. That limitation can-
not be removed easily, because it is 
built into the PM core design quite fun-
damentally.” He tended to believe that 
extending GenPD was not the way to 
go, “because power-on/ power-off op-
erations used by GenPD can be imple-
mented in terms of lower-level power 
resource control, and I don’t see the 
reason for mixing the two in one 
framework.”

Jon was fine with this, because he felt 
that maybe GenPD should be a client sit-
ting on top of whatever services his code 
would offer, “so that power domains are 
registered once and can be used by ei-
ther method.”

Nevertheless, the whole issue began 
to seem more complicated, because of 
Rafael’s point about the inflexibility of 
the underlying PM infrastructure and 
the difficulty of retooling it to be more 
flexible.

At one point, Jon confessed that he 
didn’t see a way forward, and Ulf wasn’t 
sure either. There were a couple of alter-
natives suggested, but the thread petered 
out inconclusively.

Ultimately, it does seem as though 
something along the lines of this feature 
is needed, especially because, as Jon 
pointed out, his company needs the fea-
ture for Tegra hardware. Certainly other 
users are waiting in the wings, as well, 
so there’ll definitely be a patch to sup-
port this at some point.

However, if the underlying kernel in-
frastructure is really as unfriendly as Ra-
fael seemed to indicate, the whole proj-
ect may end up being bigger than Jon or 
anyone else would have hoped.

Smoothing Out Disk 
Caching
Konstantin Khlebnikov wanted to 
change the way data is written to disk 
in Linux. Generally when you write to a 
file, the OS doesn’t necessarily access 
the disk right away. Disk hardware 
tends to be slow, so there’s a value in 
batching up writes in memory and 
dumping them all to disk at certain 
times. In general, this is all done highly 
efficiently, so you never actually notice 
it happening, but in a few cases, you 
might save a big file and then quickly 
cold boot the system, only to discover 
that the new data was never actually 
written to disk. That’s one of the rea-

would “add new APIs for GenPD to 
allow consumers to get, power on, 
power off, and put PM domains so that 
they can be explicitly controlled by the 
consumer. These new APIs for powering 
on and off the PM domains call into the 
existing internal functions, genpd_sync_
power_on/off(), to power them on and 
off. To ensure that PM domains that 
are controlled [both] explicitly (via 
these new APIs) and implicitly (via 
runtime‑pm callbacks) do not conflict, 
the PM domain device_count and sus‑
pended_count counters are used to en-
sure the PM domain is in the correct 
state.”

Rajendra Nayak was glad to see this 
work being done and offered some 
technical suggestions. In particular, he 
wanted to be able to track the devices 
directly to check their power status, 
rather than relying on the state of an as-
sociated variable. He also suggested iso-
lating the implementation from the in-
terface – providing users with a “han-
dle” to access a given device, rather 
than exposing the contents of particular 
data structures that might change in fu-
ture patches.

Meanwhile Ulf Hansson wasn’t sure 
adding a whole new set of API calls 
could be justified for what he felt 
might just be a few corner cases, but 
he acknowledged, “However, we cur-
rently know about at least two differ-
ent SoCs [Systems on a Chip] that need 
this.” So, he seemed to be on board 
with the idea that something needed to 
be done, even if it was more light-
weight than Jon’s original suggestion. 
He suggested that “it may be better to 
add some kind of aggregation layer on 
top of the current PM domain infra-
structure” instead of an actual set of 
API calls.

Geert Uytterhoeven felt that there was 
probably enough relevant hardware to 
say that they weren’t corner cases but 
deserved a more robust and flexible 
power-up/ power-down approach.

Meanwhile, Rafael J. Wysocki 
pointed out that “the PM core takes 
only one set of PM operation[s] per de-
vice into account, and therefore, in 
every stage of system suspend, for ex-
ample, the callback invoked by it has 
to take care of all actions that need to 
be carried out for the given device, 
possibly by invoking callbacks from 

food chain to a higher maintainer, this 
can mess with that maintainer’s ability 
to see what actually happened in your 
project’s history. The whole issue is a 
bit of a religious debate, but the Linux 
kernel has its own set of preferences, 
handed down from Linus.

Tobin replied that he’d like to read that 
section himself!

Meanwhile, folks like Mauro Carvalho 
Chehab offered their own nuanced sug-
gestions for things like Git branch nam-
ing conventions (specifically, he felt the 
names didn’t matter much).

It seems as though there is plenty of 
room for the doc to grow, and it’ll proba-
bly do so in some fairly fascinating 
ways. It’ll be a mix between specific Git 
use cases and oral history converted to 
firm policy. It’s nice too, because anyone 
will be able to extrapolate the doc into 
their own open source projects.

Power-Up/ Power-Down 
Control
Jon Hunter proposed replacing or ex-
tending the power management (PM) 
domain framework to be more flexible. 
The current system, GenPD, would let 
users associate a particular PM domain 
with a particular device. This domain 
would define a hierarchical structure of 
devices that would be powered on and 
off together, in a given sequence. The 
problem, Jon said, came when various 
pieces of hardware didn’t necessarily 
need to be powered on and off together, 
although they might in certain circum-
stances. GenPD provided no way to cre-
ate an alternative way of powering these 
devices up and down.

As an example, he said that the 
Tegra124/ 210 XUSB subsystem in-
volved several pieces of hardware that 
were able to be used independently of 
each other. There was no specific need 
to power them up and down together, 
except that GenPD provided no alter-
native.

His proposal, he said, “extends the ge-
neric PM domain framework to allow a 
device to define more than one PM do-
main in the device-tree ‘power-domains’ 
property. If there is more than one, then 
the assumption is that these PM do-
mains will be controlled explicitly by the 
consumer, and the device will not be au-
tomatically bound to any PM domain.” 
More specifically, he said the new code 
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I’m thinking of filesystems that do 
delayed allocation etc. – I’d expect 
that you’d want the whole file to get 
allocated on disk together, rather 
than have the ‘first 256kB aligned 
chunks’ allocated thanks to write-be-
hind, and then the final part allo-
cated much later (after other files 
may have triggered their own write-
behind). Think loads like copying 
lots of pictures around, for example.

I don’t have any particularly 
strong feelings about this, but I do 
suspect that once you have started 
that I/ O, you do want to finish it all 
up as the file write is done. No?

It would also be really nice to see 
some numbers. Perhaps a compari-
son of ‘vmstat 1’ or similar when 
writing a big file to some slow me-
dium like a USB stick (which is 
something we’ve done very very 
badly at, and this should help 
smooth out)?

Jens Axboe was also thrilled with Kon-
stantin’s general idea, but he said, “My 
only concerns would be around cases 
where we don’t expect the writes to ever 
make it to media. It’s not an uncommon 
use case – [an] app dirties some memory 
in a file and expects to truncate/ unlink it 
before it makes it to disk. We don’t want 
to trigger writeback for those.”

Regarding Jens’ issue, Konstantin 
agreed that “this is [a] case where seri-
ous degradation might happen.” He felt, 
though, that there might be some rela-
tively simple workarounds to avoid the 
issue in most cases.

Dave Chinner also agreed that Kon-
stantin’s basic idea was excellent, al-
though he felt it needed some tweaking. 
He offered a series of problematic use 
cases, saying, “rapid write-behind be-
havior might not significantly affect ini-
tial write performance on an empty file-
system. It will, in general, increase file 
fragmentation, increase interleaving of 
metadata and data, reduce metadata 
writeback and read performance, in-
crease free space fragmentation, reduce 
data read performance, and speed up the 
onset of aging related performance deg-
radation.”

He added, “a write-behind default of 
1MB is bordering on insane because it 
pushes most filesystems straight into 
the above problems. At minimum, per-

sons why it’s best to power down nor-
mally – it gives the system a chance to 
flush any remaining disk writes before 
powering off.

That’s not what Konstantin was con-
cerned with, though. Write caching is 
just par for the course and is one of the 
reasons the Linux user interface is so 
snappy and responsive. Konstantin’s 
concern was that, although normal oper-
ations were indeed snappier with write 
caching, any task that required low disk 
latency would run into trouble, because 
the filesystem load would spike during 
cache writes, slowing down any other 
disk operations happening at the time.

He pointed out that although it was 
possible to tune the behavior of the 
Linux filesystem to some extent, there 
were not actually enough adjustable 
variables to influence this particular use 
case. The only other available option 
would be to run the filesystem in “sync 
mode,” which would cause all disk 
writes to flush as soon as they occurred 
and would eliminate all caching, al-
though the entire OS – especially the 
user experience – would grind and lurch.

He said:

This patch implements write-be-
hind policy, which tracks sequential 
writes and starts background write-
back when [they] have enough dirty 
pages in a row.

Write-behind tracks current writ-
ing position and looks into two win-
dows behind it: [the] first represents 
unwritten pages, [the] second – 
async writeback.

Next write starts background 
writeback when [the] first window 
exceed[s the] threshold and waits for 
pages falling behind [the] async 
writeback window. This allows [it] to 
combine small writes into bigger re-
quests and maintain optimal I/ O 
depth.

Linus Torvalds replied:

This looks lovely to me.
I do wonder if you also looked at 

finishing the background write-be-
hind at close() time, because it 
strikes me that once you start doing 
that async writeout, it would proba-
bly be good to make sure you try to 
do the whole file.

file write-behind needs to have a much 
higher default threshold and write-
back chunk size to allow filesystems to 
avoid the above problems.”

He also suggested implementing “a 
small per-backing dev threshold where 
the behavior is the current write-back 
behavior, but once it’s exceeded we then 
switch to write-behind so that the 
amount of dirty data doesn’t exceed that 
threshold.”

Linus really liked that idea, although 
he acknowledged, “part of the problem 
there is that we don’t have that historical 
‘what is dirty’, because it would often be 
in previous files. Konstantin’s patch is 
simple partly because it has only that 
single-file history to worry about.”

Elsewhere, Andreas Dilger chimed in 
with his own experience, saying, “Lus-
tre clients have been doing ‘early 
writes’ forever, when at least a full/ 
contiguous RPC worth (1MB) of dirty 
data is available, because network 
bandwidth is a terrible thing to waste. 
The oft-cited case of ‘app writes to a 
file that only lives a few seconds on 
disk before it is deleted’ is IMHO fairly 
rare in real life, mostly dbench and back 
in the days of disk based /tmp. Delay-
ing data writes for large files means 
that 30s*bandwidth of data could have 
been written before VM page aging 
kicks in, unless memory pressure 
causes writeout first. With fast de-
vices/ networks, this might be many 
GB of data filling up memory that 
could have been written out.”

The conversation petered out incon-
clusively, although I’d expect Linus’ 
preferences to be treated like gold and 
subsequent versions of the patch to ad-
here pretty strictly to his and Dave’s 
suggestions. It’s not that Linus requires 
that, but in general, developers tend to 
want to make him happy, especially 
when his wishes are so clearly ex-
pressed. Back when people were trying 
to pry out his preferences for a revision 
control system, there was plenty of re-
sentment when, for example, Tom 
Lord’s old “arch” project would go for 
years in development and never get 
picked up for kernel management.

In terms of Konstantin’s write-behind 
patches, it seems like something very 
similar to his original patch will be ac-
cepted fairly quickly, with more tweaks 
and enhancements going in as well.  nnn





B elow the surface, a black box compiler handles complex processes that re-
quire good knowledge of machine theory and formal languages. Given the 
importance of compilers, it is not surprising that compiler construction is 
standard curriculum for computer science students. If you have never been 

to a college-level lecture on compiler theory – or if you went to the lecture but need a 
refresher course – this article summarizes the basics. (See the box titled “Teaching 
Material for Compiler Construction.”)

In simple terms, a compiler goes through three steps: It parses the source code, an-
alyzes it, and 
synthesizes the 
finished pro-
gram (Figure 1).

In the first step, 
the compiler 
parses the source 
code character by 
character and tries 
to identify key-

How compilers work

Meticulous 
Transformer
Compilers translate source code into executable programs and 
libraries. Inside modern compiler suites, a multistage process 
analyzes the source code, points out errors, generates 
intermediate code and tables, rearranges a large amount of data, 
and adapts the code to the target processor. 
By Tim Schürmann

When students of computer science need to learn what holds 

the programming language world together, the best bet is to at-

tend a lecture on compiler construction. Mathematics professor 

Peter Köhler held a lecture on compilers in the 2016 summer 

term at the University of Giessen [1], Germany. With his permis-

sion, Linux Magazine worked through his notes and summa-

rized the most important points for this article.

Teaching Material for Compiler Construction

Figure 1: Rough structure of a compiler: parse code, analyze it, and create an executable program.

16

COVER STORIES

FEBRUARY 2018 ISSUE 207 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM

How Compilers Work



words, variable names, numbers, 
strings, and all other components – 

including comments. The scanner takes 
care of this lexical analysis.

In the second phase, another component checks the syntax 
and semantics of the program. For example, if a programmer 
uses a variable that has not yet been declared, or if a semico-
lon at the end of an expression is missing, the compiler will 
discover the problem in this phase.

Modern compilers distinguish between syntactic and seman-
tic analysis. Syntax is all about structure, whereas semantics is 
focused on meaning. The component of the compiler called the 
parser tries to detect the syntax elements. If this phase is suc-
cessful, the parser calls the semantic routine.

This delineation makes it possible to optimize tasks and ana-
lyze the source code more efficiently.

However, syntactic and semantic analysis turns out to be a 
non-trivial task, as a simple example shows: the compiler for a 
dumb calculator needs to parse a text file with a calculation ex-
pression. The calculator can only add and multiply numbers, 
where multiplication/ division takes priority over addition/ sub-
traction. If in doubt, brackets specify the sequence. For exam-
ple, the following is allowed,

(1+3)*(4+5)

but this is not:

(1+)*4

The compiler must understand which of the two expressions is 
valid and which is not.

For the compiler to identify that the second expression as 
faulty, the compiler builder first tells the compiler how the 

correct source code is structured. This information is 
conveyed through rule sets. The compiler checks 

whether the source code follows the 
rules defined in the rule sets. In the ex-
ample, a single number is obviously a 

valid expression. If two x and y expres-
sions exist, then x + y, x * y and (x) are 

valid expressions.
The rules can also be written in shorthand. The 

Backus-Naur Form (BNF) is a very popular form 
(see Listing 1): The program (program) consists of an 

expression (expr). This expression, in turn, exists if it is 
either a term or if it is a term with the character + and then 

another expression after. The last rule is necessary because 
numbers can consist of several digits (digits).

These rules, known as production or derivation rules, 
form the grammar of the source language. Like English 

grammar, this grammar provides rules that build the pro-
gramming language. Abbreviations, such as term or factor, 

are known as symbols. All symbols on the left-hand side are 
referred to as non-terminals, all others are terminals. Terminals 
would include digit, +, *, ), and (.

One programming language may include several grammars. 
The choice would depend on the language and requirements. 
The grammar used in the preceding example can lead to infi-
nitely long expressions and programs because some rules have 
a recursive structure. The grammar used in the example is con-
sidered a context-free grammar (or type 2). A grammar is con-
sidered regular if all rules follow one of the two forms:

U ::= t

U ::= Vt

In this case, t is a terminal character; U and V are non-terminal 
characters.

Top-Down Parser
To the delight of developers, a grammar can be used to create a 
compiler quite elegantly: For all non-terminals, the developer 
creates a function that takes care of the corresponding evalua-
tion. If necessary, the function calls on other functions to help. 
For example, 
the function 
expr(), which 
belongs to expr, 
has a structure 
like the one briefly 
outlined in List-
ing 2.

program ::= expr

expr ::= term | term + expr

term ::= factor | factor * term

factor ::= number | ( expr )

number ::= digit | digit number

Listing 1: Backus-Naur Form

int expr() {

        int value = term();

        if (File.ReadNextChar() == '+') value += expr();

        return value;

}

Listing 2: expr()
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side of a grammar rule. If this is the case, parsers take the ele-
ments from the stack and place the non-terminals from the left 
side of the identified grammar rule on top. The whole process 
runs until the start symbol is left and the end of the source 
code is reached. If that doesn’t work, there’s probably a mis-
take. A bottom-up parser that works according to this pattern is 
also known as a shift-reduction parser.

The programming of the scanner and parser is a straightfor-
ward consequence of the grammar of the language. This pro-
cess can also be automated: Tools such as Flex [2] or Bison [3] 
automatically generate the source code for matching scanners 
and parsers from the grammar (Figure 2).

Whenever the parser needs more information, it requests it 
from the scanner. In the example in Listing 2, the expr() func-
tion would thus not read the next character itself; instead, 
File.ReadNextChar() simply consults the scanner.

Scanner Internals: Machines
The source code of most programming languages consists of 
numbers, variable names, keywords, operators, and separators 
(delimiters). Names and keywords are composed of several let-
ters and characters.

A finite-state machine helps the scanner detect int, &&&, and 
all other components of the language. Imagine it like a ticket 
vending machine: The customer throws in 20 cents, and the 
machine changes its status to “20 cents paid.” If the customer 
inserts a dollar, the machine then changes the status to “120 
cents paid”. This continues until the machine reaches the 
“price paid in full” status. Similarly, you can make a machine 
that accepts letters from the source code. The machine 
switches each character read to a different status: If the scan-
ner has read an i, it changes to the state “i read”; if an n is 
added, it changes to the state “n read.” If the t follows, the ma-
chine has finally read the whole term int and changes its sta-
tus to “int identified.”

This machine has an initial status and at least one final sta-
tus. The machine for detecting int has detected the initial “no 
character read yet” status and the two final “int recognized” 

According to the second rule in Listing 1, a correct expres-
sion such as 1+2 always starts with a term. In Listing 2, the 
expr() function includes term(), which still needs to be imple-
mented for an evaluation in the first step. In this example, 
term() returns 1.

In the second step, expr() then looks at the next character in 
the source code. If the next character is a +, the second rule of 
Listing 1 requires an expression to follow, which is why expr() 
calls itself. The result is that expr() returns 2, which the com-
piler also adds to the previously computed intermediate result. 
The compiler would then have arrived at the end of a valid ex-
pression, which is why expr() returns the calculated value in 
the example.

At this point, a mature compiler could generate a suitable 
instruction in machine code. The developer generates func-
tions according to the same principle for all other non-termi-
nals. If you then apply program() to the source code file, you 
automatically get the translated program – in the example, 
this would be the calculated number. Because processing 
starts with program, computer scientists also call this symbol 
the start symbol.

The calls to the individual functions can be displayed as a 
tree in this scenario: the syntax tree.

Bottom-Up Parsers
In the process described so far, the parser simply proceeds 
from the start symbol (in the example program) and then 
tries to find appropriate grammar rules for each character 
that has been read. Such parsers are known as top-down 
parsers.

Other parsers are bottom-up parsers and proceed according 
to an opposite scheme: They try to replace the source code 
with grammar rules (reduction) until only the start symbol re-
mains. In practice, such bottom-up parsers usually use an 
empty stack at the beginning, into which they dump all previ-
ously detected, non-terminal characters and all the characters 
they read. After each new character is read, they check 
whether the topmost elements on the stack match the right 

Figure 2: Bison is a well-known parser generator for the Linux environment (from the Bison Tutorial by Lan Gao 
(http://alumni.cs.ucr.edu/~lgao/teaching/bison.html).
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and “not the keyword int” statuses. When the final status oc-
curs, computer scientists say the machine has accepted the 
word int.

You can also envision a scenario in which boxes (nodes) rep-
resent the individual states (Figure 3). The start and end states 
are highlighted accordingly. Arrows (edges) indicate from 
which status the machine transitions to another state. The 
transition will only take place if the machine has read one of 
the characters written on the arrow.

A regular grammar can be used to construct not only a 
parser, but also a finite-state machine that accepts the language 
of the grammar: First, create a status for all non-terminals, plus 
the start and end statuses. Then, when it reads a character t, it 
makes a transition from the s state to the n state if there is a 
grammar rule in the n ::= st form. Incidentally, this process 
creates a bottom-up parser for the grammar.

In a simple scenario, you could read the next character and 
check, with if queries or a switch construction, which charac-

Figure 3: The machine changes status as soon as it encounters a character, digit, or symbol.
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+,      B,      A,      T1

=,      T1,             A

T1 is a temporary variable created by the compiler.
So far, the compiler has only analyzed the source program. 

For this reason, experts also refer to this first phase as the anal-
ysis phase.

Generating Code
In the next step, another component optimizes the internal pre-
sentation. As a rule, the compiler optimizes the run time and as-
signs memory locations to the variables. In the preceding exam-
ple, the compiler would try to eliminate the temporary variable T1.

In the last phase, the compiler finally generates the execut-
able machine code. Generally, programmers call this object 
code or simply code. Under Linux, it is usually either a (dy-
namic) library or the executable program.

Some compilers also produce assembler code, which is then 
converted into machine language by a downstream assembler. 
The compiler could generate the following code from A = A + B:

lda a   ; load a in the accumulator

add b   ; add b to the accumulator

sto a   ; store accumulator to a

Control structures such as if, while, and for can usually be 
mapped with the jump instructions of the processor. Complex 
loops, such as for, may optionally replace a (longer) while loop.

Because it knows the processor instruction set, and the in-
formation from the tables, the compiler also makes the code 
more compact. The stack is used for function calls: Before 
starting a function, the compiler dumps its arguments and the 
return address onto the stack. The processor then performs 
the function. Finally, the compiler has to clean up the stack; 
current processors use special commands to support the com-
piler in this task.

Conclusion
This article offered a brief look at how compilers parse and pre-
pare source code. Keep in mind that not all compilers adhere to 
the approach described in this article. For example, one-pass 
compilers do without an internal representation of the code 
and generate the object code in a single pass. Also, the steps 
presented in this article sometimes do not occur in distinct 
phases but are, instead, interwoven.  nnn

ter it is and finally note, in the form of a variable, the new state 
to which the machine has changed.

Once the scanner has identified the next element in the 
source code (such as the keyword int ), it replaces the element 
with a symbol and returns it to the parser. The aforementioned 
Flex tool also uses the strategy with finite-state machines.

Symbol Table
To map the source code compactly in memory, the scanner re-
places each recognized keyword, each variable name, and all 
other elements with a symbol. You could replace the rather 
long variable names with two numbers: The first number is 
used as a substitute for the variable name. The second num-
ber specifies the row in a table, the symbol table, which con-
tains the variable name used by the developer. During syntax 
and semantics analysis, additional information, such as the 
type of variable, appears in the symbol table.

To find an entry in the symbol table as quickly as possible, 
many compilers run the variable name through a hash function 
that can be calculated quickly. This step spits out a number, 
which the compiler then uses as an index in the symbol table. 
If the compiler encounters the variable name again later on, it 
simply calculates the hash value and immediately gets the lo-
cation in the symbol table with all important information about 
the variable – such as its type. The compiler does not have to 
search through the entire table.

Both the scanner and the semantic routine generate a num-
ber of tables in addition to the symbol table. Among other 
things, these tables contain the nesting structure for the loops 
and the loop variables. The compiler repeatedly accesses the 
information in the tables, even later on.

Internal Representation of the  
Source Code
The scanner passes the symbols that it has determined to the 
parser. The syntax and semantic analysis ends with an internal 
representation of the source code. The compiler and the lan-
guages are responsible for what this representation looks like. 
The program could be present as a syntax tree or in Polish no-
tation. Many compilers also use quadruples, for example, from 
the A = B + A statement it would be:

[1]  Compiler construction lecture notes (in German):  
http://  www.  staff.  uni‑giessen.  de/  ~gc1079/

[2]  Flex: https://  github.  com/  westes/  flex

[3]  Bison: https://  www.  gnu.  org/  software/  bison/

Info

Unlike the compiler, an interpreter reads the source code and ex-
ecutes it directly; thus, no object code is generated. The classic 
interpreters analyze each command in the source code one after 
another.

Modern interpreters convert the complete source code into a 
special optimized internal representation. The interpreter then 
executes this intermediate or byte code much faster. Sometimes 
a just-in-time compiler translates the internal representation into 
machine language, which further increases the execution speed. 
Java uses this procedure.

An assembler is a special form of the compiler that translates a 
program into assembler or machine language. Since assembler 
is usually a symbolic representation of the machine commands, 
both languages are similar. The generic term translator usually 
refers to all three (i.e., compilers, assemblers, and interpreters).

Interpreter, Assembler, and Translator

Find us on 
Facebook

http://www.facebook.com/linuxpromagazine
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GCC, Clang, and MSVC compilers with C++

Perfect Match
Due to the fast pace of updates of the C++ standards, compiler builders have 
been busy. How do the most popular compilers fit with the standards and 
what are the differences? By Rainer Grimm

T he quiet times are over for C++. A full 13 years passed be-
tween the C++98 and C++11 standards, but since then, new 
standards have appeared every three years, with C++14, 
C++17, and preliminary work on C++20. The C++ standard-

ization committee already shows signs of enthusiasm for the next 
cycle.

With so many versions of C++ out in the world (see the 
"Blessings of Diversity" box), a developer could easily 

wonder, how do the compiler makers keep up with it 
all? This article looks at support for C++ 

standards in three popular compiler alter-
natives:

• GCC: The GNU Compiler Collection 
(GCC) [1] is the quintessential free software 

compiler. Originally created by Richard Stallman 
in 1987 as the compiler for the GNU project, GCC 

is now supported by a large community of develop-
ers and is found on almost all Linux distributions.

• Clang: This popular free compiler collection [2] 
uses the LLVM compiler as a back end. Clang is actu-

ally the front-end component. Clang/ LLVM is designed 
for a high degree of compatibility with GCC. The Clang 

project enjoys the support of several major vendors, in-
cluding Apple, Google, Microsoft, Intel, and AMD, possibly 

because they find Clang’s permissive free software license 
easier to integrate with commercial projects than the GPL3 li-
cense attached to GCC.

Some may wonder why so many different 
compilers exist. The fact that many com-
puter architectures exist is only half the 
answer. The rest of the answer is that dif-
ferent compilers have different distin-
guishing features.

All three major compilers run on the x86 
architecture, and each of the three has a 
special area in which it impresses. The 
Clang compiler scores points with un-
derstandable error messages and an 
open architecture that supports many 
powerful tools. GCC is distinguished by 
the fact that it supports most hardware 

architectures and is consequently gain-
ing in importance in the embedded 
world with the GNU ARM Embedded 
Toolchain [4]. For MSVC, integration 
with Visual Studio adds massive value 
for many C++ developers.

Ultimately, this diversity in compilers is a 
blessing for all C++ developers. Each of 
the three compilers sets standards and, at 
the same time, sets the bar higher for the 
others. The fact that the compilers con-
tinue to compete for developers’ favor 
will ultimately benefit the developers at 
the end of the day.

Blessings of Diversity

Rainer Grimm is a trainer, a seminar lec-
turer on modern C++ and Python, and a 
published author, including C++, C++11 für 
Programmierer, and C++-Standardbiblio-
thek (O’Reilly), as well as The C++ Standard 
Library and Concurrency with Modern C++ 
(Leanpub).
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• MSVC: This compiler 
is for Microsoft’s Vi-
sual C++ (MSVC) en-
vironment [3]. In the 
past, Linux support 
in a major Microsoft 
development tool 
would have been un-
thinkable, but today, 
versions of MSVC run 
on Linux, and exten-
sions are available for 
developing Linux ap-
plications on MSVC.

In this article, you’ll 
also learn about some 
online compiler front 
ends that let you test your code for different compilers and 
standards, which often leads to valuable insights, optimiza-
tions, and troubleshooting tips.

Compilers and Standards
An estimated 95 percent of all C++ developers rely on the GCC, 
Clang, or MSVC compilers. The timeline in Figure 1 shows the 
existing C++ standards, with the exception of C++03, which 
was only released as a bug fix for C++98 in 2003. This article 
focuses on C++11, C++14, and C++17. I will avoid looking 
back (C++98) or into the future (C++20).

Table 1 shows which compiler versions support the C++11, 
C++14, and C++17 standards.

The table refers to support for the C++ core language. Some-
times that support is only partially complete. MSVC 19.1, for 
instance, only partially supports C++17, and this support re-
quires the third update. Tables 2 and 3 show all the details of 
C++17 support [5].

If you are not satisfied with the information provided on the 
big three compilers, or if you are interested in the C++ compil-
ers that other Unix platforms have to offer, you can also find 
more detailed information on the current C++ standards at the 
C++ Reference website [5].

Support for the C++ standard library (STL) varies a little. 
There is currently no implementation of the parallel STL in 
C++17. You have to do some tinkering work to find a solution: 
The High Performance Parallex (HPX) library [6], for instance, 
is a framework for parallel and distributed applications that al-
ready implements the parallel STL.

Figure 1: The C++ standard evolves and extends with each new version.

C++ Compiler C++11 C++14 C++17

GCC 4.8.1 5.0 7

Clang 3.3 3.4 5

MSVC 19.0 19.1 19.1(in part)

Table 1: Compiler Support

C++17 Features Paper Version GCC Clang MSVC
New auto rules for direct-list-initialization N3922 c++17-lang 5 3.8 19.0

static_assert with no message N3928 c++17-lang 6 2.5 19.1

Typename in a template template parameter N4051 c++17-lang 5 3.5 19.0

Removing trigraphs N4086 c++17-lang 5.1 3.5 16.0

Nested namespace definition N4230 c++17-lang 6 3.6 19.0

Attributes for namespaces and enumerators N4266 c++17-lang 4.9 (Namespaces), 
6 (Enumerators)

3.6 19.0

u8 character literals N4267 c++17-lang 6 3.6 19.0

Allow constant evaluation for all non-type template arguments N4268 c++17-lang 6 3.6 no

Fold expressions N4295 c++17-lang 6 3.6 no

Remove deprecated use of the register keyword P0001R1 c++17-lang 7 3.8 19.1

Remove deprecated operator++ (Bool) P0002R1 c++17-lang 7 3.8 19.1

Removing deprecated exception specifications from C++17 P0003R5 c++17-lang 7 4 no

Make exception specifications part of the type system P0012R1 c++17-lang 7 4 no

Aggregate initialization of classes with base classes P0017R1 c++17-lang 7 3.9 no

Lambda capture of *this P0018R3 c++17-lang 7 3.9 19.1

Using attribute namespaces without repetition P0028R4 c++17-lang 7 3.9 19.1

Dynamic memory allocation for over-aligned data P0035R4 c++17-lang 7 4 no

Unary fold expressions and empty parameter packs P0036R0 c++17-lang 6 3.9 no

__has_include in preprocessor conditionals P0061R1 c++17-lang 5 yes 19.1

Table 2: C++17 Support (Part 1)
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There are some other interesting compiler flags for develop-
ers. For example, ‑O3 (for GCC and Clang) and /Ox (for MSVC), 
for example, generate a maximum optimized program, and 
‑Wall (for GCC and Clang) or /Wall (for MSVC) set the maxi-
mum warning level.

Sanitize
Sanitizer [7], a tool that checks whether the code correctly uses 
addresses, threads, and memory, has been available since GCC 
4.8 and Clang 3.2. MSVC users will have to try their luck with 
a Windows port [8].

A small example will help illustrate the power of the 
Thread Sanitizer [9]. The program in Listing 1 contains code 
that can clearly lead to a race condition, since several 
threads access the globalVal variable at the same time. More 
precisely, both threads try to change the variable at the 
same time.

Compile Thread Sanitizer into GCC and Clang by using the 
‑fsanitize=thread flag:

g++ ‑std=c++11 dataRace.cpp  ‑fsanitize=thread ‑pthread U

‑g ‑o dataRace

then run the program compiled here with GCC; it will generate 
output that identifies the potential race condition (Figure 2). At 
the end, the output also shows the sequence of the built-in 
data race.

Important Compiler Flags
In order to use the correct C++ standard, you need to specify it 
for GCC or Clang. Both support the same flags. Thus the

g++ ‑std=c++11 dataRace.cpp

call compiles the dataRace.cpp file source code according to the 
C++11 standard. You can also specify C++14 or C++17. This 
step is not necessary for newer versions of GCC and Clang, but 
not all compiler-to-C++ standard combinations can cope with-
out this specification, and it will not do any harm to specify. 
MSVC does not require you to specify the C++ standard.

C++17 Features Paper Version GCC Clang MSVC
Template argument deduction for class templates P0091R3 c++17-lang 7 5 no

Non-type template parameters with auto type P0127R2 c++17-lang 7 4 no

Guaranteed copy elision P0135R1 c++17-lang 7 4 no

New specification for inheriting constructors (DR1941 et al) P0136R1 c++17-lang 7 3.9 no

Direct-list-initialization of enumerations P0138R2 c++17-lang 7 3.9 19.1

Stricter expression evaluation order P0145R3 c++17-lang 7 4 no

constexpr lambda expressions P0170R1 c++17-lang 7 5 19.1

Differing begin and end types in range-based for P0184R0 c++17-lang 6 3.9 19.1

[[fallthrough]] attribute P0188R1 c++17-lang 7 3.9 19.1

[[nodiscard]] attribute P0189R1 c++17-lang 7 3.9 19.1

Pack expansions in using-declarations P0195R2 c++17-lang 7 4 no

[[maybe_unused]] attribute P0212R1 c++17-lang 7 3.9 19.1

Structured bindings P0217R3 c++17-lang 7 4 19.1

Hexadecimal floating-point literals P0245R1 c++17-lang 3 yes no

Ignore unknown attributes P0283R2 c++17-lang yes 3.9 no

constexpr if statements P0292R2 c++17-lang 7 3.9 19.1

Init-statements for if and switch P0305R1 c++17-lang 7 3.9 19.1

Inline variables P0386R2 c++17-lang 7 3.9* no

DR: Matching of template template-arguments excludes 
compatible templates

P0522R0 c++17-lang 7 4 no

Standardization of parallelism TS P0024R2 c++17 no
std::uncaught_exceptions() N4259 c++17 6 3.7 19.0

Splicing maps and sets P0083R3 c++17 7 no

Improving std::pair and std::tuple N4387 c++17 yes 4 19.0

Improving std::pair and std::tuple N4387 c++17 yes 4 19.0

Elementary string conversions P0067R5 c++17 no
std::string_view N3921 c++17 7 4 19.1

Table 3: C++17-Support (Part 2)

01  #include <thread>

02

 03  int main(){

04

 05    int globalVar{};

06

 07    std::thread t1([&globalVar]{ ++globalVar; });

08    std::thread t2([&globalVar]{ ++globalVar; });

09

 10    t1.join();

11    t2.join();

12

 13  }

Listing 1: A Simple Race Condition
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• Difficult to understand error mes-
sages suddenly make sense when an-
other compiler compiles the code. 
Clang stands out above all with its un-
derstandable error messaging.
• Code is easier to verify. Undefined 
behavior in the source code has dif-
ferent effects. The program provides 
the wrong or supposedly correct re-
sult. Undefined behavior also means 
that source code cannot be compiled 
or the program crashes at run time.
Testing your code online with differ-
ent compilers and compiler versions 
will verify its correctness simply but 
effectively.

An example is shown in Listing 2. 
This code leads to undefined behav-
ior. Since C++11, C++ has supported 
the delegation of constructors. This 

should not create a recursion, but it does in the example. The 
constructor for char calls the constructor for double, which in 
turn calls the constructor for char… and so on.

How do the Wandbox front end (Clang, GCC) and the Visual 
C++ Online Compiler (MSVC) deal with recursion? Whereas 
GCC exits with a segmentation fault at run time (Figure 3), the 
MSVC executable goes into an endless loop that is abruptly in-
terrupted by the compiler front end. Only Clang is really trust-
worthy (Figure 4). The Clang compiler notices at build time 
that a recursion appears in the program.

Finally, the previously mentioned Explorer compiler takes 
over the job. Explorer generates the assembly instructions for an 
impressive number of compilers and compiler versions, support-
ing GCC, Clang, MSVC, and many others. These instructions are 
shown in the graphical front end side by side with the source 
code. To make it easier to map the two, Explorer color high-
lights the source code lines and the corresponding assembler 

Rescue Network
If your own compiler does not yet support the C++ standard 
you need, the web might provide a solution. The web is home 
to a wide range of online compilers for C++ that use one of the 
three major compilers in the background. Arne Mertz offers an 
excellent overview of online compil-
ers [10]. This article explores a few of 
the most common options.

The Wandbox compiler [11] sup-
ports an impressive variety of GCC 
and Clang versions. The Online Vi-
sual C++ compiler [12] is used for 
Windows. More impressive is the Ex-
plorer compiler [13] by Matt God-
bolt, which generates assembler code 
for a variety of compilers.

The online C++ compiler Coliru 
[14] has a unique selling point: You 
can integrate it into any website. For 
example, the online C++ reference at 
cppreference.  com uses it [15].

Online compilers have the follow-
ing benefits:
• They let you test new features of 

the C++ standard. For example, 
you can test whether a compiler 
upgrade makes sense.

Figure 2: The compiler detects a race condition thanks to Thread Sanitizer.

01  struct C {

02    C(char) : C(42.0) {}   // ill‑formed due to recursion

03    C(double) : C('a') {}  // ill‑formed due to recursion

04  };

05

 06  int main(){

07    C('a');

08    C(3.5);

09  }

Listing 2: Recursive Calling of Constructors

Figure 4: When compiling the program, Clang notices that there is a recursion.

Figure 3: GCC throws a segfault due to the recursive delegation of constructors.
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• By comparing the source code with 
the corresponding assembly instructions, 
you get a deeper insight into the compi-
lation and optimization process.
• You can discover whether the com-
piler calculates an expression at compi-
lation time or calls a function inline.
• It becomes clear how the various opti-
mization levels affect the assembly in-
structions.
The last point is perhaps the biggest 

added value of the Explorer compiler. Thanks to Explorer, it is 
possible to understand the often-not-completely-intuitive behav-
ior of the optimizer with a little practice. Consider the example 
shown in Listing 3.

Listing 3 uses the singleton pattern (lines 6 to 18). The big ques-
tion is how much time it takes to call the singleton 10 million 
times (line 24). The elapsed time is given in line 28. With GCC, 
the program is quickly compiled without and with maximum op-
timization (‑O3). Figure 6 provides figures for performance.

Surprised? There is every reason to be, because the maxi-
mum optimized execution happens far too fast – unless the 
Optimizer was playing a trick. A look at the Explorer compiler 
sheds some light on the outcome. Figure 7 shows the source 
code in the non-optimized variant, and Figure 8 shows the cor-
responding assembly instructions. Nothing suspicious so far.

Figure 9 is much more suspicious. The singleton call 
MySingleton::getInstance(); is not highlighted, which can only 
mean that there are no appropriate assembly instructions. See 
Figure 10 – not only are the instructions missing for the single-
ton call, but they are also missing for the for‑loop. How is that 
possible? Since running the for‑loop has no effect, the opti-
mizer can remove it, which it does, but this leads to an absurd 
measurement of performance.

Know Your Compiler!
The online compilers offer unbeatable help when it comes to 
keeping up with the three-year cycle of modern C++ standards, 
which means that contemporary C++ developers don’t have to 
ask whether they are using the best of all C++ compilers.

instructions. The effect is enhanced even more with the cursor 
placed in the source code so that Explorer highlights the corre-
sponding assembler instructions (Figure 5).

Explorer’s focus on assembly instructions has a number of 
benefits:

Figure 5: The Explorer compiler highlights source code and associated 
assembly instructions in color.

Figure 6: The execution time of 
the singleton calls in seconds.

Figure 7: Source code in non-optimized version.

01  #include <chrono>

02  #include <iostream>

03

 04  constexpr auto tenMill = 10000000;

05

 06  class MySingleton{

07  public:

08    static MySingleton& getInstance(){

09      static MySingleton instance;

10      return instance;

11    }

12  private:

13    MySingleton() = default;

14    ~MySingleton() = default;

15    MySingleton(const MySingleton&) = delete;

16    MySingleton& operator=(const MySingleton&) = delete;

17

 18  };

19

 20  int main(){

21

 22    auto begin = std::chrono::steady_clock:: now();

23    for (size_t i = 0; i <= tenMill; ++i){

24      MySingleton::getInstance();

25    }

26     std::chrono::duration<double> res= std::chrono::steady_
clock::now() ‑ begin;

27

 28    std::cout << res.count() << std::endl;

29

 30  }

Listing 3: Singleton Pattern
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In the end, 
each compiler 
shows 
strengths and 
weaknesses. 
GCC and Clang 
implement the 
C++ core lan-
guage faster 
than MSVC. However, MSVC often has the edge when it comes to 
implementing the C++ library. How can you harness the func-
tional diversity of all three of the big three compilers? With the 
help of the excellent online compilers.  nnn

Figure 8: Assembler instructions for 
the non-optimized variant.

Figure 9: Source code of the optimized version.

Figure 10: Optimized variant assembler instructions.

[1]  GCC: https://  gcc.  gnu.  org

[2]  Clang: https://  clang.  llvm.  org

[3]  MSVC: https://  docs.  microsoft.  com/  en-us/  cpp/

[4]  GNU ARM Toolchain:  
https://  developer.  arm.  com/  open-source/  gnu-toolchain/  gnu-rm

[5]  An overview of the C++17 standard, its features, and compiler 
support: http://  en.  cppreference.  com/  w/  cpp/  compiler_support

[6]  A parallel STL implements HPX: http://  stellar.  cct.  lsu.  edu/ 
 projects/  hpx/

[7]  The Sanitizer checks the use of addresses, memory, and 
threads: https://  github.  com/  google/  sanitizers/  wiki

[8]  Windows port of sanitizer: https://  github.  com/  google/  sanitizers/ 
 wiki/  AddressSanitizerWindowsPort

[9]  Thread Sanitizer: https://  github.  com/  google/  sanitizers/  wiki/ 
 ThreadSanitizerCppManual

[10]  Arne Mertz’s collection of C++ online compilers:  
https://  arnemertz.  github.  io/  online-compilers/

[11]  Wandbox online compiler: https://  wandbox.  org

[12]  Online Visual C++ compiler: http://  webcompiler.  cloudapp.  net

[13]  Explorer compiler: https://  godbolt.  org

[14]  Coliru: http://  coliru.  stacked-crooked.  com

[15]  Online C++ reference: http://  en.  cppreference.  com/  w/
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by context), or contextual group (fixed 
File, Clipboard, and Format groups and 
an Insert group dependent on the object 
of focus). In version 5.4, the notebook 
bar now support themes. During tests, 
the feature did not prove itself to be par-
ticularly stable, and LibreOffice often 
crashed when changing the view.

Exchange Formats
XML-based documents in ODF and 
OOXML formats (ODT and DOCX in 
Writer) are now significantly smaller than 
the files that proprietary Office suites pro-
duce for identical documents, mainly be-
cause, according to the developers [3], Li-
breOffice does not write redundant XML 
tags to files. With code optimization, 
Writer documents are up to 90 percent 
leaner compared with Word documents.

As with any new edition, the program-
mers improved exchange between third-
party formats. LibreOffice 5.4 includes 
improved support for Windows Enhanced 
Metafile (EMF) vector graphics created 
using the ChemDraw software and a re-
vised PDF import feature: The office suite 
now relies on the pdfium library to render 
inserted images. Innovations in PDF ex-
port let Writer and Impress take over em-
bedded videos (Figure 2).

The most interesting feature in the 
new version is that Linux users can now 
sign their Writer documents with their 

E very six months, The Document 
Foundation publishes a new re-
lease of LibreOffice [1]. The ver-
sions in the fresh branch offer ex-

perimental features aimed at users who 
want to test brand new functions, 
whereas the still versions are for those 
who value reliability [2].

The new fresh version 5.4, the last in 
the 5.x series before the big jump to 
version 6.0, is scheduled for early 2018. 
It comes with new toolbars, improved 

palettes and filters, and OpenPGP support 
for signing Writer documents. A test team 
looked at the new LibreOffice 5.4.0.3 
under Debian 9.0 (Stretch, 64-bit).

LibreOffice developers have continued 
to modernize the appearance of the Office 
programs. In particular, the cleaned-up 
default color palette immediately stands 
out (Figure 1). Instead of colorfully mixed 
hues, the palette now follows the RYB 
(red, yellow, blue) color model reduced to 
120 tones. A new palette for chart colors 
(not yet compiled and available as 
chart‑palettes) is also included.

The new toolbar for styles stands out. 
If you prefer to see it at the top rather 
than in the right sidebar, you can place it 
with View | Toolbars | Formatting.

The previous 5.3 release was the first to 
offer a “ribbon,” called a notebook bar in 
LibreOffice, that gathers program func-
tions into groups rather than menus. The 
feature is still marked as experimental in 
version 5.4, but you can enable it in Tools 
| Options when you check Enable experi-
mental features (may be unstable) in the 
dialog below LibreOffice | Advanced.

After restarting the program, you can 
access the new look with View | Toolbar 
Layout | Notebookbar; then, in View | 
Notebookbar, you can decide whether 
menu entries appear as contextual single 
(context-dependent content in a single 
centered toolbar), tabbed (icons grouped 

What’s new in the free LibreOffice suite

Prepare to Jump

Le
ad

 Im
ag

e 
©

 R
o

b
er

t 
C

o
lli

n
s,

 U
n

sp
la

sh
.c

o
m

Figure 1: The new standard color 
palette looks tidier.

LibreOffice 5.4 is the last major release before the big jump to version 6. In addition to a 
number of updates, you can now sign Writer documents with OpenPGP. By Heike Jurzik
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OpenPGP keys, which guarantees the au-
thenticity of their files regardless of stor-
age location or transmission path. The 
developers rely on the GnuPG Made 
Easy API (GPGME) [4].

To sign an ODF file, call File | Digital 
Signatures | Digital Signatures, click on 
Sign Document, and choose the Open-
PGP key in the dialog; Writer sends the 
public key along with the document.

No Spoofs
If a document signed in this way reaches 
someone that uses an older version of 
LibreOffice or an operating system other 
than Linux, a dialog appears with a note 
that the signed content does not match 
the current document signature. After 
clicking OK, Writer opens the file with-
out complaint, but without a signature.

Linux users who also use the new Li-
breOffice will see a color bar between 
toolbars and the document, as well as a 
note that lets you draw conclusions 
about the signature. As with X.509 certif-
icates, there are three options: valid, in-
valid, or not verified, in which case, you 
should not yet trust the key.

After clicking on Show signatures, a 
dialog box appears that not only displays 
the signatures (Figure 3), but also 
launches the Certificate Manager. Libre-
Office currently supports Kleopatra, 
Kgpg, and GPA. Cooperation with the 
Gnome keyring Seahorse did not work in 
version 5.4.0, but the bug should be cor-
rected in 5.4.2. Alternatively, use gpg at 
the command line to trust a key.

The office suite includes a number of 
other changes: Writer now adds user-de-
fined watermarks and extends right-click 

context menus, depending on where the 
cursor is. In Calc, the developers added 
extended dialogs and an improved com-
ment function. The spreadsheet applica-
tion now also shows negative annual fig-
ures; the previous version was able to 
compute, but not display, them.

Impress comes with a new keyboard 
shortcut for inserting sheets quickly; 
Math gets additional commands for the 
context menu; and in Base, the develop-
ers improved a number of functions and 
rearranged the menu structures. The on-
line edition of the office suite is now 
available with a responsive design for 
mobile devices and includes a read-only 
mode for documents.

In the Starting 
Blocks
The new version was 
largely stable. The 
test team only experi-
enced crashes after 
enabling the experi-
mental notebook bar 
features. When 
switching between 
viewing modes, Li-
breOffice 5.4 repro-
ducibly bows out. If 
you can do without 
the notebook bar 
concept, you will re-
ceive a strong Office 
suite, with convinc-

ing new features and functions.
Teaming up with GnuPG is especially 

successful. For upcoming version 6.0, 
the developers are working on integrat-
ing additional platforms, especially Win-
dows. It should also be possible to en-
crypt documents with GnuPG.  nnn

[1]  LibreOffice: http://  www.  libreoffice.  org

[2]  LibreOffice, fresh and still:  
http://  www.  libreoffice.  org/  download/ 
 release‑notes

[3]  Background on file sizes:  
https://  nextcloud.  documentfoundation. 
 org/  s/  5Oe8guDN0XSS7h8

[4]  GPGME: https://  wiki.  gnupg.  org/  APIs

Info

Figure 3: Linux users can now sign Writer documents with their own 
OpenPGP key. LibreOffice displays the status in a color bar; the light 
blue background in the image indicates a valid signature.

Figure 2: New features for exporting PDFs: The Writer word processor and the Impress 
presentation tool also export embedded videos.
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of its own even if the company now 
has other priorities.

When Canonical pulled the plug on 
Unity, it decided to go back to Gnome as 
the default desktop environment and 
embrace the Gnome 3 Shell. The Gnome 
project thus regains the users of one of 
the largest desktop Linux projects. Ca-
nonical gets a fully tested and polished 
desktop for its users, and users get the 
super-stable base of Ubuntu. Developers 
can target integration with one of the 
major desktop environments without 
worrying about Unity breaking things.

The Desktop
Ubuntu 17.10 shows that Canonical has 
not abandoned the Ubuntu desktop. 17.10 
is not a Frankenstein’s monster where 
pieces are loosely glued together. Canoni-
cal has indeed invested resources in inte-
grating the Gnome 3 Shell with Ubuntu to 
offer a great out-of-the-box experience. 
The features you see in this release will be 
polished and improved for the Ubuntu 
18.04 LTS release in April 2018.

Ubuntu engineers made a lot of 
tweaks to Gnome (on a cosmetic level, 
without heavily patching or forking any-
thing), so a user upgrading from Ubuntu 
17.04 or 16.04 is in for a shock.

W hen Mark Shuttleworth an-
nounced Ubuntu in 2004, 
he was extremely passion-
ate about it. Shuttleworth 

saw the possibility of a third operating 
system in the consumer space, and 
many things worked in his favor. 
Ubuntu managed to create one of the 
friendliest and most vibrant open 
source communities.

The success of Ubuntu on the desktop 
made Shuttleworth even more ambitious 
about the mobile space, and he thought 
he could crack the duopoly of iOS and 
Android with Ubuntu Mobile. He saw a 
growing trend of smart TVs, and he even 
felt Ubuntu could offer a platform to TV 
vendors.

In 2011, Canonical decided Gnome 3 
didn’t fit into the grand scheme of 
Ubuntu. The Ubuntu project dropped 
Gnome Shell (it still used the desktop 
stack, just not the shell) and created its 
own shell called Unity that was aligned 
with Canonical’s plans for mobile, tab-
lets, and TVs. At the 2012 Mobile World 
Congress, Canonical had one of the big-
gest stalls, where they showcased their 
technologies.

None of those plans worked out. Canon-
ical seemed to forget that people don’t use 

platforms; they use applications. In 2017, 
Shuttleworth realized it was time to give 
up. He stopped investing in consumer-cen-
tric products. Projects were shut down; 
people were let go. The Canonical we 
knew had changed, for good.

In an interview, Shuttleworth told us 
that, going forward, Canonical was 
going to focus on three key areas: serv-
ers, cloud, and Internet of Things (IoT); 
consumer was not their playground. 
However, desktop was still a critical 
piece for Canonical. According to the lat-
est Stack overflow survey, the Linux 
desktop remains the most loved platform 
by developers (32.9%). It was the sec-
ond most commonly used platform after 
Windows (41%).

If you go to any developer conference, 
Ubuntu is often the only Linux distribu-
tion you will see on stage for presenta-
tions. Even Microsoft uses Ubuntu at its 
own events. Linux now accounts for 
more than 50 percent on Azure cloud, 
and many of those Linux instance are 
running Ubuntu.

Ubuntu desktop shares the same co-
debase with Ubuntu server and other 
products. Canonical is going to invest 
in that codebase either way, which 
means Ubuntu desktop can have a life 

    What’s new in Ubuntu 17.10

Back  
to the  
Future
Ubuntu is back to the first letter of the alphabet – and back to the Gnome desktop. But you’ll 
also find lots of new stuff in the latest release. By Swapnil Bhartiya
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One of the first things you’ll notice 
when you boot Ubuntu 17.10 is the Start 
dash launcher has moved from the top 
in 17.04 (Figure 1) to the bottom in 
17.10 (Figure 2). Personally, I do not like 
the new location. A better design would 
be to keep all buttons close to each other 
so users can easily access the launcher 
and apps. In 17.04, you can open the 
launcher to open new apps or places and 
pin most used apps next to it; in 17.10, 
the launcher has moved to the bottom, 
far from the apps. It’s quite a journey on 
my 27-inch 4K monitor where I have to 
go all the way to the bottom and then 
come back up.

The second minor but significant 
change is moving windows buttons from 
the Mac OS-like left side of the windows 
to the right side.

Unity's menubar behaves differently 
from Gnome's menubar (Figure 3). Mus-
cle memory testing, auto-hiding menu 
items are gone and have been replaced 
with Gnome’s over-simplified menus (I 
still prefer full menu items).

The top bar retains some of the same 
components – network, sound, power, 
and a drop-down menu, in addition to 
date and calendar in the center. Notifica-

tion behavior has also changed. The older 
pop-up balloon, which could not be 
clicked, has been replaced with a fully 
functional notification system of Gnome.

To ensure better integration with 
Unity, Ubuntu had either forked or re-
tained older packages from Gnome, like 
the Nautilus file manager, which has 
been replaced with the brand new Files 
file manager. Unfortunately, with the 
forked version of Nautilus, I couldn’t 
batch rename files in Ubuntu because 
the older version of Nautilus didn’t sup-
port it. Now, I can batch-rename all 100 
photos that I took at OpenStack Summit.

Gnome also brings pseudo-integration 
with Google Drive to Ubuntu (Figure 4); 
you can easily configure the Online Ac-
counts feature that remotely mounts 
Google drive to Ubuntu.

Ubuntu forked Gnome Control Cen-
ter; now it’s back to the brand-new 
Gnome Center (Figure 5) that has a 
radically different user interface (UI), 
which cuts down the number of clicks. 
It’s still growing on me. That’s going to 
be the case with most Ubuntu users. 
Some people will love these changes, 
and some won’t. The good news is that 
instead of Unity, which was forcing a 

Figure 1: Ubuntu 17.04 placed the 
Start button in the top left corner 
of the screen.

Figure 2: In Ubuntu 17.10, the 
Start button moves to the 
bottom, farther from the apps.

Figure 3: Migration to Gnome brings changes to the Ubuntu menubar.

Figure 4: Ubuntu users and enjoy “soft” integration with Google Drive.
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and add the printer. So,we can safely 
say that desktop Linux, especially con-
sumer distros like Ubuntu, have come 
a long way. It’s not automatic. Ubuntu 
17.10 has driverless printing with IPP 
Everywhere, Apple AirPrint, Mopria, 
and Wi-Fi Direct.

If you travel and have tried to join 
WiFi networks at airports and hotels, 
you might have struggled logging in. 
Ubuntu 17.10 has made it easier to get 
connected by adding support for captive 
portals. Those who still listen to music 
on their laptops, you can now easily 
switch between built-in audio devices 
and Bluetooth.

Everything looked good, except for 
one visible problem: the touch screen. 
Touch input behaved as a mouse; when I 
scrolled my finger on a page, instead of 
scrolling the page up and down, as ex-
pected on a touchscreen, it selected the 
text. Dell offers its own variant of 
Ubuntu and RHEL that comes with addi-
tional packages to support a multi-touch 
screen. That’s one problem I face with 
every desktop Linux distro out there; 
there is no out-of-the-box multi-touch 
support baked in.

The Linux desktop community is work-
ing on solving the app distribution prob-
lem and fragmentation with solutions like 
AppImage, Flatpack, and Snaps. It’s be-
coming clear that Flatpack will get wider 
support, as compared to Snap, which is 
seen as a Canonical solution. Will there 

mobile UI onto the desktop, Gnome is 
very much a desktop interface.

Everything is great about Gnome, ex-
cept for one tiny difference. On my sys-
tems, Ubuntu was chewing more RAM 
with Gnome; almost 10-15 percent more. 
This additional resource usage might be 
a concern if you plan to run Ubuntu 
17.10 on older hardware.

The Ubuntu Experience
I tested Ubuntu 17.10 on three different 
machines: Dell Precision 5720 AIO, Dell 
XPS Developer Edition, and a custom PC 
running Intel i7-4700K, 32GB memory, 

and a GTX 1070 Ti card. Ubuntu installed 
without any hitch on these machines.

The installation process was smooth. 
As expected, everything worked out of 
the box on all three machines. Ubuntu 
even detected and added my Brother 
HL-L2340 G Series printer that was 
connected to the wireless network. 
While Ubuntu was installing, I re-
ceived a pop-up notification about “a 
new printer detected.” When I checked 
Gnome Settings, the printer was au-
tomagically added, and I was able to 
start printing. Even on Windows 10 
and Mac OS, I have to manually detect 

Figure 5: Ubuntu 17.10 gets the redesigned Gnome Center.
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be a standoff between Snap and Flat-
pack like the previous row surrounding 
systemd vs. Upstart? Possibly, especially 
considering that even Ubuntu deriva-
tives like Linux Mint are backing Flat-
pack.

The big difference between Snap and 
Flatpack is that Snap is specifically tar-
geting Cloud and the IoT space and 
therefore is trying to solve a different 
problem from Flatpack. Canonical 
might continue to develop Snap for 
those use cases. This release comes 
with improved support for Snap. The 
most interesting Snap feature in this 
release is the catkin Snapcraft plugin 
that enables Robot Operating System 
(ROS) snaps for secure, easily updated 
robots and drones. There are many 
new mediated secure interfaces avail-
able to snap developers, including the 
ability to use Amazon Greengrass and 
Password Manager.

Under the Hood
Ubuntu 17.10 comes with Linux kernel 
4.13, which comes with support for new 
hardware and peripherals from ARM, 
IBM, Dell, Intel, and others.

Wayland is the default display server; 
Mir is nowhere to be seen in the Ubuntu 
orbit. But Wayland is new, and perfor-
mance issues with some of the latest 
GPUs might give you a hard time. I re-
sorted to not using my $550 GTX 1070 Ti 
drivers and settled down with integrated 
graphics. In addition to hardware sup-
port, Wayland may also give you trouble 
with things like screen recording. Ubuntu 
is offering X.Org as a backup, in case 
something fails on you. That said, the 
good news is you won’t even notice that 
you are using Wayland; except for some 
corner cases, everything else worked fine.

Developers, Developers, 
Developers
When you look under the hood, most of 
the focus has been on developer tools 
and the developer experience. Like every 
other Linux vendor, Canonical tweaks 
the kernel. The 17.10 kernel adds sup-
port for Opal disk drives and numerous 
improvements to disk I/ O. Namespaced 
file capabilities and Linux Security Mod-
ule stacking reinforce Ubuntu’s leader-
ship in container capabilities for cloud 
and bare-metal Kubernetes, Docker, and 
LXD operations.

Ubuntu 17.10 has settled down with 
Netplan as the default network configu-
ration manager, eliminating the fragmen-
tation of NetworkManager, ifupdown, 
and half a dozen network interfaces. Ca-
nonical said that Netplan is backwards 
compatible, enabling interfaces to con-
tinue to be managed by tools like Net-
workManager, while providing a simple 
overview of the entire system in a single 
place. The server and cloud editions of 
Ubuntu will assign network devices to 
systemd‑networkd through Netplan.

Conclusion
Ubuntu is back to being a Gnome distri-
bution. Ubuntu 17.10 offers the best of 
both worlds – out-of-the-box support for 
hardware, access to one of the biggest 
software ecosystems, ease of use, and all 
the innovation that the Gnome commu-
nity brings to the table.

If you are running 17.04, it makes per-
fect sense to jump to 17.10 and start en-
joying the new experience; your version 
won’t be supported for longer either 
way. But if you are on an LTS release, I 
would suggest waiting for the 18.04 LTS 
edition, which will iron out most of the 
issues to prepare for LTS users.

By going back to Gnome, Canonical has 
freed itself from the unnecessary work it 
was doing on Unity. Those who don’t like 
Gnome can use KDE Plasma or the Mate 
desktop environment. What about Unity? 
There are some independent developers 
who are trying to keep it alive.

Does it make sense for Canonical to 
create a Fedora-RHEL-like model where 
Ubuntu can become a community-driven 
distribution, whereas server and cloud 
can be a company-managed product? 
Shuttleworth has rejected that idea in the 
past, stating that the unique value that 
Canonical brings to the desktop Linux 
world is the same codebase and same 
product running in both enterprise and 
consumer space. There is no secret sauce. 
Everyone uses the same Ubuntu.  nnn

Swapnil Bhartiya is a writer and journal-
ist covering Linux and open source for 
more than 10 years. He is also a science 
fiction writer whose stories have been 
broadcast on Indian radio and published 
in leading Indian magazines. He founded 
an open source web magazine while liv-
ing in Europe. Swapnil currently resides 
in Washington, DC.
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Another important evaluation criterion 
for firewalls is logging. For example, log 
analyses of packet transfers help the 
admin set up an Intrusion Detection Sys-
tem (IDS) or Intrusion Prevention Sys-
tem (IPS). Application filters and black-
lists also boost security – as long as the 
admin maintains and updates them reg-
ularly.

firewalld
Firewalld [4] has been the default fire-
wall on Red Hat Enterprise Linux 
(RHEL) since version 7, replacing ipta-
bles in this distribution. Although fire-
walld works with the netfilter system, 
the software is incompatible with the 
iptables control model. The firewall, 
which runs as a daemon, is also found 
in Fedora and the CentOS RHEL deriva-
tive, as well as in the repositories of 
most common Linux derivatives.

Firewalld supports IPv4 and IPv6; in 
particular, its zone model stands out. It 
lets you configure the firewall for differ-
ent zones, each containing a specific 
rule set. The rules are based on the de-
sired or required security level, which is 
especially advantageous for mobile de-
vices: Depending on the working envi-
ronment, the user can select the rele-
vant zone, which guarantees a specific 
level of safety.

F irewalls under Linux are usually 
based on the kernel’s netfilter 
system [1], which was introduced 
in 2001. Nftables [2] is about to 

replace this system, but until then, ipta-
bles [3] remains the configuration 
helper for the complicated netfilter sys-
tem and is regarded as the default tool 
for Linux.

However, configuring iptables is not 
very intuitive. If you don’t regularly use 
this process, you tend to forget quickly 

the necessary command-line parameters. 
Iptables does not make it easy for less 
experienced administrators to configure 
the firewall, so several distributions have 
their own tools. Because of this lack of 
intuitiveness, running the packet filter at 
the command line can quickly cause 
damage by user error.

For this reason, many firewalls now 
have graphical user interfaces (GUIs), 
which makes this somewhat cumber-
some task easier. In this article, I review 
four such GUIs: firewalld [4], fw-
builder [5], Gufw [6], and Shorewall [7]. 
I also looked at the PeerGuardian [8] IP 
blocker, which is not a conventional fire-
wall (see the “PeerGuardian” box). Not 
included in this review are configuration 
environments that are outdated (see the 
“Not in the Running” box).

Criteria
Two of the most important things that 
professional firewalls need to support 
are the ability to handle IPv4 and IPv6 
and the ability to adapt dynamically. In 
contrast to a static firewall, not every 
modification should stop and restart the 
firewall while interrupting the Internet 
connection, which is the only way to im-
plement appropriate rules for applica-
tions that require specific ports during 
operation.

Graphical tools for firewall configuration

Restricted Zone
Setting up a comprehensive firewall with netfilter and iptables is complicated. Graphic user 
interfaces seek to take the worries out of this demanding task. By Erik Bärwaldt
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In addition to the GUIs for firewall 
modules discussed in this article, other 
configuration environments, such as 
FireStarter [10], Turtle Firewall [11], or 
FireFlier [12], can occasionally be found 
on the Internet. The ncurses program, 
Vuurmuur [13], has also gained a cer-
tain popularity as a Linux firewall man-
agement application. What all of these 
packages have in common is that they 
have not been maintained for about 10 
years, and therefore they do not sup-
port – or at least do not fully support – 
new standards, such as IPv6.

In this article, I have also left out other 
active professional systems, such as IP-
Fire [14], Untangle NG Firewall [15], and 
Alpine Linux [16], because they are spe-
cialist Linux distributions not based on a 
standard Linux system.

Not in the Running
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PeerGuardian 
(Figure 1) [8] is 
not a conven-
tional firewall, 
but an applica-
tion that blocks 
individual IP ad-
dresses or entire 
address blocks. 
Originally, the 
software was de-
signed to prevent 
peer-to-peer con-
nections under 
protocols such as 
B i tTor rent  or 
FastTrack from 
being spied on, 
but now it also 
blocks IP addresses that link to websites 
with criminal content or to spam and 
phishing sites. It uses the netfilter and 
iptables rules available on the host. Ad-
dresses and address ranges are blocked 
by the software with predefined block-
lists that contain known IP addresses 
with malware. You can add to these 
lists.

PeerGuardian’s source code is available 
for DIY compilation, as well as from the 
repositories of some major Linux distri-
butions. The GUI greatly simplifies the 
handling of blocklists. PeerGuardian 
lets you block unwanted IP addresses 
quickly without the need for complex 
proxy server configuration in intranets.

The program, 
which is distrib-
uted under the 
GNU GPL, initially 
comes up with an 
empty list area in 
the active Control 
tab of the dialog 
window showing 
the session log. 
The buttons 
above manage 
the software. The 
ready-made 
blocklists are 
grouped in the 
Configure tab. 
Here, in the 
Whitelist area, 
you can enter ad-
dresses to be re-
leased. At the top 
is an option to 
start the software 
at system boot 

and to update the blocklist automati-
cally.

You can activate the blocklist update in-
tervals as required by checking the ad-
dress range to be blocked. You can add 
more websites or areas to the list by 
pressing the green plus symbol below 
the blocklist. On first use, you will want 
to update the lists by pressing the Up­
date button in the Control tab; then, 
track the update in a small log window, 
which you call with View | View pgl­
cmd’s log. Once the updates have been 
installed, the firewall is enabled by 
clicking on the Start button in the Con­
trol tab. The log window now gradually 
fills up with blocked IP addresses, the 
associated ports, and information about 

the type of con-
nection (Fig-
ure 2).

PeerGuardian of-
fers not only your 
predefined lists 
and blocklists, but 
also externally 
predefined ad-
dress collec-
tions [9]. They are 
available on the 
Internet, divided 
into categories, 
some of which 
can also be pur-
chased for a fee 
as part of a sub-
scription. You can 

add the lists to PeerGuardian by copying 
and pasting the list URL into the add-on 
dialog; it then regularly updates the 
blocklists moving forward. If IP addresses 
that you do not want to block are shown 
in the history log, you can change it by 
right-clicking on the entry: Using the con-
text menu, you can temporarily or per-
manently release both the IP address and 
the associated port.

If there is too little information avail-
able about the blocked address, you 
can launch a whois query from the con-
text menu. The software then displays 
information in a window, making it eas-
ier to decide whether to extend or re-
move the block.

PeerGuardian

Figure 2: PeerGuardian displays blocked IP addresses in a window.

Figure 1: PeerGuardian blocks IP addresses or IP address ranges.
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cols tab. Specifically for IPv4, the Masquer-
ading and Port Forwarding tabs are in-
tended for setting up the relevant com-
puter system as a gateway for an intranet. 
However, for this purpose, you have to 
equip the computer on which the firewall 
is running with two interfaces. Port for-
warding is used to forward ports to the 
local system or to a remote computer.

For less common services or individ-
ual configurations, you can configure 
firewalld in the Services tab. You can use 
Ports to assign port addresses for pre-
defined or manually added services that 
deviate from the defaults. You can also 
define source ports and target addresses 
on request, although these are only 
available in the Permanent configuration 
setting. Target addresses can be enabled 
for IPv4 and IPv6.

The last IPSets tab lets you define IP ad-
dress ranges or individual IP addresses 
for which firewalls grant or block external 
access. For this purpose, you create the 
corresponding blacklists and whitelists; 
the software also takes port numbers and 
MAC addresses into account.

Interplay
Out of the box, firewalld assigns one 
zone to each of the interfaces physically 
present in the system. However, a static 
zone definition is useless for mobile sys-
tems that often seek wireless access to 
the Internet from a wide variety of 
places. Therefore, you can assign a dif-
ferent zone to each interface at any time. 
To do this, select Options | Change Zones 
of Connections and set up a new connec-
tion zone (Figure 4).

Additionally, you can change the de-
fault zone for all interfaces in the system 
at any time by selecting one of the zones 
offered in the pop-up window in the Op-
tions | Change Default Zone menu. After 
clicking OK and authenticating as an 
admin, the firewall changes the default 
zone on the fly.

Panic Mode and Applet
The Options | Panic Mode setting blocks 
all connections so that firewalld does not 
forward any incoming or outgoing pack-
ets. An applet installed by the firewall-ap-
plet package also lets you control the ap-
plication with a mouse click. The applet 
automatically sets up shop in the system 
tray after installation, displaying a red 
wall icon with a PC behind it. On mouse 

Firewalld also demonstrates its strengths 
in large IT infrastructures with DMZ inte-
gration. In this way, the administrator can 
configure the firewall to suit the interface. 
The wireless settings then differ from 
those on the wired LAN. You can set up 
the server on the intranet or in a DMZ with 
different zones to suit your needs.

Firewalld comes with several zones 
that offer different preset security levels: 
The palette ranges from the trusted zone, 
which forwards all incoming data pack-
ets, through other predefined rulesets, to 
the drop zone, which discards all incom-
ing packets if they do not relate to outgo-
ing packets. The daemon supports its 
own syntax with which the zones can be 
managed at the command line.

For less experienced admins who want 
to set up firewalld as quickly as possible, 
the software offers a graphical tool pri-
marily designed for Gnome. Firewalld 
automatically lands on the disk in Fe-
dora, Cent OS, and RHEL, but you have 
to install it on Gnome through its Soft-
ware utility – the package is called Fire-
wall. Alternatively, you can integrate the 
firewall‑config tool with:

yum install firewall‑config

After installing, call the GUI by pressing 
the Start button in the graphical installer. 
Alternatively, enter firewall‑config in the 
terminal. Assuming you have logged in as 
a system administrator, you will be taken 
to a very clear-cut interface (Figure 3).

A list on the left side of the program 
window labeled Active Bindings (not 
shown in this figure) shows all the active 
connections that physically exist in the 
system along with the matching zones. To 
the right of this list are three tabs (Zones, 
Services, IPSets) supplemented by a 
smaller window in the lower-right-hand 
corner that allows changes to other 
group-specific options. The Configuration 
drop-down above the tabs determines 
whether the options are changed perma-
nently (Permanent) or temporarily (Run-
time).

Zones
In the Zones tab, you can define the re-
spective packet transfer rules for all exist-
ing firewall zones. The Services, Ports, 
and Protocols tabs contain the most im-
portant groups. All tabs show the same 
options in the basic settings.

The Services tab makes services installed 
on the computer accessible for external ac-
cess. Depending on the application sce-
nario, it grants access from an intranet or 
the Internet. You will come across a very 
extensive selection of available services, 
which you can enable by checking the 
boxes. If you log in as a system administra-
tor, firewalld instantly enables the appro-
priate settings without rebooting.

In the Ports tab, you can manually re-
lease individual ports or whole port areas 
for external access to the system. If you 
want certain protocols to pass through the 
firewall, you can pick them from the Proto-

Figure 3: The firewalld interface makes iptables easier.
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over, it shows the interface used, the de-
fault zone, and – if this has changed – the 
active zone. For WiFi connections, the ap-
plet displays the SSID (Figure 5).

Clicking on the applet lets you change 
the active zone. You can open a small 
window on the desktop in which to select 
a new zone without restarting. For the ap-
plet to display additional firewall mes-
sages (e.g., when zones change or the 
firewall reloads settings), some distribu-
tions also need to change the /etc/fire‑
wall/applet.conf configuration file. The 
value of the notifications and show-inac-
tive options must be set to true.

In panic mode, the applet displays an 
appropriate icon so that you can see that 
the firewall blocks all packet transfers.

Logging
Contrary to the norm, the firewalld GUI 
supports virtually no logging functions, 
which restricts your options for retroac-
tive packet analysis. You can activate 
logging of all rejected and discarded 
packets by selecting the Options | 
Change Log Denied entry in the configu-
ration interface and then selecting all in 
the selection field.

fwbuilder
Firewall Builder (fwbuilder) [5] is a di-
nosaur among the firewall graphical con-
figuration tools with more than 10 years 

of continuous development history. Ac-
cordingly, the software is well positioned 
on the market and can be found in the 
repositories of almost all major Linux 
distributions. Fwbuilder manages fire-
wall systems across platforms and is 
therefore also suitable for use in hetero-
geneous environments with Cisco fire-
walls and BSD’s Packet Filter (PF) [17], 
in addition to iptables.

On Linux, fwbuilder configures ipta-
bles with automatic rule validation; it 
even supports IPv6. The installation 
adds fwbuilder to the menu structure of 
the respective desktop. On first launch, 
you will see two windows: In addition to 
the configuration window, the routine 
also calls a smaller Quick Start Guide 
that introduces the most important func-
tions of the program to new firewall ad-
ministrators.

In the straightforward configuration 
window (Figure 6) is a menu at the top 
with a buttonbar below for quick launch-
ing of the most important functions. On 
the left is a tree view with various ob-
jects. On the right, two buttons let you 
create a new ruleset or import an existing 
ruleset. A third button calls the system’s 
web browser and opens the Quick Start 
Guide [18] on the project page.

Wizard
Clicking the Create new firewall button 
opens a dialog that helps you to define 
new rules with a wizard. The wizard al-
ready has templates with useful settings 
for default firewalls; additional protection 
rules can be implemented easily.

The objects on the left in the program 
window contain rulesets and can be or-
ganized and extended as object librar-
ies. Interfaces or services also appear 
as objects. First, you specify a new ob-
ject name and then tell the routine 
which firewall – typically iptables for 
current Linux distributions – and which 
operating system to expect host-side. 
Because the firewall selection list corre-
lates with that of the operating sys-
tems, the software usually automati-
cally enters the appropriate operating 
system correctly when you choose a 
firewall. In the dialog box, you then 
specify whether you want to use pre-
configured rulesets.

Clicking on Next takes you to the next 
dialog. If you want to create the objects 
manually, the dialog reveals which phys-
ical interfaces the system includes. You 
can search for interfaces via SNMP if it is 
installed on the host. In the following di-
alog, define the individual interfaces in-
cluding the respective mode for IP ad-
dress assignment. After a final click on 
Finish, the software creates the new ob-
ject library (Figure 7).

The program window now splits into 
three areas, with the right pane broken 
down into a pane for rulesets and an-
other for processing steps, in which you 
can change individual settings (e.g., for 
the interfaces). The ruleset is based on 
iptable syntax; you can extend it by 
clicking on the green plus symbol in the 
top left corner of the list. As is usual 
with iptables, new rules require that all 
packets are rejected first.

Figure 4: Thanks to different 
zones, you can individually adjust 
the security level of the firewall 
at any time.

Figure 5: A firewalld applet gives 
you a quick overview. Figure 6: Fwbuilder has an intuitive interface.
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tab lists the active rules; the Report tab 
shows details of the data transfer. The 
Log tab lists the function log of the fire-
wall in a table and shows the usage his-
tory.

Modification
Profiles already exist that can be adapted 
or supplemented. To do so, click Edit | 
Preferences to bring up a dialog in which 
to create new profiles and modify the cor-
responding protocol function that individ-
ually defines the scope of the history (Fig-
ure 10). You can create the rules for the 
respective profiles in the Rules tab in the 
primary program window.

You can drag individual 
objects from the segment 
with the object libraries 
and drop them at the de-
sired position in the rule-
set. Fwbuilder then auto-
matically adapts the rule 
to your specifications. If 
objects are still missing in 
the library (e.g., if a user 
adds additional hardware 
to a host computer), ad-
mins can add them at a 
later time.

Once all rulesets are in 
place, you need to compile 
the rules to match the syn-
tax of the respective fire-
wall. The supported host 
systems range from Linux 
through various BSD deriv-
atives to Cisco and HP ap-
pliances and have very different syn-
taxes. To proceed, click on the hammer 
icon in the upper-right corner of the rule 
list. In the last step, the compiled fire-
wall is transferred to the host system 
using SSH and SCP (Figure 8). However, 
if fwbuilder is already running on the 
host system on which it acts as the fire-
wall, you can click on the Compile and 
install this firewall button.

You can subsequently compare modi-
fied or supplemented rules with the orig-
inal rulesets to filter out inconsistencies. 
To do this, select Tools | Find Conflicting 
Objects in Two Files and specify the files 
with the rulesets. The software then au-
tomatically checks these for inconsistent 
entries. This is especially useful wher-
ever very complex rule sets and mutual 
dependencies can cause the admin inad-
vertently to misconfigure objects when 
changing the rules.

Gufw
The relatively new Gufw project [6] sees 
itself as a graphical front end for the Un-
complicated Firewall (UFW) [19], which 
acts as the default defense for Ubuntu 
and its derivatives. Gufw and UFW are 
now available for most of the major 
Linux distributions and are also included 
in their software repositories. Like fw-
builder, the dynamic duo UFW and 
Gufw require netfilter and iptables on 
the system and can handle both IPv4 
and IPv6. Unlike fwbuilder, Gufw does 
not work across platforms. However, the 

GUI can be used to manage UFWs on re-
mote computers.

Simple
The Gufw program window is simple 
and therefore self-explanatory (Figure 9). 
The firewall is switched on and off by a 
slider, and, much like firewalld, the sys-
tem works with profiles that contain dif-
ferent rulesets. This strategy proves to be 
particularly interesting for users who use 
Gufw on their laptops, because the de-
vice accesses different profiles depend-
ing on the type of Internet access.

In the program window, you also use 
various functions in a table: The Rules 

Figure 8: Fwbuilder is very flexible in terms of supported host systems.

Figure 7: Graphically presented rules make it easier to manage the firewall.
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A new rule is added by clicking the 
green plus symbol in the lower-left corner 
to open a new window. The application 
filter is immediately noticeable in the 
window; it predefines useful settings, es-
pecially for certain games that require 
special ports to be enabled for smooth 
operation. These ports are already stored 
on the firewall so that you can immedi-
ately adopt the appropriate rules.

However, I recommend that you create 
your own profiles for such applications. 
When many occur in a default profile, it 
is a guaranteed security risk, because the 
firewall keeps specific ports for incoming 
and outgoing data packets open at all 
times, even in regular operation.

Changing rules is easy, as well: Select 
the rule to be changed and left-click the 
button with the gear icon. In a new win-
dow, make all the necessary adjustments 
in a few selection and input fields. When 
finished, activate the new settings with 
Apply and close the window.

On Record
Gufw displays the firewall’s history logs in 
the Log tab. You can save the logs for later 
documentation and testing purposes, even 
if only on the clipboard, by clicking on the 
Copy to Clipboard button located below 
the display area when the Log tab is active. 
Next, paste the log into an editor and save 
the file. Using the adjacent button, delete 
logs if necessary.

Shorewall
Shorewall [7] also relies on netfilter and 
iptables. The graphical management in-

terface for filtering packages is written in 
Perl; packages are included in most 
major Linux distributions. Shorewall is 
suitable both for single workstations and 
for server systems, which can also be 
used as gateways with two network con-
nections or in a DMZ with three network 
interfaces. Shorewall uses Webmin [20] 
as a GUI or the drakfirewall [21] graphi-
cal front end in Mandriva derivatives. 
This control center module supports 
configuration in just a few steps (Fig-
ure 11).

Webmin for distributions outside the 
Mandriva universe offers many more op-
tions for system administration than just 
configuring the firewall. After installing, 

you can access it in the browser from the 
127.0.0.0.1:10000 URL. Alternatively, it 
specifies – if known – the IP address in 
the local intranet or the hostname.

After logging on, you find yourself in 
the configuration window. In the list 
area on the left, selecting Networking | 
Shoreline Firewall displays the individual 
configuration options on the right (Fig-
ure 12).

Group Dynamics
The most important options for the ex-
isting infrastructure’s basic settings can 
be found in the Network Zones and Net-
work Interfaces groups. These are joined 
by the firewall settings options in the 
Default Policies, Firewall Rules, and 
Blacklist Hosts groups. The options re-
sponsible for routing can be found in 
the Routing Rules, Additional Routing 
Providers, Masquerading, and Static 
NAT groups.

You will encounter clear setting dialogs 
in all configuration groups, which list the 
available options in tabular form. Below 
the group selection, you can enable vari-
ous management options simply by click-
ing on one of the buttons available there: 
Clicking on Apply Configuration restarts 
the firewall with your settings.

The Refresh Configuration button up-
dates the blacklist and traffic shaping ta-
bles, which ensures that the firewall pri-
oritizes certain packets. If you want to 
reset the firewall settings, click on Clear 
Firewall. The Stop Firewall button blocks 
access from all hosts – with the exception 
of those excluded from the whitelist. The 
Show Status button tells you about the 
current operating status of Shorewall.

Figure 9: The Gufw interface.

Figure 10: In Gufw, just a few 
steps define profiles.

Figure 11: With Mandriva-based distributions, Shorewall can be set up 
with just a few mouse clicks.
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classic firewall interface but is limited to 
working with blocklists. The software 
does not let you implement complex rule 
constructs, but it is useful as a firewall ex-
tension.

Fwbuilder, firewalld, and Shorewall 
primarily target server systems and 
therefore have far more features. Fw-
builder is also suitable for use in hetero-
geneous environments with various 
server operating systems and even with 
some manufacturers’ appliances. The 
software can compile appropriate config-
uration files depending on a firewall’s 
syntax. On the other hand, Shorewall 
can be configured with Webmin and 
thus managed from remote computers.

Thus, you are spoiled for choice (for 
an overview of features, see Table 1). In 
the end, your choice depends on your 
distribution and network security re-
quirements.  nnn

The Check Firewall button enables a 
consistency check: Many extensive ipta-
bles-based rules and regulations contain 
errors because of their complexity. They 
can be detected and fixed before being 
exploited by malicious attackers.

Logging
Shorewall can log the data traffic and 
stores the protocols in the /var/log/ di-
rectory. Alternatively, you can view the 
logfiles in Webmin with the View Mod-
ule’s Logs option (Figure 13).

Conclusions
The firewall GUIs 
discussed here are 
all suitable for se-
curing IT infra-
structures. How-
ever, the individual 
tools focus on dif-
ferent user groups 
and scenarios: 
Gufw is somewhat 
out of the ordinary, 
because it primar-
ily targets desktop 
systems. Peer-
Guardian is not a 

Figure 12: Webmin offers extensive configuration options for Shorewall.

Figure 13: Shorewall logfiles are also very helpful.

Feature firewalld fwbuilder Gufw Shorewall
Requirements Netfilter Netfilter and 

iptables
Netfilter and 
iptables

Netfilter and 
iptables

Cross-Platform No Yes No No

Remote Host No Yes Yes Yes

IPv4/ IPv6 Yes/ Yes Yes/ Yes Yes/ Yes Yes/ Yes

Zone Model Yes No Yes (profile) Yes

Chain and Control Model No Yes Yes Yes

Dynamic Yes No No No

Application Integration No No Yes Limited

Logging Limited No Yes Yes

Wizard No Yes Limited No

Primary Application Server Server, desktop, 
cluster, appliance

Desktop Server, desktop, 
appliance

Table 1: An Overview of Firewall GUIs

[1]  Netfilter: http://  www.  netfilter.  org

[2]  Nftables:  
https://  netfilter.  org/  projects/  nftables/

[3]  Iptables:  
https://  netfilter.  org/  projects/  iptables/

[4]  firewalld: http://  www.  firewalld.  org

[5]  fwbuilder: http://  www.  fwbuilder.  org

[6]  Gufw: http://  gufw.  org

[7]  Shorewall: http://  shorewall.  org

[8]  PeerGuardian:  
https://  sf.  net/  projects/  peerguardian/

[9]  PeerGuardian blocklists:  
https://  www.  iblocklist.  com/  lists

[10]  FireStarter:  
https://  sf.  net/  projects/  firestarter/

[11]  Turtle Firewall:  
http://  turtlefirewall.  sourceforge.  net

[12]  FireFlier: http://  fireflier.  sf.  net

[13]  Vuurmuur:  
https://  www.  vuurmuur.  org/  trac/

[14]  IPFire: http://  www.  ipfire.  org

[15]  Untangle NG Firewall: https://  www. 
 untangle.  com/  untangle­ng­firewall/

[16]  Alpine Linux: https://  alpinelinux.  org

[17]  BSD PF:  
http://  www.  openbsd.  org/  faq/  pf/

[18]  Quick Start Guide:  
http://  www.  fwbuilder.  org/  4.  0/  quick_
start_guide.  shtml

[19]  UFW: https://  wiki.  ubuntu.  com/ 
 UncomplicatedFirewall

[20]  Webmin: http://  www.  webmin.  com

[21]  drakfirewall: https://  doc.  mageia.  org/ 
 mcc/  5/  en/  content/  drakfirewall.  html
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leading to the car. If the system has pre-
dicted the correct door, it is rewarded. If 
it is wrong, it has to adjust its neurons’ 
parameters via a feedback mechanism.

In AI jargon, the training runs are 
called episodes. It is often helpful not to 
adjust the neuron parameters with every 
dataset, but instead just after a batch of 
input values. This saves computing time 
and prevents the system from balancing 
the weights in wild swings, which often 
leads to unstable conditions that don’t 
converge into a solution.

1,000 Shows Recorded
Listing 1 records the results of 1,000 game 
shows in which the prize is placed behind 
a random door, and then the presenter 
opens a door that neither leads to the 
main prize nor is already open. Game re-
sults go to a file in CSV format (Figure 2). 

H ere’s the problem: In a game 
show, a candidate has to choose 
from three closed doors; waiting 
behind these doors is a car, 

which is the main prize, a goat, and yet 
another goat (Figure 1). The candidate 
first picks a door, and then the presenter 
opens another, behind which there is a 
bleating goat. How is the candidate most 
likely to win the grand prize: Sticking 
with their choice or switching to the re-
maining closed door?

As has been shown [1] [2], the candi-
date is better off switching, because then 
they double their chances of winning. But 
how does a neural network learn the opti-
mal game strategy while being rewarded 
for wins and punished for losses?

Human Model
The input and output data must be pro-
fessionally manipulated – as is always the 
case with machine learning. An artificial 
intelligence (AI) system is not a cauldron 
into which you throw problems and then 
ready-made solutions just bubble up. In 
fact, AI algorithms only solve a small 
number of precisely defined problems.

To solve the problem, the algorithm 
used in this article is a multilayer neural 
network that takes three input parame-
ters: the door the candidate selected, the 
door the presenter opened, and the re-
maining locked door.

In the perceptron’s hidden middle 
layer, each artificial neuron is connected 
to each input neuron of the first layer. 
Even though a neural network does not 
quite work like a human brain, you can 

still interpret these massive links as a 
reflection of the human design. In 

turn, each of the hidden layer’s 
inner neurons fires pulses to 

all the output layer’s neu-
rons.

Carrot and Stick
In the training phase, we 

want the network to learn a 
strategy from played game 
shows to predict those that indi-
cated winning the prize on the 
output neuron, depending on 

the current door constella-
tion. In a few thou-

sand rounds, the 
script feeds the 

three input pa-
rameters into 

the AI system and 
compares the door 
value at the output 
with the actual door 

Mike Schilli works as a 
software engineer in the 
San Francisco Bay area, 
California. Each month 
in his column, which has 
been running since 1997, 
he researches practical applications of 
various programming languages. If you 
go to mschilli@perlmeister.  com he will 
gladly answer any questions.

Author

Neural networks learn from mistakes and remember successes

 Car NOT Goat
The well-known Monty Hall game show problem can be a rewarding maiden voyage for 
prospective statisticians. But is it possible to teach a neural network to choose between 
goats and cars with a few practice sessions? By Mike Schilli

Figure 1: Monty Hall problem on 
Wikipedia.
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records as n-tuples, each of which has 
one element set to 1, with the remaining 
elements set to 0.

Figure 3 shows an example of how an 
input series like [2,1,2,0,1,0] is converted 
into six one-hot-encoded matrix rows. The 
code in Listing 2 uses the to_categorical() 
function from the np_utils module of the 
keras.utils package to accomplish this. To 
return from one-hot encoding back to the 

It numbers the doors 
from 0 to 2 and logs the 
indices of the following 
doors in each line in this 
order: the door that is cho-
sen by the game show can-
didate, the door that the 
presenter opens, the re-
maining door, and the one 
leading to the prize.

For example, if the neu-
ral network encounters 
the [1,2,0,0] combina-
tion, such as in the first 
line in the file displayed in 
Figure 2, it knows that the 
candidate has chosen the 
second door (index 1), the 
presenter has then opened 
the third (index 2), and 
the first is still closed 
(index 0). The main prize 
was randomly hidden and 
ended up behind the first 
door (index 0). With these 
parameters, to win the 
game, the neural network 
must pick the first door.

Listing 1 defines two 
classes, Door for individual 
doors and Show for a world 
with three doors and the 
rules of the TV show. Door 
objects are initialized either with or 
without a main prize; line 15 places the 
prize behind the first door and then lets 
line 16 shuffle the doors, so that the 
prize randomly ends up somewhere. 
Using the pick() method from line 22, 
randrange() simulates the candidate 
picking a random door. The Show object 
remembers the selected door’s index in 
the picked instance variable.

Presenter in a Bind
The presenter then has to open another 
door in the for loop starting at line 28, but 

must not reveal the main prize. In the re-
vealed attribute, the object stores this 
door’s index. The remaining third door’s 
index is then saved in the alternate attri-
bute. The for loop starting in line 50 iter-
ates over 1,000 game shows, and the 
print() statement on line 55 outputs their 
results in CSV format. This is, line by line 
for each show, the indices of the candidate 
door, the presenter door, the remaining 
door, and the winning door.

One-Hot Encoding
If the AI apprentice employs a neural 
network and feeds in individual shows 
as 3-tuples, each paired with a one-part 
result tuple in the training phase, it 
won’t produce satisfying results because 
door indices aren’t really relevant as nu-
merical values; instead, they stand for 
categories, each door representing a dif-
ferent category. The AI expert transforms 
such datasets before the training run into 
categories using one-hot encoding. If a 
dataset provides values for n categories, 
the one-hot encoder shapes individual 

01  #!/usr/bin/env python3

02  from random import shuffle, randrange

03  

04  class Door(object):

05    def __init__(self,prize):

06      self.prize = prize

07  

08  class Show(object):

09    def __init__(self):

10      self.picked  = None

11      self.revealed  = None

12      self.alternate = None

13  

14        # hide prize behind random door

15      self.prizes = [1,0,0]

16      shuffle(self.prizes)

17  

18      self.doors = []

19      for prize in self.prizes:

20        self.doors.append(Door(prize))

21  

22    def pick(self):

23        # candidate picks a door

24      idx = randrange(0,len(self.doors))

25      self.picked = idx

26  

27        # moderator reveals another door

28      for idx,door in \

29          enumerate(self.doors):

30        if door.prize or \

31            self.picked == idx:

32          continue

33        if self.revealed is None:

34          self.revealed = idx

35        # determine remaining door

36      for idx,door in \

37          enumerate(self.doors):

38        if self.picked != idx and \

39            self.revealed != idx:

40          self.alternate = idx

41  

42    def prize_idx (self):

43      for idx,door in \

44          enumerate(self.doors):

45        if door.prize:

46          return idx

47  

48  print("picked,revealed,alternate,prize");

49  

50  for i in range(1000):

51    show = Show()

52    show.pick()

53    show.reveal()

54  

55    print("{0},{1},{2},{3}".format(

56      show.picked, show.revealed,

57      show.alternate,show.prize_idx()))

Listing 1: monty

Figure 2: A random generator 
generates results of game shows 
and outputs them in CSV format 
for a subsequent training session 
with a neural network.

#!/usr/bin/env python3

from keras.utils import np_utils

import numpy

X = numpy.array([2,1,2,0,1,0])

print("org=", X)

onehot=np_utils.to_categorical(X)

print("onehot=", onehot)

a=onehot.argmax(1)

print("back=", a)

Listing 2: onehot
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Acid Test
The training phase starts in line 22 by 
calling model.fit(). It defines 100 itera-
tions (epochs) and a batch size of 100, 
which defines that only after 100 train-
ing values should the neural network 
adjust its inner weights with the col-
lected information. From line 25, the 
script visualizes whether the training 
was successful or not: For all possible 
door combinations, line 30 calls the 
predict() method to pick a door ac-
cording to what the network has 
learned so far. Lo and behold, Figure 4 
actually shows that the computer se-
lects the alternative door each time, 
thus letting the candidate switch to in-
crease their chances of winning in the 
most optimal way, as the mathematical 
proof also shows.

This is remarkable, because the net-
work does not know the mathematical 
correlations, but instead only learns 
from empirically obtained data. The 
input data are even somewhat ambigu-
ous, because switching only leads to 
success in two thirds of all cases. If you 
forge the input data and hide the prize 
behind the alternate door every time, the 
network’s internal success metrics rise 
all the way to 100 percent, and then the 
network is absolutely sure.

Even if we feed real-world data into 
the network and the candidate loses in a 
third of all cases using the switch 
method, the network optimizes its ap-
proach and ends up switching most of 
the time, with the occasional outlier. 
Also, if you vary the parameters of the 
network, for example, the number of ep-
ochs or number of neurons per layer, re-
sults might vary. As always with these 
kinds of problems, it’s just as much art 
as science with lots of wiggle room to 
train an artificially intelligent system 
successfully.  nnn

original value later, use the argmax() 
method provided by numpy arrays.

Machine Learning
Armed with the input values in one-hot 
format, the three-layer neural network 
method defined in Listing 3 can now be 
fed with learning data. Important: The 

network also encodes the output 
values according to the one-hot 
method and therefore not only 
needs a single neuron on its out-
put, but three of them, because 
both the training and, later on, 
the predicted values are available 
as 3-tuples, each of them indicat-
ing the winning door as a 1 in a 
sea of zeros.

The saved training data gener-
ated by Listing 1 in shows.csv is 
then read by Listing 3 in line 7. 
The first three elements of each 
line are the input data of the net-
work (candidate door, presenter 
door, alternative door), and the 
last item indicates the index of 
the door to the main prize.

Line 12 transforms the desired 
output values into categories in 
one-hot encoding; lines 14 to 18 
build the neural network with an 
entry layer, a hidden layer, and an 
output layer. All layers are of the 
Dense type; thus, they are net-
worked in a brain-like style con-
necting with all elements of adja-
cent layers. The Sequential class of 
the Keras package holds the layers 
together. Line 20 compiles the neu-
ral network model; Listing 3 speci-
fies the error function as binary_
crossentropy as the learning pa-
rameter and selects the adam algo-
rithm as the optimizer, which spe-
cializes in categorization problems.

In the three-layer model, 10 neurons re-
ceive the input data in the input layer and 
input_dim=3 sets the data width to 3, since 
it consists of 3-tuples (values for three 
doors). The middle layer has three neu-
rons, and the output layer also has three. 
The latter is, as mentioned above, the one-
hot encoding of the results as categories.

01  #!/usr/bin/env python3

02  from keras.models import Sequential

03  from keras.layers import Dense

04  from keras.utils import np_utils

05  import numpy

06  

07  data = numpy.loadtxt("shows.csv",

08          delimiter=",", skiprows=1)

09  X = data[:,0:3]

10  Y = data[:,3]

11  

12  categories=np_utils.to_categorical(Y)

13  

14  model = Sequential()

15  model.add(Dense(10, input_dim=3,

16                  activation='relu'))

17  model.add(Dense(3, activation='relu'))

18  model.add(Dense(3, activation='sigmoid'))

19  

20  model.compile(loss='binary_crossentropy',

21                optimizer='adam')

22  model.fit(X, categories, epochs=100,

23            batch_size=100, verbose=0)

24  

25  test_data = numpy.array(

26    [[0,1,2], [0,2,1], [1,0,2],

27     [1,2,0], [2,0,1], [2,1,0]

28    ])

29  

30  pred = model.predict(test_data)

31  

32  for (idx,row) in enumerate(test_data):

33  for (idx,row) in enumerate(test_data):

Listing 3: learn

Figure 3: One-hot converts values 
into categories that set one value 
per tuple to 1.

Figure 4: The network has learned 
that the alternative door offers the 
most lucrative chance of winning.

[1]  “Calculating Probability” by Michael 
Schilli, Linux Magazine, issue 165, Au-
gust 2014, pg. 60, 
http://www.linux-magazine.com/Is-
sues/2014/165/Calculating-Probability

[2]  Monty Hall problem:  
https://  en.  wikipedia.  org/  wiki/  Monty_
Hall_problem

[3]  Listings for this article:  
ftp://  ftp.  linux-magazine.  com/  pub/ 
 listings/  magazine/  207/
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Images play an important role, es-
pecially on the Internet. Web host-
ing providers and users have a 
keen interest in efficient use of 

storage space and reduction of load 
times. With a need to budget its re-
sources wisely, Google therefore set its 
developers the task of compressing 
image data.

The result is the Guetzli project – 
Guetzli being the name for a candy 
or cookie in the Alemannic German dia-
lect. Under certain, frequently occurring 
conditions, Guetzli can reduce JPEG im-
ages by about a third compared with 
previous methods. Smaller file sizes 
then automatically result in quicker 
website load times.

Compress image files with Guetzli

 Small Wonders
When exporting images to the JPEG 
format in Gimp (File | Export As), under 
the Select File Type (By Extension) drop-
down (Figure 1), select JPEG image or, if 
you have installed the corresponding 
plugin, JP2 image.

In the following Export Image as JPEG 
dialog, the best approach is to choose 
Show preview in image window so that 
Gimp computes the file size of the ex-
ported images (Figure 2). It takes a bit of 
time for larger images, but it can help 
you find optimum parameters. Gimp 
displays several coding options under 
the Advanced Options drop-down.

In addition to the Quality slider, the most 
important correcting variables are Sub‑
sampling and Smoothing. Quality is a 
fairly intuitive parameter: How far you 
can reduce it largely depends on the 
specific image. Smoothing causes mod-
erate softening that is often pleasing to 
the human eye.

Under Subsampling, you can directly 
tweak the algorithm and define the 
quality of the results. Better quality 
with the 4:4:4 (best quality) option 
costs computing time and results in 
larger files. Computing time can be in-
fluenced by the DCT method, as well: 
Fast Integers is the quickest option, 
with only minor quality loss.

Optimizing JPEGs in Gimp

Figure 1: Gimp can store JPEG images in different variants. Le
ad
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The Guetzli image optimizer by Google developers produces smaller images 
than JPEG while maintaining the same quality, but it requires a powerful 
computer with a large working memory. By Karsten Günther
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The Chronicles of JPEG
For a long time, JPEG has been the 
trusted standard for image compres-
sion, but a closer look reveals that the 
algorithm sometimes produce rather 
unpleasant artifacts that are difficult to 
remove. Lossy algorithms remove de-
tails from images that are barely visible 
to the human eye to create larger 
uniform structures that can then be 
better compressed, whereas the loss-
less algorithms, such as JPEG2000 or 
JPEG-LS [1] generate larger image files. 
Some variants of Libjpeg [2] support 
the lossless method, so you should be 
able to use them under Linux with the 
appropriate software.

Dropbox made the first advance in 
JPEG algorithms by introducing Lep-
ton [3], the image compressor, which 
retroactively compresses JPEGs. How-
ever, hardly any program can dis-
play the resulting images; to dis-
play them, you first have to convert 
back to the original JPEG. Gimp also 
can optimize JPEGs (see the “Optimiz-
ing JPEGs in Gimp” box). Although it 
is a fairly lengthy manual process, 
Gimp’s scripting additions can auto-
mate the process.

Command-Line Goodies
The guetzli command implements the 
method from the command line. Calling 

the program with-
out parameters 
shows the few, 
extremely simple 
options (List-
ing 1).

The ‑‑quality 
switch is the most 
important parame-
ter. The developers 
have tried to main-
tain compatibility 
with the quality 
parameters used 
by Libjpeg (the 
most common 
JPEG converter) to 
ensure compatibil-
ity. To avoid visi-
ble artifacts, Guet-
zli only allows val-
ues of ‑‑quality 
84 or higher.

Practical use of 
Guetzli is extremely simple. Calling 
Guetzli with the following pattern con-
verts an image into a Guetzli JPEG:

$ guetzli ‑‑quality <nn> <input> U

  <output>.jpg

Because Guetzli completely loads im-
ages for editing into main memory, you 

can also overwrite the input file, if nec-
essary:

guetzli bild.jpg bild.jpg

The program does not output any warn-
ings.

Input files can only be JPEG or PNG 
formats; any other format will result in 
the Error reading JPG data from input file 
error message. Guetzli expects images 
with the sRGB color profile and a 
gamma of 2.2 – a common default for 
cameras. The tool ignores any other 
color profile, so you have to convert the 
output image, if necessary, to prevent in-
correct colors. For a PNG with an alpha 
channel, Guetzli converts the transpar-
ent areas to black.

As well as Guetzli works, it has some 
downsides: First, it requires signifi-
cantly more computing power than the 
algorithms provided by Libjpeg. Sec-
ond, the RAM requirement is unusually 
high, at around 300MB per megapixel. 
Thorough analysis costs time and 
space. Third, you might have to build 
Guetzli yourself (see the “Build Your 
Own Guetzli” box).

Psychovisual Model
It seems amazing that there are still 
ways to improve such well-established 

Figure 2: The Advanced Options section manages 
many details when you export JPEG images.

$ guetzli

Guetzli JPEG compressor. Usage:

guetzli [flags] input_filename output_filename

Flags:

  ‑‑verbose    ‑‑ Print a verbose trace of all attempts to standard output.

  ‑‑quality Q  ‑‑ Visual quality to aim for, expressed as a JPEG quality value.

  ‑‑memlimit M ‑‑ Memory limit in MB. Guetzli will fail if unable to stay under

                  the limit. Default is 6000 MB

  ‑‑nomemlimit ‑‑ Do not limit memory usage.

Listing 1: Guetzli Options

Not all common distributions have Guetzli in their package sources. You will find the 
latest version on GitHub [4], where the developers are constantly working on the 
code. Recently, they reduced memory usage by 16 bytes per pixel – quite important 
in light of Guetzli’s high memory requirements. Arch Linux recommends installing 
the Git version in the AUR repository.

A Guetzli dependency is the current version of libpng‑devel. However, when building, the 
developers do not rely on known methods; instead, they use Bazel [5], which is rarely 
used under Linux and might initially require some installation work. Subsequently, the

bazel build ‑c opt //:guetzli

command is sufficient. The source code provides the required “recipe.”

Build Your Own Guetzli

IN-DEPTH
Guetzli
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pression utility), is used to recompress 
existing images. The current implementa-
tion requires a large amount of memory, 
which limits the size of the input data. 
The ‑z switch activates recompression. 
The ‑0 to ‑4 parameters control (increas-
ingly) the degree of recompression.

With ‑i <number>, you can influence 
the number of iterations and, therefore, 
the optimization indirectly; the default is 
15 rounds. Higher values improve the 
outcome for the ‑3 and ‑4 modes but re-
quire more computing power. Through 
‑f (force), Advdef creates the output 
files, even if they are bigger than the 
input files. The ‑h option explains which 
options and parameters control the pro-
cessing.

In 2015 the developers provided the 
public with a further development in 
Zopfli [11]: a variant of LZ77 and Huff-
man codings that again promises better 
results. The only program for compres-
sion is bro.

Conclusions
Guetzli and its relatives show that the 
opportunity for innovations can still be 
found in image editing. In addition to 
special visual optimizations are the use-
ful methods developed for quantization. 
In particular, operators of websites that 
use JPEG or PNG images should check 
to see whether and to what extent the 
programs presented here are suitable for 
their purposes.  nnn

methods as JPEG coding. All JPEG al-
gorithms have ways to reduce data 
and use a (run-time) compression 
method to filter out and remove parts 
of the image that are not visible to the 
human eye.

Guetzli uses a new “psychovisual 
model,” as the developers explain: 
“Guetzli tries to balance minimum loss 
and file size by using a search algorithm 
that seeks to overcome the difference 
between the psychovisual modeling of 
the JPEG format and the psychovisual 
model of Guetzli.” Guetzli’s algorithm, 
referred to as a “human visual process-
ing system model” for the detection of 
essential components of images is 
based on a method called Butteraugli, 
which is also available as a separate 
tool [6].

The special trick of the applied 
Guetzli method lies in the visual 
masking of image information by a 
nearby second (strong) stimulus. In 
some aspects, it is similar to the Blur 
mask, the best of Gimp’s sharpening 
filters. In this case, the algorithm ac-
centuates an edge in the image by a 
second edge in the immediate vicinity. 
The Blur mask and Guetzli are ori-
ented toward human visual perception 
and do not necessarily generate math-
ematically accurate results.

Because the models used to detect rel-
evant image information differ, even 
with JPEG converters, the algorithms 
based on the models also differ and 
work effectively in different ways. It is 
useful to remove the “correct” parts of 
images to obtain a small file size and 
good visual quality.

The relatively universal methods 
based on visual perception are referred 
to as being “perceptual.” However, they 
differ in many details. You will find de-
tailed information about the Guetzli al-
gorithm in the Google developer’s 
blog [7], where the programmers show 
by example that environmental artifacts 
(ringing artifacts) in Guetzli are fewer 
than in other algorithms.

The developers regularly experiment 
with several images to check how well 
the algorithm works. They report a test 
in which more than 75% of the subjects 
rated the images generated with the 
Guetzli algorithm better than those pro-
duced by Libjpeg. However, occasional 
reports from users criticize the quality 
of Guetzli images, but these statements 
are not very convincing because the im-
ages that were used are often missing 
and the criticism therefore cannot be 
understood.

However, Guetzli goes one step further 
when compressing the data with a 
“quantization stage of compression” 
method that reduces the volume of 
data [8]. In recent years, this method has 
been developed and optimized continu-
ously by chief developer Jyrki Alakui-
jala, which has led to a whole series of 
programs that handle the recompression 
process.

Other Programs
Also in the Guetzli GitHub repository 
under tools is the guetzli‑compare.py 
heat map program that is created when 
compiling and can be used to display 
the differences between the original 
image and the edited version. The But-
teraugli program is also part of Guetzli, 
in a broader sense, and can be built 
and installed separately. As far as 
quantization is concerned, in the Guet-
zli environment, you will find a num-
ber of tools that optimize PNG images 
and even reduce the size of ZIP and 
Gzip archives.

In 2013, the developers first pre-
sented an algorithm to the public that 
became known as Zopfli [9]. As with 
ZIP, Gzip, and PNG, it supports the 
DEFLATE output format, but does so 
more thoroughly, which costs more 
computing power and makes the pro-
cess particularly interesting for once 
generated, often read and distributed 
files. Using this method, the Gimp im-
ages are reduced better than with 
BZIP2; however, the version created by 

XZ Utils [10] is 
often even smaller.

The Zopfli suite 
implements several 
programs (Table 1). 
The most universal, 
advdef (the Advance-
COMP deflate com-

[1]  JPEG-LS:  
https://  jpeg.  org/  jpegls/  index.  html

[2]  Libjpeg:  
https://  github.  com/  thorfdbg/  libjpeg

[3]  Lepton:  
https://  github.  com/  dropbox/  lepton

[4]  Guetzli:  
https://  github.  com/  google/  guetzli

[5]  Bazel: https://  bazel.  build/

[6]  Butteraugli:  
https://  github.  com/  google/  butteraugli

[7]  Guetzli announcement:  
https://  research.  googleblog.  com/  2017/ 
 03/  announcing‑guetzli‑new‑ open‑ 
source‑ jpeg.  html

[8]  Guetzli information:  
https://  designmodo.  com/  guetzli/

[9]  Zopfli: https://  github.  com/  google/  zopfli

[10]  XZ Utils: https://  tukaani.  org/  xz/

[11]  Brotli: https://  github.  com/  google/  brotli

Info

Program Function
advdef Recompress PNG, MNG, GZ, TGZ, and SVGZ
advzip Compress ZIP
advpng (Re)compress PNG
advmng Compress MNG (animated PNGs)

Table 1: Zopfli Programs
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there, be it permanently (su) or just 
once (sudo), is annoying. The Bash alias

alias iddqd='sudo su ‑'

not only saves a few characters, but also 
proves that its initiator is, first, a nerd 
with dubious humor and, second, no 
longer a young man. (The sequence 
iddqd enabled God Mode in the Doom 
shooter game in 1993).

The next alias does things in a differ-
ent, but also smart, way:

alias but='history ‑s sudo U

  $(history ‑p \!\!) && sudo U

  $(history ‑p \!\!)'

It is medicine for the “Permission de-
nied” disease that every forgotten sudo 
reliably triggers and is fixed as soon as 
you type doch (of course!). The shell 
then runs the failed command again, 
but preceded by sudo. Typing sudo!! 
would have the same effect, but that re-

M y life as a geologist started at a 
time before Git. Originally, I 
collected code in my “quarry” 
if I suspected I would need it 

again one day. Meanwhile, I hoard arti-
facts from configuration files, keyboard 
shortcuts that I can’t remember for various 
shells, and names of tools I want to try.

Usually, none of them appear on this 
page, because each note contains no 
more than a few lines of text. That’s a 
pity, so today I’m serving up a wildly 
mixed selection of notes in the hope that 
everyone will find something new.

The first note is a configuration snip-
pet for Postfix. Many readers will be fa-
miliar with email featuring subject lines 
straight out of hell:

AW:Re:AW:Answer:Re:AW: <Subject>

The following line, built into Postfix’s 
header_checks.cf, shortens the mess to a 
civilized re: <Subject>.

/^Subject:\s*((Re|AW|Answer):\s*)+U

  (.*)$/REPLACE Subject: Re: $3

Sys admins live in the shell, mostly 
Bash. There, they often have to do 
things with root privileges. Switching 

quires three more keystrokes and is less 
cool.

Properly Appended
Searching and replacing in the last entry 
of the Shell history helps laziness win an 
important battle. For example, if you 
typed tail /var/log/syslog, but actually 
wanted to see the end of /var/log/mail, 
then appending

^syslog^mail^

replaces the wrong substring. Bash runs 
the modified command immediately.

Ah! My “tools” list also includes cal-
curse, a console-based calendar avail-
able in almost every distribution. It im-
ports third-party calendars in the com-
mon ICS format, supports scripting, and 
provides information on upcoming ap-
pointments in several ways (Figure 1).

I have just found another piece of 
paper that says: “Change the note box to 
SVN.” It’s from 2006.  nnn

The sys admin’s daily grind: Smorgasbord

Quarrying
Sys admin columnist Charly Kühnast has an electronic note box in which he collects ideas 
and small snippets of code. He calls it his “quarry” and is taking this opportunity to offer up 
some collectors’ items to regular readers. By Charly Kühnast

Charly Kühnast manages Unix systems in the data center in the Lower Rhine region of 
Germany. His responsibilities include ensuring the security and availability of firewalls 
and the DMZ.

Author

Figure 1: Thanks to calcurse, Charly didn’t miss his Friday noon lunch 
appointment and put on his black belt punctually at 7pm.
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than ever. Independent music labels, for 
instance, routinely offer FLAC down-
loads per fanbase requests.

Additionally, FLAC offers other ad-
vantages. For example, among lossless 
formats, FLAC offers the best ratio of 
compression to speed in decoding for 
play [8]. The information to decode 
each frame is contained within the 
frame, rather than being dependent on 
other frames. In its OGG FLAC format 
(.oga), unlike other lossless formats, 
FLAC thereby limits the damage to the 
frame in which transmission errors 
occur. Still another advantage is that 
FLAC supports tags, album art, seek ta-
bles, and cue sheets. Free-licensed, 
high-quality, and efficient, FLAC sets a 
standard that no other audio format 
currently in widespread use can match.

FLAC Encoding and 
Decoding
The flac command installs with an in-
complete man page. To get a summary of 
the command’s options, type flac ‑h. To 
get a full explanation of available op-
tions, type flac ‑H. Once a system has 
the flac package installed, the command 
structures used in a shell can also be 
added to audio editors like K3B, which 
are a front end to the command, to act 
as the default command for ripping CDs.

M any music listeners content 
themselves with the MP3 for-
mat. However, for dedicated 
audiophiles, the preferred 

digital format is the Free Lossless Audio 
Codec (FLAC) [1]. FLAC files are sup-
ported by most hardware and music 
players, as well as editors like Audacity. 
However, creating FLAC files or even rip-
ping to FLAC on Linux requires installa-
tion of the flac package for converting to 
and from FLAC. The package is available 
for most distributions but is not always 
installed by default.

Developed by the Xiph.Org Founda-
tion [2], which also provides the refer-
ence implementation for the OGG for-
mats [3], FLAC is preferred by music lov-
ers for numerous reasons. To start with, 
it is licensed under the New BSD li-
cense [4], unencumbered by patents, 
and does not support digital rights man-
agement. In fact, the codec’s website 

specifically states that “there is no inten-
tion to add any copy prevention meth-
ods.” Also, being free-licensed, it is easy 
to convert to other formats and does not 
require vendor lock-in for users to con-
tinue to have access to a file’s data.

Just as important are the features of 
FLAC files. If you compare the same 
track in MP3 (.mp3) and FLAC (.flac) 
formats, you will notice that the FLAC 
file can be as much as 250 percent larger. 
The main reason for this difference is 
that, while both formats compress audio 
information, MP3 is a lossy format [5], 
whereas FLAC is lossless [6]. In other 
words, when compressing audio infor-
mation, MP3 discards content and re-
places it with approximations that are 
acceptable to the ear, and FLAC does 
not. A lossy format might be preferable 
when transmitted over limited band-
width or acceptable when played in a 
noisy environment, such as on a busy 
street, but if your priority is the faithful-
ness of sound reproduction, then a loss-
less format like FLAC offers better play-
back. A decade ago, lossy formats were 
popular because storage was limited on 
handheld music players. Today, with the 
availability of 250GB microSD cards and 
players with high-end digital-to-analog 
converters (DACs) [7], lossless formats 
like FLAC are becoming more popular 

FLAC: The premier digital audio codec

 Lossless Listening
With a little effort, you can create digital audio files with CD quality sound. By Bruce Byfield
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Bruce Byfield is a computer journalist and 
a freelance writer and editor specializing 
in free and open source software. In 
addition to his writing projects, he also 
teaches live and e-learning courses. In his 
spare time, Bruce writes about Northwest 
coast art. You can read more of his work at 
http://  brucebyfield.  wordpress.  com

Author
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To encode a file to FLAC or decode a 
.flac file to another format, the basic 
command structure is:

flac [<general‑options>] U

  [<encoding/format‑options>] U

  [FILE1] [FILE2]

Unless the ‑‑decode (‑d) option is speci-
fied, flac assumes it is encoding to 
FLAC. The source file(s) must be in an-
other lossless format (e.g., PCM WAVE 
(WAV), RF64, AIFF, AIFF-C, or a raw 
audio file); otherwise, the conversion 
would be pointless, because flac cannot 
add information that was discarded in 
making a lossy file.

During processing, flac lists any warn-
ings or errors, the size of the output file, 
and the compression ratio achieved. The 
default is to create a .flac file, but the 
command can be made to create an Ogg 
FLAC file with ‑‑ogg or another lossless 
format with the options ‑‑force‑raw‑for‑
mat, ‑‑force‑aiff‑format, ‑‑force‑rf64‑
format, and ‑‑force‑wave64‑format. You 
will need to use an audio editor or con-
verter to create a copy of a .flac file in a 
lossy format. Somewhat surprisingly, 
adding other options does not change 
this basic output to any degree unless a 
warning or error occurs (Figure 1).

Whether you are encoding or decod-
ing, any number of files can be con-
verted at the same time by adding them 
at the end of the command in a space-
separated list. By default, the flac com-
mand writes each input file to a new file 
with the same name but a .flac exten-
sion. If you want to change the name of 
a single file, add ‑‑output‑name=FILENAME 
(‑o=FILENAME). Multiple files can be re-
named and prefixed with the option 

‑‑output‑prefix=STRING. An output string 
can also be used for outputting to a dif-
ferent directory, so long as the string 
ends with a forward slash (/ ).

When encoding, you also have the op-
tion of using ‑‑verify (‑V), which de-
codes while encoding and compares the 
two results to check for errors. Warnings 
do not stop processing, but when decod-
ing, you can add ‑‑decode‑through‑errors 
(‑F) to change the flac default behavior 
of stopping decoding when an error oc-
curs. Be aware, though, that decoding 
through errors can result in missing sam-
ples or silent sections in the output file. If 
you choose, you can also add the general 
option ‑‑delete‑input‑file when encod-
ing or decoding. Better yet, for safety, 
combine ‑‑delete‑input‑file with 
‑‑warnings‑as‑errors (‑w), which will 
stop the creation of the output file but 
leave the input file untouched, because it 
is only deleted when the output file is 
successfully created.

Most CDs consist of a single file, typi-
cally in WAV format, with individual 
tracks marked by seek points. Unlike 
audio editors like abcde [9], flac cannot 
rip the CD file into separate tracks in a 
single operation. However, you can use 
the ‑‑until option to stop the creation of 
an output file at a certain point; ‑‑until 
can be completed by a track number, so 
that ‑‑until=2 includes only the first two 
tracks in the output file. Alternatively, if 
you have an album cover or a CD label 
that lists the length of songs, you can 
complete the option by specifying a time 
using the mm:ss:ss format (minutes: sec-
onds: fraction of a second), so that 
‑‑until=03:58:00 would limit the output 
to just under the first four minutes of the 
CD file. You can use the same comple-

tions with the ‑‑skip option to begin the 
output file at a particular track.

However, the most important options 
are probably the compression options. 
The flac command includes nine com-
pression levels, the lowest being ‑‑com‑
pression‑level‑0 (‑0 or ‑‑fast) and the 
highest being ‑‑compression‑level‑8 (‑8 
or ‑‑best). All these compression levels 
are collections of several other options 
with different settings, including

•  ‑‑blocksize (‑b)
• ‑‑mid‑side (‑m)
• ‑‑adaptive‑mid‑side (‑M)
• ‑‑rice‑partition‑order (‑r)

plus some of the Tukey functions avail-
able with ‑‑apodization (‑A). For exam-
ple, according to the ‑H option, compres-
sion level 0 is synonymous with ‑l 0 
‑b 1152 ‑r 3. However, this jargon proba-
bly means as little to most users as it does 
to me (without further research) and 
takes longer to enter. For most users, 
most of the time, what matters is that the 
compression level can reduce the size of 
.flac files by almost a third and that the 
degree of compression makes no observ-
able difference when a .flac file is played 
back on local equipment, but might be 
noticeable when streaming – something 
that would require experimentation even 
if you were using the individual options. 
For most users, the compression level op-
tions should usually be enough.

Other Options
For many users, the basic options for en-
coding and decoding .flac files is all 
they need. However, some users may 
choose to use options for pictures and 
metadata tags.

Figure 1: The flac command’s default behavior is to encode. The command gives solutions for any warnings 
or errors, in case you want to recreate the file.

Command Line – FLAC
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Users who want to recreate digitally 
the LP or CD album experience may 
choose to store pictures as part of a 
.flac file. These pictures will display 
while the .flac is playing. The full com-
mand structure for a picture is:

‑‑picture=TYPE MIME‑TYPE DESCRIPTION U

  PIXEL‑WIDTHxHEIGHTxCOLOR‑DEPTH U

  COLORS FILE

Only the file needs to be specified. The 
picture types are listed in Table 1. If 
some parts of the specification are op-
tional, FLAC uses its defaults; the type, 
for instance, defaults to 3, which is the 
front cover. Other options, such as MIME 
type, dimensions, or colors will be read 
from the file if not specified. Multiple 
pictures can be added to the file, al-
though only one each of types 1 and 2.

The .flac files use the same system for 
metadata tags as Xiph.org’s Ogg formats. 
When encoding to .flac format, users 
can use the option ‑‑keep‑foreign‑meta‑
data to preserve the tags used by other 
systems, such as the one used in WAV or 
AIFF files. Unless ‑‑no‑utf8‑convert is 
also used, existing metadata will be con-
verted to UTF-8, which is usually not a 
problem but might conceivably cause 
some unexpected characters to display. 
Both these options will affect all tags 
specified in the command after them.

You can add additional 
tags during encoding with 
the option ‑‑tag= FIELD= 
VALUE (‑T), using one option 
for each new tag. After you 
create a .flac file, you can 
use metaflac, a utility in-
stalled with the FLAC codec, 
to add tags using the option 
‑‑set‑tag=NAME=VALUE or to 
remove them with ‑‑re‑
move‑first‑tag=NAME or 
‑‑remove‑all‑tags. The 
metaflac command can also 
perform many of the func-
tions of flac, including im-
porting a picture with ‑‑im‑
port‑picture‑from= and sup-
pressing the conversion of 
tags to UTF-8 with 
‑‑no‑utf8‑convert.

Worth the Wait
As the compression exam-
ple shows, the FLAC codec 

offers many more options, many of 
which are of interest mainly to audio 
experts. However, the Xiph.org Foun-
dation takes its obligation as a refer-
ence implementation seriously, and the 
.flac format is easy for anyone to 
begin to use.

Of course, like any command, flac re-
quires some effort to master. However, if 
music is important to you, the results are 
worth the effort: digital files with CD 
quality sound. Once you have heard the 
difference that a lossless format like 
FLAC can make, you may never be satis-
fied with MP3 files again.  nnn

[1]  FLAC: https://  xiph.  org/  flac/  index.  html

[2]  Xiph.org Foundation:  
https://  www.  xiph.  org/

[3]  Ogg formats: https://  xiph.  org/  ogg/

[4]  New BSD license: https://  opensource. 
 org/  licenses/  BSD‑3‑Clause

[5]  Lossy compression: https://  en. 
 wikipedia.  org/  wiki/  Lossy_compression

[6]  Lossless formats: https://  en.  wikipedia. 
 org/  wiki/  Lossless_compression

[7]  DACs: https://  en.  wikipedia.  org/  wiki/ 
 Digital‑to‑analog_converter

[8]  Compression to decoding speed: 
https://  xiph.  org/  flac/  comparison.  html

[9]  abcde: http://  www.  andrews‑corner.  org/ 
 linux/  abcde/  abcde_lossless.  html

Info

Type Description
0 Other

1 32x32p “file icon” (PNG only)

2 Other file icon

3 Cover (front)

4 Cover (back)

5 Leaflet page

6 Media (e.g., label side of CD)

7 Lead artist/ lead performer/ soloist

8 Artist/ performer

9 Conductor

10 Band/ orchestra

11 Composer

12 Lyricist/ text writer

13 Recording location

14 During recording

15 During performance

16 Movie/ video screen capture

17 A brightly colored fish

18 Illustration

19 Band/ artist logotype

20 Publisher/ studio logotype

Table 1: Picture Types
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started posting them back on Instructa-
bles.com with better instructions and 
teaching points assigned to them.”

After a while, other teachers started 
asking for parts and kits. “I started put-
ting parts in bags, and that kind of snow-
balled on over a couple of years,” says 
Zimmerman. “The tipping point was 
when I was working a 10-hour school 
day, [and] then an eight-hour evening 
shipping things and answering emails. I 
was getting maybe five hours’ rest, and 
not doing well at either job. It came to a 
point where I had to choose one or the 
other, and I was upset at my current 
school at that point.” Zimmerman chose 
his growing business, working out of his 
parents’ basement, mailing kits and de-
veloping projects to use with the kits.

Zimmerman’s first crowdfunding proj-
ect in 2013 was for solar panels. The cam-
paign reached its goals – but just in time 
for the market prices to drop as solar pan-
els became widely available. Solar fea-
tures are an important part of Brown Dog 
products, but its solar panels were unsel-
lable and were finally thrown out in 2017.

F ree software and the maker 
movement have always been 
closely connected to educa-
tion. In the last few years, 

open hardware has started to strengthen 
this connection. A case in point is Brown 
Dog Gadgets [1], a small company dedi-
cated to making science accessible. The 
company’s latest crowdfunded project is 
Crazy Circuits [2], kits of Lego-compati-
ble circuit boards and other electronic 
components and a growing array of proj-
ects ranging from what founder Joshua 
Zimmerman describes as an “evil Cylon 
pumpkin” to basic Arduino program-
ming (Figure 1).

A few yeas ago, Zimmerman was a 
middle school science teacher in Mil-
waukee, Minnesota. “My classroom had 
a really small budget – it was my salary. 
I was always looking for fun science 
projects for my students and myself. I 
would find projects on Instructables.com 
and YouTube and then implement them 
in my classroom and after-school science 
club. I was using the open source proj-
ects that were out there, and then I 

MakerSpace
Open hardware makes science education fun

Brown Dog Gadgets
Brown Dog Gadgets is making science education more 
accessible and affordable with open hardware. By Bruce Byfield

Figure 1: An Arduino programming project.
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Today, Brown Dog Gadgets still sells 
off-the-shelf components and will rent 
the use of its laser cutter and other ma-
chines for $40 to local customers – about 
half what is usually charged in Milwau-
kee. The company avoids doing design 
work, which Zimmerman describes as 
“the black hole of customer service. We 
really don’t have the man hours to do 
that stuff, and most people don’t want to 
pay for it.” Increasingly, the company fo-
cuses on educational products: the best-
selling Bristlebots, “small robots made 
by combining a toothbrush head and vi-
brating motor”; its arts and craft sup-
plies, including paper circuits, conduc-
tive paint, and thread; and, increasingly, 
Crazy Circuits. “We try to be a budget 
brand,” Zimmerman says. “We’re 
cheaper, and we give you more for the 
same price.”

Explaining Crazy Circuits, Zimmerman 
notes, “Most students and most teachers 
don’t want to do a project on a bread-
board with LEDs and jumper wires.” By 
contrast, Crazy Circuits chips (Figure 2) 
do everything possible to simplify the 
use of electronics. Parts are pre-soldered, 
because “teachers either don’t want to 
do soldering or don’t have the resources 
in the classroom to adequately manage 
safety and liability issues.” Besides, as 
Zimmerman points out, projects that re-
quire soldering are already widely avail-
able online. Parts are also color-coded 
and come with note cards showing the 
part and, on the back, an example of 
how the part might be wired in a simple 
circuit. A reference card, Zimmerman 
reasons, is easier to use than finding in-
formation online.

However, the main appeal of Crazy 
Circuits components is their compatibil-
ity with Legos (Figure 3). It took Brown 

Dog Gadget six 
months to drill 
the holes so that 
parts would fit on 
Lego blocks and 
to develop custom 
conductive tape 
that would stand 
up to wear and 
tear, but Zimmer-
man considers the 
effort worth his 
time. “Lego is 
ubiquitous,” he 
says. “Everyone 

knows Lego. It’s the largest toy com-
pany in the world, over the twice the 
size of its rivals, and well-branded with 
licensed products. Teachers can take ad-
vantage of those licensed projects by 
making things like a Star Wars X-Wing 
with wings that open and basic sound 
effects.” Even Lego clones can be use-
ful – for example, Zimmerman has 

started using steel blocks from a clone 
to designate push points.

Science Arts and Crafts
The Brown Dog Gadgets’ home page 
promises “a passion for creating fun.” 
Talking with Zimmerman, it soon be-
comes clear that the slogan is more 
than just words. Rather, it describes the 
company’s entire approach to science 
education.

“From a teaching perspective, we try 
to mix new ideas with things people are 
already familiar with,” he says, “making 
it 95 percent familiar. It’s really science 
arts and crafts. I mean, every student by 
the second grade has learned at home or 
in the classroom to use scissors. It’s 
what kids do. Well, adding conductive 
tape and LEDs to it isn’t adding a whole 
lot of new things for them.” In addition, 
familiarity is important for teachers, be-
cause the reality of public education is 
that “a lot of teachers are newbies to 

Figure 2: Crazy Circuits consist of color-coded, pre-
soldered electronic parts.

Figure 3: Crazy Circuits components are Lego-compatible.

Figure 4: Electronic T-shirts are one of Brown Dog Gadget’s more 
common projects.
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themselves impractical goals, such as 
trying to teach robot programming in a 
single semester. Instead, Zimmerman 
focuses on encouraging familiarity with 
programming. For example, instead of 
programming from scratch, Zimmerman 
includes projects that only require 
minor editing of existing code, such as 
creating a piano with conductive tape 
(Figure 5) and then changing the note 
played. “It’s something new, but 
doesn’t overwhelm them. Keep things 
simple; then let people have fun,” he 
advises.

Educational Sharing
When Zimmerman is not filling orders, 
he spends his time talking at teaching 
conferences. Next year, he also hopes to 
start presenting at Lego events. His time 
is also spent writing an open source cur-
riculum for electronics, working with 
other small resellers, and posting the re-
sults on GitHub [4]. The curriculum is 
designed to work with other off-the-shelf 
components, not just those manufac-
tured by Brown Dog Gadgets (Figure 6). 
What matters is being accessible. 
“Teachers swap secrets,” he says. “Repu-
tation is huge. If something is working 
for them, and it’s fun for them and fun 
for their classes, they tell everybody. 
That’s the type of advertising that I 
could never afford. One teacher talking 
to other teachers on Facebook means far 
more than one Facebook post from me.”

As a result of these efforts, a commu-
nity is starting to form around people 
working with Brown Dog’s components 
and projects. “I’m always amazed when 
people send me ideas, because half the 
time I’m like, ‘That’s a great idea. How 
can I do that?‘ Or, ‘Ooh, that gives me 
another idea.’ We’re all about what peo-
ple can do with our projects and our re-
sources.”  nnn

their subjects, too, and if the teachers 
don’t feel comfortable with something, 
they’re not going to do it.”

For example, a common science project 
is to create the game Simon [3], which re-
quires players to echo increasingly more 
complex sound patterns. “It’s just four 
buttons and four LEDs on an Arduino 
board,” Zimmerman says, “but by putting 
it on Lego or on a T-shirt [Figure 4], you 
add that extra novel touch to it. It turns a 
breadboard project into a smart interac-
tive kit. Or you can do the same project 
on a wall with conductive paint, so you’re 
touching conductive paint points as op-
posed to push buttons, and suddenly the 
look and feel makes it engaging and inter-
esting. From a teaching perspective, we 
try to mix new ideas with things that peo-
ple are already comfortable with.”

Zimmerman cites his mother as an ex-
ample of the attitudes this approach is 
intended to overcome. “She’s an amaz-
ing sewer and an amazing quilter and 
sews up a storm in her retirement, but 
she’s like, ‘I could never do your T-shirt 
projects,’ and I say, ‘Mom, I’m doing the 
most basic sewing known to man. I stink 
at sewing. All I’m doing is sewing on 
special buttons – that’s all I’m doing. I 
know you can sew a button on, and I 
know you can use thread.’ It’s just add-
ing that idea and presenting it in a way 
that is not frightening or threatening to 
somebody, especially an adult who is set 
in their ways.”

Beyond this entry-level approach, 
Brown Dog Gadgets also offers projects 
for more advanced users. Often, he 
says, teachers get overambitious and set 

Figure 5: Using conductive tape to produce a playable keyboard.

[1]  Brown Dog Gadgets: https://  www. 

 browndoggadgets.  com

[2]  Crazy Circuits:  

https://  www.  crowdsupply.  com/ 

 brown‑dog‑gadgets/  crazy‑circuits

[3]  Simon: https://  en.  wikipedia.  org/  wiki/ 

 Simon_(game)

[4]  Brown Dog Gadgets GitHub site: 

https://  github.  com/  BrownDogGadgets/ 

 CrazyCircuits

Info

Figure 6: Conductive dough is another engaging way to bring 
electronics into the classroom.
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or magnetic contact, to monitor the state 
of the trap and uses the PIC internal ana-
log-to-digital converter (ADC) to monitor 
the battery voltage. When the trap is 
closed or the battery voltage is too low, 
the microcontroller stimulates a con-
nected Rasp Pi and signals the status. 
The Rasp Pi then sends a text message to 
the supervisor over a connected UMTS 
stick, and the supervisor then transports 
the captured animal away or replaces the 
battery.

For the status of the trap, the Rasp Pi 
uses two GPIOs as input (one for the 
latch and one for the battery). At first 
glance, the script required seems very 
simple, because reading GPIOs and 
sending text messages can be imple-
mented quickly, thanks to the large soft-
ware base in Raspbian. However, the 
devil is in the details, because the solu-
tion has to be very robust: You would 
not want a captive animal to die in a trap 
because text messaging fails.

The Rasp Pi therefore not only has to 
read out the signals from the PIC but 
also report back the status. To do this, 
the setup requires two more GPIOs: one 
pin for the status and a second that indi-
cates a shutdown to the PIC, which then 
switches off the power and saves the 
battery. In the event of a fault, the PIC 
stimulates the Pi after five minutes for 

I n a nature reserve in northern 
Germany, foxes and martens 
threaten rare ground-breeding 
birds. Although the park supervi-

sor catches the predators with live traps, 
checking the traps is time consuming 
and expensive in this virtually inaccessi-
ble area. Between 40 and 50 traps have 
to be monitored, which means long and 
mostly unnecessary inspections.

The use of modern technology would 
minimize the considerable effort in-
volved in regularly checking the traps by 
having a microcontroller and Raspberry 
Pi team up to monitor the traps electron-
ically and send an automatic alarm 
when one of the traps is triggered. How-
ever, the path from this idea to its imple-
mentation took longer than originally 
thought.

One of the challenges was the lack of 
mobile Internet in the sparsely popu-
lated area, although text message ser-
vices are available. A previous article 
[1], in which one of us described how to 
set up a 3G hotspot with a Rasp Pi and a 
UMTS [2] stick, was the basis for the col-
laboration on this project.

The Idea
The basic idea is simple: The PIC16F690 
microcontroller with nanoWatt Technol-
ogy uses a sensor, such as a ball switch Le
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Raspberry Pi aids conservation work

Fox Hunt
As a countermeasure to predators of rare ground-breeding 
birds, live traps are monitored by a microcontroller and a 
Raspberry Pi. By Bernhard Bablok and Lothar Hiller
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another attempt. After a successful text 
message transmission, the PIC remains 
inactive until a reset, which the supervi-
sor must handle.

An optional component is a real-time 
clock (RTC). Because the Rasp Pi does 
not make contact with a network, it can-
not update its time. The RTC provides 
the right time for each boot, which 
means that all log messages have the 
correct time stamp. The text messages 
now also contain the transmission time 
in addition to the case number and the 
case or power status.

Microcontroller
The PIC16F690 is located on a carrier 
board that plugs directly into the Rasp Pi 
GPIO strip (Figure 1). The diagram and 
the parts list, as well as all programs, are 
on GitHub [3]. (English versions are 
available on the Linux Pro Magazine 
anonymous FTP site [4].)

The PIC16F690 by Microchip was 
chosen because it works with particu-
larly economical nanoWatt Technology. 
In sleep mode, a watchdog timer moni-
tors the PIC so that the power consump-
tion from the battery is only about 
1-1.5µA. Among other things, the con-
troller has 18 I/ O pins, an internal oscil-
lator, a 10-bit ADC with 12 channels, 

flash memory for 4096 words, 256-byte 
SRAM, and interrupt on change (IOC) 
at ports A and B. Transfer of data to a 
4x16 LCD uses software I2C and the 
PCF8574 I/ O expander. This solution al-
lows transmission at up to 100kHz; the 
PIC can then be operated at a maximum 
of 4MHz. This data transfer variant 
saves I/ O pins.

The PIC is set to sleep mode for about 
five minutes after configuration. It then 
wakes up and controls the trapdoor 

sensor and battery voltage. If every-
thing is OK, it will switch to sleep mode 
again. In this case, the Rasp Pi is left 
out. If no animal is trapped, a battery 
charge is sufficient for about a half a 
year in this setup.

Only when an event occurs (trap 
closes, battery dies) does the Rasp Pi 
boot and send a text message. The Pi re-
ports a transmission failure to the PIC, 
which “remembers” it. After another five 
minutes, the Rasp Pi starts resending the 
text and does so repeatedly until the 
transfer is successful. The system then 
returns to the idle phase.

The chip is programmed with assem-
bler in a special single-step mode. The 
information is forwarded by software I2C 
and pluggable auxiliary boards and is vi-
sualized on an LCD with four lines of 16 
characters each (Figure 2).

The PIC is connected to the Rasp Pi 
through four GPIOs (Figure 3). GPIOs 17 
and 27 inform the Rasp Pi of the status 
of a trap, which in turn sets GPIO 22 to 
HIGH during program startup and to 
LOW in the event of an error. The shut-
down signal comes through GPIO 10. 
After the value changes to HIGH, the PIC 
gives the Rasp Pi another minute to shut 
down and then turns off the power (Fig-
ure 4). If the Rasp Pi takes too long (e.g., 
because a text message is pending), the 
PIC still strictly regulates the current. 
The Pi loses no data, apart from some 
log messages.

However, the PIC alone is not enough 
for the circuit. Another critical compo-
nent is the boost converter (Figure 5), 

Figure 2: A segment display allows debugging of the setup; Klappe 
zu = trap closed.

Figure 1: Prototype: The experimental setup with a connected Rasp Pi 
and microcontroller; Klappe auf = trap open.

61LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM ISSUE 207 FEBRUARY 2018

Rasp Pi Fox Trap MAKERSPACEMAKERSPACE



this should take no more than two min-
utes. However, the implementation has 
to intercept various error situations.

The /etc/rc.local file starts the /usr/
local/sbin/fuchsfalle.sh processing 
script at the end of the boot process. It 
then monitors in a loop to see whether 
the script stops again. After a configu-
rable amount of time, it terminates it re-
gardless of its status, informs the PIC 
about the failure, and shuts down the 
system. The Rasp Pi tries to prevent the 
hard shutdown caused by the PIC.

The search for the modem, the setting 
of the PIN code, and the sending of text 
messages all make several attempts in a 
loop, which proves to be a useful pre-
cautionary measure in practice. Some-
times it takes a while for the UMTS stick 
modem to become available. From time 
to time, setting the PIN or sending text 
messages also requires several attempts.

The Rasp Pi behavior is controlled by 
the central configuration file /boot/
fuchsfalle.cfg. The storage location was 
chosen because it is located in the first 
FAT-formatted partition and can there-
fore also be accessed from Windows. 
However, on the Windows side, you will 
need an editor that also saves the file in 
UTF-8 format, which is common on 
Linux. Notepad++ does a good job of 
this.

Special Features
The sysfs interface under /sys/class/

gpio was originally used 
for the configuration, as 
well as for reading and 
writing the GPIOs. How-
ever, when the problems 
with the internal pull-
ups described above 
arose, we switched to 
the wiringPi package, 
which provides a com-
mand-line tool and thus 
performs all tasks with-
out problem from 
scripts. The following 
commands are used to 
configure the pull-ups:

$ sudo gpio ‑g mode 17 up

$ sudo gpio ‑g mode 27 up

In addition to up are the 
down and tri switches. 
The latter probably 

which uses the 3.0-4.2V battery voltage 
to generate the 5V required by the Rasp 
Pi. First, the XL6009 switching regulator 
module (up to 4A) was used. However, 
because this was no longer reliable 
enough in the lower voltage range of 
3-3.5V, the ML8205 (2A) module was 
given preference, which runs smoothly 
down to 3V. For test purposes, a switch 
mode power supply connected with an 
adjustable step-up converter replaces the 
lithium polymer (LiPo) battery, which 
means it is possible to stimulate under-
voltage without problem.

The pull-up/ pull-down resistors inte-
grated in Rasp Pi seem to be some of the 
least known components of the small 
computer and proved to be a particular 
challenge. Although the GPIOs are well 
documented, with many tutorials about 
connecting with external pull-up or pull-
down resistors, hardly any articles about 
the internal resistors can be found.

These pull-ups can be configured 
using the WiringPi library. Once set up, 
Rasp Pi saves the status, but it can no 
longer be read out. The data is probably 
stored in an EEPROM-like cell that can-

not cope with arbi-
trary write opera-
tions. However, 
none of this is docu-
mented and is one 
downside of the 
Rasp Pi hardware 
not being com-
pletely open.

Rasp Pi Tasks
When the PIC 
switches on power, 
the Rasp Pi boots 
and works directly 
on its tasks: reading 
GPIOs, searching for 
modem, setting PIN 
code, sending text 
message, informing 
PIC, and shutting 
down again. Ideally, 

Figure 4: The intended schematic for the fox trap.

Figure 3: The signal lines from the PIC to the Rasp Pi; 
US = UMTS stick.
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stands for “trigger” and switches off the 
internal resistors. However, it is not pos-
sible to read the status with software.

In addition to GPIOs, other chal-
lenges need to be solved by the soft-

ware. Even if it only runs for a few 
minutes, the system needs to save as 
much energy as possible. The Rasp Pi 
Zero is considered unbeatable in this 
respect, but because UMTS sticks draw 

a large amount of power, it is not guar-
anteed that this arrangement will work 
with all sticks. Turning off the screen 
and network helps all Rasp Pis con-
serve energy. An interface-free system 
on a chip (SoC) also poses no problem 
in production because communication 
with the PIC takes place through 
GPIOs.

The various power-saving techniques 
were implemented with a separate sys-
tem service, reconfigured in the central 
configuration file, which advantageously 
allows the individual techniques to be 
switched on and off as required.

Consistent logging is another feature. 
To ensure that as little information as 
possible is lost in the event of a power 
outage, a sync function ensures a secure 
write to the SD card after every written 
record and also reduces the possibility of 
filesystem corruption.

Installation
A Raspbian Lite installation with a num-
ber of additional packages, like wiringPi 
for the GPIOs and gammu for sending 
text messages, is sufficient, but because 

Figure 5: The carrier board with battery and boost converter.
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The circuit and schematic developed 
for the fox trap easily can be transferred 
to other projects that work autonomously 
and only occasionally transfer data. Be-
cause a text message has up to 160 char-
acters, it is suitable for more than just a 
simple status report, and more informa-
tion could be distributed across multiple 
text messages.

If GPRS at least is available in the in-
tended area of application, an Internet 
connection with the UMTS stick is more 
suitable for the transfer of large 
amounts of data. Setting up the stick for 
this purpose is described in a previous 
RPG article [7].  nnn

the installation involves a number of 
manual steps, the Raspbian Netinstaller 
[5] comes into play by automating the 
entire installation process and ensuring 
uniform, reproducible, and consistent 
systems.

The project files are located in the ap-
propriate folders, and the configuration 
files for the installer are also updated di-
rectly in the project. A script downloads 
the Netinstaller and integrates the files 
from the project into its own image. 
After booting, the system then retrieves 
all necessary files and subsequently 
configures the system. After installing, 
all that remains is configuring for the 
specific trap.

Conclusions
At present, the system is sufficiently ad-
vanced to start beta testing, with plans 
for improvements already in place. For 
example, the Rasp Pi could send a text 
message at regular intervals, even with-
out triggering it as a heartbeat message, 
so that the supervisors can have an over-
view of all traps. However, this would 
mean increased capacity requirements 
with regard to the LiPo battery.

Since the beginning of 2016, small 
SIM modules like the SIM800L [6] have 
been around that can be connected to 
the Rasp Pi through the GPIO. These 
modules offer an interesting alternative 
to the UMTS sticks currently used in 
the project in terms of price and tech-
nology. Problems with unrecognized 
sticks under Linux are then a thing of 
the past.

The mode switch from a CD-ROM to a 
modem device, which is necessary under 
Linux, turned out to be particularly 
problematic with these sticks, some of 
which only work under Wheezy and jes-
sie-backports, but not under Jessie. Oth-
ers work with Jessie without problem, 
but when switching to the USB 
modeswitch backport, the system sud-
denly no longer recognizes it. The soft-
ware installation then depends on an ex-
ternal component.

Another advantage is that the SIM800 
modules draw power directly from the 
LiPo battery, which means the module 
even works on first-generation Rasp Pis 
or the Pi Zero without problem. Addi-
tionally, the entire USB complex of the 
Rasp Pi 2/ 3 models can be switched off, 
which saves even more energy.

Regardless of the challenges on the 
hardware and software sides, many ad-
ministrative and logistical problems have 
yet to be solved. For example, you would 
have to produce the printed circuit board 
(PCB) in small batches. The many re-
quired SIM cards also present a problem; 
because, ideally, the Rasp Pi only sends a 
handful of SMS messages per year, pre-
paid cards are best suited for this purpose. 
However, managing 40 to 50 contracts is a 
challenge and, in the worst-case scenario, 
could lead to false positives.

Finally, financing all the traps is still a 
problem. Purely from the electronics 
side, each costs about EUR100, if you 
produce the PCBs yourself. Another mat-
ter of concern is the cost of construction 
for the concrete pipe traps (Figure 6).
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Figure 6: The robust concrete pipe traps will provide a long service life.
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python-evdev
The python-evdev library [1] provides 
bindings to the generic input event inter-
face in Linux. The evdev interface passes 
events generated in the kernel, typically 
located in /dev/input/.

To install python-evdev on a Debian-
compatible operating system, enter:

sudo apt‑get install python‑evdev

Not all keypad and gamepad buttons are 
mapped consistently, so a simple test 
program is needed to find the keycodes 
(Listing 1) [2]. For most small systems, 

K eypads and gamepads can 
be good solutions for proj-
ects that have requirements 
for simplicity, small form 

factor, or more rugged operation. Com-
panies like Sony (PS2/ PS3) and Logi-
tech, and even makers of generic 
clones, offer a number of keypads and 
gamepads for USB wired or wireless 
products (Figure 1).

Although the Python Pygame library 
offers a generic keyboard and joystick in-
terface, I found the python-evdev library 
to be a little simpler and more straight-
forward.

The Python evdev library offers a simple way to connect input 
devices, even if you don’t know the key bindings. By Pete Metcalfe

Integrate keypads and gamepads 
into your next project

In Control

MakerSpace

Figure 1: Wired and wireless keypads and gamepads. Le
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the controller’s USB connection will be 
on /dev/input/event0; on larger systems, 
event1 or event2 might be the input de-
vice. When a key is pressed, the test pro-
gram outputs the time, keycode, and an 
alias for the key binding (Listing 2).

At a minimum, most keypads or game-
pads will have the buttons: A, B, X, Y, 
Start, Select, Left Shoulder, and Right 
Shoulder. The code in Listing 3 captures 
these buttons.

Summary
With the sample code provided here, 
you have a starting point for your next 
kiosk, robotics, or game project; for ex-
ample, my daughter and I used the evdev 
interface with a Raspberry Pi to control a 
two-axis crane (Figure 2).  nnn

key event at 1488557515.714249, 295 (BTN_BASE2), down

key event at 1488557517.491448, 294 (BTN_BASE), down

key event at 1488557519.594712, 293 (BTN_PINKIE), down

Listing 2: Test Program Output

01  from evdev import InputDevice, categorize, ecodes

02  gamepad = InputDevice('/dev/input/event0')

03  

04  for event in gamepad.read_loop():

05      if event.type == ecodes.EV_KEY and event.value == 1:

06          try:

07              keyevent = categorize(event)

08              print (keyevent) # comment to remove key messages

09  

10          except:

11              print ("Problem key pressed...")

Listing 1: keys_evdev.py

Figure 2: A Raspberry Pi crane with a gamepad 
controller.

01  from evdev import InputDevice, categorize, ecodes

02  gamepad = InputDevice('/dev/input/event0')

03  

04  for event in gamepad.read_loop():

05      if event.type == ecodes.EV_KEY and event.value == 1:

06          try:

07              keyevent = categorize(event)

08              if keyevent.keycode == "BTN_THUMB":

09                  print ("Right ‑ 'A' button")

10              if keyevent.keycode == "BTN_THUMB2":

11                  print ("Bottom ‑ 'B' button")

12              if  'BTN_TRIGGER' in keyevent.keycode:  
# ['BTN_JOYSTICK', 'BTN_TRIGGER']

13                  print ("Top ‑ 'X' button")

14              if keyevent.keycode == "BTN_TOP":

15                  print ("Left ‑ 'Y' button")

16              if keyevent.keycode == "BTN_TOP2":

17                  print ("Left shoulder button")

18              if keyevent.keycode == "BTN_PINKIE":

19                  print ("Right shoulder button")

20              if keyevent.keycode == "BTN_BASE3":

21                  print ("SELECT button")

22              if keyevent.keycode == "BTN_BASE4":

23                  print ("START button")

24  

25              pr int (keyevent) # comment to remove key messages

26  

27          except:

28              print ("Problem key pressed...")

Listing 3: gamepad_evdev.py

[1]  python-evdev: http://  python‑evdev. 
 readthedocs.  io/  en/  latest/  #

[2]  Listings for this article:  
ftp://  ftp.  linux‑magazine.  com/  pub/ 
 listings/  linux‑magazine.  com/  207

Info

You can investigate more neat projects 
by Pete Metcalfe and his daughters at 
https://  funprojects.  blog.

Author
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can use FFmpeg to 
generate video 
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 NEWS ANALYSIS
The Linux Voice view on what’s going on in the world of Free Software.

Opinion

Unknown Others
Open source is for you, yes, but it’s also for unknown others.  BY SIMON PHIPPS

Simon Phipps  
is a board member  
of the Open Source 
Initiative, the Open 
Rights Group, and The 
Document Foundation 
(makers of LibreOffice).

Making open source code freely avail-
able to unknown others is thus axial and 
not tangential to open source. That’s why 
I get extremely concerned by anything 
that wants to be seen as “open source” 
but still tries to lock out the outsiders, the 
rebels, and the aliens. Attempts to do this 
range from the crude, like using a “time-
locked” license that only becomes open 
source after a significant delay for “mon-
etization,” to more subtle approaches, like 

requiring an account 
to access the source 
repository and then 
only allowing paying 
customers to have an 
account.

The code may be 
under an open source 
license, but software 
freedom is not pres-
ent if accessing or 
using it requires being 
or knowing an insider. 

None of this is theoretical; indeed, Forge-
Rock and MariaDB are themselves play-
ing these games despite their origin story 
being rooted in software freedom.

So remain skeptical when software 
freedom is abridged or diminished in pur-
suit of a business model or “safety.” 
Whatever that’s called, it’s not open 
source.  nnn

B eing close to an open source proj-
ect, it’s easy to imagine that ev-
eryone sees the project the way 

you and your fellow community mem-
bers do. This especially applies to the 
corporate sponsors of a single-company 
project; anticipating use by competitors, 
they often want to apply controls to who 
can use the code.

A core objective of software freedom is 
to ensure that the code can be used not 
only by your collabora-
tors, but by unknown 
others with undis-
closed goals. All OSI-
approved licenses en-
sure everyone is per-
mitted to use software 
for any purpose with-
out further permis-
sion, delivering this 
core objective.

Random code liber-
ation leading to unex-
pected application (aka “innovation”) 
has always been and will remain a hall-
mark of open source. Borrowing por-
tions of great code – from elegantly exe-
cuted algorithms to useful libraries to 
entire components – is an intended 
mode of exercise for software freedom 
and not an artifact. Leaving it available 
is essential.

The same provisions that allow code 
reuse also enable the crucial pressure re-
lease valve of open source: the fork. The 
ability to take the code and do something 
the original author or the current commu-
nity don’t want is an essential freedom, 
not an unwanted side effect. Indeed, it is 
the origin of many of the most significant 
moments in open source.

It was a fork that rescued OpenOffice.org 
from corporate neglect, giving us LibreOf-

fice. A fork allowed ForgeRock to rescue 
Sun’s identity management software from 
abandonment, thus saving huge invest-
ments in its deployment and creating a 
highly valued “unicorn” startup in the pro-
cess. The MariaDB fork is keeping the 
MySQL project focused on community. 
Even the Firefox browser was a kind of fork 
from Mozilla, albeit a strategic one.

A core objective of software 
freedom is to ensure that 
the code can be used not 
only by your collaborators, 
but by unknown others with 
undisclosed goals.
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Two months ago, I introduced in this column Subutai, the 
open source peer-to-peer cloud software created by 
OptDyn. Since that time, people have asked how they 

might use Subutai in their work and at home.
Many people store their data in commercial clouds, like Ama-

zon, Google, or Microsoft Azure. While this can give them access 
to their data from many different machines, both inside and out-
side their facilities (whether it be home or work), it also means 
that their communications costs can go up if they are accessing 
their data a lot from outside of the cloud infrastructure.

Imagine if you are working at home storing your personal 
music, pictures, and other data in one of these commercial 
clouds. You pay for the Internet bandwidth to transfer the data 
to the cloud, and you pay for the bandwidth again to access it in 
the future. To fix this problem you might, as many people do, 
set up a network-attached storage (NAS) system at home or at 
work and access your data directly when you are in the local en-
vironment. Unfortunately, this also means that your data may 
not be easily available when you are not in the same network as 
the NAS system. By setting up your own cloud with Subutai and 
using it in conjunction with your NAS system, you can access 
your data from the NAS without paying your Internet provider 
for the bandwidth – and typically at much faster speeds than 
the Internet provider can sell you. When you go outside of the 
local network, the Subutai peer-to-peer cloud software still al-
lows you to access your data transparently.

One of the other ways people use commercial clouds is to 
back up their data. For small amounts of data, this service may 
be free, but often those data costs quickly increase, and you 
end up paying a monthly charge.

If both you and a trusted friend or  relative have a NAS sys-
tem at home, you could set up a relationship in which you do 
backups to their NAS system and they do backups to yours. In 
case of disaster (fire, theft, flood), you can take a new disk to 
their home, rapidly copy your data to that disk, and restore all 
of your files to your new NAS system. If time is not an issue, 
you could do this restoration over the Internet without even 
going to their home.

Another usage would be to create a Live flash memory 
stick of your favorite GNU/ Linux distribution with persistent 

data and Subutai incorporated. Having booted your Live dis-
tribution and set up Subutai, you now have access to your 
cloud environment. When you shut down the system, all of 
your data is kept in your private Subutai cloud, and the per-
sistent storage keeps your Subutai settings, ready for the 
next time. For travelers like me, it might mean that all I have 
to bring with me is that flash stick, and I can use almost any 
laptop or desktop in the world for doing my work. My data is 
safe in my private cloud and away from the prying eyes of 
customs agents.

For telecommunications companies (Telcos) that felt “by-
passed” by the giant cloud companies, Subutai offers the 
chance to use open source cloud software, giving Telco cus-
tomers the opportunity to utilize spare resources. The same is 
true for web-hosting companies or other Internet service pro-
viders (ISPs).

For companies, including governments and organizations 
such as hospitals, Subutai allows consolidation of individual 
internal resources, which cuts down on their external telecom-
munication and cloud facility costs. They may not stop using 
commercial clouds altogether, but they may use them a lot 
less. For more “sensitive” information, such as customer 
banking and health information, they may instead use a Subu-
tai private cloud.

The first time I went to Brazil, I visited the University of Sao 
Paulo (USP) and saw the first Beowulf supercomputer (a 
high-performance parallel computing cluster) in “real life.” 
The main use of Beowulf was for diagnosing mammograms 
to detect breast cancer. The program running on a SPARC 
workstation would take 20 hours, but on the Beowulf system, 
it would take only 10 minutes, which meant that the woman 
would probably still be at the hospital when the results were 
known, and either further testing or an operation could be 
scheduled.

The university did not intend for each hospital to buy and 
maintain a Beowulf system, but to spread the load out over all 
the laptops, desktops, and small servers in the hospital to get 
the same effect. Subutai would make this task trivial, and if 
even one woman’s life was saved by timely information, it 
would be worthwhile.  nnn

MADDOG’S  
DOGHOUSE
Your own personal cloud  BY JON “MADDOG” HALL

Jon “maddog” Hall is an author, educator, 
computer scientist, and free software 
pioneer who has been a passionate 
advocate for Linux since 1994 when he first 
met Linus Torvalds and facilitated the port of 
Linux to a 64-bit system. He serves as 
president of Linux International®.
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 FOSSPicks
Graham tears himself away from updating Arch Linux to search for 
the best new free software.  BY GRAHAM MORRISON

Sparkling gems and new  
releases from the world of  
Free and Open Source Software

A udacity is the audio edit-
ing equivalent of Gimp. 
It’s an open source cor-

nerstone in both its breadth of 
functionality and as a flag bearer 
for the capabilities of open 
source. Like Gimp, Audacity 
shows that Free Software is a vi-
able alternative to costly proprie-
tary software, in that it can be 
used as a drop-in replacement 
for costly alternatives. Before 
Audacity, there wasn’t even a 
low-cost alternative. If you 
wanted to edit and process 
audio with any precision, then 
musicians, podcasters, audio en-
gineers, and desktop audio tin-
kerers had to either spend 
money or use much more primi-
tive tools. Audacity has changed 
all that, and you can now find it 
on the Mac OS and Windows 
desktops of successful produc-
ers, alongside those of us still 

producing audio and playing with 
analog synthesizers on Linux.

But Audacity isn’t perfect. In 
particular, its user interface has 
more in common with the late 
1990s than the 21st century. Its 
audio processing also suffers 
from being from the same era, al-
lowing you to apply an audio ef-
fect only after selecting a range, 
listening to a preview, and click-
ing Apply, rather than letting you 
create your own virtual effects 
rack that you can change in real 
time. Outside of these shortcom-
ings, Audacity allows you to edit 
audio right down to the individual 
samples, from simple mono re-
cordings to multitrack audio on 
different lanes recorded at high 
bit depth and high frequencies.

Thankfully, this major update at-
tempts to redress some of Audac-
ity’s shortcomings, in particular, by 
incorporating four user interface 

themes designed for the 
Dark Audacity project, 
alongside links to the help 
documentation embedded 
within many of the applica-
tion’s dialogs. The help links 
go hand-in-hand with a fully 
revised manual, which will 
help many new users un-
derstand the sometimes 
dark art (and relatively inac-
cessible world) of audio ed-
iting. The new themes work 
well in the dark environ-
ments favored by many re-
cent digital audio worksta-
tions and look much fresher 
than the bright grey of the 
original. Another major ad-
dition is MIDI playback and 
editing. Although MIDI files 
are used to produce sound, 
they’re completely different 
from audio files. They’re 
analogous to vector images 
versus pixel data, contain-
ing note, pitch, and instru-
ment data rather than the 
raw samples.

To hear MIDI, the data 
needs to be sent to a MIDI-
interpreting synth (e.g., 
Fluid Synth. Audacity then 
lets you edit MIDI files just 
like raw audio files, selecting 
ranges and loops, and edit-
ing to time points and signa-
tures – even alongside 
audio if you open another 
file. This is a brilliant and 
rather cutting-edge feature, 
and it would be fantastic if 
these kinds of develop-
ments signaled a new direc-
tion for Audacity – one that 
includes parallel real-time 
audio effects previews and a 
user interface built around a 
more modern toolkit. But as 
with everything to do with 
Audacity, these are small 
criticisms when compared 
with the unrivaled editing 
power it offers in the realm 
of audio editing.

Audio editor

Audacity 2.2.0

This release finally makes some user interface concessions, with the inclusion of 
a new set of dark and high-contrast themes.

MIDI data files can now be edited just like audio files, which is a unique 
and useful feature if you work with MIDI sequencers.

Project Website
http://  www.  audacityteam.  org/
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S amplv1 is just one of four 
audio synths released to-
gether as the Vee One 

Suite. This is a great collection of 
sound generators built around 
the same Qt toolkit and design 
elements, and they each share 
many of the same processors, 
such as the filters and envelopes, 
used to shape the sound. They 
can each be used standalone or 
as a plugin, and they share the 
same preset management and 
color scheme. But they also have 
their own unique sound. That’s 
because they each implement 
different sound engines. Sam-
plv1 is an old-school sampler 
that lets you take your own 
source material, usually a short 
recording of an instrument or 
percussive strike, and process it 
in such a way that the output 

sounds excellent across many 
octaves and playing styles. You 
could take a tinny piano sample, 
for example, and use samplv1 to 
convert it into your own mid-90s 
house piano for your latest pop 
hit. Other instruments in the suite 
include a drum kit sampler, a 
classic subtractive synthesizer, 
and an additive synthesizer (cov-
ered below).

A sampler is an audio produc-
tion mainstay, whether for faking 
illness at school, providing beats, 
playing back samples of an ex-
pensive synth, or sampling your 
pots and pans. And while there 
are few samplers for Linux, very 
few attempt to combine a sam-
pled audio source with the gen-
eral synthesizer elements that 
augmented many samplers in the 
1990s and 2000s. Those that do, 

such as the filter and the low-fre-
quency oscillation (LFO), add an 
analog character to the source 
material. It’s these elements that 
make samplv1 sound so good. 
Even poorly recorded samples or 
the content of your /usr/share/
sounds directory can be used as 
creative sources, alongside drum 
loops and the usual fare, all of 
which make samplv1 an essential 
add-on to any Linux music work-
station.

Project Website
https://  samplv1.  sourceforge.  io/

T he prosaically named 
padthv1 is an additive 
audio synthesizer. Addi-

tive in this sense means the 
audio complexity is engineered 
by combining sine waves to 
modulate samples, creating a 
complex series of harmonics 
and dynamics that can be played 
at various musical pitches. It’s 
perfect for chime, choral, and 
pad sounds, common in the mid-
1980s, and is in many ways the 
opposite of the subtractive ana-
log synthesis found in the major-
ity of synths. At the center of this 
synth’s sound is the PADsynth al-
gorithm, which might already be 
familiar to you. Developed by 
Paul Nasca, the same algorithm 
is used in the brilliant ZynAdd-
SubFX to generate similar 
sounds. Padthv1, however, has a 

much more advanced Qt-based 
user interface and runs either as 
a standalone JACK application or 
as an LV2 plugin suitable for em-
bedding within your favorite 
audio software.

Alongside a filter, the low-fre-
quency oscillator, the envelope 
generator, and the effects that 
you’d find on almost any synth 
are in the two GEN sections at the 
top of the window. These house 
the additive section that gener-
ates the sound piped into the rest 
of the synth. The controls are 
identical for them both, letting you 
select between the waveform you 
want to use for the basis of the 
sound, the amplitude for each 
harmonic, and various scale and 
width settings that change the 
spread and tuning of the harmon-
ics. It sounds complicated, but it 

actually “sounds” really good, 
even when simply changing val-
ues. Additive sound generation 
like this also sounds completely 
different from any other sound 
source. A balance knob adjusts 
the mix between the two GEN 
sections, and a ring mod effect 
can be added to create a more 
metallic and robotic sound, help-
ing padthv1 hold a unique posi-
tion in the Linux synth pantheon.

Project Website
https://  padthv1.  sourceforge.  io/

Audio sampler

samplv1

Samplv1 lets you play 
back your samples in 
stereo, processed 
through some excellent 
sounding modulators 
and filters.

Additive synth

padthv1

As with all Vee One Suite 
processors, the level of 
control and visual feed-
back is exceptional, 
especially for an open 
source synth.
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W hat this little tool does 
may be legally ambi-
tious, depending on 

where you’re located, but it’s such 
a clever idea that it’s worth cover-
ing. Spotitube can be asked to 
parse a Spotify playlist and look for 
each and every track from that 
playlist on YouTube. It then uses 
the awesome youtube-dl script to 
grab a copy of that track before 
then transcoding it into an audio 
format that you can use locally on 
your Linux machine. Of course, this 
process could well involve copy-
right infringement if the music isn’t 
licensed to allow this format shift-
ing, but it also takes into account 
the reality of how many people use 
YouTube, especially for old, rare, or 
unavailable material.

What’s most interesting, how-
ever, is that this script can be 

used to legitimately bypass the 
lock-in you often experience with 
services like Spotify. If, for exam-
ple, you’ve used Spotify for a 
number of years, it’s likely you’ll 
have built complex and infinitely 
edited playlists and collections to 
access from within the applica-
tion itself. This is one of Spotify’s 
best features, as is the ability to 
subscribe to and follow playlists 
created and curated by other 
people, often skilled musicians 
themselves. This script helps you 
extract these playlists and use 
them however you see fit, hope-
fully rebuilding the playlist with 
the specific tracks you buy from 
a DRM-free service. The script 
also offers lots of control over 
how the conversion takes place, 
including optional normalization, 
embedded lyrics, and the genera-

tion of an M3U playlist file. Per-
haps its cleverest trick is being 
able to select the correct song on 
YouTube, using nothing more 
than the keywords it has learned 
from Spotify and its own algo-
rithm (and your own Spotify ac-
count).

Project Website
https://  github.  com/  streambinder/ 
 spotitube

K eyboardio is a wonderful, 
paradigm-shifting, ergo-
nomic keyboard that was 

successfully crowdfunded two 
and a half years ago. As the video 
that accompanied the original 
campaign proclaimed when dis-
cussing making such a keyboard, 
“How hard can it be?” But it ended 
up being very hard. During those 
years, Kaia Dekker and Jesse Vin-
cent have provided a compelling 
book’s worth of excellent up-
dates, flew to China more times 
than I can remember, and pro-
duced endless prototypes, as 
well as their own offspring! Years 
after the idea took shape and 
was subsequently funded, the 
wooden keyboards are finally 
making their way to hacker 
households. Which creates a new 
problem: How do you relearn to 

type on a keyboard with vertically 
aligned keys, no cursor control, 
two butterfly shaped keybeds, 
and a vastly different layout? You 
go back to basics.

KTouch is a brilliant tool that 
teaches you the basics of touch 
typing through a series of tutori-
als that unlock in stages as you 
improve. Unlike the many web-
sites that hope to do the same, 
KTouch is very responsive and 
features a more game-like user 
interface. Speed dials show char-
acters per minute and accuracy, 
for example, and the main view 
itself adapts to the keys being fo-
cused on. You start typing simple 
left-hand/ right-hand combina-
tions, such as fj f f j j, which are 
repeated, reflected, and isolated 
to the point at which it hopefully 
becomes muscle memory before 

Project Website
https://  www.  kde.  org/  applications/ 
 education/  ktouch

Music downloader

Spotitube

Spotitube harnesses the 
power of youtube-dl and 
FFmpeg to free your 
playlists from Spotify.

Typing tutor

KTouch

moving on to more complex typ-
ing. It works brilliantly. Even if 
you type for a living, spending a 
few minutes a day will improve 
your speed, accuracy, and pos-
ture. It’s also essential when 
learning how to use a weird 
wooden keyboard delivered at 
great cost several years after the 
original order.

If you’re suffering from a 
repetitive stress injury, 
one of the best things to 
do is learn how to touch 
type and adopt a more 
balanced posture.
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W ith many of us now 
working from the 
same terminal in lots 

of different environments, one 
local configuration no longer 
fits all use cases. You might 
want a local build environment, 
for example, using environment 
variables, configuration files, 
and paths tailored for a specific 
version of GCC targeting a spe-
cific architecture, or you might 
work with lots of virtual ma-
chines locally before taking your 
scripts and applications to a 
high-performance computing 
platform. If you want to use 
your local configuration on 
these systems, you need some 
way to change the environment 
quickly. One option is to create 

different users for each of 
these, to copy all your configu-
ration files back and forth be-
fore relogging into the same ac-
count, or to source each file be-
fore every switch. Environment 
Modules is a better way.

As implied by its name, Envi-
ronment Modules enable you to 
create blocks of environmental 
variables and aliases and make 
them easily applicable and 
changeable. You could create 
one for the GCC example men-
tioned earlier, or for paths point-
ing to your local set of scripts. Be-
cause each would be a separate 
module, Environment Modules 
lets you pick and choose which 
parts to activate when you need 
to use them. You could start the 

session with GCC and a 
local bin in the path, for in-
stance, before switching 
the latter module to point 
at a bin on a remote ma-
chine or network. Also 
worth noting is the excel-
lent man page that tells 
you everything you need to 
know to get started, which 
could be confusing after in-
stallation, because the mod‑
ule command won’t be in 

your path until you’ve con-
figured your system. All it 
takes is a few commands 
and a little time to split up 
your current configuration, 
and you’ll be able to add 
and remove environment 
configuration options dy-
namically and atomically, 
as and when you need to.

Project Website
http://  modules.  sourceforge.  net/

T his find is pure eye candy. 
It creates an animated life 
form in your terminal, 

which you can watch evolve and 
change within the confines of 
your safe character space. Play-
ing with the many arguments can 
change the appearance of the life 
form from a worm-like snake to a 
swarm of angry will-o’-the-wisp 
after drinking too much caffeine. 
Colors, thickness, number of seg-
ments, size of arcs, and gradients 
can all be changed. While it 
serves no particular purpose, 
there are a few good reasons for 
trying it out.

One reason is that it puts your 
console under stress. This makes 
it an ideal burn-in tool for testing 
your environment, or perhaps 
comparing different consoles on 

your desktop. Because it works 
within Screen or tmux, it can also 
help you see how your console 
scales or works over a network. 
It’s also implemented with Uni-
code characters providing the 
blocks that draw the animation. 
That means you can also test for 
Unicode support and speed; it 
helps you see whether the blocks 
assigned to those Unicode char-
acters work as they should within 
the confines of your terminal.

The code is written in Rust, 
making this an excellent example 
to open up and take a look at if 
you want to learn a modern high-
performance language that can 
do cool things on the command 
line. Installation is as simple as 
downloading the code and build-
ing it with the Rust compiler. While 

the 1,000-plus lines of code make 
this more than a simple hack, ev-
erything is well commented and 
easy enough to understand, mak-
ing the addition of a few extra life 
forms or color modes the perfect 
place to get started with a little 
Rust programming.

Project Website
https://  github.  com/  p-e-w/  ternimal

Environment switcher

Environment 
Modules 4

Replace all those if statements in your Bash configuration file 
with modular environment variables and aliases.

Console candy

Ternimal

Test your terminal’s 
Unicode support with 
Ternimal.
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I n many ways, it’s remark-
able that Google has yet to 
provide an official client for 

accessing its cloud filesystem; 
although, it may well be a bless-
ing in disguise. A Google client 
may well collect more metrics, 
silently sync them to its servers, 
and be unlikely to be open 
source, making it less conve-
nient, less privacy-conscious, 
and less easy to distribute. Per-
haps this is why one hasn’t been 
created. Credit goes to Google 
for tolerating the many third-
party utilities that have come 
and gone over the years, most 
notably the desktop integration 
that pushes a local folder to 
your cloud storage. Having 
Google Drive integration is still 
worth the effort, though, even 
with the privacy and proprietary 

issues, because many of us now 
collaborate with colleagues in 
Google Docs, and it’s the way 
many remote workers need to 
work.

DriveSync is one of the best. 
It’s small, unobtrusive, and effi-
cient, and it slots perfectly into 
the Linux way of doing things. 
Installation is via a git clone 
and execution of the Ruby bun‑
dle command. With that done, 
you simply need to edit a con-
figuration file. Arch users will 
have the location of this file 
pointed out to them during in-
stallation (/opt/drivesync/con‑
fig.yml). This allows you to 
change the local drive folder 
and change settings, such as 
whether locally deleted files 
will also be deleted remotely. 
Authentication is handled by 

running the command first, giving you a URL to which 
to point a browser. Finally, with that working, you need 
to add

*/1 * * * * ruby /opt/drivesync/drivesync.rb

to your crontab, which will take care of the synchroniza-
tion process by running drivesync.rb every minute. With 
the process running, files will automatically be configured 
according to your configuration, and you won’t have to 
worry about Google releasing an official client.

Project Website
https://  github.  com/  MStadlmeier/  drivesync

B ookmark managers, 
where you store the title 
and location of your fa-

vorite web destinations, are a lit-
tle like password managers. We 
all used to trust online services 
and applications to hold our se-
cret links, but with the changing 
times, many of us have changed 
our processes. Some of the best 
password managers are now op-
erated from the command line, 
with new ones appearing every 
month, and it’s a similar story 
with bookmark managers. Keep-
ing your bookmarks local and in 
a single place, where any files 
can then be versioned with git or 
encrypted via GnuPG, gives you 
the kind of control you don’t get 
with Firefox, Chrome, or any one 
of the bookmark add-ons de-
signed for specific browsers. 

Storing your bookmarks locally is 
what Buku does; it’s a simple 
bookmark manager that hopes 
to put everything you need at 
your fingertips.

With Buku installed, the easi-
est way to invoke its functional-
ity is to enter buku ‑w, which will 
open a simple template with 
your favorite text editor (e.g., 
Vim), with empty lines left for 
adding your URL, a title for the 
URL, tags, and any comments. 
This sounds more cumbersome 
than it really is, because it only 
takes a simple Paste and Save if 
you want to record a bookmark. 
It’s a quicker process than doing 
the same thing from a browser, 
especially if you’re already on 
the command line. You can per-
form the same function with ar-
guments too, obviating the need 

for an editor completely. Tags 
are used with the internal 
search, which is a great way of 
retrieving your Linux-related 
bookmarks, for instance. You 
can then sync bookmarks with a 
web service, export them to 
HTML, or create scripts for your 
clipboard or for talking directly 
to your favorite browser.

Project Website
https://  github.  com/  jarun/  Buku

Buku can import HTML and Markdown bookmarks and be used as 
your central command-line bookmark repository.

Google drive synchronization

DriveSync

Until Nextcloud can compete with Google Docs (hopefully soon!), 
a decent Google Drive sync utility is still a great addition.

Bookmark manager

Buku
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I n the early days of comput-
ing, before the emergence 
of even single developer 

AAA games, you could buy col-
lections of well-known, tradi-
tional pre-computer games. 
These were usually put together 
from source code or ideas that 
had been knocking around uni-
versities in the 1970s, pooled 
into a single collection with a 
menu, and sold in the back 
pages of a newspaper’s Sunday 
supplement. These collections 
would often include games like 
checkers, crosswords, word 
searches, and even board or 
card games with simple AI op-
ponents, with just enough varia-
tion to fill a rainy afternoon.

Simon Tatham’s Portable Puz-
zle Collection feels very similar 
to those old compendiums. It’s 
composed of 39 separate, sim-
ple, portable logic games that 
can all be played on your own 
whenever you have a spare five 
minutes to kill or need to switch 

context to help with concentra-
tion. Simon Tatham is also the 
author of the essential PuTTY 
SSH client for Microsoft Win-
dows, helping thousands of 
Windows users access the joys 
of Linux servers running SSH. If 
you’re familiar with PuTTY’s 
functional and slightly austere 
UI, you’ll know what to expect 
from these games. Usually, the 
only UI is a menu and the game 
itself, with which you can inter-
act using the mouse, and quite a 
number of the games you’ll have 
experienced before. Sudoku, 
Minefield, Mastermind, Solitaire, 
and Pipes all have open source 
(and renamed) equivalents, and 
it’s a real nostalgia trip playing 
many of the games.

Names are purely descriptive, 
rather than hinting at the inspira-
tion behind some of the games. 
Netslide, for example, is like an 
image-sliding game, where the 
image itself is a network that 
needs to be connected. Same 

Game requires you to remove 
touching groups of the same 
color, and Map has a similar 
challenge with a Risk-style play-
ing field. The graphics may be 
perfunctory, but they’re perfectly 
suited to the genre and style of 
the games. When there’s anima-
tion, it’s executed so smoothly 
you can hardly see the frames. 
Examples include the walking 
3D cube in Cube, the compass 
bearing of the arrow as you drag 
and drop to make a link in Sign-
post, and the line dragging in 
Untangle as you attempt to posi-
tion the points so the lines don’t 
cross.

Every game requires some 
considered thinking, and each is 
different enough to present a 
contrasting challenge, initially as 
you work out how to win, and 
then by playing and increasing 
the skill level or the size of the 
game area from the menu. The 
menu can also be used to save 
the current state of the game, 
undo or redo moves, set specific 
seeds, and even solve the cur-
rent screen if it all gets too 
much for you. Like those original 
compendiums, many of the 
games are simple and quick 
enough to play, but they’re also 
like jazz standards or simple 
chord progressions, being the 
foundation for many other 
games or ideas that could be 
more ambitious. Because it’s 
completely open source, cross-
platform (including iOS and An-
droid), and even ported to Ja-
vaScript, you can study the 
code, make your own changes, 
and easily build your own to add 
to the collection.

Project Website
https://  www.  chiark.  greenend.  org.  uk/ 
 ~sgtatham/  puzzles/

Game compendium

Simon Tatham’s Portable  
Puzzle Collection

1 Same Game: Clear the grid by linking colors.  2 Map: Clear the grid by never linking colors. 
3 Signpost: Make a path out of arrow directions. 4 Pegs: Jump pegs and remove the jumped 
peg to clear the board. 5 Flip: Light groups of squares.  6 Cube: Roll a cube (or other 3D 
shape) over a path to clear up the squares. 7 Bridges: Connect the island and make more large 
bridges. 8 Guess: Try to work out the colors hidden at the bottom. 9 Dominosa: Dominoes.
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For orientation, the dirs ‑l ‑v command dis-
plays the entire stack. To create the stack, you 
first have to access the directories with pushd to 
add them to the stack, which proves useful if you 
have to switch between a few directories in a 
working session: The tool consecutively numbers 
the stack, and you can jump to the folders with the 
use of these numbers.

However, bd, autojump, and Fasd offer a more 
convenient approach; all the major distributions 
have them in their repositories. The whohas com-
mand, installed via your package manager, tells 
you where to find them. Typing whohas autojump 
gives you a list of distributions with the package, 
including the version and the respective branch.

You also can set up the bd [2] script for many 
distributions via a package manager. After in-
stalling, enter the two commands from Listing 1 
to facilitate running bd. If bd is not available in 
the Linux derivative that you use, install it manu-
ally following notes from the project site on 
GitHub.

Shorter Return Path
Imagine that you have used cd to enter the /home/
fritz/foo/bar/bat/test/bd/ directory and now 
want to go back to /home/fritz/foo/bar/. You 
would usually enter:

cd ../../../

With the bd script you just installed, bd bar would 
do the trick: bd supports autocompletion, so you 
do not have to type out the directory names; usu-
ally you just need two or three letters.

Bd only operates backward, not forward. But 
it can also be used with other commands, for 
example: ls, du, zip, and tar. The command

W ith a little practice, working at the com-
mand line lets you feel the true power 
of Linux. However, the standard tools 

are not always as convenient as they are powerful, 
or as the user would hope.

If you frequently work at the command line, you 
most likely use the cd “change directory” com-
mand on a daily basis. In this article, I introduce a 
few helpers that promise greater convenience and 
speed, especially when changing directories in 
deeply nested paths. Bd, autojump, and Fasd are 
available as tools for different shells.

Inconvenient
The various Linux shells already provide some 
help with improved navigation in the command-
line directory jungle, starting with finding out 
where you are. The pwd command helps by output-
ting your working directory’s path. If you now want 
to jump up one or more levels, you can usually do 
this with:

cd ..

The two periods mean one step up in the direction 
of the root. You can jump up two steps by using:

cd ../..

However, frequent directory changes involve much 
typing, which can lead to errors. If you have to 
switch often between two directories in different 
places in the directory tree, the cd ‑ command 
helps by taking you to the last directory you visited.

The directory stack provides further assistance: 
Multiple directories can be piled onto a stack. 
Bash provides the pushd, popd, and dirs com-
mands to navigate in this stack [1]. If you replace 
cd with pushd for the directory change, the shell al-
ways places the directory to enter at the top of a 
stack. It remembers the stack – so you don’t need 
to – and displays it after the command. Using 
popd, you can work your way back up the stack.

Bd, autojump, and Fasd improve the workflow for command-line aficionados 
thanks to quick navigation in the filesystem.  BY FERDINAND THOMMES

Jump! Quick directory 
change at the command line

$ echo alias bd='. bd ‑si' >> ~/.bashrc

$ source ~/.bashrc

Listing 1: Running bd
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ls ‑l `bd ba`

lists the content of the /bar directory, even though 
you are still in /bd. The call

du ‑cs `bd fr`

displays the size of /fritz (Figure 1).

autojump
Autojump [3] makes use of the basics of the direc-
tory stack described above and further expands on 
them. It also facilitates navigation in the directory 
tree in both directions, unlike bd. Autojump can be 
used under Linux, Mac OS, and Windows with the 
Bash (from version 4.0), Zsh, and fish shells and ex-
perimentally with the tcsh and Clink shells.

Most distributions offer autojump packages. 
Under Debian and its subsidiaries; you can add the 
tool to the system using the command from List-
ing 2. Autojump works with a database that you ini-
tially have to fill by working with cd for a while. Alter-
natively, you can target folders that you use often.

You will find the database under ~/.local/
share/autojump/autojump.txt. You 
can query the contents of the da-
tabase at any time using j ‑‑stat. 
The j ‑‑purge call removes direc-
tories that no longer exist from the 
database.

If you also want to test 
Fasd [4], the final helper dis-
cussed in this article, it makes 
sense to install it now, because it 

also benefits from the actions for filling the da-
tabase. To do this, type the entries from Listing 3 
after the install.

Database Based
You can easily jump into directories that auto-
jump keeps in its database using the j wrapper. 
For example, j Dow would take you to the 
~/ Downloads directory. In the same way, j loa 
also takes you there. The depth of the directory 

Figure 1: The bd script quickly 
takes you back to the direc-
tory tree and allows additional 
commands to be integrated.

$ echo eval '$(fasd ‑‑init auto)'  >> ~/.bashrc

$ source ~/.bashrc

Listing 3: Installing Fasd

Figure 2: If you have lost track at the command line, autojump will also open the desired directory in the file manager.

$ echo '. /usr/share/autojump/autojump.sh'  >> ~/.bashrc

$ source ~/.bashrc

Listing 2: Installing autojump
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30 /home/user/mail/inbox

10 /home/user/work/inbox

If you enter j in, high weighting 
causes autojump to switch to 
/ home/user/mail/inbox/, 
whereas j w in would be the 
correct command to access 
the lower weighted directory. 
You can use the ‑‑increase (‑i) 
and ‑‑decrease (‑d) parameters 
to change the weighting, and 
j ‑‑help for additional informa-
tion about syntax.

Alternatively, if you have sev-
eral similar directories, you can 
display the numbered entries 
by means of tab-based auto-

completion and then select the corresponding 
entry by number.

A helpful tip when using autojump: Sometimes 
the database suddenly empties, which can be ex-
tremely annoying, because you then have to start 
indexing from scratch. Sometimes it is better to 
back up the database manually.

Turbo
Fasd [4], the final tool covered in this article, was in-
spired by autojump. However, the software exceeds 
its role model: Fasd no longer restricts the naviga-
tion options to the directory tree, and it also indexes 
the data. Fasd works with the Ash, Bash, Zsh, mksh, 
pdksh, dash, and BusyBox shells under Linux, as 
well as /bin/sh in FreeBSD 9 and OpenBSD.

Fasd lets you open files by entering just a few 
characters in Vim or your default editor. You can 

hierarchy is not important; the main thing is that 
you visited the desired directory at least once 
using cd.

If you want to switch to your file manager for a 
better overview, jo Dow opens the directory for 
Plasma in Dolphin or for Gnome in Nautilus (Fig-
ure 2). If you just enter j, the command jumps to 
the most frequently visited directory, for which Au-
tojump uses internal weighting.

If you call the content of the database with j 
‑‑stat, you will see different numbers in front of 
the respective paths, for example:

22.4: /home/devil/Downloads/piwik

This sequence of digits is the internal weighting 
(Figure 3). As an example, the following directo-
ries are in the database:

Figure 3: The numbers in the database are used for internal weighting and state 
which directories were visited and how often.
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view PDFs or play movies and 
music with MPlayer or your fa-
vorite player. The letters in the 
Fasd acronym stand for pre-
defined aliases that process 
different types of data.

When you enter f, the tool 
shows you the visited files, in-
cluding their weighting. Enter-
ing d provides the same result 
for the directories, and a lists 
both. zz takes you to a view in 
which you select an entry by 
the prefixed number (Figure 4).

Defining additional aliases 
lets you open various files: for example, PDFs (Fig-
ure 5). In turn, you can create the following proxy 
in .bashrc:

alias o='a ‑e xdg‑open'

Now source the file, as shown in Listings 2 and 3. 
The following also applies: Like autojump, Fasd 
only detects objects that have already been in-
dexed.

Movies and music also can be started with just 
a few keystrokes. For this to work, enter

alias m='f ‑e mplayer'

in .bashrc. Alternatively, use a different player or 
change the m call switch to another. Then, simply 
start the movies or music using m<part of title>.

Like autojump, Fasd also lets you use letters 
from the middle of the name. The aliases’ struc-
ture is simple: ‑e stands for execute. For files, se-
lect f; for directories, d. If the alias includes both, 
as with xdg-open [5], select a. On GitHub, the proj-
ect provides an overview of the tool’s many other 
possibilities.

Conclusions
All three tools presented in this article have one 
thing in common: They do not run in drop-down 
terminals, such as Yakuake or Guake, just in con-
soles or terminals. However, you will not read 
this anywhere, which led to me occasionally 
doubting the tools’ capabilities in the lab. All 
three helpers are meaningful, and they build on 
each other.

If you do not constantly work at the command 
line, bd makes it easy to navigate without hav-
ing to learn something new. Autojump offers 
much more and jumps into directories in ran-
dom directions. This suits the workflow of users 
who frequently work on servers and like to han-
dle administrative work at the command line. 
After the introduction phase, autojump saves 
some time here.

Fasd expands the feature set again, because it 
also indexes files and thus takes control of all the 
files on the computer. It also offers professional 
options to further customize the approach to suit 
your own needs.  nnn

Figure 4: In Fasd, you can select the desired directory using z and a few characters. 
You can select from the database by entering zz.

Figure 5: Defining additional aliases extends Fasd to display PDFs and other formats.

[1]  Shell built-ins: https://  www.  howtoforge.  com/ 
 tutorial/  linux‑command‑line‑tips‑tricks‑part‑2/

[2]  bd: https://  github.  com/  vigneshwaranr/  bd

[3]  autojump:  
https://  github.  com/  wting/  autojump

[4]  Fasd: https://  github.  com/  clvv/  fasd

[5]  xdg-open: http://  www.  ubuntugeek.  com/  tag/ 
 xdg‑open‑example
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Replace the drive information sd<X> in the copy 
command with the correct device name for the 
USB storage medium used.

Diversity
When starting the Live system, the GRUB boot 
manager (Figure 1) welcomes you with numerous 
options that include different kernels for different 
Intel hardware architectures.

The system can also be copied completely into 
main memory and operated from there, which has 
advantages for very old and correspondingly slow 
computers. To avoid problems with the graphics 
card, the distribution also integrates a standard 
VESA graphics driver. In the case of very old com-
puter systems with 4:3 aspect monitors, the 
graphical user interface can also be started in 
SVGA or XGA resolution.

Various diagnostic tools are available for re-
trieval as floppy disk images, which is particularly 
useful if you can narrow down the cause of data 
loss and do not need a complete operating sys-
tem with all the tools. Memtest and HDT images 
are available for hardware and monitoring tests 
without long start times.

If you suspect damage to the hard disk, start 
the MHDD tool from the boot manager for low-
level checks of the volumes. If the target system 
is used in a heterogeneous environment, you can 
also change or reset passwords from other oper-
ating systems using the SystemRescueCd boot 
manager.

The default boot options (option 1 on the start 
screen) and directly start the graphical environ-
ment (option 6) start the system and provide the 
entire collection of software. Whereas default 
boot options opens a root console after manually 
setting the keyboard layout, directly start the 
graphical environment calls the X server after 
modifying the keyboard layout and then the Xfce 
desktop.

A number of editors are available from the con-
sole, including text-based web browser links, after 
manually setting up network access. To start the 

T he price for mass storage devices of all 
types has been falling steadily in recent 
years, with a simultaneous increase in ca-

pacity. As a result, users are storing more and 
more data on local storage media – often without 
worrying about backing it up. Once the milk has 
been spilled, the anxious search begins for impor-
tant photos, videos, correspondence, and spread-
sheets. SystemRescueCd can help in these cases 
by providing a comprehensive toolbox for every 
computer, with the possibility of restoring lost 
items.

The Gentoo derivative is a hybrid image for 32- 
and 64-bit computers that comes in just under 
470MB [1]. The entire distro fits on a CD, so it is 
also suitable for use on older systems. To boot 
the operating system from a USB stick, use the 
commands:

$ isohybrid U

  systemrescuecd‑x86‑<Version>.iso

$ sudo dd U

  if=systemrescuecd‑x86‑<Version>.iso U

  of=/dev/sd<X> bs=1M

First Aide
BY ERIK BÄRWALDT

If you accidentally delete data or format a disk, good advice can be expensive. 
Or maybe not: You can undo many data losses with SystemRescueCd.

Figure 1: SystemRescueCd 
offers a variety of startup 
options, including the ability 
to launch various floppy 
disk images.
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graphical user interface from the console, enter 
the startx command. After a short time, a deliber-
ately simple and somewhat rustic-looking Xfce 
desktop with an open terminal window appears 
(Figure 2).

Under Xfce, you can easily configure access to 
the Internet for various technologies, either from 
Settings | Network Connections or by clicking the net-
work icon at bottom right in the panel. It is currently 
not possible to set up wireless access to the Inter-
net with state-of-the-art encryption technology at 
the command line. You need to use a wired connec-
tion. Set up access with the net‑setup <interface> 
call by using eth0 for the first LAN interface, eth1 for 
the second, and so on.

Software
SystemRescueCd software inventory is aligned 
strictly with the requirements of a rescue system 
and therefore dispenses with the usual standard 
programs, such as LibreOffice and Gimp. True to 
the purpose of the application, it is a purely Live 
system that cannot be installed permanently from 
the boot manager or the graphical user interface. 
If you still want to set up SystemRescueCd manu-
ally on a mass storage device, it is possible to in-
stall the system on a partition with a filesystem 
supported by Linux. However, you need to make a 
number of manual corrections. Alternatively, it 
works well on a Windows filesystem [2].

Although the Xfce desktop offers the usual Mul-
timedia and Office groups in its start menu, they 
do not contain any software packages for every-
day use. Only the ePDFViewer is stored under Of-
fice, and ISO Master and Xfburn programs are 
found under Multimedia. The applications in the 
Internet submenu are also strictly oriented toward 
system rescue tasks: The Firefox web browser 
version 52.1.2 ESR (extended support release) of-
fers a private mode but does without preinstalled 
extensions. Additionally, you will find only the Ti-
gerVNC Viewer for controlling remote computers 
and the GTKTerm terminal.

The features in the Accessories submenu are 
more extensive. You can choose between the Thu-
nar and emelFM2 file managers, and you can start 
up gVim as a graphical front end for the Vim edi-
tor. The Xfburn program burns optical discs, and 
the Bulk Rename graphical tool allows you to re-
name a large number of files automatically in 
batch mode. In addition to a process list, a simple 
task manager graphically displays RAM and CPU 
usage (Figure 3).

In the bar at the bottom of the screen, System-
RescueCd provides quick-start icons for some 
commonly used applications. In addition to the 
file manager emelFM2 (Figure 4), you’ll find the 
graphical partitioning tool GParted, as well as Xf-
burn, Firefox, the Geany text editor, and a terminal. 

The System menu offers up the well-established 
Midnight Commander, which is an ncurses pro-
gram that takes over the management of files and 
directories visually, simply, and efficiently.

Test Programs
Under Linux, you can usually troubleshoot and lo-
cate hardware problems quickly thanks to numer-
ous test and monitoring programs. SystemRescu-
eCd offers a useful mix of tools for the graphical 
user interface and the terminal. The System sub-
menu holds not only Htop, which lists running pro-
cesses and their resource consumption, but also 
Hardware Lister, which graphically displays the 
hardware components of the target system.

This inventory tool is particularly useful when it 
comes to checking the revision status of the 

Figure 2: The Xfce desktop, 
designed for use on old 
computers or computers 
with limited resources, dis-
penses with frills.

Figure 3: The task manager 
provides information about 
system resource utilization 
and running processes.
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Safe and Secure
The distribution 
places particular em-
phasis on data recov-
ery. Therefore, it 
comes with many 
tools for the mainte-
nance and care of 
mass storage. For 
this purpose, the Sys-
tem submenu har-
bors the Show File-
systems, GParted, 
Partimage, and Test-
disk entries.

Show Filesystems 
opens a terminal and 
calls fsarchiver; the 
Partition Image 
ncurses program 
hides behind the Par-
timage entry, which 
allows you to create 
images of hard disk 
partitions in a few 
steps. Because this is 

also possible with system partitions, you could 
have a snapshot available in minutes to restore 
the original system (Figure 5).

The GParted graphical program allows you to 
edit partition tables of mass storage devices; the 
software can handle a number of different file-
systems and includes external storage media, if 
required. The current versions of the SystemRes-
cueCd contain GParted in the new 5.x version, 
which also gets along with the modern Btrfs file-
system.

The powerful terminal program Testdisk is 
suitable not only for reconstructing partitions, 
but also for restoring the boot sector of mass 
storage devices in case of accidental or mali-
cious boot sector destruction. The graphical pro-
gram Grsync helps with file and directory syn-
chronization. The application is based on the 
Rsync command-line tool and uses its most im-
portant parameters (Figure 6).

The Rsnapshot command-line program, which is 
also based on Rsync, creates snapshots of entire 
partitions – much like Partition Image. It is also 
suitable for the use of an external USB hard disk as 
a backup medium. With multiple snapshots on a 
single target medium, Rsnapshot only saves copies 
of unchanged files once; it then uses hardlinks to 
these files in subsequent snapshots, saving stor-
age space. However, newer backups inevitably de-
pend on the older ones – if they are missing, the re-
construction fails. Search for Rsnapshot in the Sys-
temRescueCd menus in vain – the software is 
called directly from the command prompt.

components in the computer (e.g., to indicate 
whether you should update the firmware). The 
graphical user interface uses information from 
the Lshw command-line program, which often 
provides much more detailed information. The 
iotop tool is not directly accessible from a menu 
but can be started by entering the iotop com-
mand in the terminal. In the event of sporadically 
occurring high system load and associated high 
latencies, iotop can alert you to problems with in-
dividual hardware components that bury the en-
tire system under a flood of IRQ requirements. 
Server administrators, especially, appreciate this 
small program.

Figure 4: The emelFM2 file 
manager comes with a GTK-
based interface and follows 
in the footsteps of Midnight 
Commander.

Figure 5: Old-fashioned, but 
useful: Partition Image 
clones any partitions and 
restores them if necessary.
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Despite its name, the tob (tape-oriented 
backup) shell script not only saves data on tape, 
but also on conventional filesystems. Its numer-
ous options are revealed by the tob ‑‑help com-
mand.

Photorec, which is also called in the terminal, 
teams up with Testdisk for data reconstruction. 
The duo restores accidentally deleted data or data 
that is no longer accessible because of a hard-
ware defect. Although its name suggests other-
wise, Photorec is not limited to restoring digital 
images: It also knows many other file formats and 
reconstructs them.

Extra Equipment
For performance comparisons between individual 
hardware components or complete computer sys-
tems, SystemRescueCd comes with a number of 
prominent benchmark programs. The most popu-
lar, Bonnie++ and Stress, are launched in a termi-
nal window and thus don’t appear in the Xfce 
menus.

By measuring the read and write throughput of 
mass storage devices, Bonnie++ can provide in-
formation on possible hardware defects in the 
event of poor system performance. On the other 
hand, the Stress benchmark tool creates high 
load on various hardware components (e.g., CPU, 
memory, bus). Like Bonnie++, you control the 
stress level through a variety of parameters (see 
the list with stress ‑‑help); htop then lets you see 
how much stress the system is under.

SystemRescueCd also comes with some foren-
sic programs, including chkrootkit, which scans 
the computer for hidden malware that opens a 
back door for attackers, and CmosPwd, which re-
veals BIOS passwords. Because these passwords 
are stored in EEPROM modules on many comput-
ers, especially notebooks, unrestricted access is 

not possible. For experienced users, CmosPwd of-
fers a way to read or modify passwords. However, 
it primarily considers older BIOS variants and can-
not cope with newer versions, especially (U)EFI 
systems [3].

Magic Rescue is a useful tool for reconstruct-
ing file content. However, the software does not 
use the filesystem allocation tables but relies on 
“magic numbers,” which are located in the header 
of the respective files and denote the file type. As 
a result, Magic Rescue works even with cor-
rupted or destroyed file allocation tables. The 
command-line program Foremost also recovers 
damaged or deleted files by using Magic Rescue 
information from the standardized file headers 
and footers.

SystemRescueCd also allows a more compre-
hensive analysis of network access with the 
standard console tools Nmap, Traceroute, Net-
cat, and Netselect; graphical packages such as 
Zenmap and Wireshark are missing. Therefore, if 
you have network-specific problems, it is better 
to use specialized distributions like Wifislax [4] or 
Kali Linux [5].

Conclusions
SystemRescueCd v5.0.4 is fast, stable, and con-
tains hardly any unnecessary ballast. The devel-
opers have removed software that is not critical 
to its mission, as well as several programs with 
overlapping functions. The resource-saving Xfce 
desktop and a concentration of proven com-
mand-line tools allow SystemRescueCd to be 
used on computers with old or incompatible 
graphics hardware.

The developers have taken great care in putting 
the system together. For example, the latest up-
dates have improved many central programs and 
replaced less powerful applications with better 
ones. The integration of tools from other operat-
ing system worlds – including DOS applications 
that can be started separately – also makes Sys-
temRescueCd ready for data recovery in a hetero-
geneous environment.  nnn

[1]  Download SystemRescueCd:  
https://  www.  system‑rescue‑cd.  org/  Download

[2]  Installation manual:  
http://  www.  system‑rescue‑cd.  org/  manual/ 
 Installing_SystemRescueCd_on_the_disk/

[3]  CmosPwd documentation:  
http://  www.  cgsecurity.  org/  wiki/  CmosPwd

[4]  Wifislax:  
http://  www.  wifislax.  com (in Spanish)

[5]  Kali Linux: https://  www.  kali.  org

Info

Figure 6: The small Grsync tool synchronizes your data 
with just a few mouse clicks. It is based on Rsync, the well-
known sync software.
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the same code in production that they ran on 
their laptops. CIOs and IT professionals were 
able to migrate applications from virtual ma-
chines to containers. New features and function-
alities could be packaged inside easy-to-use con-
tainers and deployed immediately. They were 
able to innovate faster. They were able to stay 
ahead of their competitors. What was there to 
not to like in Docker containers? Businesses 
started to flock to containers.

But with big adoption comes big responsibilities.
This remarkable growth meant an ever-in-

creasing user base and partner ecosystem. It 
meant more competitors. Docker faced growing 
pressure – from partners, customers, and com-
petitors – to loosen its grip. Companies like 
CoreOS were not happy with things like run time 
and image format. CoreOS, in fact, came out with 
its own competing run time, called rkt, to address 
those concerns. There were talks of forking the 
Docker Engine, so companies could fix these 
problems.

Docker has been a champion of open source 
since the beginning, and it has been open sourc-
ing pieces of Docker Engine since its early days. 
But the explosive adoption of Docker containers 
demanded more from the company. Container 
stakeholders also wanted standardization around 
two core components of Docker containers: the 
container run time and container image format. 
Under the umbrella of the Linux Foundation, a 
new Collaborative Project, named Open Container 
Initiative (OCI), was formed. The primary goal of 
OCI was to finalize the container run-time specifi-
cation and container image format specification.

Over time, Docker unbundled more components 
from the Docker engine and released them as inde-
pendent open source projects. These components 
included runc, containerd, SwarmKit, libnetwork, 
Notary, HyperKit, VPNKit, DataKit, and InfraKit.

Breaking the monolith of the Docker engine into 
smaller pieces made Docker modular and scalable, 
but it also posed new challenges for the company. 

A t DockerCon EU in Co-
penhagen (Figure 1), 
Solomon Hykes, the 

founder of Docker, announced 
the availability of Kubernetes 
as an additional orchestrator 
along with Swarm, the com-
pany’s own orchestrator.

The news took many by 
surprise. Why would Docker 
support an orchestration 
platform that competes 

with its own in-house tool? A 
closer look at this question reveals some insights 
into the direction of Docker as a company – and it 
also offers a fascinating window into the inner-
workings of open source communities.

A Little History
When Docker hit version 1.0 in 2014, it became 
an instant hit with the developer community. De-
velopers were able to develop, test, and deploy 

Docker Talk – Docker swarms 
the Kubernetes community
At this year’s DockerCon Europe, Docker announced that it is officially supporting the 
Google-sponsored Kubernetes ochestration engine – an unexpected development 
that surprised many observers. BY SWAPNIL BHARTIYA

Figure 1: The Docker faithful gathered at Copenhagen’s Bella Center for this year’s DockerCon EU.
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work was done in Moby; it’s been going on for 
months. Some people may be surprised because 
they don’t spend all of 
their time in our GitHub 
repos. What we an-
nounced here is the pro-
ductization of that work.”

Hykes told me that 
open source is not one-
way traffic. If you want to 
do it right, you need to get 
engaged at the upstream 
level. That’s exactly what 
Docker did when they de-
cided to embrace Kuber-
netes. And Hykes 
stressed that you can’t 
takes bits and pieces 
from an upstream proj-
ect, use it in your prod-
uct, and then try to keep 
up with the upstream. 
“When we realized that 
we had to support more 
than one orchestrator, 
we decided to do it the 
Docker way. It’s a full-
on upstream collabora-
tion. We have been 
working on it for a 
while, and there is a 
very high level of en-
gagement. It’s a two-
way upstream engagement with the Kubernetes 
community. I guess the Kubernetes community 
will get as much out of this engagement, in 
terms of code and operational hardening, as the 
rest of the Docker community.”

Commoditization of Orchestrators
Despite all this ex-
citement around or-
chestrators like Ku-
bernetes and 
Swarm, Hykes said 
that eventually or-
chestrators will be-
come commodi-
ties. When Docker 
was announced 
four years ago, ev-
eryone was ex-
cited about the 
container run 
time. Today we 
have a set of 
specifications 
from OCI for container run time and 
image format. It’s commoditized.

Now Docker engineers had to gather these compo-
nents and assemble them to build Docker.

Players were coming out with new use cases, 
expecting Docker to support their platforms. 
Docker ended up creating Docker for Windows, 
Docker for Mac OS, Docker for Cloud, Docker for 
different Linux distributions, Docker for Azure, 
Docker for AWS, and more. Every time Docker set 
out to build a specialized edition of Docker using 
open sourced components, its own production 
model started to fail. It experienced redundancies 
and wasted efforts.

To solve this problem, Docker created an as-
sembly line within the company that allowed dif-
ferent teams to collaborate with each other, and 
with the ecosystem, to use these open sourced 
components. This approach cut down redun-
dancy and made the entire process more efficient.

Docker decided to release this assembly line – 
the processes, tooling, components, and frame-
work – as open source so the entire ecosystem 
could benefit from it. Docker called it the Moby 
Project. Moby is a framework that allows anyone 
to assemble their own container system using 
different components that were open sourced by 
Docker.

There was one more missing piece.
A Linux subsystem is a prerequisite for Docker, 

and it’s not available in every environment that 
Docker supports. Docker had already done a lot of 
work with companies like Microsoft to add a subsys-
tem so that Docker could run on different platforms. 
Docker released that work as open source and 
called it LinuxKit. It’s a container-native toolkit that 
enables developers to create their own containerized 
operating systems that are secure, modular, and 
portable.

With LinuxKit and the Moby Project, Docker had 
achieved a Red Hat-like nirvana. The Moby Project 
was to Docker what Fedora was to Red Hat Enter-
prise Linux (RHEL). Moby was hosted on GitHub 
and became the upstream for Docker Editions, the 
same way Fedora is upstream for RHEL.

Docker Swarms Around Kubernetes
Docker was aware of Kubernetes' growing popu-
larity as a great orchestration tool. Many Docker 
customers were toying with the idea of using Ku-
bernetes to manage containers.

Why not give them what they want?
I saw many surprised looks at DockerCon from 

Docker users who criticized the company for 
being secretive about this Kubernetes support. 
“That’s not how open source works; you don’t keep 
things secret. Open source means you start talk-
ing about it from day zero,” critics whispered.

But according to Patrick Chanezon, a member 
of the technical staff at Docker, “Moby is where 
all the action happens. All of the Kubernetes 
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the open source project behind Swarm, called 
SwarmKit, have a very narrow focus: how to pro-
vide orchestration in the Docker platform. Be-
cause of that narrow focus, they can move faster 
than Kubernetes, where you have to work with all 
the companies who have invested in it to solve 
their own use cases. There is only one use case 
for us.”

Swarm is actually a bit ahead of Kubernetes in 
terms of more advanced features needed by 
Docker customers. It’s the Kubernetes commu-
nity that then tries to catch up with those fea-
tures. Chanezon gave an example of crypto-
graphic node identity that was first introduced in 
Swarm and later implemented by Kubernetes. 
“Implementing both Swarm and Kubernetes on 
the Docker platform will allow us to innovate at 
the pace we want for our enterprise customers. 
When those features trickle down to Kubernetes, 
our customers will be able to leverage both.”

On the other hand, Kubernetes has its own 
benefits for enterprise customers. In an inter-
view, Docker Senior VP Scott Johnson high-
lighted the additional benefits customers get 
when they use Kubernetes with Docker Enter-
prise Edition. “Customers now have the ability to 
create their secure supply chain while using Ku-
bernetes as an orchestrator for their run-time en-
vironment. They get compatibility across their 
deployment models – whether they use Linux, 
Windows, or a mainframe. They get benefits of 
Kubernetes and all the additional capabilities, es-
pecially around security, that Docker Enterprise 
Edition offers.”

Orchestrators are the New Linux
Hykes feels that, over time, Swarm and Kuber-
netes will converge a lot. “It’s the same engineers. 
They are watching each other’s work and taking 
each other’s ideas. That’s how open source is sup-
posed to work. Orchestration, over time, will be-
come a commodity, which means both Swarm 
and Kubernetes will become commodities. That’s 
OK. Linux is a great commodity.”  nnn

“I think the same 
thing will happen 
with orchestration. 
Right now we have 
a lot of innovation 
and differentiation, 
but over a long pe-
riod, there is going 
to be commoditi-
zation and people 
are going to con-
verge to one of 
the two sys-
tems,” said 
Hykes.

Two compet-
ing technologies 

being used by competitors is a norm in any in-
dustry. Eventually, one of the two technologies 
will fade out. What’s unique about this situation 
is that Docker is embracing two competing 

technologies in 
its own product. 
Which will be 
the last orches-
trator running?

During Docker-
Con, Docker engi-
neers gave a 
demo displaying 
both Swarm and 
Kubernetes in the 
Universal Control 
Plane of Docker, 
showing how you 
can use either of 
the two to orches-
trate your contain-
ers. A potential 

Docker customer may wonder which one to use – 
Swarm or Kubernetes? The short answer is 
whichever suits your needs. Swarm is an in-house 
project of Docker, whereas Kubernetes is a 
Google-led, community driven project hosted by 
CNCF. The projects have different goals and a dif-
ferent release cadence.

The broad scope of and devel-
oper base of the Kubernetes proj-
ect raises the question of how 
Swarm could ever keep up. But ac-
cording to Docker CEO Steve King, 
Swarm is not going away, assuring 
users that Docker will support the 
project for many years to come.

Docker needs to continue to in-
vest in Swarm because it is the inte-
grated orchestrator for the Docker 
Enterprise Edition. According to 
Chanezon, “The people who work on 
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that is, color=c=red:size=640x480:rate=30. Broken 
up, color tells FFmpeg what sort of stream it 
should expect – in this case, a simple color video 
stream. After the first equals sign comes the 
color parameters:
n c sets the color of the frame; you can browse a 

complete list of colors that FFmpeg under-
stands [1] and use one of those (e.g., red here), 
or you can use the #RRGGBB[AA] notation.

n size establishes the frame size.
n rate sets the frames per second.
The ‑t 10 parameter makes the resulting clip 10 
seconds long.

Making a 10-second video of a flat color is prob-
ably the simplest thing you can do with lavfi, but 
making a video of a test pattern is also easy:

ffmpeg ‑f lavfi ‑i testsrc=s=640x480 U

       ‑t 10 testscr.webm

Combining lavfi-generated streams with other 
streams is what makes it really powerful. As you 
can see in Listing 1, lavfi streams can be used 
the same way you use regular streams, as de-
scribed in last month’s issue [2]. In this case, you 
are blending a generated test card stream with a 
clip taken from the Big Buck Bunny [3] movie (Fig-
ure 1). If you would like to see what it will look 
like before rendering a new video file, check out 
the “Going Live” box and the ffplay utility.

Meme Factory
All of the above is well and good, but lavfi-gener-
ated streams do have some real-world applica-
tions, such as in animated GIF building.

GIFs are a really old and not very efficient graph-
ical format, but they have become very popular in 
the last years. Twitter, Facebook, WhatsApp, and 
Telegram all implement ways for users to convey 
their deepest thoughts using animated clips of ce-
lebrity facepalms and cats falling off of things.

However, not all GIFs are equal; in fact, it is easy 
to distinguish a “professional” GIF artisan from a 

T he casual user might only use the FFmpeg 
multimedia framework for converting 
from one audio or video format to another, 

but FFmpeg can do much more than that. I’ll take 
a look at one of FFmpeg’s most powerful secret 
weapons: the lavfi virtual device.

Using lavfi
FFmpeg’s lavfi (short for libavfilter) virtual device 
sounds more complicated than it really is. Instead 
of using prerecorded video or audio files as 
streams, lavfi lets you create streams out of thin 
air. You can use these streams on the fly and com-
bine them with clips and other dynamically gener-
ated streams (e.g., from a webcam or micro-
phone) to create your output file.

Maybe it is better explained with an example:

ffmpeg ‑f lavfi U

  ‑i color=c=red:size=640x480:rate=30 U

  ‑t 10 red.webm

Most basic ffmpeg instructions you have seen 
probably have at least one input file, but the in-
struction above has none because “input” is 
coming from the lavfi virtual device, not from a 
file. The content the virtual device generates is 
described by what goes after the ‑i parameter, 

FFmpeg is good not only for converting and fusing videos together, it can also 
generate streams on the fly, which you can then use for compositing and effects.

BY PAUL BROWN

Building Frames

Figure 1: You can combine 
lavfi-generated streams to 
achieve all sorts of interest-
ing effects.
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wannabe artist by the caliber of their pixels. Let 
me explain with Figure 2.

You are looking at a compound image of two 
different GIFs, each generated using a different 
technique. On the left, the image looks smooth, 
with a gradual gradient between each shade of 
gray. On the right, you can clearly see the pixels, 
and the transition between areas with different 
shades of gray is abrupt and jagged. Believe it 
or not, both are the exact same resolution, and 
the smooth, good-looking version on the left 
weighs a whole 2MB less than the one on the 
right.

To understand why this happens, you must 
look at how GIF uses palettes. GIF images use a 
palette of only 256 colors, which is not enough to 
cover the whole spectrum of a full-color video 
and make it look good; at least, it is not good 
enough by today’s standards. The easiest and la-
ziest way of generating a GIF from a clip is to 
enter:

ffmpeg ‑i clip.mp4 image.gif

However, this is not optimum by a long shot. All of 
the colors in all of the frames in your clip must be 

ffmpeg  ‑i BBB_flowers.mp4 ‑f lavfi ‑i testsrc=s=1280x720[out] ‑t 5 ‑filter_complex "[1:v]setsar=sar=1[red];[0:v]setsar=sar=1,

format=rgba[bg];[bg][red]blend=all_mode=addition:all_opacity=0.5,format=yuva422p10le" ‑codec:a copy testscr.mp4

Listing 1: Superimposing a Generated Stream

Figure 3: The default FFmpeg palette used when 
generating GIFs.

Figure 4: A palette taken from a five-second clip lifted out 
of Big Buck Bunny.

FFmpeg comes with a simple media player 
that allows you to preview the results of your 
experiments live. Substitute ffplay in place of 
ffmpeg, and the result will be output directly to 
a window on your desktop instead of a file – a 
great way to check that you are achieving the 
effect you want to achieve without waiting for 
the whole clip to be rendered.

For example, to play the clip of red frames as 
it is generated, you can run:
ffplay ‑f lavfi U

  ‑i "color=c=red:size=640x480:rate=30"

To stop the script, press Ctrl+C in the terminal 
window in which you are running FFmpeg.

To show the test card, run:
ffplay ‑f lavfi ‑i "testsrc=s=640x480"

Going Live

Figure 2: Smooth pixels make a high-quality GIF animation.
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shade of gray to the next with a palette of 256 
grays than with a palette trying to cover a wider 
array of colors.

To prepare a clip for the “GIFification” process, 
you need to reduce it to shades of gray:

ffmpeg ‑i clip.mp4 U

  ‑filter_complex "format=gray,scale=640:‑1" U

  clip_gray.mp4

It’s important to notice how you should resize your 
clip to the size you want your GIF to be 
(scale=640:‑1). If you mess with the size when 
converting to GIF, it will mess with your palette.

By converting your clip to gray, you would seem-
ingly have made matters worse. The default palette 
in Figure 3, has very little in the way of gray. Instead 
of being able to pick from 256 colors, if FFmpeg 
were to use the default palette, it would have to 
choose from 10 or 15 colors, making the splotchi-
ness even worse than if you left the clip in full color.

However, if you generate a palette with the 
following,

ffmpeg ‑i clip_gray.mp4 U

      ‑filter_complex "fps=15,scale=320:‑1:U

       flags=lanczos,palettegen" U

       clip_gray.palette.png

you’ll see something like Figure 5.
If you use this palette to generate your GIF,

ffmpeg ‑i clip_gray.mp4 U

      ‑i clip_gray.palette.png U

      ‑filter_complex "paletteuse,fps=10" U

      clip_gray.gif

open clip_gray.gif in an image visualizer and 
zoom, you will notice how the transitions between 
colors are much smoother.

Go with lavfi
Generating a GIF in two steps – generating the 
palette and then applying it – is not elegant. Be-
sides, it leaves behind a PNG file that is useless 
for anything else.

Thanks to the lavfi virtual device, you can do 
everything in one go (Listing 2), which has the ad-
vantage of making you look like a veritable FFm-
peg wizard, without generating any PNG cruft to 
boot.

At this stage, it should be clear what is going on, 
but for the sake of clarity:

matched to one of the colors in the default palette 
used by FFmpeg (Figure 3). Not surprisingly, the 
final result can look grainy.

However, you can create a palette that draws its 
colors from the clip you are converting itself:

ffmpeg ‑i clip.mp4 U

      ‑filter_complex "fps=15,scale=320:‑1:U

       flags=lanczos,palettegen" U

       clip.palette.png

Here, FFmpeg creates a palette called clip.pal‑
ette.png (Figure 4) with the colors from clip.
mp4. Notice how the colors are softer and more 
pastel than those of the default palette and how 
they match the general palette of the clip much 
more closely.

Once you have your custom palette, you can 
then use it to generate your GIF:

ffmpeg ‑i clip.mp4 ‑i clip.palette.png U

  ‑filter_complex "paletteuse,fps=10" clip.gif

Apart from using the palette, you are also reduc-
ing the frame rate (fps=10) to make a smaller, 
lighter clip.

If your clip still doesn’t look very good, remem-
ber you still only have 256 colors. The palette in 
Figure 4 does not look like a uniform gradient, 
which is a sure sign your GIF will probably look 
splotchy. If your original clip has a large variety 
of colors (e.g., with frames shot at night and 
bright, colorful frames shot during the day), your 

custom palette will be 
more uneven and your 
GIF will look grainier.

Filters and algorithms 
let you compensate for 
this effect, but none are 
simple, nor do they tend 
to improve the quality 
that much. Instead, “pro-
fessional” GIF creators 
have come up with 
something else.

256 Shades of Gray
You might have noticed 
that many GIFs are ren-
dered in shades of gray. 
This is because it is 
easier to get smooth 
transitions from one 

Figure 5: A grayscale palette generated from a black-and-
white clip taken from Big Buck Bunny.

ffmpeg  ‑i clip_gray.mp4 ‑f lavfi ‑i "movie=clip_gray.mp4,fps=10,scale=320:‑1:flags=lanczos,palettegen[out]"  

‑filter_complex "paletteuse,fps=10" clip_gray.gif

Listing 2: One-Step GIF Generation
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n The clip_gray.mp4 file is the grayscale and 
scaled-down video you want to convert.

n The lavfi filter options in quotation marks gen-
erate the palette image and pipe it through [out] 
to the …

n … ‑filter_complex chain of filters.
Apart from using the palette you created with the 
lavfi virtual device, you reduce the frame rate to 
10 frames per second and push the resulting 
frames out to clip_gray.gif.

The resulting GIF image is smooth, acceptably 
lightweight, and created in seconds.

Conclusion
Not surprisingly, FFmpeg is the back end for so 
many video editing applications: The number of 
things you can do with it is astounding. Al-
though it is true that some of the command 
lines you have to generate can be eye-water-

ingly complex, it is often worth working directly 
with FFmpeg, because it gives you that extra 
control on the final result. Apart from lavfi, you 
can learn more about FFmpeg devices by taking 
a look at the “More Devices” box.  nnn

Apart from lavfi, a few other FFmpeg devices are worth in-
vestigating, especially if you want a raw, but very reliable way 
of grabbing streams from your camera or desktop:

(1) video4linux2, or v4l2 [4] for short (you can use either), 
captures streams from your webcam. To work out what de-
vices you have on which to capture streams, run ls /dev/
video*. My laptop has, apart from its built-in webcam, an ex-
ternal webcam with its own microphone, so I see:
> ls /dev/video*

/dev/video0 /dev/video1

If you run ffplay ‑f v4l2 ‑i /dev/video1, a window pops up 
showing the feed from the external webcam.

(2) On a related note, alsa [5] and pulse [6] capture audio. To 
know which device to capture audio from, if you want to use 
alsa, enter arecord ‑l. Again, on my laptop, apart from the 
built-in microphone, I have the microphone attached to the 
external webcam and a microphone input on an external USB 
sound card, so I see:
> arecord ‑l

**** List of CAPTURE Hardware Devices ****

card 0: PCH [HDA Intel PCH], U 
 device 0: ALC3241 Analog [ALC3241 Analog]
 Subdevices: 1/1

 Subdevice #0: subdevice #0

card 1: Device [USB Sound Device], U 
 device 0: USB Audio [USB Audio]
 Subdevices: 1/1

 Subdevice #0: subdevice #0

card 2: H2300 [HP Webcam HD 2300], U  
 device 0: USB Audio [USB Audio]
 Subdevices: 1/1

 Subdevice #0: subdevice #0

If I want to record from the microphone on the webcam, I can 
see it is card 2 (HP Webcam HD 2300) connected to device 0. 
This means ffmpeg ‑f alsa ‑i hw:2,0 voice.mp3 records to 
a file called voice.mp3.

With pulse, things are a bit different. First, you need to find 
out the name of your devices:

> pactl list sources

Source #2

  State: SUSPENDED

  Name: alsa_input.usb‑Hewlett_Packard_HP_Webcam_HD_U 
    2300‑02.analog‑stereo

  Description: HP Webcam HD 2300 Analog Stereo

  Driver: module‑alsa‑card.c

  Sample Specification: s16le 2ch 44100Hz

  Channel Map: front‑left,front‑right

  Owner Module: 7

  Mute: no

  Volume: front‑left: 48497 /  74% / ‑7.85 dB,   U 
    front‑right: 48497 /  74% / ‑7.85 dB

    balance 0.00

  Base Volume: 41350 /  63% / ‑12.00 dB

  Monitor of Sink: n/a

  Latency: 0 usec, configured 0 usec

  Flags: HARDWARE HW_MUTE_CTRL HW_VOLUME_CTRL DECIBEL_U 
    VOLUME LATENCY

[...]

Once you have located the device from which you want to re-
cord, you can then use its name in FFmpeg:

ffmpeg ‑f pulse ‑i alsa_input.usb‑Hewlett_Packard_HP_U 

    Webcam_HD_2300‑02.analog‑stereo voice.mp3

In this case, it captures from an external webcam micro-
phone and records to voice.mp3.

(3) x11grab [7] is interesting if you want to make screencasts. 
You can grab the whole screen, just a rectangle, or a rectan-
gle centered around the cursor. For example, the line
ffmpeg ‑f x11grab ‑follow_mouse centered ‑framerate 25 U 
         ‑video_size 640x480 ‑i :0.0 screncast.mp4

captures a 640x480 region centered around the mouse and re-
cords it to screencast.mp4.

You can mix and match all the above devices and apply all 
sorts of effects to the streams they produce. Altogether, they 
provide a very complete and complex screencasting solution.

More Devices

[1]  FFmpeg colors: https://  ffmpeg.  org/  ffmpeg‑all.  html#  Color

[2]  “Tutorials – FFmpeg” by Paul Brown, Linux Magazine, issue 206, 
January 2018, pg. 92,  
http://  www.  linux‑magazine.  com/  Issues/  2018/  206/  Tutorials‑FFmpeg

[3]  Big Buck Bunny: https://  peach.  blender.  org/

[4]  video4linux2 device:  
https://  www.  ffmpeg.  org/  ffmpeg‑devices.  html#  video4linux2_002c‑v4l2

[5]  alsa device: https://  www.  ffmpeg.  org/  ffmpeg‑devices.  html#  alsa

[6]  pulse device: https://  www.  ffmpeg.  org/  ffmpeg‑devices.  html#  pulse

[7]  x11grab device: https://  www.  ffmpeg.  org/  ffmpeg‑devices.  html#  x11grab
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Users, developers, and vendors meet at Linux events around the world.  
We at Linux Magazine are proud to sponsor the Featured Events shown here. 

For other events near you, check our extensive events calendar online at  
http://linux-magazine.com/events.

If you know of another Linux event you would like us to add to our calendar, 
please send a message with all the details to events@linux-magazine.com.
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FAST '18 February 12–15, 2018 Oakland, California https://www.usenix.org/conference/fast18

Open Source Leadership Summit March 6–8, 2018 Sonoma Valley, California http://events.linuxfoundation.org/events/ 
    open-source-leadership-summit

SCALE 16x March 8-11, 2018 Pasadena, California http://www.socallinuxexpo.org/scale/16x

Chemnitz Linux Days 2018 March 10-11, 2018 Chemnitz, Germany https://chemnitzer.linux-tage.de/2018/en/

Maker Faire Ruhr March 10-11, 2018 Ruhr, Germany https://www.makerfaire-ruhr.com/

CloudFest 2018 March10-16, 2018 Rust, Germany https://www.cloudfest.com/

Embedded Linux Conference March 12–14, 2018 Portland, Oregon http://events.linuxfoundation.org/events/ 
    embedded-linux-conference

OpenIoT Summit March 12–14, 2018 Portland, Oregon http://events.linuxfoundation.org/events/ 
    openiot-summit

NSDI '18 April 9–11, 2018 Renton, Washington https://www.usenix.org/conference/nsdi18

heise Security Tour 2018 April 10, 12, 18, Numerous European cities https://www.heise-events.de/securitytour 
  24, and 26, 2018

Open Networking Summit March 26–29, 2018 Los Angeles, California http://events.linuxfoundation.org/events/ 
    open-networking-summit-north-america

2018 HPC for Wall Street April 16, 2018 New York, New York http://www.flaggmgmt.com/linux/

Cloud Foundry Summit  April 18–20, 2018 Boston, Massachusetts https://www.cloudfoundry.org/event/ 
North America   nasummit2018/

Linux Presentation Day 2018.1 April 21, 2018 Europe-wide in many cities http://www.linux-presentation-day.org/

Linux Storage Filesystem and  April 23–25, 2018 Park City, Utah http://events.linuxfoundation.org/events/ 
Memory Management Summit   lsfmm-2018/
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 Embedded Linux  
 Conference 
Date: March 12–14, 2018

Location: Portland, Oregon

Website: http://events.linuxfoundation.
org/events/embedded-linux-conference

The Embedded Linux Conference is a 
vendor-neutral technical conference 
for companies and developers using 
Linux in embedded products. ELC has 
a large collection of sessions dedi-
cated exclusively to embedded Linux 
and embedded Linux developers.

 Open Networking  
 Summit 
Date: March 26–29, 2018

Location: Los Angeles, California

Website: http://events.linuxfoundation.
org/events/open-networking-summit-
north-america

Join business and technical leaders 
across enterprise, cloud, and service 
providers to share information, 
highlight innovation, and discuss the 
future of open networking and 
orchestration.

 Linux Storage  
 Filesystem and MM  
 Summit 
Date: April 23–25, 2018

Location: Park City, Utah

Website: https://events.linuxfoundation.
org/events/lsfmm-2018/

Experts map out and implement im-
provements to the Linux filesystem, stor-
age, and memory management subsys-
tems that will find their way into the 
mainline kernel and Linux distributions 
in the next 24 to 48 months.

96

SERVICE
Events

FEBRUARY 2018 ISSUE 207 LINUX-MAGAZINE.COM  |  LINUXPROMAGAZINE.COM



We are always looking for good articles on Linux and the 
tools of the Linux  environment. Although we will consider 
any topic, the following themes are of special  interest:

• System administration

• Useful tips and tools

• Security, both news and techniques

• Product reviews, especially from real-world experience

• Community news and projects

If you have an idea, send a proposal with an  outline, an esti-
mate of the length, a description of your background, and 
 contact information to edit@ linux-magazine.com.

The  technical level of the article should be consistent with 
what you  normally read in Linux Magazine. Remember that 
Linux Magazine is read in many  countries, and your article 
may be translated into one of our  sister publications. There-
fore, it is best to avoid using slang and idioms that might 
not be understood by all readers    . 

Be careful when referring to dates or events in the future. 
Many weeks could pass between your manuscript submis-
sion and the final copy reaching the reader’s hands. When 
submitting proposals or manuscripts, please use a  subject 
line in your email message that helps us identify your mes-
sage as an article proposal. Screenshots and other support-
ing materials are always welcome. 

Additional information is available at:  
http://www.linux-magazine.com/contact/write_for_us.
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 Approximate 
UK / Europe Feb 05

USA / Canada Mar 02

Australia Apr 02

 On Sale Date Issue 208 / March 2018

Free Voice  
Assistants
Move over Siri and Alexa – these free personal 
voice assistants will answer your questions 
without the spying.

Preview Newsletter
The Linux Magazine Preview is a monthly email 
newsletter that gives you a sneak peek at the next 
issue, including links to articles posted online. 

Sign up at: www.linux-magazine.com/newsletter
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