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Welcome

HOME ALL DAY

Dear Reader,

I don’t know what world you are living in as you read this,
but the world that I'm living in while | write this (three to
eight weeks earlier than your world, depending on where
you live) is busy with reinventing itself to contend with the
coronavirus pandemic. Stores and restaurants are closed,
schools are canceled, and offices are shutting their doors
as employees make plans to “shelter in place.”

It seems a triumph of our 21st century civilization that
so much of our life can move so suddenly and gracefully
online. Community groups, book clubs, yoga classes,
university classes, churches, and therapy sessions are
all transitioning to online only. Still more significant are
the millions of office jobs that are suddenly relocating.

As a society, we have been working on these tools for sup-
porting remote work for more than a generation. The
pieces are all in place — we just need to escalate the scale
of the home office revolution. We also need to extend it to
people who never really thought of themselves as home-
office workers.

Most office networks are managed in a systematic way —
either by a professional admin or at least through a process
that has had some professional attention. Home networks,
on the other hand, vary widely and support an astonishing
variety of activities: games, music downloads, and social
media, with mysterious websites popping up in search win-
dows and spam email entering without the usual filters em-
ployed at the office. As we all prepare to work from home,
keep in mind that Internet intruders and miscreants are well
aware of this sudden migration and are hard at work right
now devising ways to exploit it.

Here at my home office, with my cat crawling over my
laptop keyboard (I think she’s hungry), | jotted down a
few important considerations for anyone who suddenly
finds their home network is now their work network:

* Router—home routers are notoriously insecure. Many
need security updates and bug fixes. Others are alto-
gether out of date and can't even be patched anymore.
The erroneous security-by-obscurity protection that
passed without objection on your home network won't
apply anymore if your home becomes a site for financial
records, employee records, and business plans. Find the
password, log in, and make sure your router is up to date.

* Backup - most offices have a system for regular back-
ups. Will that system follow you home? If not, what are
you going to do about it? Cloud backup is fairly easy to
obtain now, but it still seems haphazard, and possibly
risky, for every employee to act independently. Think
about defining a coherent and consistent backup policy
for all your organization’s home users.
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* VPNs - another technology that has been around for
years but that will receive lots of renewed attention with
the tsunami of home connections. If the VPN to your
corporate network is an occasional-use thing that was
set up a few years ago, be aware that the state of the art
for Internet encryption has changed significantly in the
past few years, and some technologies that used to be
considered secure are now on the outs with the experts.
For instance, Transport Layer Security (TLS) 1.0 and 1.1
are now deprecated, and other protocols that used to
power VPNs of the past are also suspect. Be sure your
VPN uses secure and contemporary encryption.

» Video chat- Tools like Zoom, Skype, and Microsoft
Teams are the superstars of the pandemic era. Users all
over the world are scheduling work sessions, doctor’s
appointments, and strategic planning retreats through
video conferencing. As powerful as these tools are, be
aware that they also have raised security concerns in
recent months [1] [2]. I'm sure they are fine for water
cooler talk, but if you really need to keep secrets, know
their limitations.

A daunting list, and this is only the beginning. If you're
lucky, your company’s IT department will assist with ensur-
ing your work-from-home configuration is as secure as your
office configuration. (Of course, if you are reading this
magazine, maybe you are your company'’s IT department.)

If your workplace has shifted to home, don't forget to at-
tend to these details. But also don’t forget that not ev-
eryone has the privilege of bringing their job home. In
these turbulent times, remember those among us who
find themselves suddenly out of a job and scrambling
for shelter and grocery money.

Help out if you can, and hunker down. We'll get through this.

e

Joe Casad,
Editor in Chief

Info

[1] New Zoom Security Warning: Your Video Calls at Risk from
Hackers — Here’s What You Do:
https://www.forbes.com/sites/zakdoffman/2020/01/28/new-
zoom-roulette-security-warning-your-video-calls-at-risk-from-
hackers-heres-what-you-do/#6017dfb27343

Microsoft: Skype for Business Server Spoofing Vulnerability:

https://fortiguard.com/encyclopedia/endpoint-vuln/61494/
microsoft-skype-for-business-server-spoofing-vulnerability

[2]
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] This Month's DVD

On the DVD

Manjaro 19.02 Gnome Edition

Manjaro is a full-featured Linux for those who love the
simplicity and independence of Arch but prefer a user-friendly
SyStemRescueCd 6'1 desktop. The Arch-based Manjaro on this month’s DVD comes
64 bit with a complete Gnome desktop environment. The developers
have also seen to many of the details that are left undone in the
minimal yet mighty Arch, resulting in a system that offers ease

for beginners yet provides support for key Arch components
and packages.

mOnjOrO _ SystemRescueCd 6.1

o v y This steady system rescue disc includes a useful collection of
Kyrlo Gnome Edition 19.0 utilities for fixing impaired Linux and Windows computers.
Onboard you’ll find tools for repairing partitions and
filesystems, archiving data, and editing broken config files.
SystemRescueCd boots from the DVD and comes with support
for all major filesystems (ext3/ext4, xfs, btrfs, reiserfs, jfs, vfat,
ntfs), as well as network filesystems such as Samba and NFS.

ISSUE 234
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Additional Resources

[1] Manjaro Linux: https://manjaro.org

[2] Manjaro User Guide:

https://manjaro.org/support/userguide/

Defective discs will be replaced. Please send an email to subs@linux-magazine.com. [31 Manjaro Forum: https.//forum.manjaro.org/

[4] SystemRescueCd:

Although this Linux Magazine disc has been tested and is to the best of our
http.//www.system-rescue-cd.org/

knowledge free of malicious software and defects, Linux Magazine cannot be held
responsible, and is not liable for any disruption, loss, or damage to data and computer [5] SystemRescueCd Manual:
systems related to the use of this disc. http://www.system-rescue-cd.org/manual/



https://manjaro.org
https://manjaro.org/support/userguide/
https://forum.manjaro.org/
http://www.system-rescue-cd.org/
http://www.system-rescue-cd.org/manual/

29

openSUSE + LibreOffice
Conference

A Conference for
Open Source Developers

October 13- 16
Nuremberg, Germany

events.opensuse.org



Updates on technologies, trends, and tools

THIS MONTH'S NEWS

08
09

10

e Zorin OS 15.2 Now
Available

e Firefox to Get an
Additional Sandbox Layer

e Microsoft Defender ATP is
Coming to Linux

e South Korean Government
Considers Move to Linux
Desktop

e More Online

® OpenSSH Now Supports
FIDO/U2F Security Keys

e System76 Launches
New AMD Threadripper
Machine

MAY 2020

ISSUE 234

l Zorin 0S 15.2 Now Available

The latest iteration of Zorin OS has arrived. Version 15.2 is now available, which
focuses on software bugs, security, and expanded hardware compatibility. This
newest version might also serve as the last release until the developers of Zorin
OS unleash their upcoming Zorin Grid, which gives admins the ability to manage
massive desktop rollouts from a web-based dashboard.

Since the last release of Zorin OS (Summer of 2019), the OS has been down-
loaded over 900,000 times and has been included in numerous “best of"” lists for
desktop distributions. So this latest version should be seen as yet another step
forward for the open source operating system.

Zorin OS 15.2 is based on Ubuntu 18.04.4, so it includes the 5.3 version of the
Linux kernel. The .2 release also adds support for AMD Navi GPUs (including the
Radeon RX 5700), as well as support for 10th gen Intel processors and newer
model MacBook and MacBook Pro keypads and touchpads.

Users will also find updated versions of core apps, such as Firefox, LibreOffice,
and GIMP.

You can download four different versions of Zorin 15.2:

e Lite — Best suited for older hardware and includes LibreOffice, the XFCE desktop,

and the standard desktop layouts.
e Core — Best suited for everyday desktop usage and includes LibreOffice, standard
e Education —

Best suited for

includes LibreOffice, both GNOME and XFCE desktops, Zorin Connect, standard

desktop layouts, and educational games and apps.

layouts, business and media apps, over 20 games, and Zorin installation support.
Download your copy of Zorin OS 15.2 now: https.//zorinos.com/download/.

desktop layouts, the GNOME desktop, and Zorin Connect (to sync your phone with
education envi-
e Ultimate — Best suited for business desktops and includes LibreOffice, both the

your desktop).

Z =] 0SS
ronments and
GNOME and XFCE desktops, Zorin Connect, standard and advanced desktop

f Firefox to Get an Additional Sandbox Layer

The Firefox web browser already runs on top of a sandbox which separates the
browser from the operating system. But with attack vectors growing more and more
sophisticated (and many shared libraries not up to modern security demands), the
Mozilla developers decided it was time to take the isolation of the browser further.
With the release of Firefox 74, a new sandbox technology, called RLBox,
will be added. RLBox was developed as a joint effort between Moxzilla, the
University of California San Diego, the University of Texas at Austin, and
Stanford University.
According to Bobby Holley, principle engineer with Mozilla, RLBox is a
“big deal.” With this new sandbox layer, it's easy to isolate existing
chunks of code at an unheard of granularity. With RLBox in place, the
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Firefox developers are able to separate third-party libraries from the Firefox core
engine. By making this separation, bugs and exploits within third-party libraries
will be unable to impact other applications that use the same library.

The team involved with RLBox managed to isolate half a dozen libraries. Initially,
Firefox will ship with the Graphite font shaping library, which is used to correctly
render complex fonts, protected with RLBox. Eventually the same sandboxing
technique will be applied more broadly to ensure browsing with the open source
tool is as secure as possible.

Original source: https://hacks.mozilla.org/2020/02/securing-firefox-with-we-
bassembly/

B Microsoft Defender ATP is Coming to Linux

Microsoft started out by announcing it would release the new Edge web browser for
Linux. Next came MS Teams. Continuing that cross-platform effort, Microsoft is set to
release Microsoft Defender ATP for the open source platform. Microsoft's stated goal
was to build security solutions “not only for Microsoft, but from Microsoft.”

According to many MS customers, they've had to deal with attack vectors across
a range of platforms and products. That includes Linux. And with the continued rise
of Linux on Azure, it became clear to Microsoft they'd need to offer a security solu-
tion for more than just Windows and mac OS.

What is Microsoft Defender ATP? According to Microsoft, itis “...a unified
endpoint platform for preventative protection, post-breach detection, automated
investigation, and response.” In other words, Defender ATP is an enterprise-
grade security solution that goes beyond the standard antivirus service. Unlike
the standard Windows Defender, ATP works on behavioral analysis to collect
usage data and store it on the same system. When Defender ATP notices incon-
sistent behavior, it sends the data to a service that compares it to collected data,
and then offers up advice or solutions.

Microsoft Defender ATP for Linux will be made available to Microsoft customers
some time in 2020. However, the public preview should be open soon and will be
available to install on RHEL 7+, CentOS Linux 7+, Ubuntu 16 LTS or higher, SLES
12+, Debian 9+, and Oracle EL 7.

Microsoft Defender ATP for Linux will include both commmand line and GUI tools.

Original source: https.//techcommunity.microsoft.com/tb/microsoft-defender-atp/
microsoft-defender-atp-for-linux-is-coming-and-a-sneak-peek-into/ba-p/1192251#

The South Korean Government is on the
verge of migrating from Windows 7 to
Linux on the desktop. This began back in
May 2019, when South Korea's Interior
Ministry announced the plans to look into

ISouth Korean Government Considers Move
making the switch.
Since that initial date, the South Korean

to Linux Desktop
Ministry of Strategy and Planning an-

nounced the government is now exploring migrating over three million Windows 7

desktops over to Linux. According to Choi Jang-hyuk (head of the Ministry of Strat-

egy and Finance), South Korea will resolve their dependency on Microsoft while
reducing the budget by migrating to an open source operating system.

What is driving this migration? It's primarily a financial decision. The cost of mi-
grating so many desktops from Windows 7 to Windows 10 would reach over $650
million dollars. With the Ministry of National Defense and the National Police
Agency already using Harmonica OS 3.0 (based on Ubuntu Linux 18.04), and the
Ministry of Public Administration and Security using Gooroom Cloud OS (based on
Debian), the choice to make the nation-wide switch to Linux made perfect sense.
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www.linux-magazine.com
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http.//www.admin-magazine.com/HPC/

Building and Running Containers

* Jeff Layton

Best practices for building and running
Docker and Singularity containers.

Initial Best Practices for Containers

* Jeff Layton

Consider some best practices before diving
into containers.

ADMIN Online

http://www.admin-magazine.com/

Hybrid Public/Private Cloud

* Konstantin Agouros

Extending your data center temporarily into
the cloud during a customer rush might

not be easy, but it can be done, thanks to
Ansible’s Playbooks and some AWS scripts.

Transparent SIP communication with NAT
* Mathias Hein

We show you how to secure transparent IP
address transitions through NAT firewalls
and gateways for Voice over IP.

Prowling AWS

* Chris Binnie

Prowler is an AWS security best practices as-
sessment, auditing, hardening, and forensics
readiness tool.
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Once the migration officially begins, the Korean Postal Service will be moving to
Korean-based TMaxOS, which includes a unique desktop environment and uses
ToGate, a Chromium-based web browser.

Although this may be nothing more than a bid to get Microsoft to offer South
Korea a significant discount for a Windows 7 to 10 migration, until that comes to
fruition, it looks as though the move to Linux is happening.

Source: https.//www.fosslinux.com/29117/south-korea-switching-their-3-3-million-
pcs-to-linux.htm

IOpenSSH Now Supports FIDO/U2F
Security Keys

OpenSSH is, by far, the single most popular tool for logging into remote servers and
desktops. SSH logins are generally considered fairly safe, but not 100 percent. If
you're not satisfied with the out of the box security offered by OpenSSH, you can al-
ways opt to go with SSH key authentication. If that’'s not enough, there's also 2 Fac-
tor Authentication, which would then require you to enter a PIN generated by an ap-
plication such as OTPClient (https./github.com/paolostivanin/OTPClient) or

Authy. (https://play.google.com/store/apps/details 2id=com.authy.authy)

As of OpenSSH 8.2, there's a newly supported option, FIDO/U2F secu-
rity keys. What this means is that you can now use 2FA hardware keys
(such as the Yubi Key [https.//www.yubico.com/]) to authenticate your
SSH login attempt.
2FA is often considered the easiest method of adding an addi-
tional layer of security to SSH logins. However, for many, Hard-
= ware Keys are considered the single most secure means of
7 preventing hackers from brute-forcing your SSH passwords.

To make things easy, the OpenSSH developers have made it
possible to generate a FIDO token-backed key using the ssh-

keygen command. So anyone used to creating SSH keys
shouldn’t have any problem getting up to speed with integrating
hardware keys into SSH.

To gain this feature, make sure you've upgraded to the latest OpenSSH
release (8.2 or newer).

Original news release: http://www.openssh.com/txt/release-8.2

ISgstem76 Launches New AMD Threadripper
Machine

The most successful retailer of Linux-based desktops, laptops, and servers has an-
nounced a new addition to their popular Thelio desktop lineup (https./system76.
com/desktops). The new option, part of the Thelio Major model, adds AMD's 64
Core Threadripper 3990X CPU into the mix. This system can compile the Linux ker-
nel in 24 seconds, apply a circular motion blur in 44 seconds, and render a Blender
scene in 76 seconds. That's incredibly fast.

The Threadripper Thelio Major has been optimized for the heat produced by the
280 watt, 64-Core CPU, which was a serious undertaking. System76 accomplished
the task by using a 5.5" duct that pulls air from inside the system, directs it across a
heat sink, and then (drawing the heated air through copper piping) sends it out of
Get the latest news the machine through the rear. This method compartmentalized the GPU and CPU
heat sources as well as the air that is used to cool the individual chips.

The Thelio Major ships with Pop!_OS and can be customized to best fit your
needs (GPU, RAM, storage). The Threadripper version of the Thelio Major starts at
. $3,798 USD, but can be maxed out to a whopping $14,131 USD.

SUb_scrlbe FREE If the Threadripper version of the Thelio Major is out of your price range, you can
to Linux Update always opt for the basic Thelio model, which starts at $899 USD.
bit.ly/Linux-Update Original announcement: https./system76.com/threadripper

in your inbox every
two weeks
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SCaLE 18x Report I

Southern California’s open source and free software expo

SCaLE 18x

With numerous exhibitors and workshops, SCaLE 18x covered a
wide range of open source topics. By Richard Ibbotson

CaLE 18x, in Pasadena, Califor-

nia, from March 5-8, 2020, of-

fered over 150 exhibitors and

nearly 130 workshops, tutorials,
and events.

The event kicked off on Thursday
morning with workshops, including
tracks on embedded, PostgreSQL, and
sponsored topics. Probably the best
workshop on Thursday was the intro-
duction to containers and Kubernetes.
After being reorganized into a full day
event, demand for this workshop was
greater than the presenters could have
anticipated. In the sponsored track a

stitute, gave a presenta-
tion entitled “DevOps
Tools Engineer Prepara-
tion Session.” Other
events on the schedule
included a GitLab com-
munity day, several De-
vOps sessions, “Getting
Started with FreeBSD,”
and many others.

On Saturday morn-
ing, Paul Vixie’s key-
note speech, “DNS
Wars, Episode IV: A
New Bypass,” covered

workshop on working with Jenkins and
continuous delivery was offered.
On Friday, topics like Kubernetes, Git-

his work in the DNS field since 1989,
including inventing many of the moni-
toring and filtering capabilities now

Lab, PostgreSQL, and related used by nearly all DNS
services. He discussed
the web-based DNS
over HTTP (DoH) pro-
tocol, which is being
pushed by Mozilla
and others.
If you are familiar
with Bradley Kuhn [1],
you know how good
his public presenta-
tions are. Kuhn gave
a talk on “What’ll
We Do When FOSS
Licenses Jump the
Shark? The Next
Season of Copyleft
License Drafting and
Promulgation.” He discussed the cur-
rent situation where proprietary com-
mercial organizations publish open
source software licenses that are not
open source, as well as Copyleft-next, an
experimental effort to create a new and
easier-to-understand copyleft license.

issues were presented
throughout the day. At 2pm, the exhibi-
tion hall opened to a large crowd who
grabbed any GNU/Linux swag that
wasn’t nailed down. Aleksey Tsalo-
likhin, from the Linux Professional In-

On Sunday, Sha Wallace-Stepter and
Jessica McKellar gave a keynote talk
entitled “From Prison to Python: What
Is the Free Software and Broader Tech
Community’s Role in Criminal Justice
Reform?” The keynote covered how
Wallace-Stepter learned to program in
prison while serving a life sentence for
assault with a firearm.

As a smaller venue, SCaLE offers
advantages over a large-scale GNU/
Linux event. At SCaLE, it is much eas-
ier to attend workshops or presenta-
tions, as well as to connect with other
people in your area of interest. If you
missed SCaLE 18x, you can view the
long list of presentations on You-
Tube [2]. I hope to see you next year
at SCaLE. mmm

Info

[1] Bradley Kuhn:
https://www.socallinuxexpo.org/
scale/18x/presentations/whatll-we-do-
when-foss-licenses-jump-shark

[2] SCalLE 18x on YouTube:

https://www.youtube.com/user/
socallinuxexpo/videos

"
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here’s more to open source than
Linux. FreeBSD, a free and open
source Unix-based operating sys-
tem, also plays an important role
in the open source ecosystem. We talked
to the FreeBSD Foundations’s [1] execu-
tive director Deb Goodkin and director of
project development Ed Maste at the re-
cent Open Source Summit in Lyon.

Linux Magazine: Tell us about FreeBSD
and the FreeBSD Foundation’s long history.

Deb Goodkin: The foundation was
founded in March 2000, so we’re actu-
ally going to be celebrating our 20th an-
niversary March 2020. The original goal
was to be sort of a legal entity that could
hold any type of FreeBSD IP, and, at that
time, it was the trademarks that we were
given, so we’ve had ownership of trade-
marks and other IP since then.

LM: What is the FreeBSD Foundation’s
role with respect to the FreeBSD Project?

DG: We’re a separate entity. Some open
source projects, including NetBSD [2]
and OpenBSD [3], are actually under-
neath their respective foundations, but
we’re a separate entity. We step in to
support the project with critical needs.
For example, they needed a release engi-
neering person a few years back, and we
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were able to bring someone on full time
to fulfill that role. It’s not always a long
term need; we tend to help when they
need assistance and they don’t have a
volunteer who could step in to do it.

We also provide continuous support
for software development. Even though
we don’t direct the project on what to
do, we do give them advice on what we
hear from end users and commercial
users. And then if the need relates to a
larger technology or feature, we do have
software developers on staff, and that’s
what Ed oversees. But we also support
outside contractors - for instance, an
outside project might need a developer,
and we find someone.

LM: So how many people do you have
on staff?

DG: At the Foundation, including the
full-time contractors, the number fluctu-
ates, but right now we probably have
around eight; and we have eight board
members. The staff and board are lo-
cated all over the world.

LM: What kind of projects do you get in-
volved with?

Ed Maste: I guess broadly speaking, the
foundation takes on projects in areas that
the community (either corporate develop-

Meet the FreeBSD Foundation

Places

As the FreeBSD Foundation approaches its 20th anniversary,
we talk to its top brass about the project’s growing visibility
in the open source ecosystem. By Mayank Sharma

ers or the general development commu-
nity) isn’t addressing themselves. We step
in to do work that has a broad range of
interest. Development tools fall into this
category. Everyone wants to have a good
development tool chain, but it’s not to
anyone’s competitive advantage to de-
velop the tool chain independently.

DG: Yeah, so there might be something
that no volunteer is really interested in
doing, or it could be just stepping in to
fix minor bugs. Our goal is to help get
things fixed quickly and keep FreeBSD
stable.

LM: Where do you get the budget to fund
this development?

DG: We receive all of our funding from
donations - anywhere from a $10 indi-
vidual donor to a large corporation.

LM: Do you have a relationship with iXsys-
tems? Aren’t they one of the largest mone-
tary contributors to the FreeBSD project?

DG: Um, well, not as a donor, but as far
as having resources on staff that contrib-
ute to the project, I would definitely
agree with that. We have a great rela-
tionship with iXsystems. We view them
as a great FreeBSD advocate - a com-
pany that upstreams lots of changes and
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helps promote FreeBSD, but just like any

other commercial user.

EM: Yeah, they’ve made donations in the
past, sometimes just kind of general do-

nations, and sometimes we’ve collabo-
rated on a couple of projects where we
found some interest in some areas of

technology, and then iXsystems contrib-

uted some money, because they had an
interest in the same kind of project.

LM: Are there any new projects that
you’d like to highlight?

EM: One we just wrapped up was a big

effort to improve FUSE filesystem sup-
port [4]. We started off with a GSOC

[Google Summer of Code] project many

years ago that did the initial port of
FUSE to FreeBSD. And then another
project updated a little bit and inte-
grated it. But it was never really at the
level of being fully production quality
and usable. And so the foundation

funded a project with a developer in the

FreeBSD community recently to bring
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the FUSE implementation up to the con-
temporary version that matches what’s
in Linux. We fixed a lot of bugs, we
have a comprehensive test suite now,
and all of the outstanding known issues
have been resolved. And now, you
should be able to choose an arbitrary
third-party FUSE filesystem, like NTFS
or SSHFS or any sort of FUSE module,
and expect it’s going to work properly
on FreeBSD.

And I think that kind of fits into a goal
we’ve had: to improve the experience of
FreeBSD on the desktop or on a laptop
for end users. We’ve been looking at
some projects to improve the WiFi situa-
tion on FreeBSD, for example.

LM: So you'’re focusing on the desktop
now?

DG: Yeah, and one reason why we’re
doing that is we’re looking at recruiting
new users and contributors. We’re look-
ing at college students. And so we’re
making sure that, while we’re getting
into more universities, it’s easier for

NEWS
.

someone to download FreeBSD and run
it on their system.

EM: Yes, FreeBSD is perfectly usable for
corporate, large-scale server users (peo-
ple like Netflix). If you’re a developer
working at somewhere like Netflix, you
are already invested in FreeBSD. It’s
quite easy to just use a virtual machine
running on Windows or on Linux or on
macOS. And that’s a perfectly usable de-
velopment environment. But for a lot of
cases (students in universities, the kind
of next generation of FreeBSD users we
want to capture), it’s not very compel-
ling to say “Yes, you can do your Free-
BSD work if you go through all these
extra hoops.”

LM: Isn’t TrueOS [5] the desktop version
of FreeBSD?

EM: TrueOS has long been a FreeBSD
desktop, but there are a few others as
well - like GhostBSD [6] and Midnight-
BSD [7]. I certainly am happy to have
those projects package up the operating

shop.linuxnewmedia.com
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system and produce distributions with
preconfigured options and have it usable
in a way that is convenient for a new
end user.

The FreeBSD base project is more fo-
cused on fundamentals, such as im-
proved WiFi support and improved Intel
graphics drivers, for example. If other
projects come along and repackage it,
the real value is in being able to say,
“here’s a set of packages that we’ve said
work well together, and we’ve chosen
defaults, and you can run the setup
through our installer and get a usable
system as we envisioned it.”

LM: Will FreeBSD produce its own desk-
top as well?

EM: FreeBSD essentially provides a tool-
kit. We want to support the foundational
infrastructure for desktop applications.
So the foundation isn’t going to produce
a FreeBSD-Foundation-branded desktop.
We just want to make sure that all of the
foundational parts that are needed for a
good desktop are in place.

DG: That’s sort of the philosophy for all
the development. Regardless of whether
you’re using FreeBSD as a server or for
something else, we want the system to
be at a state where it’s easy to customize
for how you want to use it.

LM: You mentioned Netflix. Can you
name some other high-profile users of
FreeBSD?

DG: Yeah, so NetApp, Juniper, we al-
ways say Apple, Trivago, WhatsApp, and
Groupon.

EM: Companies like Trivago - they use
FreeBSD as a server. They’re not build-
ing their own appliance or anything on
top of it. They just use FreeBSD as it
exists. And they have a combination of
Linux and FreeBSD; that’s a good
model for using FreeBSD - where its
strength lies.

DG: Verisign does that as well. The LA
Times, which is humongous, uses Free-
BSD, and universities like Notre Dame
use FreeBSD in their school of engineer-
ing. We know about these users because
we go to a lot of open source confer-
ences around the world, and people

come to our table and they’ll tell us how
they are using FreeBSD.

One thing that we’re really trying to do
is publicize our users. We’re just starting
to work on some case studies. Netflix
will be one of the first ones. They’ve
been going around the world giving a
Netflix/FreeBSD talk. Actually, the video
of the talk from FOSDEM is online, and
it’s really interesting to watch [8]. We re-
ally want to highlight that talk and write
up a case study and get more testimoni-
als, so that more companies are aware of
what they can do with FreeBSD.

LM: Is Netflix just a user?

EM: They are very good citizens in the
FreeBSD community. They contribute an
awful lot of code into the FreeBSD ker-
nel, and they do a lot of performance
work and network stack improvements.
And because of their architecture,
they’re able to consume new versions of
FreeBSD very quickly. So they’re actually
tracking our development branch in their
releases. They can do that, because their
whole architecture is sort of built on
multiple layers of redundancy. They do a
lot of large-scale tests, and we get a lot
of large-scale test coverage because of
Netflix.

DG: And they’re really open to sharing
their model. Other companies are aware
of the Netflix talk now, and they’ve actu-
ally asked for help.

LM: What happens when other compa-
nies ask for help?

DG: One thing that we do is facilitate
collaboration between companies. We
may assist with setting up meetings, but
most of the time is spent connecting
people with each other.

LM: Do you think the FreeBSD Founda-
tion being at Open Source Summit dem-
onstrates the open source nature of the
conference?

DG: Even though they call it Open
Source Summit, it’s still very Linux ori-
ented. I say we’re a minority voice in the
open source world, and we have such a
long history that there’s a lot of compo-
nents to the project that are really good
models for other open source projects.

And it’s just really important for us to
work with the Linux community.

EM: The kernel code is sort of com-
pletely distinct, although there are some
cases where we’re actually able to share
things. But certainly the application
stack running on top of FreeBSD and
Linux - we collaborate with lots of up-
stream projects that primarily do their
development on Linux and their main
user base is on Linux, but they’re very
happy to work with us to bring up CI
testing for FreeBSD or integrate patches
to make sure that their software contin-
ues to work on FreeBSD. And so I think
a conference like this is actually really
beneficial for us to come and meet peo-
ple who are outside of the usual circle of
the BSD community.

LM: Did you just celebrate the FreeBSD
operating system’s 26th anniversary?

DG: Yeah, we have a long history. We
descended from the original Unix from
Berkeley and branched off from there. So
it’s fun to look at the history.

LM: To see how far you’ve come?

DG: Yeah. But also there’s so much inno-
vation that has happened and that is still
happening. We still have some of the
original Berkeley people on the project.
And some of our oldest members are
saying “let’s make sure we’re staying
modern, that we’re getting the young
people involved,” which is always great
to hear. But there is also that philosophy
too of change when there’s a reason to
change. If there is a compelling reason,
let’s change, but let’s not change just for
the sake of changing. mmm

Info

[1] FreeBSD Foundation:
www.freebsdfoundation.org

[2] NetBSD: www.netbsd.org
[31 OpenBSD: www.openbsd.org

[4] FreeBSD’s FUSEFS implementation:
https://wiki.freebsd.org/FUSEFS

[5] TrueOS: www.trueos.org
[6] GhostBSD: https:/ghostbsd.org
[71 MidnightBSD: www.midnightbsd.org

[8] Netflix Talk on FreeBSD:
https://archive.fosdem.org/2019/
schedule/event/netflix_freebsd
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Edge Computing

What is the Edge and why are we all talking about it?

Edge Computin

Today

After the cloud came the Edge. We take a look at the Edge computing phenomenon
and attempt to assess what all the fuss is about. By Martin Loschwitz and Joe Casad
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dge Computing is a popular term in the high tech media, and, like many

buzzwords that rise to claim a place in the limelight, the term “Edge” ap-

pears to have emerged fully formed before the industry settled on a clear def-

inition for what it is. So what is Edge computing, and how does it differ from
other approaches? How is Edge computing related to IoT or other contemporary
technologies? We decided it was time for a visit to the Edge.

Beyond the Cloud

For years now, large cloud providers have attempted to entice customers with the
benefits of managing their data and infrastructure from a central, cloud-based loca-
tion. For many companies, the cloud means abandoning their own on-premises data
center and instead trusting their data to AWS, Azure, or another cloud company. The
goal of the cloud is centralization. The data is all in one place, managed by experts
with economies of scale. Security, fault tolerance, and other essential tasks are han-
dled from the central facility. In many cases, all the data and processing power for an
entire company might be in one or two locations, with branch offices accessing it
from all over the world.

Edge computing is the exact opposite of this centralized cloud paradigm. The goal
of Edge computing is to provide similar cloud-like services, but to move computing
resources to the farthest edge of the environment - geographically close to where the
data is gathered and accessed.

From CDNs to the Edge

The idea of placing computing resources at the edge of the network is nothing
new. Around 20 years ago, the Web 2.0 era ushered in a new vision for the Inter-
net. The volume of data skyrocketed quickly as new services for social media, im-
ages, and video entered into common usage. The industry soon found that it was
unable to develop new higher-capacity hardware at the speed the market was ask-
ing for it.

As early as the end of the 1990s, the idea of Content Delivery Networks (CDNs)
was born. CDNs followed a very simple principle: Instead of keeping the movie
on a server in the USA, a company installs infrastructure closer to the customer
and keeps a copy of the video closer to where the customer lives. Keeping the
connection confined to a small region reduced latency, and it also simplified the



communication path, requir-
ing fewer routers and less overall
traffic to deliver the data to the user.

The original CDN systems were primarily designed to offer
storage, but today’s Edge environment requires a much
more elaborate palette of services. New technologies such as
robotics, Internet of Things, remote sensing, and realtime
monitoring handle lots of data, but they also require lots of
computing power.

Home automation is a good example. Classic household ap-
pliances are replaced with state-of-art versions that provide In-
ternet access and can be controlled remotely. Decisions occur
beyond the device, and the results are transferred back to the
device through simple commands. Voice-activated tools like
Alexa offer additional complications. When a user talks to
Alexa, it fields the command and sends the audio file to a
server, where it is analyzed and interpreted. Alexa then re-
ceives the command back in machine language so that it can
initiate an action. The longer the distance between Alexa and
the server that interprets the command, the more sluggishly
Alexa behaves.

A home assistant turning up the thermostat can probably
afford a little latency, but consider a robotics installation on a
factory floor or a set of sensors that monitor environmental
data and make complex decisions in real time. These scenar-
ios would potentially benefit from some form of cloud-like
consolidation of processing power, but the idea of sending
every command and sensor reading to a massive server in an-
other region of the country hundreds of miles away is se-
verely limiting and, in some cases, totally unworkable. The
Edge offers a framework for imagining how the same technol-
ogy would work with lots of mini-data centers scattered

Edge Computing

around wherever they are needed, instead of a massive
data center serving a radius of a thousand miles.

An Edge Example: Autonomous
Driving
All the major car manufacturers have
been researching autonomous driv-
ing for years, and various Silicon Val-
ley companies have also explored the
possibilities of cars without drivers. Au-
tonomous driving is a good example of
why the experts believe Edge computing
will figure so prominently in the future of IT.
Clearly, it would not be practical for a central
cloud infrastructure to process telemetry data and

traffic information for a large region. If data from a

car in North Dakota is first sent to the data center

in New York, where it is evaluated and converted
into instructions, which are then sent back to the car

in North Dakota, the information would be out of date
before it reaches the vehicle.

Letting autonomous vehicles crunch their own data
does not appear to be a meaningful alternative. Evaluat-

ing all the sensor data of an autonomous vehicle requires

a fair lump of compute power, and it simply does not

make sense to turn every car into a small roaming com-

pute center. Ultimately, energy considerations also play a
role in ruling out on-vehicle data processing, because the
car of the future will be electric.

Consequently, it will be necessary to provide cloud-like,
off-vehicle data processing that is close enough to the vehi-
cle to minimize latency - an ideal scenario for Edge comput-
ing. This solution could entail dividing a country into re-
gions and then rolling out local islands for compute and
storage. Ultimately, every car manufacturer will have to do
their own thing, but similarities will undoubtedly exist be-
tween the designs.

The challenge will be to provide these small ad hoc mini-
data centers wherever they are needed. Big cities would proba-
bly have to be divided into several areas - but, especially in
city centers, comprehensive IT infrastructure is rarely avail-
able. Much of this infrastructure will need to be built from
scratch or developed through complex sharing arrangements
with existing companies. In the long run, the Edge will require
lots of well-ventilated rooms scattered around the world, each
with a server cabinet and a capable (possibly redundant)
power supply.

Building Blocks

The large number of instances associated with an Edge envi-
ronment cries out for standardization. At the same time, flexi-
bility is also important, because each location could be
slightly different.

Against this backdrop, containerized data centers have
emerged as an important solution for Edge applications. In
the Edge context, containerized data centers offer the sim-
plest way to roll out a product that is standardized from the
first nut down to the last bolt almost anywhere in the world
with just a little preparation.
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delivered quickly, are versatile ... © Rittal

Figure 1: Containerized data centers are perfect for Edge: they can be

Figure 2: ... and can be set up virtually anywhere. You
only need power and network connections. © Rittal

When it comes to containers in this new context, two old ac-
quaintances come to the aid of the vendors. On one hand,
OpensStack [1] offers most of the functionality that a decentral-
ized solution requires. A number of additional features, which
the developers added to the software in recent years, come in
handy, such as support for the Ceph virtual storage solution.
Several telco companies are currently building OpenStack into
their commercial Edge services.

Another option is to build a distributed setup with local Ku-
bernetes clusters. If the application is really cloud-native and
available in containers, Kubernetes appears to be the tool of
choice, because it is still far less complex than OpenStack.
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However, if Taa$ is on the list of re-
quirements, Kubernetes will proba-
bly not be the ideal solution.
Industrial container systems are
available in many sizes. Several
hardware vendors provide data cen-
ter products designed to support
containerized environments. The
customer receives a mini data center
that already solves essential issues
such as ventilation and the required
racks (Figures 1 and 2). Once the
unit is delivered to the site and con-
figured, the only things missing are
the grid and the network. Electricity
is relatively easy to access in most
places. As for the network, the
promise of 5G wireless is the final
puzzle piece that could lead to
widespread migration to the Edge.

Edge and 5G

All the efforts to reduce latency by
relocating hardware are of little benefit if networks are not
fast enough to meet the challenge. Experts believe 5G wire-
less is the emerging technology that will meet the simultane-
ous demands of speed and mobility that will fuel the Edge
revolution. With its palette of engineering tricks, 5G radically
increases the bit rate for individual clients. 5G will offer the
bandwidth to manage the flood of information from hundreds
of thousands of autonomous vehicles.

5G also offers beamforming with multi-MIMO antennas: One

5G antenna can support several individual beams assigned to
specific customers (Figure 3).

Where Are We?

Most of the talk about Edge technology is still very theoret-
ical, but the major cloud vendors are taking the Edge very
seriously. As you could probably guess, much of the activ-
ity swirling around Edge computing is about cloud vendors
with data center products maneuvering to form partner-
ships with wireless vendors who will provide the 5G wire-
less capabilities. Recent reports indicate that Google is in
discussions with AT&T to collaborate on developing Edge
services [2].

Verizon has already rolled out an ambitious Edge service in
partnership with Amazon AWS. The Verizon Multi-Access Edge
Computer (MEC) platform [3] is built on AWS Wavelength
Edge computing technology. Verizon and other wireless provid-
ers have the advantage of being able to locate Edge services at
the thousands of Service Access Point (SAP) and C-RAN loca-
tions that they currently operate to support their wireless tele-
phone networks.

Rather than teaming with a telco, Microsoft Azure ap-
pears focused on keeping the Edge on premises. Azure
Stack Edge [4] is an on-premises appliance that brings Edge
services to the customer’s home network, which would
work well for a robotics solution but not for a disparate ap-
plication like autonomous cars.
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Given the excitement currently devoted to Edge computing,
it is not surprising that almost every major telco and cloud
vendor has some kind of product, service, or initiative with
the term “Edge” in the title. All these services share the goal
of decentralization, but the details vary widely.

Conclusions

Edge Computing is rightly considered a future driving force
in IT. As more and more people use digital services in their
everyday lives, it makes sense to operate them closer to the
point of use. However, the industry still faces some technical
hurdles. A large part of the task facing solution providers will
be to integrate platforms that follow the Edge paradigm into
existing infrastructures in a meaningful way. mum
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[1] OpenStack for Edge Clouds:
https://www.openstack.org/edge-computing/
cloud-edge-computing-beyond-the-data-center/

[2] Why Google Cloud and AT&T May Merge Their Telco Edges:
https://www.datacenterknowledge.com/edge-computing/
why-google-cloud-and-att-may-merge-their-telco-edges

[31 The Power of Verizon 5G Edge:
https://enterprise.verizon.com/business/learn/
edge-computing/?cmp=paid_search:google:brandcredmec:se
m:awareness&gclid=EAlalQobChMIrKOZn_Wp6AIVCRgMCh-
0CmgE-EAAYASAAEgKLqfD_BwE&gclsrc=aw.ds

[4]1 Azure Stack Edge: https://azure.microsoft.com/en-us/
products/azure-stack/edge/
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New active antenna technology ensures improved reception and higher data rates
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Matt Trifiro on the Edge

Matt Trifiro on the state of Edge computing

The View from the Edge

We talk with Matt Trifiro, one of the publishers of the State of the Edge report, on the nature of
Edge computing and how it is changing IT. By «ristian KiBling
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LM: “Edge computing” is a term with many definitions. What does Edge mean to you
and why is your definition more relevant than others?

Matt Trifiro: For the first State of the Edge in 2018, we identified a need to pres-
ent a framework in which the industry could have productive discussions around
Edge. One of the big challenges at the time (and, to some extent even today), is
the proliferation of definitions for “Edge.” If you look closely, most Edge defini-
tions are driven by a vendor or pundit’s self interest, using language as an at-
tempt to differentiate their products or points-of-view rather than as a way to
bring the industry together. For example, what is the “telco Edge”? Or, what is
the “IoT Edge”?

We approached the problem like lexicographers and surveyed the market. We real-
ized, of course, that there are lots of Edges, but we also realized we had an opportu-
nity to create clarity and offer a framework that could be independent of any particu-
lar vendor’s business. Our framework has three principles:
® The Edge is a location, not a thing.

e There are lots of edges, but the Edge we care about is the edge of the last mile
network.

e This Edge has two sides: an infrastructure edge and a device edge.

In 2018, we offered these principles as a gift to the industry and the industry re-

sponded by welcoming them into the vernacular. In fact, this description of Edge has

been canonicalized in the Open Glossary of Edge Computing, which is an open

source project at The Linux Foundation. Anybody can make comments, suggestions,

and improvements, which gives us a corpus of knowledge that can evolve for the

whole industry.

LM: According to estimates, the industry is expected to spend US$700 billion dollars in
the next 10 years in the Edge sector. Who is spending the money and for what?

MT: This is precisely why we have been so meticulous in creating a standardized def-
inition of Edge, so that when we do something as important as discuss a market pro-
jection, we do it using a carefully scoped model. The number US$700 billion is what
we came up with in our model, given the relatively narrow constraints we put on our
model, which is focused only on infrastructure spending - and does include things
like economic impact. I've seen Edge projections that trumpet over a trillion US dol-
lars, but they are including everything in that model, such as the jobs and businesses
that emerge from Edge technology.

I’'m not saying these other models are wrong. My point is only that we need to be
clear about what we are and are not including in the projection.

Our US$700 billion projection estimates the total dollars that will be spent between
today and 2028 on a very specific component of Edge computing: the infrastructure



required to support Edge use cases. Not devices. Not economic
impact. The report forecasts Edge data center and IT infrastruc-
ture investments in terms of capital expenditures (measured in
US dollars) and the power footprint of the IT infrastructure de-
ployed (measured in Megawatts). The predicted capital expen-
ditures offer insight into the market opportunities for Edge IT
equipment and infrastructure providers. It does not, for exam-
ple, predict the opportunities for device manufacturers or auto
makers, or even the economic impact of the Edge. Those are
for future reports.

LM: An example in the white paper “State of the Edge 2020”
cites the control of drones as an Edge use case. Isn’t that also an
example of how far away Edge is at the moment? Even the fast-
est mobile networks would not be able to control drones today -
for reasons of latency, security, and safety. So how far away, in
years, is an Edge scenario?

MT: Autonomous drones are a lot closer than you think. Vapor
10, my company, has a lab in our Chicago deployment that can
demonstrate autonomous drones running over a wireless net-
work. The wireless 5G technology exists today; it’s just in the
early stages of rollout. With drones, you can align the wireless
upgrade along specific transport corridors, which is already
happening in some areas. Given that the FAA continues to
move quickly to support drones without human pilots, we’ll
see these capabilities being built out this year in certain cities
to great economic benefit. Autonomous drones will create bil-
lions of dollars of economic value.

Also, Edge is not just a wireless technology. Many of the
existing wireline networks, including cable and fiber, already
have the latency and security problems solved for the access
network (the link between the infrastructure and the devices),
so it’s just a matter of deploying the local IT infrastructure to
support it, at the infrastructure edge, which is starting to hap-
pen at scale in 2020.

LM: We view nuclear power plants with skepticism, and rightly
so: Despite high safety standards, several accidents have oc-
curred in the past. Hospitals have to switch to paper and pencil
if a Trojan encrypts their infrastructure. If Edge now connects all
the daily devices and objects we use and the Internet (partially)
fails or is attacked: Won’t we end up back in the stone age, with
more severe consequences than we face now?

MT: There are risks inherent in any new technology or infra-
structure, and we have to be cautiously optimistic about how
we tackle these problems and ensure we minimize or eliminate
any single point of failure, but it’s clear to me that Edge infra-
structure will meaningfully increase the resilience of the Inter-
net and connected devices specifically because it is decentral-
ized, which means you can distribute risk across many differ-
ent sites and have no single point of failure. For example, with
seven Edge micro data center facilities in a metropolitan re-
gion, you can deliver something like twelve 9s of reliability
using highly-available software failover. Barring some cata-
strophic event that takes out an entire city, this will greatly in-
crease the resilience of our networks and our applications that
depend on them.

Matt Trifiro on the Edge

The use of infrastructure Edge computing, specifically, can
do much to enhance the security and resilience of our entire
connected economy. Each infrastructure edge site can host
software and hardware solutions dedicated to providing next
generation security services at the very edge of the network.
Threats that are detected in an edge location can be quaran-
tined in that location, preventing them from penetrating deeper
into the infrastructure or to the Internet.

LM: In the end, doesn’t Edge, despite its decentralization ten-
dencies, lead to an overall further centralization of the Internet?

MT: I don’t agree with this conclusion. Edge, by definition, is
decentralized and it is massively so, especially when com-
pared to the Internet we have now. Today, for example, in the
United States, if you want to provision a workload on Ama-
zon Web Services, you can spawn an EC2 instance in basi-
cally two locations: US West and US East. That is extremely
centralized. Now imagine a future Edge, where there are
thousands (not dozens) of AWS data centers all over the
world. In this future, you should be able to provision a work-
load not just in US West and US East, but also in Chicago
West and Shanghai East.

The data paths of the Internet will also continue to decen-
tralize. Today, Internet traffic typically passes through a
small handful of large interconnection points that have
emerged in hub cities, such as Atlanta and Dallas. Today’s
Internet passes through a relatively small number of these
hubs. For example, in the US, there are maybe a dozen
meaningful interconnection and exchange points. As Edge
infrastructure gets deployed, a network of smaller edge ex-
changes will emerge to exchange data between local net-
works without needing to take a longer route that passes
through a hub city. This creates a decentralized Internet be-
yond what we have seen.

LM: In an Edge computing scenario, the necessary calcula-
tions take place directly on the end devices, which have only
limited capacity. At the same time, technologies like Al are
very resource-intensive. Aren’t these two trends opposing and
contradictory?

MT: No. In a world where our devices are ubiquitously con-
nected to low-latency networks, we can make decisions and
tradeoffs about where different services and workloads will
run, and this may vary with the application or even the time
of day. For example, you can build an expensive sensor with
a lot of Al capabilities on board. Or, you could offload that
work to a nearby Edge server and deploy lower cost devices.
There will be a continuum that stretches from the central-
ized core all the way out to the device, and developers will
have the choice of where to run their workloads along the
entire spectrum.

LM: Edge should work as smoothly as the power grid. But even
that fails from time to time — and quite frequently in some
areas. How can a much more complex Edge technology, which
already requires constant software updates, guarantee a safe
and secure infrastructure in the future?
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MT: The secret to resilience in an Edge world is distributed
infrastructure and highly available software. A properly de-
ployed Kubernetes service, for example, can be placed in an
edge data center, and if that edge data center goes down or
there is a fiber cut, the orchestration engine can restart that
service in another nearby location. Also, modern software
techniques, such as continuous integration, automated test-
ing, blue/green deploys, and rollbacks can all help ensure a
highly-reliable system. Moreover, because most edge data
centers are remotely operated, they often have sophisti-
cated arrays of sensors that can be remotely analyzed and
monitored to perform fine-grained optimizations around
energy usage.

LM: A problem of today’s 3G and 4G networks may remain
even with Edge: There is little incentive to extend the associ-
ated infrastructure to rural areas. Moreover, parts of the neces-
sary infrastructure are hardly profitable. What incentives can
there be for looking after middle-mile architecture and edge
data centers in rural areas?

MT: This is a legitimate concern, and I suspect we may want to
consider solutions that have worked in the past. In the US, we
have this concept of universal service. In 1935, the US estab-
lished the highly successful Rural Electrification Administration
and then, in 1944, extended that model to the Rural Telephone
Administration. These entities stimulated rural infrastructure
upgrades with programs such as offering long-term, low inter-
est loans.

Perhaps future programs such as the Connect America Fund
(CAF) will seek to include Edge.

LM: Another problem is the different speeds and budgets in
nation states, countries, and regions, even cities. Certain mo-
bile Edge applications require a consistently functioning infra-
structure, such as cars, ships, and airplanes. Will the autono-
mous vehicle stop at the national border? Will there be a uni-
form Edge infrastructure, or will everyone do their own thing,
as the electric car manufacturers are doing today?

MT: My crystal ball doesn’t go to that level of granularity, but I
will say we’ve had these sorts of problems in the past, and
we’ve mostly managed to solve them. It’s absolutely astound-
ing to me that I can carry a cell phone around the world and
have it just work on any foreign network - or that I can dial a
seven-digit number with a three-digit country code and reach
someone on the other side of the planet. We’ve seen successful
models of compatibility and integration emerge in the past, and
we should try to model those.

LM: If Edge comes in the form it’s designed to take: Are there
actual projects and practical considerations on how to make
Edge’s enormous energy footprint environmentally friendly?

MT: Environmental friendliness is one of the largest trends in
data center design today. Modern data centers can often oper-
ate at ambient temperatures (“free cooling”) in many geogra-
phies and for an ever-increasing number of months throughout
the year. New cooling technologies use self-contained water
and coolant systems, so you don’t need to ingest outside water.
And so on.

Ultimately, as a world, we are going to need to take alterna-
tive power generation more seriously. Fossil fuels are a prob-
lem for every industry, not just Internet infrastructure.

LM: We often talk about security, but rarely about safety. Every-
day technologies on which human lives depend often have to
pass complicated tests to be considered safe. What role does
safety play in the development of Edge technologies?

MT: Edge applications that place human life at risk will have to
go through some of the same rigorous test phases and also be
subject to regulation, just like non-edge applications. I don’t
think there is anything particularly unique about Edge when con-
sidering this challenge, but when viewed as part of the core-to-
Edge continuum, a collection of Edge data centers can offer real-
time collaborative monitoring and processing for Edge devices,
and this stands to improve the overall safety of applications and
devices that impact our physical world, such as vehicles. nnm
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BunsenLabs Helium

A lean distro for 32-bit processors

Shedding Weight

For older computers with 32-bit processors,
BunsenLabs Helium offers a lean alternative
to popular Linux distributions. Our lab
investigates how well the system performs
on antiquated hardware. By Erik Barwaldt

ith many Linux variants

only being released as 64-

bit versions, choosing a

new distribution for 32-bit
systems has become increasingly diffi-
cult. BunsenLabs Helium [1], a Debian
derivative, offers a distribution with a
lightweight, customizable Openbox
desktop. Designed to use resources as ef-
ficiently as possible, BunsenLabs Helium
even runs on older machines.

In addition to an image for 64-bit sys-
tems, BunsenLabs also provides two im-
ages of the current version of Helium for
32-bit systems: One for 32-bit systems
with a PAE extension (enabling the use
of more than 4GB of RAM) and one for
systems without the extension. The
image without PAE support weighs in at
680MB [2]. Regardless of your system,
the developers recommend a minimum
of 1GB RAM and 10GB free space on the
hard disk.

All three hybrid images (64-bit, 32-bit
with PAE support, and 32-bit without
PAE support) are available on the proj-
ect’s website [1]. The images (each
about 1.1GB in size) boot into an unim-
pressive GRUB boot manager, which
supports Live operation as well as direct
installation. A graphical installation tool
is also available.

The Live version boots very quickly
into an Openbox window manager. The
developers have updated the appearance
with modifications, making it practical
for everyday use. In addition, a welcome
screen (Figure 1) appears on startup
with some simple instructions to get you
started.

At the top of the desktop, tint2 is inte-
grated as a taskbar. It accommodates
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two virtual desktops: a system tray on
the right, and some application starters
on the left. In the upper right corner, a
Conky system monitor displays various
PC components’ parameters. Below that,
the developers have included a list of im-

Welcome to BunsenLabs Live!

portant keyboard shortcuts for working
with the desktop.

A start button and start menu are
missing, as are any icons on the desktop.
Instead, you can right-click anywhere on
the desktop to open the main menu.

This 'Live' aperating system allows you to test BunsenLabs without making any changes to your
computer's hard drive. Among other things, it can be used to check hardware compatibility
(your network connection, monitor, keyboard, etc..), to perform system recovery or to work

ananymously on a public computer.

Keyboard shortcuts for some common applications are listed on the desktop

('Super is also called the Windows key).

Right-click the desktop to access the system Main Menu, or use the keyboard shortcut shown.

Your username is ‘user’ and your password is 'live'.

You already have sudo permissions.

To install this operating system to a hard drive, reboat and choose ‘Install (or Text Install)

from the boot menu instead of 'Live'.

Thank you for trying BunsenLabs Linux!

[ o]

Figure 1: Although visually appealing, the BunsenLabs Helium startup
screen takes a little getting used to in terms of its operating concept.

Lead Image © Kirsty Pargeter, Fotolia.com
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Figure 2: BunsenLabs Helium provides a GUI for cus-
tomizing its appearance. For many other modifica-
tions, you will need to use a text editor.

Software

Even the Live version shows the sys-

tem’s frugality in terms of resources and
how fast it still runs. In idle mode, Bun-
senLabs Helium uses only 200MB RAM.

In the menus, you will find some im-
portant standard applications prein-
stalled, including LibreOffice Writer and
the Firefox browser (not exactly a light-
weight option). Additionally, VLC, the
universal media player, is already inte-
grated into the Live system.

You can install further LibreOffice
components directly off the Internet by
selecting the corresponding menu en-
tries, as well as the alternative
browser, Chromium. Additional office
applications come from the Gnome re-
pository, including Gnumeric and the
Evince PDF viewer. FileZilla lets you
transfer data via FTP if required and
supports transmission via various
peer-to-peer services.

Somewhat out of the ordinary, you can
establish a VNC connection to a remote
computer to control other computers
with the BunsenLabs Helium system.

Finally, since Debian offers one of
the largest software collections in the
Linux world, you can also use the pre-
installed Synaptic front end to add
more applications.

Configuration

In contrast to installing software, the
configuration seems less intuitive. Bun-
senLabs Helium partially uses Open-

box’s sparse dialogs in addition to appli-
cations like Conky and tint2 to custom-

WELCOME! ool

rik

- "q" to quit...J]

Figure 3: BunsenLabs Helium performs a basic con-
figuration after initial startup, which is essentially
based on a shell script.

ize functions and menus.

Although there are very detailed op-
tions available for configuring Openbox,
using them requires editing files in a text
editor. The graphical settings menus
(like the ones in Gnome, KDE, Mate,
Xfce, or LXDE) are missing here in
places. However, the Settings menu of-
fers some graphical tools for customizing
the desktop, as well as a more detailed
dialog for modifying the look and feel

(Figure 2).

Installation
In the Live sys-
tem, there is no
starter for the
setup. To install
on a hard disk,
you need to re-
boot and select
the option in the
GRUB boot man-
ager. The familiar
Debian options
are available. If
you choose the
conventional
route, you can in-
stall the system
on a PCin justa
few steps using
an ncurses wiz-
ard. If you
choose the graph-

File

3
Label
P Exit

¥ Openbox 3

Run Program

Terminal
Web Browser
File Manager
Text Editor
Media Player

ical route, the corresponding Debian
wizard helps you.

BunsenLabs Helium already inte-
grates numerous proprietary firmware
blobs that are missing from it's basis
Debian. This lets you reliably integrate
hardware components that only cooper-
ate with the operating system if these
blobs are in place.

During testing in my lab, an annoying
breakdown occurred. On my system, the
graphical wizard failed to initialize the
WLAN card, even though I agreed to the

Obmenu: /fhome/erik/.config/openbox/menu.xml
Edit Add Help

IW_'H New menu "g New item New separator ’I‘ §b

Action Execute

Type
menu
menu

item Execute | gmrun

separator

item Execute | x-terminal-emulator

item Execute *-www-browser

item Execute  blfile-manager

item Execute | bl-text-editor

item Execute

bl-media-player

separator

P Accessories

Graphics

menu

menu Pipemenu  bl-graphics-pipemenu

Label

Figure 4: You edit the BunsenLabs Helium menu
using a graphical tool.
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BunsenLabs Helium

Welcome to BunsenLabs Live!

Run Program

Terminal
Web Browser
File Manager
Text Editor
Media Player

Accessories

Mirage Image Viewer

Multimedia
Netwark
Office

Xfced Screenshooter
scrot Screenshooter >
Places
Recent Files

Preferences
System

Help & Resources
Display Keybinds
Lock Screen

Exit

Screenshots

Install Viewnior
Install Gpicview
Install Ristretto
Install Geegie

Tnstall Gimp

Install Blender

Tnstall Inkscape
Install Mandelbulber2

Figure 5: BunsenlLabs Helium lets you install numerous applications

from the Application menu.

proprietary license and entered the WPA2
key correctly. Consequently, the setup
was trapped in an infinite loop whenever
it tried to open a connection; in the end,
only a reboot helped. However, it turned
out that the GRUB boot manager
launched from the removable disk was
damaged, forcing me to transfer the oper-
ating system to a USB stick instead.

When I retried this with the much
faster ncurses wizard, the Intel 2200BG
WLAN card was detected but, again, not
initialized. This time, it was at least pos-
sible to carry out the following installa-
tion steps in the fallback menu and con-
tinue to set up the system.

Welcome!

After completing installation, Bunsen-
Labs Helium starts up with the standard
Openbox screen, with no change in the
software as compared to the Live ver-
sion. A welcome screen on the desktop,
displayed in a terminal window, runs
an optional post-installation script to
complete the basic system configuration
after initial startup. To run it success-
fully, though, you must be connected to
the Internet (Figure 3).

On my test system, the WLAN card,
which caused problems during the in-
stallation of the operating system, was
easily set up during operation, and the
script then immediately updated the
system.
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Besides updating, the script helps to
set up additional repositories. You can
also add additional components, such
as a Java Runtime Environment, back-
ground images, or the Adobe Flash
Player.

Desktop Customization
Openbox provides very detailed op-
tions that let you customize your desk-

top. To do this, go to the correspond-
ing entries for Openbox, Conky, tint2,
and Compositor in the Preferences
menu. In the Openbox submenu, for
example, the Menu Editor lets you
modify the menu. It lets you create
new starters and group entries in sub-
menus (Figure 4).

Additional Applications

In order to retrieve standard applica-
tions, such as additional LibreOffice
programs, from the Internet and inte-
grate them into the system, you will
find various options in the individual
menus (Figure 5). Thanks to these op-
tions, you can install the desired appli-
cations on your hard disk with a mouse
click. In some cases, scripts will be
started that prompt for additional pa-
rameters. If there is still something
missing, the only thing left to do is to
select Synaptic.

Dependency Errors

Some applications do not integrate di-
rectly into the system after installation
due to outdated dependencies. Scripts
integrated into the menu structure, as
well as the classic installation via Syn-
aptic, then abort with error messages.
To be safe, open a terminal and enter
the following commands to update the
system:

System Monitor

Processes

System Monitor -+ X

Resources File Systems

CPU History

60 seconds 50 40 30

[ cPu 4.0%

Memory and Swap History

&0 seconds S0 40 0

Memory
533.7 MiB (26.9%) of 1.9 GIB

MNetwork History

60 seconds 50 40 0
@ Receiving 176 bytes/s
Total Received 3.1MiB

50%

0%
p.i] 10 0

Swap
not available

1.0 KiB/s

05 KiBJs

———" 0OKiBis

20 10
! Sending 88 bytes/s
Total Sent 1163 KiB

Figure 6: BunsenLabs Helium ensures an acceptable base load even on

ancient hardware.




$ sudo apt update
$ sudo apt upgrade

If you continue to receive error messages
due to dependency issues during manual
installation of applications or if you can-
not find all programs in the Synaptic
graphical front end, the repositories may
not have been fully loaded.

In this case, open the /etc/apt/
sources. 1ist and append the following:

deb http://httpredir.debian.org/debian 2

stretch main non-free contrib

After saving the file, run the update and
upgrade commands again to update the
repositories and the system. After doing
this, the interactive scripts and Synaptic
worked fine in my test.

You have access to several thousand
packages from the individual reposito-
ries. If you use the scripts to integrate in-
dividual programs into the system, the
corresponding entries then disappear
from the menu structure. In their place,
you will then find the new program.

Ggs OF
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Resources
To see if BunsenLabs Helium fulfills its

promise of a full-fledged operating system
for older hardware, we tested it on a 2005
HP Compaq laptop, with an Intel Pentium
M single-core processor that runs at a
clock speed of 1.86GHz with 2GB RAM
and uses a PATA-SSD as mass storage.

On this setup, BunsenLabs Helium
proved that you can still work productively
on an antiquated computer. The resource
requirements in terms of main memory
and CPU load were kept within narrow
limits, even when popular standard appli-
cations were running (Figure 6).

In contrast, clear latencies were notice-
able when starting heavyweights like
Firefox or Gimp. The latencies were due not
only to these applications’ resource require-
ments, but the Pentium M CPU (built into
the test system) was incapable of multi-
threading. As a result, the system ran at full
capacity when launching large programs.

Conclusions
BunsenLabs Helium delivers a respect-
able interface from the lightweight

BunsenLabs Helium

Openbox window manager that even
supports compositing and visual effects.
Thanks to Debian, the system is a stable
workhorse. In everyday use, it im-
presses with extremely frugal resource
requirements, which in many cases
means that you can work smoothly
even on older computers.

However, the user interface requires
some basic configuration knowledge
and is not as easy to modify as KDE, for
example. For users who are looking for
a lean but cleanly configured system for
older hardware, BunsenLabs is defi-
nitely worth a try. mmm

Info

[1] BunsenLabs Helium:
https://www.bunsenlabs.org

[2] PAE: https:/en.wikipedia.org/wiki/
Physical_Address_Extension
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FSF's Free Distros

Exploring the FSF’s free

distributions for the desktop

REE AS TN REALLY

The Free Software Foundation maintains a list of GNU/Linux distributions that meet their strict
standards for free software — and your distro probably doesn’t qualify. Meet the distros that pass

the test. By Bruce Byfield

inux is frequently called a free op-
erating system, but that all depends
on what you call free - and what
you call an operating system.
When Richard Stallman launched the
Free Software movement in 1983, he had
a very specific vision in mind that was
codified in what became known as the
Four Software Freedoms (see the “Four
Freedoms” box) [1]. Although the Linux
kernel is distributed under a free license
and is thus classified as free software,
many other components are commonly
packaged with the Linux kernel, and
some of them aren’t so free. Furthermore,
a Linux distribution (or GNU/Linux dis-
tribution in the parlance of the Free Soft-
ware community) is more than just the
kernel and often contains thousands of
software packages, including applica-
tions, libraries, firmware, drivers, codecs,
and other components - all with their
own licenses and development goals.
The truth is, since 1996, the Linux
kernel has included what are known as
proprietary or binary blobs - software
or firmware that is free to distribute but
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is not free-licensed and does not come

with source code. These blobs often in-
clude drivers for WiFi, sound, or Ether-
net. To make matters worse, many dis-

tributions come with proprietary tools

that require proprietary software, such

as VirtualBox.

Most mainstream distros accept binary
blobs, because they believe including
these components with the distribution
makes the system more user-friendly
and improves hardware compatibility.
The Free Software Foundation (FSF),
however, considers binary blobs a viola-
tion of the Four Software Freedoms, be-
cause these blobs are distributed without
source code and therefore cannot be
studied or improved. Moreover, since the
blobs cannot be studied, no one can be
sure what they contain, and they are a
potential threat to privacy and security.

Even if a distribution ships without
any binary blobs or other non-free soft-
ware, if the developers maintain a non-
free software repository, the distro loses
the endorsement of the FSF. For instance,
many Linux users consider Debian the

quintessential free Linux, but it is not re-
garded as free by the FSF, because it sup-
ports a non-free repository. According to
the GNU website, “Debian’s Social Con-
tract states the goal of making Debian en-
tirely free software, and Debian conscien-
tiously keeps non-free software out of the
official Debian system. However, Debian
also maintains a repository of non-free
software. According to the project, this
software is ‘not part of the Debian sys-
tem’, but the repository is hosted on
many of the project’s main servers, and
people can readily find these non-free
packages by browsing Debian’s online
package database and its wiki.”

In addition to its objection to binary
blobs and non-free repositories, the FSF
also withholds the title of “free” from dis-
tros that do not meet its standards for:
® Documentation - all documentation

included with the project must come

with an open license, and, according
to the FSF, “it must take care not to
recommend non-free software.”

e Trademarks - trademarks are another
form of intellectual property, and the

e
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FSF does not support including prod-
ucts that place restrictions on distribu-
tion of trademarks.

e Name confusion - the common prac-
tice of developing parallel versions of

a software product (one free “commu-

nity” version and one non-free propri-

etary version) and giving them the

same or a similar name leads to confu-

sion and promotes non-free software.
In short, the FSF has very strict require-
ments for what is a free distribution, and
very few Linux distros qualify. However, a
small but dedicated group of developers
and maintainers continue to work to pro-
duce functional Linux systems that meet
the FSF’s Free System Distribution Guide-
lines [2].

The FSF maintains a page that lists
completely free distributions [3]. The list
has never been long. Major distributions
have not made it a priority to meet the
strict FSF requirements for a free system,
although some, like Gentoo and Arch,
have information on their wikis about
how to deblob.

Currently, the FSF list of free distribu-
tions includes only nine entries. Of
those nine, Ututo is included only for its

Four Freedoms

According to the GNU project and the
Free Software Foundation, a program
is free software if the program’s users
have the four essential freedoms:

* The freedom to run the program as
you wish, for any purpose (freedom 0).

* The freedom to study how the pro-
gram works, and change it so it does
your computing as you wish (free-
dom 1). Access to the source code is a
precondition for this.

» The freedom to redistribute copies so
you can help others (freedom 2).

» The freedom to distribute copies of
your modified versions to others
(freedom 3). By doing this you can
give the whole community a chance
to benefit from your changes. Access
to the source code is a precondition
for this.

A program is free software if it gives
users adequately all of these freedoms.
Otherwise, it is non-free. While we can
distinguish various non-free distribu-
tion schemes in terms of how far they
fall short of being free, we consider
them all equally unethical.

historic interest as the first deblobbed
distribution. Similarly, Dyne:bolic has
not had a release for eight years, and
gNewSense is on hiatus, although de-
veloper Matt Lee says that he plans to
revive it. As for Guix, it exists mainly to
demonstrate the Guix package manager,
rather than as an everyday alternative.
In the end, only four distributions are
listed that an average user can use on a
modern computer: Dragora, Parabola,
PureOS, and Trisquel.

Dragora GNU/Linux

Like Ututo, the Dragora project [4] is
based in Argentina. The distribution is
currently in beta, and English documen-
tation is sparse, although a YouTube
video can get users started [5]. Even
finding basic information like logging
into the Live DVD with root and Dragora
can be challenging.

However, those with patience to per-
sist will find much that is original in
Dragora. For example, it is built from
scratch and uses its own package man-
ager called qi, as well as using runit for
an init system. The result is a light and
highly responsive distribution. Admirers
of Slackware should be responsive to
Dragora’s philosophy - others not so
much (Figure 1).

Parabola GNU/Linux

Parabola [6] (Figure 2) was originally
proposed on the gNewSense IRC and

Parabola I...

2
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Figure 1: Dragora GNU/Linux
takes a do-it-yourself approach
reminiscent of Slackware.

went on to become a distribution in its
own right. Drawing on the Arch Linux
repositories, it is available for the 1686,
x86-64, and ARMv?7 architectures. An al-
ternative spin called TalkingParabola in-
cludes Braille and sound tools for the vi-
sually impaired.

Parabola’s main difference from Arch
is its dedication to a totally free distribu-
tion. According to its Wikipedia entry,
some 700 packages were removed to
reach this goal. The default installation
produces an LXDE interface, with a lim-
ited set of packages designed to be light-
weight.

Parabola can be installed either from a
Live DVD or by changing the repositories
for an Arch system to Parabola’s and
then updating. The result is a serviceable
but relatively uninspired distribution,
best suited to older hardware - and to
those already familiar with Arch.

arapolasy

OpenRC Edition

Figure 2: Parabola is a free distribution based on Arch Linux.
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Figure 3: PureOS is a distribution used on Purism’s line of Librem laptop

computers.

Figure 4: Trisquel is currently the most active free distribution.

PureOS

PureOS [7] is the Debian and Gnome-
based operating system used on Pur-
ism’s line of Librem computers (Fig-
ure 3). It is one of the most recent addi-
tions to the FSF list, having been added
for the first time in 2018, and the Li-
brem laptops have been awarded the
Respect Your Freedom certification by
the FSF as well. So far as I have been
able to determine, PureOS is the only
free distribution to run Wayland as a
graphical environment.

On the Purism website, PureOS is de-
scribed as “A user-friendly, secure, and
freedom-respecting OS for your daily
usage. With PureOS, you are the only
one in control of your digital life.” This
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description makes PureOS sound like
an ideal choice, except for one thing:
No details about the security and pri-
vacy have been released. Nor are many
details from the selection of software
included in the interface. The few that
are obvious are small touches, such as
including Enigmail for sending en-
crypted email and defaulting to Duck-
DuckGo as a search engine. In addi-
tion, PureOS gives far more notifica-
tions than the average distribution, al-
lowing users to know far more about
what is happening.

Possibly more security may lie in con-
figuration defaults, but the references to
security presumably refer to features
such as the camera and WiFi kill

switches that are part of the hardware.
For this reason, PureOS seems to best
suited to those who run Librem laptops
rather than any general hardware.

Trisquel

Trisquel (Figure 4) [8] is by far the
most active project on FSF’s free distri-
bution list. It has been on the list since
2008 and survives on public donations.
Based on Ubuntu, Trisquel is available
in four versions: the Standard release,
which uses MATE as a desktop envi-
ronment; Trisquel Mini for lighter or
older systems, which uses LXDE; Tris-
quel Sugar Toast for children; and Tris-
quel Net Install, which installs over the
Internet. KDE Plasma and other desk-
top environments are available in the
repositories, and over 51 localizations
are available.

Trisquel installs with a minimum of
applications - mostly Gnome Technol-
ogy. Probably the most innovative fea-
ture is Abrowser, a modification of
Firefox with the name changed for copy-
right reasons (Figure 5). Abrowser is no-
table for its numerous security settings,
including options to disable JavaScript,
geolocation, and the loading of custom
fonts. These options are clearly ex-
plained, with the fact clearly stated that
some of the options may interfere with
normal web browsing. However,
Abrowser reflects the fact that the
browser is generally the most vulnerable
part of the operating system.

As a distribution, Trisquel has a long
and well-received history. If you wish to
run a free system, try a version of Tris-
quel first.

Roll Your Own

If none of these alternatives suit you, try
converting your distro of choice to a free
distribution. Before you start, research
your hardware, so you know if it re-
quires proprietary blobs. If you wish to
run an all-free system, you’ll need to re-
place any hardware that requires non-
free drivers.

Next, edit the repositories and their
sections so that only those that contain
free software are active. In Debian,
that means making sure that the Sta-
ble, Testing, and Unstable repositories
have only the main section enabled
and not the contrib and non-free sec-
tions. In Ubuntu, disable the Restricted
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Figure 5: Trisquel features Abrowser, a high-security fork of Firefox.

and Multiverse repositories, while in
Fedora, check that only the rawhide
and fedora repositories are active. Each
distribution organizes its repositories
differently, but finding which contain
proprietary software is usually a matter
of seconds. Once only free repositories
remain, you will not be able to install
proprietary packages without modify-
ing the list of repositories.

Next, you need to remove any pro-
prietary software already installed.
Download and re-run deblob, which re-
moves proprietary software [9], and
deblob-check, which checks kernels,

root@nanday:~# vrms

source code, and patches. Some distri-
butions also have their own tools, like
Debian’s vrms (virtual Richard M. Stall-
man), which detects non-free applica-
tions [10] (Figure 6). When you want
to upgrade a kernel, download one
from Linux-libre [11] or its mirrors.
Check your distribution for instruc-
tions about compiling and installing
kernels. Over the years, the procedure
has been improved and documented,
so that freeing your Linux installation
is mostly a matter of patience.

At the end of the process, your system
will not run any faster, although it might

Non-free packages installed on nanday

amdé4-microcode
bluez-firmware
firmware-amd-graphics
firmware-linux-nonfree
erne
firmware-misc-nonfree
erne

intel-microcode

Processor microcode firmware for
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be more secure. But is it worth it Only
you can decide. Still, if software freedom
matters to you, then the effort is worth-
while, if only so you can honestly say that
your operating system is truly free. mmm
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Figure 6: Debian includes the tongue-in-cheeked named vrns (Virtual Richard M. Stallman), which detects

non-free software.
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BBl Bash Data Gathering

With some simple Bash commands, you can gather, parse, and filter text data into CSV files ready for
your favorite statistical application. By Razvan T. Coloja

f your research involves pulling large
amounts of text data from the Inter-
net, you can gather and process that
data from the command line with a
few simple Bash commands and turn it
into a CSV file for your favorite statistical
application, such as SPSS, R, or a MySQL
table. In this article, I will show how to ac-
complish this with a project that examines
the Romanian university dropout rate.
The data I need comes from 97 univer-
sities. For confidentiality reasons,
chances are slim that I can get access to
each university’s database, but I can ob-
tain that information legally from their
website. (However keep in mind that
many websites have licenses that pro-
hibit web scraping. This article does not
attempt to address copyright and other
legal issues related to this practice. See
the site’s permission page and consult
the applicable laws for your jurisdiction.)
To gather my data, I could search for the
word abandon (Romanian for dropout)
on each of the 97 websites, but that
would be tedious. Furthermore, each

Listing 1: Downloading Websites

website may use a different content man-
agement system (CMS), so my search
might not return the desired results. In-
stead, an easier option is to download all
97 websites in their entirety and recur-
sively search their text content on my
local hard drive. Linux lets you do this
with the command shown in Listing 1.

Retrieving Data

In Listing 1, uget is a command-line util-
ity in Linux and other POSIX-compliant
operating systems used to download files
from servers. It can be used as a mass
downloader, and you can specify exactly
which type of files you want down-
loaded and which type of files uget
should disregard.

In the case of an interruption, the
--continue attribute (-c) allows uget to
continue where it left off without re-re-
trieving the data it has already copied
when access is granted again. This can
save you a lot of time and ensure the pro-
cess won’t loop due to frequent connec-
tion glitches.

wget -cv --progress=bar --connect-timeout=30 --force-directories
--ignore-length -r -1 7 --convert-links --waitretry=61 -R gif, jpg,png,svg,pdf

http://www.address.ro

The --verbose attribute (-v), when
used in conjunction with --progress=bar,
lets you see what the command does in
real time by watching the Linux com-
mand-line interface. This is helpful if you
want to see uget’s downloading progress
and look out for possible errors.

The --connect-timeout attribute is set to

30 seconds, which means that if no TCP
connection can be established with the
target server in 30 seconds, uget will stop
trying. Similarly, --uaitretry is set to 61
seconds, which means that uget will wait
for 61 seconds before again trying to re-
trieve a file it failed to download. The 61
seconds are necessary, because some
servers might experience temporary dis-
connections or might limit the number of
downloads to just a few per minute. With
61 seconds, uget will wait a little over a
minute before trying to download the file
again; usually this method works, al-
though it is time-consuming.

The --force-directories attribute,
which is very important for gathering re-
search data, ensures that you get an exact
replica of the website you are download-
ing, one that maintains the same direc-
tory structure as the original.

--ignore-length guarantees wget will
successfully download the target website.

Lead Image © Mike Espenhain, 123RF.com



Some servers send bogus Content-Length
headers that make uget think a file has
not fully been retrieved, so uget will try
and download it again. The --ig-
nore-length attribute will ignore the Con-
tent-Length header and thus circumvent
the problem.

--recursive (-r) forces uget to enter
each subdirectory and retrieve every file
in that subdirectory, not just the main
branch. The -1 7 attribute specifies that
wget should go up to seven levels deep
in the server’s directory structure to
gather data.

Naturally, you want to store an exact
copy of the target web server locally.
However, any hyperlink present in a
downloaded HTML or PHP file will still
point to the online server and not the cor-
responding copy stored on the local drive.
To fix this and make all the links point to
their corresponding local counterparts,
use --convert-1inks, which will result in
a browsable copy of the website that you
can read with the help of your favorite
web browser, even without an Internet
connection.

Excluding Non-Text
Content

Websites also contain non-text content,
like image files, other file types (MP3, ZIP,
RAR, or PPT), and video formats (AVI,
MP4, MKYV, or VOB). Since I am only inter-
ested in text-based information, I want to
exclude these types of files, which will
have the added benefit of speeding up the
entire process and conserving bandwidth.
To do this, use the -R attribute followed by
a comma-delimited list of extensions. For
example, if I wish to discard image files, I
would use the following:

-R gif, jpg,sve,png

For Linux and Unix-based operating sys-
tems, which are case-sensitive, you will
want to modify this by including capital-
ized extensions as well:

-R gif,GIF, jpg,JPG, svg, SVG, png, PNG
You can do the same for any other file ex-
tension, especially those representing po-

tentially large files:

-R avi,AVI,mpg,MPG, mp4,MP4,mkv, MKV, vob, 2
VOB, iso, IS0,zip, ZIP, rar, RAR, tar, TAR

Exclude everything not representing text
content including archives, video files,
ISO images, pictures, and Microsoft Office
documents.

Downloading the Websites
Finally, at the end of the uget command,
you can add the target website’s address
to inform wget of the address you want
cloned. When dealing with several ad-
dresses, you can copy and paste each line
in a Bash script (one after the other),
make the script executable, and execute
it. When uget finishes with one website,
it will pass on to the next.

Since we are dealing with 97 websites,
the easiest way is to have all the URLs in
one text file, each one on a separate line,
and use the small script shown in Listing
2 to show uget where to get each address.
This way you only have to launch wget
once instead of 97 times.

The separate file addresses. txt should
contain only the target server’s web ad-
dresses, each on its own line, avoiding any
special characters, quotes, and/or spaces.

The downloading process may vary de-
pending on your Internet connection’s
speed, your CPU speed, and the available
RAM. Also, be aware that some websites
might be down or might even block you.
Many websites do try to block scraping,
whether because they are protecting their
business interests, or because download-
ing tens of thousands of files with just as
many server interrogations might be seen
by the server or the server administrator
as a potential denial of service (DoS) at-
tack. Consequently, your IP might be
blocked at some point. As a reference
point, launching 10 such concurrent
scripts on a Linux machine running at
800MHz and 256MB RAM memory took
six days to download the 97 Romanian
university websites - all on a 1GB Inter-
net connection. Better hardware greatly
improves the process. In the end, 392,868
files were retrieved with a total
108,447,924,224 characters.

Filtering the Data

Now that I have gathered the data, I now
need to recursively search for occurrences
of the word abandon in the downloaded

Listing 2: Downloading Multiple Websites

Bash Data Gathering

files. For this, I will use another Linux
command-line utility, grep. In the direc-
tory containing all the folders with the
downloaded websites, launch

grep -r -Al -Bl "abandon" 2
* > results.txt

-r tells grep to search every file and sub-
folder in the current folder from where
the command was launched. grep will
search not only for abandon, but also
for its variations, including suffixes or
prefixes.

However, I am only interested in
school dropout and how many times it
is mentioned on each university’s web-
site. For this, I need to see the word’s
context and eliminate the unrelated in-
stances. The -A and -B flags are used to
verbosely display the line after and be-
fore the occurrence of the word. How-
ever, the terminal scrolls rapidly in ver-
bose mode. Since I want to take a closer
look at the results, I can output every-
thing to a text file named results. txt.
As a side note, the * character specifies
that grep should search all downloaded
files, whether they are in human-read-
able format or not.

After a bit of processing, the result will
be a text file (results.txt) that contains
the complete path to the file containing
the word abandon and its variations, plus
the surrounding context. The occurrences
are delimited by the characters --. I need
to eliminate these and replace them with
something else, because (as you will see
later) the next commands tend to inter-
pret -- as a specifier of command attri-
butes. So you can either open the re-
sults. txt file in a text editor and do a
search and replace or use a Linux com-
mand to automatically do this for you.
Keep in mind that in doing so you are
also replacing the -- characters that might
be present in legitimate URLs in the file. I
will fix this later.

I chose to replace -- with 12345678 to
get rid of all the delimiting lines in the
file. I did this, because the next command
I use lists the first line after this replaced
delimiter - the line containing the local
HTTP address of the file:

wget -cv --progress=bar --connect-timeout=30 --force-directories --ignore-length

-r -1 7 --convert-links --waitretry=61 -R gif, jpg,png,svg,pdf $(<addresses.txt)
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grep -A 1 -F 12345678 2

results.txt > lstline.txt

The above command displays the line im-
mediately after the one beginning with
12345678 and outputs the result in another
text file called 1st1ine.txt. Now I have an
almost clean file containing just the ad-
dresses of the files that contain the word
abandon and all its variations, ready to
be inserted into a statistical program.
However, uget appends some of the ac-
companying text at the end of some of
the addresses, and I need to get rid of that
using the sed editor:

sed 's/<.*¥//' 1stline.txt > 2
1lstlinefiltered.txt

This command will delete everything

Listing 3: Bash Extraction

after the < character leaving only the ad-
dresses, without the beginning of the con-
text text appearing on the same line. The
resulting output is put into a new file
called 1stlinefiltered. txt.

The instances of abandon and its varia-
tions might appear in multiple files, some
of which are duplicate addresses. I don’t
need these, since I only want to work
with distinct instances of the word lo-
cated in distinct files. To delete duplicate
lines from lstlinefiltered.txt, I will use
sort and unigq:

sort 1stlinefiltered.txt | uniq -u 2
> address_filtered.txt

The command-line utility sort sorts the
file’s lines, and uniq -u prints in verbose
mode only the unique lines of the speci-

grep -E -o ".{0,50}abandon. {0,50}" results.txt > abandon50.txt

Listing 4: Python Extraction Script

01 #!/usr/bin/python

02

03 """Custom work for Razvan T. Coloja, placed in the public domain by the author
- Radu-Eosif Mihailescu.

ou mmn

05

06 import sys

07

08 MAGIC_WORD = 'abandon'
09

10 def main(argv):

11 with open(argv([l], 'r') as faddr:

12 addresses = set(l.rstrip() for 1 in faddr)

13 with open(argv([2], 'r') as fres:

14 the_text = set(l.rstrip() for 1 in fres)

15

16 for address in addresses:

17 for line in the_text:

18 if line.startswith(address):

19 where_found = line.find(MAGIC_WORD)
20 if where_found != -1:

21 if where_found > 50:

22 start_excerpt = where_found - 50
23 else:

24 start_excerpt = 0O

25 print '"%s","%s"' % (

26 address,

27 line[start_excerpt:where_found + len(MAGIC_WORD) + 50])

28

' 1

29 if _ name_ == '__main_ ':

30 main(sys.argv)

fied text file. Everything is outputted
through a new file called address_fi1-
tered. txt. Because wget sometimes ap-
pends a - character at the end of each
URL, I must further clean address_fil-
tered. txt. To do this, I will use sed again
to delete the last character of each line
present in the file:

sed 's/.$//' address_filtered.txt 2

> list_final_address.txt

This time, everything is outputted in
list_final_address.txt - a list of URLs
pointing to pages that contain the word
abandon. Since I previously replaced --
with 12345678 in order to be able to cor-
rectly display the first line below each
delimiter, some of the web addresses
that contained -- in their URL also got
their file path changed. All I need to do
is take the Tist_final_address. txt file
and do a search and replace for
12345678 with --.

Now list_final_address. txt is clean,
and all I have to do is convert it to CSV
format for easy importing to a statistical
application:

cat list_final_address.txt 2

> address.csv

This final file, address.csv, will give you
a column of web addresses in a statisti-
cal application like SPSS, each represent-
ing a location corresponding to a file
containing the word abandon. In addition
to the web address column, I also need a
column with abandon’s corresponding
context. The file results. txt still con-
tains this information, and I can use it to
extract what I need. You can do this with
Bash or a Python script.

Bash Extraction

With Bash, you use grep again (List-
ing 3). Listing 3 takes results. txt,
searches it for the word abandon and all
its variations, and displays in verbose
mode the 50 characters surrounding the
word. One hundred characters with the
keyword in the middle should suffice to
be able to tell if the context is relevant.
Everything is outputted to a new text file
called abandon50. txt. From this file, I
trim out duplicate lines with:

sort abandon50.txt | uniq -u 2

> abandon50_filtered.txt



Success: The resulting file, abandon58_f1i1-
tered. txt, contains a column of text cor-
responding to each address in address.
csv. The problem with this approach is
that each server I initially parsed with
wget uses a different CMS. Some univer-
sity servers might use open source solu-
tions, such as Wordpress or Joomla,
while others use custom solutions. Con-
sequently, no two sites are the same.

In addition, most sites contain special
characters in their URL (e.g., $ and %),
and grep output has difficulties with these
characters. A manual search-and-replace
for special characters such as %28 should
fix the problem. Alternatively, you can use
another Linux command-line utility, htmi-
2text, that trims special HTML tags from
files, leaving only clean human-readable
text behind. Once this is done, grep should
have no problem in performing correctly.

Python Extraction

If you want to use Python to extract the
occurrences of the word abandon sur-
rounded by 50 characters on each side,
you can use the Python script in List-
ing 4. This script will also filter out spe-
cial characters from URL addresses.

Put the script from Listing 4 in a text
file and name it needleinhaystack. py.
Make it executable in Linux with the fol-
lowing command:

chmod +x needleinhaystack.py

You need to have Python installed to make
this script work. The script will compare
the file containing the addresses with the
one containing both the addresses and the
associated context, trim context to about

100 characters with abandon in the mid-
dle, and structure everything into two col-
umns that are ready to be imported into a
statistics application.

Putting It All Together

You now have the data you need to do
your desired analysis. To save typing
each command individually, you can put
the above commands into a single Bash
script as shown in Listing 5.

Then add the addresses to addresses.
txt, each on one line, and save the file in
the same folder as the Bash script in
Listing 5. Make the script executable
with

Bash Data Gathering

chmod +x scriptname.sh

Then launch it with . /scriptname.sh.

With a few simple Bash commands,
you have a DIY text data collection tool
that delivers a CSV file for use in your fa-
vorite statistical application. mmm
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Listing 5: Complete Bash Script

01

o2

03

o4

08

06

07

08

09

10

11

12

13

14

15

16

#! /bin/bash
# download the websites specified in addresses.txt one by one

wget -cv --progress=bar --connect-timeout=30 --force-directories --ignore-length
-r -1 7 --convert-links --waitretry=61 -R gif, jpg,png,svg,pdf $(<addresses.txt)

# recursively look for the word "abandon" and its variations and print in verbose
mode the line before and after the keyword so we can take a quick look at the
context

grep -r -Al -Bl "abandon" * > results.txt

# find every line that starts with the "--" delimiter and replace it with
"12345678" using your favorite text editor

# list the first line after "12345678"

grep -A 1 -F 12345678 results2.txt > lstline.txt

# delete everything after the "<" character

sed 's/<.¥//' 1stline.txt > 1stlinefiltered.txt

# list every line only once, without its duplicates

sort lstlinefiltered.txt | uniq -u > address_filtered.txt
# remove last character form each line (.html-)

sed 's/.$//' address_filtered.txt > list_final_address.txt
# create a CSV file containing the web addresses

cat list_final address.txt > address.csv

# replace "12345678" with "--" in address.csv because "--" might appear in the URL




navi

Cheat sheets for the shell

Gheat

Interactive

Shee

When the history function fails and the manpage is too long, navi
comes to the rescue with an interactive cheat sheet for the shell.

By Ferdinand Thommes

hat exactly was that param-

eter for creating an archive

with tar? Command-line

aficionados know that if
nothing shows up with the Bash history
command, your only option is to look at
the manpage. While manpages are gen-
erally useful, some are so extensive that
the time spent searching for information
is disproportionate to the task at hand.
An alternative to this problem is an in-
teractive cheat sheet.

While there are plenty of cheat sheet
tools on GitHub, the relatively young
navi [1] offers both good functionality
and an eye-pleasing design. Navi helps
users browse built-in (DIY or down-
loaded) cheat sheets to display options
and arguments for commands or directly
execute the commands. Navi (as well as
similar tools) lets you interactively learn
about newly discovered commands and
explore all their possibilities.

Listing 1: Installing navi

Installation

You can quickly install navi from the
website (Listing 1). In addition, you can
optionally install navi in an arbitrary di-
rectory (line 6) instead of in your path.

Navi does have a couple of dependen-
cies. To avoid having navi complain, you
must install the fzf string matching algo-
rithm, a search tool that uses fuzzy
searches to quickly find specific strings
in a longer string or text.

You can find fzf in the Debian, Fedora,
and Arch Linux repositories, where you
can install it with the standard package
manager. Alternatively, Mac OS X users
can use Homebrew [2] for the installa-
tion. For Z shell [3] users, navi’s devel-
oper offers a guide for integrating the
widely used Oh My ZSH [4] configura-
tion file.

Navi’s only other dependency is
ncurses, which should be preinstalled on
every distribution.

01 $ sudo git clone --depth 1 https://github.com/denisidoro/navi /opt/navi

02 $ cd /opt/navi

03 ### Install in $PATH
04 $ sudo make install
05 ### Alternatively

06 $ ./scripts/install <directory>

Since work on the relatively young
navi is ongoing, you will want to up-
date the software regularly. When a
new version appears on GitHub, you
can update navi quickly with git (List-
ing 2).

Getting Started

First, you will want to briefly familiarize
yourself with navi’s arguments and op-
tions by calling navi --help in a shell.
Then start the program by entering navi.
Navi opens a current list of 242 embed-
ded cheat sheets (Figure 1).

In the three-part view in Figure 1, you
can see the application or environment
from which the commands originate on
the left, the tasks to be performed with
them in the middle, and the correspond-
ing command on the right. You can
choose to limit the display of commands
to one category. For example,

navi query git

only shows commands for git. Alterna-
tively, you can narrow down the results
in the window by typing ip addr, which

Listing 2: Updating navi
$ cd "$(navi home)"

$ sudo git pull



navi BN

# Kill a precess running on a given pert [network]

Epenss'l, certifi_ Extract the certificate from a PKC512 encoded file
openssl, certifi. Convert a PEM certificate file and a private key to P.
openssl, certifi. Validale a certificale signing reguest

openssl, certifi. Validate a private key

openssl, certifi. Validate a certificate

openssl, certifi. Validate a PKCS512 file (.pfx or .pl2)

openssl, certifi. Compare the MD5 hash of a certificate

openssl, certifi. Compare the MD5 hash of a private key

openssl, certifi. Compare the MDS hash of a certificate signing reguest
openssl, certifi. Display the server certificate chain

crontab, schedul. List cron jobs

crontab, schedul. Edit cren job

mysql, databaze,. Create databaze

mysql, database,. Export databse

mysgql, database,. Import database

END {print 1

network List IP addresses connected on a given port etst

network Find external, public IP address

network Find primary, local IP address

git Set global git user name e

git Set global git user email ma

git Initializes a git repository

git Clone a git repository one c
git View all available remote for a git repository

git Adds a remote for a git repository

git Renames a remote for a git repository

git Remove a remote for a git repesitory

git Checkout to branch

git Displays the current status of & git repesitory

git Displays unstaged changes for file 25
git Stages a changed file

git Stages all changed files

git Saves the changes to a file in a commit

git Pushes committed changes to remote repository

git Pushes changes te a remole repository overwrilting ano. r o
git Overwrites remote branch with local branch changes 0

git Pulls changes to a remote repe to the local repo

git Merges changes on one branch inte current branch

git Abort the current conflict resolution process, and tr.. g

git Displays log of commits for a repo git lo

git Displays formatted log of commits for a repo i o

git Clear everything

glt Sign all commits in a branch based on master

desl: bash €9 | nawi : bash @)

Figure 1: Navi displays the current list of cheat sheets at startup.

L L | u HE N I N L
# Find external, public IP address [network]
IP addr dig +short myip.opendns.com @resolv..
network List [P addresses connected on a given port
network Find primary, local IP address
Figure 2: Keywords are used to limit the commands to a specific topic directly in the window.
. [ ]
results in the three commands that deal - = Sih .
1 1 UNIT LDAD ACTIVE SUB DESCRIPTION
Wlth IP addresses (Flgure 2) accounts-daemon.service loaded active running Accounts Service
acpi-fakekey.service loaded active running ACPI fakekey daemon
D. E - atd.service loaded active running Deferred execution scheduler
autofs.service loaded active running Autemounts filesystems on demand
IreCt xeCUtlon avahi-daeman.service loaded active running Avahi mDNS/DNS-5SD Stack
e I 3 bolt.service loaded active running Thunderbolt system service
NaV1 S 1nteract1v1ty comes into play When clamav-freshclam.service loaded active running ClamAV virus database updater
i colord. service loaded active running Manage, Install and Generate Color Profiles
YOU dOUble Cth ona SEIeCted Command' cron.service loaded active running Regular background program processing daemon
. : cups-browsed. service loaded active running Make remote CUPS printers available locally
If the Command reqUIreS no further lnpuL cups.service loaded active running CUPS Scheduler
: : dbus.service loaded active running D-Bus System Message Bus
the program passes it dlreCtly to the Sheu' getty@ttyl.service loaded active running Getty on ttyl
. . . . . gpm.service loaded active running LSB: gpm sysv init script
FOI‘ 1nstance, CllelIlg on the LlSt runnlng haveged.service loaded active running Entropy daemon using the HAVEGE algorithm
. kf h l . mar iadb.service loaded active running MariaDB 10.3.28 database server
services tas rom the Systemct, service minidlna.service loaded active running LSB: minidlna server
. . ModemManager.service loaded active running Modem Manager
category takes you dlreCtly to a list of run- mullvad-daemon.service loaded active running Mullvad VPN daemon
. . . . NetworkManager.service loaded active running Network Manager
nlng services (Flgure 3) In this example, polkit.service loaded active running Authorization Manager
. . preload.service loaded active running LSB: Adaptive readahead daemon
direct execution of the command does not pywwetha.service loaded active running pywwetha minimal webserver daemon
rpc-statd.service loaded active running NFS status monitor for NFSv2/3 locking.
pose a problem, because the command rpcbind. service loaded active running RPC bind portmap service
. . sddm.service loaded active running Simple Desktop Display Manager
Only prln’[s a list and makes no other sidu-base.service loaded active running siduction base: shellserver daemon
smartmontools.service loaded active running Self Monitoring and Reporting Technology (SMART) Daemon
Changes to your system. snapd.service loaded active running Snappy daemon
ssh.service loaded active running OpenBSD Secure Shell server
systemd-journald.service loaded active running Journal Service
- = systemd-logind.service loaded active running Login Service
Hlttlng Pause systemd-timesyncd.service loaded active running Metwork Time Synchronization
systemd-udevd.service loaded active running udev Kernel Device Manager
What if you are not sure that you’'ve cho- udisks2.service loaded active running Disk Manager
h A F npmr.se;ﬁlce loaded active running Daemon Tor power management
sen the correct command? For instances lines 1-3
where the command will change your deui: bash @ | navi: bash @
system, you can add the --print option Figure 3: Commands that do not change the system (e.g., listing active
to the command to prevent it from exe- services) can be executed directly without any risk.
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navi

cuting directly. If you want to use this
option as a default, define a corre-
sponding alias, such as

alias navi='navi --print'

and add it in your ~/.bashrc.

You also might want to use the --print
option for commands that require fur-
ther input before execution. For exam-
ple, the Create a tar containing files task
from the compression section requires
two pieces of input from the user; the
software prompts you for them when
you click on the command. For nanme:,
enter the desired name of the tar archive,
while files: expects the path to the files
you want to compress.

Once you have confirmed both en-
tries, the tool will display the com-
mand that creates the corresponding
archive (Figure 4). If you have used the
--print option, navi will not execute
this command, giving you the opportu-
nity to determine if the command has
the desired effect. If the command
does what you expect, then copy the
command and run it.

Online Cheat Sheets
Another way to use navi is to enter a
command directly as an argument at
launch time. For example, entering

navi search apt

Listing 3: Calling a new cheat sheet

01 $ navi --path "/<MyOwn>/<Cheatsheets>"

02 $ export NAVI_PATH="/<MyOwn>/<Cheatsheets>:/<Even>/<more>/<Cheatsheets>"

will return eight commands for Debi-
an’s apt package tool. These commands
do not originate from the installed navi
package; instead, they come from on-
line sources, such as cheat.sh [5],
which offers additional cheat sheets
(Figure 5).

Integrating the Widget
You can also add navi to the shell as a
widget, which helps keep the history up
to date and lets you edit the command to
suit your needs before running it.

To use the software as a widget, add
the following line

source "$(navi widget bash)"

to your ~/.bashrc or /etc/bash.bashrc
file. This lets you launch navi by press-
ing Ctrl + G in the future. If the keyboard
shortcut is already assigned on your sys-
tem, or if you want to assign a different
shortcut, you can define it in /opt/navi/
navi.plugin.bash.

DIY

If you are missing an important command,
you can create your own cheat sheet for the
command and call it in navi. Use a file from

/opt/navi/cheats/
as a template (for a
i detailed explana-
tion of the syntax,
see GitHub [6]).
Then call the new

Figure 4: The command shown here for creating a
tarball requires the user to enter a name and a path
before the tool shows the command.

cheat sheet with a
command like the
one shown in line 1

of Listing 3 or include several directories in
$NAVI_PATH, separated by colons (line 2).

Conclusions

While the built-in cheat sheets for
Docker, Kubernetes, and Git focus
strongly on developers’ needs, they also
contain many cheat sheets useful for
desktop users. In particular, navi makes
it easier for console gamers to handle
complex command-line commands.

In addition, navi can be extended by
integrating online or DIY cheat sheets.
However, navi’s developer recommends
using the --print option to check com-
mands from online cheat sheets.

Finally, Katacoda [7] lets you test navi
prior to installation to see if it’s a good
fit for your needs. If it isn’t, you will find
other similar tools on GitHub, such as
cheat, cmdmenu, BEAVR, and howdoi. mmm

Info

[1] navi:
https://github.com/denisidoro/navi

[2] Homebrew: https.//docs.brew.sh/
Homebrew-on-Linux

[31 Zshell: http://zsh.sourceforge.net
[4] Oh My ZSH: https://ohmyz.sh/
[5] cheat.sh: http:/cheat.sh/

[6] navi syntax: https:/github.com/
denisidoro/navi#cheatsheet-syntax

[7]1 Katacoda: https://www.katacoda.com/
denisidoro/scenarios/navi
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# List all packages: [apt, cheatsh]

> apt D <

Displaying online

results.

Please refe

cheatsh
cheatsh
cheatsh
cheatsh
cheatsh
cheatsh
cheatsh

navi --help' for details

Update the list of available packages and versions (it's recommen..
Show information for a package:
Upgrade all installed packages to their newest available versions..
Search for a given package:
List installed packages:

Remove a package (using “purge’ instead also removes its configur..
Install a package, or update it to the latest available version:

Figure 5: You can use navi to integrate commands from online cheat sheets. However, you should investigate
this type of command more thoroughly with --print before you take the plunge.
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Charly’s Column - darkstat

The sys admin’s daily grind: darkstat

Spry Methuselah

Thanks to its minimal footprint, 20-year-old darkstat hardly generates any noticeable load even
on low-powered systems, making it the perfect monitoring tool for Charly’s home utility room.

By Charly Kiihnast

ext to our kitchen, there is a

small utility room. I don’t think

its floorspace is even two square

meters. In addition to the usual
building services, such as fuse box, there
are two firewalls, a web and mail server,
network attached storage (NAS), and a
large switch.

The tiny router supplied by my Internet
provider sits a little intimidated in the
corner. I downgraded it to something like
the IT equivalent of a flow heater. It
opens the connection to the provider and
passes it to the firewall. I have switched
off everything else, like WLAN, tele-
phony, and the DHCP server; I prefer to
do that myself, on my own hardware.

You need to monitor what you run. For
long-term monitoring of loads and laten-
cies, I use Munin and SmokePing. But if I
just want to have a quick look at what

Graphs

currently is happening on the firewall in-
terface, darkstat [1] is the hero of the day.

Darkstat, a true Methuselah at the ripe
old age of almost 20, has been under the
GPL license since 2002. I had my first
contact with the software when I tried
pfSense [2]. Thanks to its minimal foot-
print, the monitoring tool generates so
little system load that it even runs unob-
trusively on my ancient NAS box with
128MB RAM [3].

Darkstat gets its data via libpcap; the
output comes courtesy of a built-in, lean
web server. The most important parame-
ters are stored in a small configuration file,
which resides in /etc/darkstat/ on my
Ubuntu test system. Using the configura-
tion file is voluntary; I could ignore it and
simply start darkstat at the command line.

The only mandatory parameter is -i
<interface>. The darkstat --help com-

Measuring for 59 mins, 2 secs, since 2020-01-05 15:22:32 CET+0100.
Seen 733,094,525 bytes, in 975,914 packets. (1,143,339 captured, 115,255 dropped)

in ™ min: 0.3 KBfs, avg: 86.1 KB/s, max: 399.5 KB/s
out » min: 0.3 KBfs, avg: 5.3 KB/s, max: 46.4 KB/s
last 60 seconds

in ® min: 47.9 KB/s, avg: 182.9 KB/s, max: 562.6 KB/s
out » min: 2.9 KBfs, avg: 14.4 KB/s, max: 164.9 KB/s
last 60 minutes

Figure 1: Darkstat returns clear evaluations via a web server on port 667.

Hosts
(1-30 of 754)

g Hostname In Out Total Last seen
10.0.0.229 (none) 199,459,655 16,540,322 215,999,977 1 sec
10.0.0.233 (none) 208,524,718 6,064,359 214,589,077 0 secs
10.0.0.217 (none) 180,283,421 7,922,833 188,206,254 29 mins, 48 secs
10.0.0.61 sonos-p5-wohnz.dorfgeeks.lan 120,481,216 2,894,513 123,375,729 3 secs
10.0.0.73 rennschnecke.dorfgeeks.lan 108,348,919 6,348,439 114,697,358 1sec
173.194.151.103 (none) 287,082 103,014,457 103,301,539 2 secs
185.60.216.52  instagram-p3-shv-01-frx5.fbcdn.net 2,031,448 82,418,252 84,449,700 2secs
74.125.13.148 _ (none) 314,441 70,097,848 70,412,289 15 mins, 8 secs

Figure 2: Darkstat uses the hosts tab to list the devices.

mand lists all the other parameters. Be
careful with --syslog. If you enable this
option, darkstat suppresses all console
messages. It therefore makes sense not
to set this parameter until everything
else is working to your satisfaction.

Once darkstat is running as desired, a
web server on port 667 displays the cur-
rent traffic data (Figure 1). It is a pity
that darkstat displays the data in bytes,
not in bits, but it’s fine for a quick over-
view of what’s crossing the wire.

More details can be found in the hosts
tab. This is where darkstat lists the de-
vices in a table; you can sort by the col-
umn headers. This is how I found out,
for example, that music streaming is
very popular today. My eldest child is
embarking on a career as an Instagram
influencer, or whatever the kids call it
nowadays (Figure 2).

Also practical: darkstat not only displays
live data, but also visualizes sessions that
you record with Wireshark or Tcpdump.
Conclusions: Methuselah has aged with
dignity and is still very much needed. mmm

Info

[1] darkstat:
https://unix4lyfe.org/darkstat/

[2] pfSense:
https://www.pfsense.org

[3] darkstat package for Synology NAS:
https://synocommunity.com/package/
darkstat
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Programming Snapshot - chromedp
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Scraping highly dynamic websites

Under the

Screen scrapers often fail when
confronted with complex web
pages. To keep his scraper on

task, Mike Schilli remotely

controls the Chrome browser using the DevTools protocol to
extract data, even from highly dynamic web pages. By Mike Schilli

one are the days when hobby-

ists could simply download

websites quickly with a curl

command in order to machine-
process their content. The problem is
that state-of-the-art websites are teem-
ing with reactive design and dynamic
content that only appears when a bona
fide, JavaScript-enabled web browser
points to it.

For example, if you wanted to write a
screen scraper for Gmail, you wouldn’t
even get through the login process with
your script. In fact, even a scraping
framework like Colly [1] would fail here,
because it does not support JavaScript
and does not know the browser’s DOM
(Document Object Model), upon which
the web flow relies. One elegant work-
around is for the scraper program to
navigate a real browser to the desired
web page and to inquire later about the
content currently displayed.

For years, developers have been using
the Java Selenium suite for fully auto-
mated unit tests for Web user interfaces
(Uls). The tool speaks the Selenium pro-
tocol, which is supported by all standard
browsers, to get things moving. Google’s
Chrome browser additionally implements
the DevTools protocol [2], which does
similar things, and the chromedp project
on GitHub [3] defines a Go library based
on it. Go enthusiasts can now write their

MAY 2020

ISSUE 234

unit tests and scraper programs natively
in their favorite language. I'll take a look
at some screen-scraping techniques in
this article, but keep in mind that many
websites have licenses that prohibit
screen scraping. See the site’s permission
page and consult the applicable laws for
your jurisdiction.

Directing Chrome

The Go program in Listing 1 [4] launches
the Chrome browser, points it at the
Linux Magazine web page, and then
takes a screenshot of the retrieved con-
tent. The whole thing runs at the com-
mand line if you type

go build screenshot.go

followed by . /screenshot. The user will
not see a browser pop up, because
chromedp normally runs in headless (i.e.,
invisible) mode, unless otherwise config-
ured. The following command gets the
required library code from GitHub and
also compiles and installs it:

$ go get -u github.com/chromedp/chromedp

It takes the compiled program in Listing
1 a few seconds to retrieve the page, de-
pending on your Internet connection and
the current server speed; then it saves an
image file in PNG format named screen-
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Figure 1: A screenshot of the
Linux Magazine cover page in a
remote-controlled Chrome
instance.
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shot.png to the hard disk as a result.
Since the Linux Magazine homepage fills
several browser pages in terms of length,
giving users a reason to scroll down and
explore, the screenshot in Figure 1 is al-
most 3000 pixels tall.

Listing 1 creates a new chromedp con-
text in line 13 and gives the constructor a
standard Go background context, which
is an auxiliary construct for controlling
Go routines and subroutines. A context
constructor in Go returns a cancel () func-
tion. This function can be called by the
main program later to signal to another
(maybe deeply) nested part of the pro-
gram that it is time to clean up, because
doors are being closed.

Listing 1: screenshot.go

Programming Snapshot - chromedp

The Tasks structure starting on line 17
defines a set of actions that you want the
connected Chrome browser to perform,
using the DevTools protocol. The Navi-
gate task starting on line 18 directs the
browser to the Linux Magazine website.
The second task starting in line 20 is cre-
ated by the ActionFunc() function, a tool
to structure new customized tasks in
chromedp. In this case, the task creates a
screenshot of the web page displayed in
the remote browser using the function
CaptureScreenshot() in line 33.

Wide Open Spaces
Now the question is how far to open the
virtual browser, because this setting de-

termines what you see in the screenshot.
Is only a fraction of the web page visible
or all of it, including the parts that can
only be reached by scrolling? If it’s the
latter, the screenshot needs to capture
everything that the user would see if
they had an infinitely tall screen with the
browser fully extended.

To capture it all, the GetLayoutMet-
rics() function calculates the layout di-
mensions of the displayed page, and the
viewPortFix() function (called in line 31
and defined in line 60) uses SetDevice-
MetricsOverride() to adjust the dimen-
sions of the invisible browser. The buf
image buffer returned by the Screenshot
function in line 33 is written to disk in

01 package main 40 Scale: 1,
02 41 }).Do(ctx)
03 import ( u2 if err != nil {
o CEMEEEE 43 panic(err)
05 emu "github.com/chromedp/cdproto/emulation" o }
06 "github.com/chromedp/cdproto/page" .
45 return nil
07 cdp "github.com/chromedp/chromedp"
46 IOl
08 "io/ioutil"
47
09 )
10 48 err := cdp.Run(ctx, tasks)
11 func main() { 49  if err != nil {
12 ctx, cancel := 50 panic(err)
13 cdp.NewContext (context.Background()) 51 }
14 defer cancel() 52
15 53 err = ioutil.WriteFile('"screenshot.png",
16 var buf []byte su buf, 064l)
17 tasks := cdp.Tasks{ 55 if err != nil {
18 cdp.Navigate
2 g ( 56 panic(err)
19 "http://linux-magazine.com"), )
57
20 cdp. ActionFunc(
58 }
21 func(ctx context.Context) error {
. 5O
22 _, _, contentSize, err :=
23 page.GetLayoutMetrics().Do(ctx) 60 func viewPortFix(
ou if err != nil { 61 ctx context.Context, w, h inteu4) {
25 panic(err) 62 err := emu.SetDeviceMetricsOverride(
26 } 63 w, h, 1, false).
27 64 WithScreenOrientation(
28 w, h := contentSize.Width, 65 &emu. ScreenOrientation{
29 contentSize.Height 66 Type:
&Y 67 emu.OrientationTypePortraitPrimary,
31 viewPortFix(ctx, inte4(w), inted(h))
68 Angle: O,
32
69 .
33 buf, err = page.CaptureScreenshot().
X . 70 Do(ctx)
34 WithQuality(90).
q 5 . 71
35 WithClip(&page.Viewport {
36 X: contentSize.X, 72 if err != nil {
37 Y: contentSize.Y, 73 panic(err)
38 Width: w, 74}
39 Height: h, 75 }
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Listing 2: foreground.go

01 package main

02
03 import (
o4 "context"

05 cdp "github.com/chromedp/chromedp
06 "time"

07 )

08

09 func main() {

chromedp

thus determine if the browser
is stepping through or if it gets
stuck at some point. Paradoxi-
cally, however, setting up fore-
ground mode has become quite
complicated since the introduc-
tion of default background
mode in chromedp some time
ago, since using NeuContext()
to create a new browser con-
text configures the browser to

10 pctx, pcancel := cdp.NewExecAllocator( i back d de d

11 context.Background(), cdp.NoFirstRun) ilun ln_ a(;l g;%un mode deep
own in the library’s engine

12 ctx, cancel := cdp.NewContext(pctx) y g

13 defer cancel()

14 defer pcancel()

15

16 tasks := cdp.Tasks{

17 cdp.Navigate(

18 "https://linux-magazin.de"),
19 cdp.Navigate(

20 "http://linux-magazine.com"),
21 cdp.Sleep(5 * time.Second),
22}

23

24 err := cdp.Run(ctx, tasks)

25 if err !'= nil {
26 panic(err)

27 1}

28 }

PNG format by WriteFile(). The se-
quence of the actions, starting with navi-
gating to the page, followed by taking
the screenshot, is processed by the Run()
function starting in line 48.

The technique of creating screenshots
of automatically fetched web pages
opens up a number of unheard-of possi-
bilities when testing newly developed
web Uls. For example, image recognition
can later determine whether the site’s
various graphic elements are in the right
place with different browser sizes, with-
out human test personnel having to click
their way through the flow with every
release. It could also be used to imple-
ment a neat system for archiving web-
sites; in the next century, historians
would surely be amused by the adver-
tisements placed on the Linux Magazine
homepage in 2020.

Complicating Easy Things
For test purposes, it would be quite
useful at times to start the remote
browser visibly in the foreground in-
stead of hidden in the background. De-
velopers of scraping applications can
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compartment, which is inac-
cessible from outside.
This is why Listing 2 creates
a new browser controller in the
form of NewExecAllocator() and
passes it the NoFirstRun option
to make the browser run in the
foreground. Back comes a con-
text, but, alas, not a context
compatible with the context ob-
ject that chromedp uses and
gives to Run() in line 24 of the
executing function. Therefore,
line 12 creates a compatible
context via NewContext () and
passes it the previously created
Exec context as a parent con-
text. The new chromedp con-
text also has a cancel() function, and
the defer statements in lines 13 and 14
are both triggered at the end of the pro-
gram to neatly collapse the remote-con-
trolled browser.

Listing 2 only accesses the homepages
of the German and English versions of
Linux Magazine for this test; it then
Sleep()s for five seconds and terminates.

Full-Text Search

How can the newly launched browser
drone simulate user interactions such as
mouse clicks or keyboard strokes to fol-

# github.com/searc

0

input.form-control.input-block 58891 .34
B i FFFFFFF

gl repositories

ProTip! For an advanced search, use some of our prefixes

Sign up

low more complicated web flows? The
chromedp library offers functions to se-
lect certain form fields or buttons from
the displayed web page’s DOM via an
XPath query and communicates with
them via SendKeys(), Submit(), or
Click().

For example, to fire off a full-text
search of all repositories on GitHub, you
first need to discover the name of the
search field there. A quick look in the
Chrome browser’s developer view (via
the Inspect Elements menu) reveals that
the search field goes by the name attribute
q (Figure 2). Line 15 from Listing 3 de-
fines the associated XPath query //
input[@name="q"] in the sel variable.
After accessing the GitHub page, the
WaitVisible() task in line 19 waits until
the search field arrives via the Internet’s
series of tubes.

The SendKeys() function in line 20 then
sends the search string (waaah) to the
input field and terminates it with a new-
line character. This is enough to prompt
the GitHub UI to initiate the search with-
out having to press a Submit button.
Line 21 then waits with
NaitReady("body", cdp.ByQuery) until the
result is available, before initiating the
output of the returned raw HTML with a
user-defined ActionFunc().

With the content displayed in Figure 3,
it then uses dom.GetDocument () to retrieve
the root node of the HTML document
and dom. GetOuterHTML() to get the raw
HTML code on the page. For test pur-
poses, the Printf() function outputs the
displayed page’s source code; a scraper
application could extract interesting con-
tent from this and process it further.

Not Entirely Welcome
Chromedp supports all Chrome and
Edge browsers, but not Firefox, which is

w O Bements Console Scwces » X

method="get

d=Tlex search=fors-fluid flex-
SB-Fow
s<"Flex-auto position

Search

Figure 2: The query field in the GitHub full-text search across all

repositories goes by the name of g.



Listing 3: github.go

01 package main

Programming Snapshot — chromedp

| Search

o8 ‘ jwaaah
03 import ( Repositaries ©  4repository results
ou "context" Code ?
05  "fmt" Commits gp Ccmlaidlaw/waaah
Psychadelic Gardening Simulatien /
06 "github.com/chromedp/cdproto/dom" Issues @D  Meditation Aid
07 cdp "github.com/chromedp/chromedp" Packages 0 Updated on Jan 26, 2014
08 ) Marketplace 0
09 Topics o  obelisp/WAAAH
. We-Are-All-Adults-Here; Community
10 func main() { Wikis [3] ‘Code Of Conduct’ Focused On
11 C‘tX, cancel := Users o ::‘Zle:g(i)u:alism—- Probable Fork Of
12 cdp.NewContext (context.Background()) Undated 18 days ago
13 defer cancel() Languages
Css 1
13 waaahyou/waaahyou.github.io ®css
15  sel := '//input[@name="g"]' Advanced search Updated on Jan 2, 2016
Cheat sheet
16 tasks := cdp.Tasks{
17 cdp.Navigate( afdikage/hallo-dunia
. . 0 waaah, repo pertama aku nih.
18 "https://github.com/search"), semoga bermanfaat, halah
19 cdp.WaitVisible(sel), Updated on Sep 3, 2018
20 cdp.SendKeys(sel, "waaah\n"),
21 cdp.WaitReady("body", cdp.ByQuery),
22 cdp. ActionFunc(
® 2020 GitHub, Inc. Terms Privacy Security Status Help
23 func(ctx context.Context) error { Contact GitHub  Pricing APl Training Blog  About
24 node, err := dom.GetDocument().Do(ctx)
o if err 1= nil { Figure 3: The headless Chrome browser entering a search
06 panic(err) query on GitHub.
27 } . .
tion on the topic. At least, Info
28 res, err := dom.GetOuterHTML(). T d a book [5] that
ounda a boo a " : _ ”
29 Wi thNodeTD(node . NodeTD) . Do(ctx) . ¢ [1] “Programming Snapshot - Colly” by
a0 . - contains a huge amount o Mike Schilli, Linux Magazine, issue
if err != nil { useless filler material, but 223, June 2019, pp. 54-57
31 panic(err) : :
also covers various topics [2]1 Chrome DevTools: https:/developers.
32 } ln the fleld Of Web SCrap' google.com/web/toofs/
33 fmt.Printf("html=%s\n", res) ing and briefly discusses chrome-devtools/
S FEEvmEn mill Selenium and Chrome [3]1 chromedp: https:/github.com/
38 1), DevTools. chromedp/chromedp
36} Popular WeI?SItes like [4] Listings for this article: ftp:/ftp.
37 err := cdp.Run(ctx, tasks) Facebook, Twitter, or linux-magazine.com/pub/listings/
38 if err != nil { Google also seem to be in- linux-magazine.com/234/
39 panic(err) Ferest.ed mn mak.mg scrap- [5] Smith, Vincent. Go Web Scraping
_— ing with tools like Quick Start Guide, Packt Publishing,
. chromedp as hard as pos- 2019, https://learning.oreilly.com/

based on a different technology. The
chromedp project on GitHub is trying to
keep up with new Chrome versions and
changes to the DevTools protocol: Some-
times, things don’t work as expected,
and workarounds have to be found.
There are open issues on the GitHub
projects, and the developers are address-
ing problems with new versions of the li-
brary. Besides Google’s official documen-
tation [2], there are some tutorials online,
but not a thorough and practical publica-

sible. For example, Gmail

uses dynamically gener-
ated random names for the input fields
on the login page. In addition, ongoing
changes to the page layout often require
a scraper adjustment, so that the whole
undertaking remains an arms race be-
tween the content provider and the
scraper developers. The industry giants
want to bind their users to the official
pages in order to bombard them with ad-
vertising, because, let’s face it, some-
body has to pay the server bill at the end
of the month. mmm

library/view/go-web-scraping/
9781789615708/cover.xhtml

Author
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San Francisco Bay area,
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he researches practical applications of
various programming languages. If you
email him at mschilli@perlmeister.com
he will gladly answer any questions.
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BBE Command Line - runit

If you find systemd needlessly complicated, runit offers an easy-
to-use, minimal init alternative. By Bruce Byfield

n Unix-like systems like Linux,
init is the first process to run

during bootup, and the one that
controls all other processes. For

years, most distributions have used Sys-

Vinit, an init inspired by the one used in
Unix System V. However, in 2012-15, the
majority of distributions switched to sys-

temd, which not only provides init ser-
vices, but an administrative overlay of
the entire operating system. Since then,

a variety of simpler inits have been writ-

ten by those who find systemd need-
lessly complicated. One of the best-
known of these alternative inits is Gerrit
Pape’s runit [1], a collection of utilities
designed to be a minimal and easy-to-
use init system.

Runit boots and shuts down a system
in three stages. Like SysVinit, runit uses
runlevels, but, by default, it only uses
two: default, which runs all the services

Author

Bruce Byfield is a computer journalist and
a freelance writer and editor specializing
in free and open source software. In
addition to his writing projects, he also
teaches live and e-learning courses. In his
spare time, Bruce writes about Northwest
coast art (http.//brucebyfield.wordpress.
com). He is also co-founder of Prentice

Pieces, a blog about writing and fantasy at

https://prenticepieces.com/.
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linked in /var/service, and single, which

is used for rescue and recovery. Other

runlevels can be added if desired [2].
Runit’s structure offers several ad-

vantages:

® Navigation is easy, because compo-
nents are organized by directories. For
example, /var/service contains links
to all active services, while /etc/sv
contains active services, and /etc/
runit/runsvdir contains all available
runlevels.

e Each service is assigned a unique direc-
tory name, which has a symbolic link
to /var/service. Each directory has a
single file called run, which has a sym-
bolic link to /var/service. For instance,
Listing 1 shows the run file for sshd
(borrowed from the runit website [3]).
Notice that it is nothing more than a
shell script for running the service.
Running as a child of the runsv utility,
each defined process is assumed to be
always running, and, by default, it is
restarted automatically if necessary.
This arrangement makes services easy
to locate and eliminates the need for
commands like ki11all and pidof.

e Each service is started with a clean
process. The service always has the
same environment, resource limits,
open file descriptors, and controlling
terminals.

e Using runsv, runit can be configured to
produce a reliable log.

® Running in parallel, runit boots and
shuts down quickly.

e Preconfigured for Debian and BSD sys-
tems, runit is easy to port to other
Unix-like systems.

® Runit’s stage 1 and 3 are governed by
shell scripts, making them easy to cus-
tomize for different distributions.

® A small code size reduces the likeli-
hood of errors and makes runit fast.
Runit’s utilities vary between 300-500
lines in length.

As a relatively new project, runit is not

widely used, although it is carried by

many major distributions. You cannot re-
place systemd with runit, but the online
help gives detailed instructions about
how to replace SysVinit and gives doz-
ens of sample scripts for starting com-
mon services, from simple ones like atd
to complex ones like Apache2. If you are
simply curious about runit, you can run

Void Linux [4] in a virtual machine or

from a Live CD to explore it. Void is the

only Linux distribution that uses runit
by default; it is interesting in itself, be-
cause it is written largely from scratch
for speed and efficiency. Runit is only

one of its unusual features.

runit in Action

Runit is actually a collection of half a
dozen utilities that work together [5].
The first process that the kernel starts is
runit-inited. Once the operating system
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Listing 1: run File for sshd # sv status /var/service/*

01 #! /bin/sh run: /var/service/NetworkManager: (pid 958) 241s
’ run: /var/service/acpid: (pid 959) 241s

02 ssh-keygen -A >/dev/null 2>&1 run: /var/service/agetty-hvcO: (pid 1382) 1s
# Will generate host keys if they don't already exist run: /var/service/agetty-hvsi@: (pid 1381) 1s

run: /var/service/agetty-ttyl: (pid 947) 241s
run: /var/service/agetty-tty2: (pid 944) 241s
04 exec /usr/sbin/sshd -De $OPTS 2>&1 run: /var/service/agetty-tty3: (pid 943) 241s
run: /var/service/agetty-tty4: (pid 950) 241s

03 [ -r conf ] && . ./conf

run: /var/service/agetty-tty5: (pid 948) 241s
run: /var/service/agetty-tty6: (pid 951) 241s
run: /var/service/dbus: (pid 960) 241s

run: fvar/service/elogind: (pid 954) 241s
run: /var/service/lxdm: (pid 1034) 234s

run: /var/service/polkitd: (pid 949) 241s
run: /var/service/rtkit: (pid 991) 246s

run: /var/service/sshd: (pid 953) 241s

run: /var/service/udevd: (pid 955) 241s

run: /var/service/uuidd: (pid 956) 241s

# sv -v up /etc/sv/sshd
ok: run: /etc/sv/sshd: (pid 1723) 63s
# sv -v down /etc/sv/sshd

ok: down: /etc/sv/sshd: Os, normally up
# sv -v restart /etc/sv/sshd
ok: run: /etc/sv/sshd: (pid 1772) @s

Figure 1: The basic commands for starting and

stopping services. Figure 2: The list of running services in Void Linux.

is ready for use, runit-init replaces it- sv down /etc/sv/SERVICE sv status/var/service/*

self with runit-inited. You can use the

command init @ to shutdown the sys- stops it. To restart a service (Figure 1), use returns the status of all services (Figure

tem and init 6 to reboot the system. 2). No confirmation message is given
Probably, the most important utility is sv restart /etc/sv/SERVICE unless the -v option is used, and even

sv. sv follows the classic Unix nomencla- then it is the briefest of status reports.

ture: The command In addition, sv can be used to add new

services. After setting up the service and

sv up /etc/sv/SERVICE sv status SERVICE its run file, add a symbolic link with:

starts a service, while shows its current status, while 1n -s /etc/sv/SERVICE /var/service/
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# touch /etc/sv/sshd down
# cd /etc/sv/sshd

controlPLlack ok stat

pid

To prevent a service from starting auto-
matically, create a file in the service’s di-
rectory with:

touch /etc/sv/SERVICE/down

Rather than creating a file named doun,
as you might expect, the command sig-
nals runit to create a supervise subdirec-
tory, a collection of binary files that de-
fine how the service runs (Figure 3). If
you no longer want to prevent the ser-
vice from starting automatically, delete
the supervise directory.

As you can see, sv works with already
existing Linux commands, making the
command easier to learn.

svlogd is used to set up an optional
log in a preexisting directory that rotates

# mkdir /etc/runit-log

# svlogd -ttv /etc/runit-log

status
Figure 3: You can create a file in the service’s
directory that sets it to not run automatically.

when the current log reaches
a certain size. Its syntax is:

svlogd OPTIONS LOG-PATH

svlogd’s options include a
timestamp (-t), a human
readable timestamp in YYYY-
MM-DD_HH:MM:SS. xxxxx
format (-tt), and a line
length for entries (-1 NUM-
BERS) (Figure 4).

A log can be configured by placing a
config file in the log directory. Table 1
shows some of the most important
configuration options.

When necessary, you can monitor a
specific service (s) with runsvdir. The
structure of the command is:

runsvdir /etc/sv/SERVICE LOG-PATH

Up to 1,000 services can be monitored.
Every five seconds, runsvdir checks
whether the time of the last modifica-
tion, the inode, or the device of a listed
service has changed. If so, runsvdir res-
cans, and, if a service is stopped, stops
monitoring it. Similarly, if the service
has been restarted, then a new process is
started. In addition, all activity in runit-

svlogd: info: new: /etc/runit-log/current

cd /etc/runit-log
1s

current lock
# less current

# cat current

2020-03-02 20:14:34.57773 cd /etc/runit-log

2020-03-02 20:14:37.11941 1s

Figure 4: The steps in the creation of a log directory. The log records all
runit-related activity, including actions taken in any runit directory.

Table 1: svlogd Options

The maximum number of bytes in the current log. The default is

The number of old logfiles to keep. The default is 10, and zero prevents

old logs from being removed. When the number of logs exceeds this

size

1,000,000. Set the size to zero to turn off log rotation.
nnum

number, the oldest log is deleted.
Nmin Sets the minimum number of old logfiles to keep.
ttimeout

ua.b.c.d[:port]

The maximum age of the current logfile. When this age is exceeded,
the current log is rotated.

Transmits log messages through the IP address a.b.c.d, port number

port. The default port is 540. Messages are still written to the local file.

Ua.b.c.d[:port]

Transmits log messages through the IP address a.b.c.d, port number

port. The default port is 540. Messages are not written to the local file.
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related directories is recorded. runsvdir
is not needed for runit to function so
much as it is an administrative tool to
help keep track of selected services.
Closely related to runsvdir are runsvch-
dir (runsvchdir DIRECTORY), which
changes the logfile for runsvdir, and
runsv (runsv SERVICE). runsv starts, stops,
or pauses the specified service and can
interrupt a service or send an alarm if
the service is running.

Runit’s last utilities are chpset, which
can run a specialized version of a service
for one user or group, and utmpset,
which modifies utmp and/or wtmp when a
user logs out. However, neither chpset or
utmpset are essential to runit for many
users. Like other init systems, once set
up, runit operates largely in the back-
ground and should rarely require such
specialist tools on a small network or a
lone workstation.

Reconsidering init Choices
Runit is notably smaller and more lim-
ited in scope than the omnipresent sys-
temd. If you hold to the Unix philosophy
that an app should do one thing and do
it well, you are likely to warm to runit to
a degree that you have not to systemd.

However, that is not runit’s only virtue.
Runit is economically and consistently
written and easy to learn. After exploring
runit for several hours, I felt competent to
use it in a way I have yet to feel with sys-
temd despite several years of use. Al-
though runit might seem a return to a sim-
pler age before systemd, I am nearly con-
vinced that it would not be a bad thing.

Support for multiple init systems
would be difficult for any distribution,
and perhaps impractical. For this rea-
son, it may be a while before runit is
an alternative in the current systemd-
dominated world. Still, if runit was
compatible with KDE’s Plasma and
practical to set up in Debian, I would
be seriously tempted to use it on my
main workstation. mmm

Info
[1]1 runit: http://smarden.org/runit/

[2] Runlevels: http://smarden.org/runit/
runlevels.html

[3]1 Runlevels: http://smarden.org/runit/
runscripts.html

[4] Void Linux: https://voidlinux.org/
[5]1 runit utilities: http://smarden.org/runit/
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VISP CircuitPython

Makerspace

CircuitPython for Raspberry Pi and MCUSs

One for All

The CircuitPython run-time environment runs on almost all microcomputers and
microcontrollers, making it perfect for cross-platform programming. 8y Bernhard Bablok

ircuitPython is an Adafruit fork

for MicroPython. Both are run-

time environments for micro-

controllers. Thanks to a com-
patibility layer, CircuitPython now also
runs on various single-board computers
(SBCs) like the Raspberry Pi.

MCU Scripting Languages
Traditionally, microcontroller units
(MCUs), because of their extremely lim-
ited resources, where every byte can
count, run either Assembler or C/C++.
programs. Over the years, however,
manufacturers have been improving
their products, and powerful SBCs are
now available for very little money that
have sufficient reserves for interpreted
languages.

Moreover, many typical applications
do not exhaust an MCU (e.g., in educa-
tion or home projects). The obvious ap-
proach then is to use an easier to learn
scripting language instead of C/C++.
Luckily, some processor families have
Python, Lua, or JavaScript support
(Figure 1).

Even small SBCs like Pi Zero have
enough RAM and storage available to
use scripting languages without prob-
lem. Python in particular impresses with
innumerable ready-to-use modules for
every imaginable purpose.

Like many other distributions, Rasp-
bian is currently in the final transition
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Figure 1: Various MCUs with support for scripting languages. From left
to right: Trinket MO, ESP32, and Espruino Pico.

phase from Python 2 to Py- Installing Blinka Library
thon 3. The developers will

soon stop maintaining ver-
sion 2 because parallel support

#! /bin/bash

apt-get update

of two Python variants takes up apt-get -y install python3-pip

too much time, raising the pip3 install RPT.GPIO adafruit-blinka

question as to why another Py-

thon dialect seems necessary or # Activate SPI and I2C (as required)

useful. echo "dtparam=spi=on" >> /boot/config.txt
On the Raspberry Pi and echo "dtparam=i2c_arm=on" >> /boot/config.txt

other SBCs, CircuitPython does Schoiocpdeyy >> /etc/modules

not use its own interpreter but
requires Python 3. CircuitPy-
thon is not only an interpreter

# Install application libraries

pip3 install adafruit-circuitpython-bme280

Lead Image © donatas1205, 123rf.com
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(on MCUs), but also a hardware abstrac-
tion layer in the form of a collection of
system libraries. Although the Raspberry
Pi already has available various libraries
that abstract the hardware, they were de-
signed to be Pi-centric so that the corre-
sponding programs run only on Rasp-
berry Pi without modifications. Circuit-
Python, on the other hand, promises
compatibility across hardware
boundaries.

Programming Models

The programming model of any micro-
computer, no matter how minimal, is
fundamentally different from that of a
microcontroller. The computer runs an
operating system that, simply put, man-
ages the hardware, programs, and users.

The operating system allocates the
available CPU(s) in sequence to all ac-
tive programs. In this way, several pro-
grams run virtually in parallel, even if
only one processor is available. How-
ever, only on real-time operating systems
can a program rely on getting computing
time reliably within a defined period. On
conventional operating systems it simply
has to wait its turn.

An MCU, on the other hand, has no
operating system; the single-application
program also controls all the resources,
which makes it easy to implement time-
critical applications that need to transmit
bits across the wire within microsec-
onds. Typical application programs here
consist of three parts. The first initializes
the MCU hardware, the second is an infi-
nite loop, and the third deals with inter-
rupts (i.e., interruptions of the normal
process, for example by incoming data).

Apart from reliably allocating comput-
ing time and other resources, this pro-
gramming model also exists for many
Raspbian programs. Sensors are read
and data is written in a regular cycle,
which means it is also possible to use
CircuitPython with its simpler program-
ming model for these cases.

Blinka

If you want to prepare your Raspberry Pi
for CircuitPython, you need the Blinka
library, named after CircuitPython’s
mascot. Its installation, including all de-
pendencies, is handled by the script in
Listing 1. Raspbian also has many stan-
dard Python packages in the normal re-
pository. However, the script uses the

cross-platform Python package installer
pip3. This tool downloads the packages,
builds them from the sources, if re-
quired, and stores them in the /usr/1ib/
python3.6/dist-packages/ directory.

The script also activates the I12C and
SPI interfaces immediately, because
reading sensors is one of the tailor-made
applications for CircuitPython. After a

Data Collection
01 #!/usr/bin/python3
02
03 import time
04 import board
05 import busio
06 import digitalio
07 import adafruit_bme280
08 import hdu4780
09
10 # Create objects

reboot, the interfaces are then available
for your applications. If you have already
enabled them on the system with
raspi-config, then comment out the
lines under the Activate SPI and 12C (as
required) comment in Listing 1. You can
see from the installation script itself that
Blinka uses RPI.GPIO internally — but
this only applies to the Raspberry Pi.

11 i2c = busio.I2C(board.SCL, board.SDA)

12 bme280 = adafruit_bme280.Adafruit_BME280_I2C(i2c,address=0x76)

13 display = hdu44780.HD44780(i2c,trans_map={"°": 223})
14
15 btn = digitalio.DigitalInOut(board.D4)

16 btn.direction = digitalio.Direction.INPUT

17 btn.pull = digitalio.Pull.UP
18

19 # Convert air pressure to sea level for a given altitude

20 sealevel = 520
21 fac
22

23 # Main loop
24 bl_on = True

25 while True:

= pow(1l.0-sealevel/44330.0, 5.285)

26 try:
27 if bl_on:

28 linel = "T: %3.1£°C %2d%%" % (bme280.temperature,bme280.humidity)
29 line2 = "P: %4d hPa" % int(bme280.pressure/fac)

30 display.write(linel,1)

31 display.write(line2,2)

32

33 # Query button

34 if not btn.value:

35 bl_on = not bl_on

36 display.backlight(bl_on)

37 time.sleep(0.5)

38

39 time.sleep(0.1)

40  except Exception as ex:

4] print("ex: %r" % ex)
42 break
43

44 display.clear()
45 display.backlight(False)
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Figure 2: The test setup with a sensor and a display.

Depending on your application, you
will need several libraries besides the
Blinka layer. The example program pre-
sented here is intended to read the
BME280 [1] temperature, humidity, and
pressure sensor in an infinite loop and
output the results on an old-fashioned
display with two lines of 16 characters
each. For this sensor, the last line of List-
ing 1 installs another CircuitPython li-
brary from Adafruit.

Although Adafruit has published many
libraries, they do not cover every elec-
tronic component. The cheap LCDs with
two to four display lines - you will find
them on Ebay or Amazon - often work
with the PCF8574T serial converter chip.
However, Adafruit uses the MCP230xx
for its displays. For this reason, the
Adafruit LCD library is not used for the
application example, but rather the li-
brary from my GitHub site [2]. To pro-
ceed, manually download the Python file
1ib/hd44788.py in the repository and
copy it into the directory of your main
program.

On MCUs, the process is slightly differ-
ent because pip is missing. Adafruit pro-
vides library packages in ZIP format for
each platform. After downloading, un-
pack the archive and copy the relevant
libraries to the 1ib/ subdirectory.

Data Collector

The data collection program (Listing 2)
addresses the BME280 over the I2C in-
terface of the Raspberry Pi. SDA is lo-
cated on header pin 3 and SCL on pin 5,

52

which only plays a role for the wiring;
the program itself uses the platform-spe-
cific board package (line 11), which
makes porting to other platforms easier.
With board. <xxxx> you can access a
whole range of symbolic constants for
various hardware features. To reach this
data, busio.I2C() creates an interface to
access the standard 12C device and
busio.SPI() the SPI interface.

In addition to the data lines, the sen-
sor in this example requires 3.3V and a
ground connection (although some sen-
sors of this type are 5V; check your sen-
sor specs). Thanks to the serial adapter,
the LC display is controlled by the same
data lines - but the display requires 5V
operating voltage. Careful users will
want to solder out the pullups of the
PCF8574T, which boost the I2C bus to
5V. Because the Raspberry Pi has inter-
nal pullups on SDA and SCL, they are
not necessary (Figure 2).

A breadboard allows both components
to be connected simultaneously to the
normal 12C connector of the Raspberry
Pi. Both components usually use the ad-
dresses 0x27 and 0x76 on the I2C bus.
Depending on the module, however, the
addresses may differ. The i2cdetect pro-
gram from the i2c-tools library provides
this information (Figure 3).

The program in Listing 2 creates the
Python objects for the sensor, the dis-
play, and a button in lines 11 to 17. The
sensor delivers the temperature, humid-
ity, and either the air pressure or the alti-
tude. The last two parameters depend on
each other: If you specify the altitude,
the sensor outputs the air pressure. If
you specify the air pressure, the con-
struct calculates the altitude. For a sta-
tionary system, the first option is more
useful.

After initializing the components,
the program runs in an infinite loop
starting in line 25. The measurement is
taken automatically by accessing attri-
butes of the BME280 object. Lines 30
and 31 format the output to fit on the
display being used, which has two
lines of 16 characters each. At this
point, the data could still be stored in a
CSV file for later processing in LibreOf-
fice Calc or for saving in a database.
However, if you are looking for maxi-
mum compatibility, you will want to
avoid this path because the program
will then no longer run on a microcon-
troller unless modified.

Restrictions

For didactic reasons, the program from
Listing 2 uses an optional button that
switches the backlight of the display on
or off. The button is connected to
GPIO4, and the program accesses it

[root@piOw:~] #
e 1 2 3
00: — - - -

10: -= —= == == == —= —= -

27

i2cdetect -y 1
4 5 6 7 8 9 a b ¢ d e f

Figure 3: The output from i2cdetect shows the two components at

the addresses 0x27 and 0x76.
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with board.D4 (line 15). The query is
quite simple with the value attribute
(line 34).

The button, however, also shows what
is currently CircuitPython’s biggest limi-
tation. The run-time environment does
not support interrupts or any kind of
asynchronous code processing. There-
fore, the application program needs to
constantly query the button. The more
switches it has to manage, the higher the
chance of missing a button. This ap-
proach unnecessarily inflates the rest of
the application logic, as well. The sam-
ple program does not care and reads the
sensor 10 times per second, which is not
always possible or useful.

If you want to query the sensor at
fixed intervals, you have to save the
last reading time and regularly check
whether enough time has elapsed. Be-
cause CircuitPython does not have its
own interpreter on the Raspberry Pi,
on this platform you could simply
choose to ignore the limitation and
work with threads; however, then the
programs cannot be ported without
customization.

Another restriction concerns the
available libraries. The SAMD21/
SAMD51 MCUs now have the displayio
library for output on (small) displays.
This library lets you display images,
text, and graphics comfortably. The li-
brary has not yet been ported for the
Raspberry Pi. The only option is to use
libraries such as Pillow from the nor-
mal Python collection. Also, the UART
interface works a bit differently with
Raspberry Pi and uses the normal Py-
thon serial module.

Porting

Porting existing libraries to CircuitPy-
thon is comparatively simple. I created a
MicroPython library for the small DF-
Player Mini MP3 Player chip and the
LCDs used in the example. In the latter
case, I left out almost half of the code
lines, because the 12C abstraction of the
CircuitPython libraries replaced the
equivalent DIY functions.

The situation is different when porting
Blinka to other platforms. Adafruit has a
manual for installing on the Orange Pi
R1, an even more compact SBC than the
Pi Zero. The module is based on the All-
winner H2 chip and, thanks to its four
CPU cores, is even better than the Pi
Zero for many CPU-intensive tasks. The
biggest disadvantage of these still fairly
exotic SBCs is the lack of support for the
various hardware add-ons available for
the Raspberry Pi family. The future looks
far rosier for Blinka. At least all boards
that use standard interfaces like 12C, SPI,
and UART are immediately ready for use
with an available Blinka port.

A test port to the Orange Pi One Plus
SBC, which uses the Allwinner H6,
turned out to be more complex than ex-
pected. Additionally, a lack of documen-
tation from the SBC manufacturer fur-
ther complicates the work. To make
things worse, Adafruit also does not
have a porting guide, which adds com-
plications.

Conclusions

Genuine cross-platform programming
still does not work perfectly - even with
CircuitPython, partly because of the lack
of ports for individual libraries and

partly because every platform works dif-
ferently when you get into the details.
However, porting overhead is reduced in
all cases. If you look at the example in
this article, you only need to change the
way you define the button, and then the
program will also run on the Trinket MO.

The biggest advantage of CircuitPython
for the Raspberry Pi is easy access to
many hardware components, regardless
of whether you adopt the simpler pro-
gramming model. Prototyping for MCUs
is also often easier on the Raspberry Pi
than directly on the corresponding hard-
ware. Porting existing Python libraries is
also far easier, because CircuitPython pro-
vides a stable API for accessing the clas-
sic I2C and SPI bus systems.

Programming fun is also crucial,
though, and it is here that CircuitPython
makes sure to lower the obstacles to get-
ting started on a growing number of
platforms. mmm

[11 BME280: https://www.amazon.com/
ACROBOTIC-Temperature-Barometric-
Raspberry-Altimeter/dp/B07HVFBIMY/
ref=sr_1_29

[2] HD44780 library for CircuitPython:
https://github.com/bablokb/
circuitpython-hd44780

Bernhard Bablok works at Allianz
Technology SE as an SAP HR developer.
When he’s not listening to music, cycling
or walking, he deals with topics related
to Linux, programming and small
computers. He can be reached at
mail@bablokb.de.
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Pi Zero USB Gadget

In just a few simple steps, you can turn a Pi Zero into a
universal USB flash drive that emulates storage, a serial
port, Ethernet, and more. By Bernhard Bablok

nstead of taking along a separate
USB gadget for every task, you can
turn a Pi Zero into a universal de-
vice that provides storage, a net-
work interface, and additional functions.

Figure 1: If you connect the Pi Zero to a laptop with a normal cable,
the SBC receives power and data.

This project relies on a rarely used feature
of the Pi Zero: Its USB port supports USB
On-The-Go (OTG). If you connect the
small-board computer (SBC) to another
computer, the Raspberry Pi logs in as a
lower-level device (gadget).

Normally gadget mode [1] is unde-
sirable. If you want to connect a mem-
ory stick to the Pi Zero, you need a
special OTG cable; otherwise, it will
not work (see the “How OTG Works”
box). Conversely, plugging a normal
cable into the USB port triggers the de-
sired behavior.

In Figure 1, the USB cable is plugged
into the left-hand USB port and is used
both to supply power and exchange
data. If you want to reproduce the proj-
ect without much effort, just from the
software point of view, you can skip the
next steps.

However, the cable solution is not ele-
gant when you’re on the road. On a lap-
top, especially, the Pi Zero will dangle in
the air. For this reason, you need to do
some tinkering with the hardware before
you tackle the software.

Hands On

If you have basic experience with a sol-
dering iron, attach a USB connector to
the bottom of the Pi Zero (Figure 2),
making sure the pins on the connector
are assigned correctly; if in doubt, con-
sult diagrams found on the Internet.
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The most difficult part might not be
the soldering itself, but finding the opti-
mal length for the wires. USB plugs for
self-soldering are available for a few
cents from the usual mail order compa-
nies. Because the project basically only
needs a Pi Zero (< $10/CA$13/£10/
AU$25/EURG), the risk of financial loss
is not very high. If you have a Zero W,
everything works the same way.

Another alternatives does not require any
soldering. From Geekworm [2], you can
pick up a ready-to-use board (Figure 3) for
about $14 (CA$19/£11/AU$22/EUR13).
Here, pogo (spring-loaded) pins ensure con-
tact with the solder joints from below.

The solution is elegant and very com-
pact but has the twin disadvantages that
the Pi Zero remains unprotected and the
USB plug is exposed. The big advantage

How OTG Works

Normally, the role of a device in com-
munication between two connected
partners is defined. It either acts as a
host or it doesn’t. The host supplies
power to the other device (slave, gad-
get, or peripheral) and controls its func-
tions. In this way, accessories such as
sticks, mice, or keyboards require mini-
mal electronics.

In the first smartphones, the roles were
still clearly defined. A smartphone con-
nected to a PC advertised itself as a
mass storage device, and the PC was
able to read and write files. Later, the
manufacturers decided that it would be
practical to plug a USB stick into the
smartphone and write to the stick from
the device. To do this, however, the
smartphone had to act as the host and
also be intelligent enough to switch be-
tween roles, depending on the context.
This was the impetus for the OTG ex-
tension of the USB specification.

The technical implementation was
simple: In addition to the four existing
pins at USB 2 (5V, ground, two data
pins), a fifth ID pin was added. If it is
connected to ground, a smartphone
or a Pi Zero will switch to the active
host role; otherwise (pin high or float-
ing), it acts as a slave.

Normal USB cables simply lack the ap-
propriate coding, so devices connected
to them assume their default roles: For
the Pi Zero, the default means the typi-
cally unused slave role. OTG adapters
and cables, on the other hand, only
connect the pin to ground on one side
and thus also define the roles.

is that the conversion from a Pi Zero to a
USB stick is non-destructive.

The second alternative is the Zero Stem
for about $6 (CA$8/£5/AU$11/EURG),
which is sold by various vendors world-
wide [3] (Figure 4). The small board re-
quires some soldering, but the USB con-
nector is then firmly attached to the SBC,
thanks to the screw connection.

Makers have 3D-printed housings for
both the Geekworm board [4] and the
Zero Stem [5]. When traveling, it cer-
tainly makes sense to swap protection
for compactness. However, these hous-
ings do not solve one problem: If a stick
juts out of the laptop by more than a few

centimeters, jostling by people in public
spaces will tear it off - it’s not a matter
of if, but when. That’s why I decided to
go for the DIY soldering approach and
designed a suitable housing with an an-
gled connector (Figure 5).

If you want to 3D-print the case, you
will find it on Tinkercad [6]. The holder
for the connector is optimized for the
components I used. The very tight toler-
ances might have to be adapted to the
specific printer or material used.

Raspbian Tweaks
A normal Raspbian is not configured to
be used as a peripheral, but it has all the

rry Pi Zere V1.3
spberry Pi 2015

Figure 2: With a self-soldered USB connector, figuring out the right
length for the wires might be more difficult than the soldering.

@@00000000000000EROQ |
@@00000000000000C0ORARA

Pl Zero W USB—A Addon Board V1.1

Figure 3: With a USB board from Geekworm, you can convert the Pi
Zero without having to resort to your trusty soldering iron.

Figure 4: Although the Zero Stem requires the use of a soldering iron,
it offers stable and clear connections (source: Pimoroni).
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necessary features. Even the tasks you
have to complete for this project do not
require any special knowledge.

The Linux kernel has now reached the
second iteration of gadget support. Origi-
nally, it had specialized drivers for this
purpose, such as g_ether for emulating
an Ethernet adapter. The configuration
was very simple: The line

dtoverlay=dwc2

was added to the /boot/config. txt file,
and you had to add the line

modules-load=dwc2, g_ether

to the /boot/cmdline. txt file, which is
normally a one-liner.

Although this method still works,
these drivers will eventually be removed

from the kernel. Another disadvantage is
that a simultaneous configuration with
several device types (e.g., Ethernet and
mass storage) never worked properly.

In the next sections, therefore, I de-
scribe the currently applicable configura-
tion procedure. Although the dtoverlay
line in /boot/config. txt remains, the
Raspberry Pi can provide all the neces-
sary information dynamically.

The procedure now is: (1) plug the Pi
Zero into another computer to supply
power and boot; (2) during the boot pro-
cess, a script configures the computer as
a gadget; (3) the computer then trans-
mits all the appropriate information to
its counterpart.

USB Configurations

When booting, a Linux system automati-
cally creates an entry in the /sys/bus/
usb/ virtual file-

system (Figure 6)
for all connected
USB devices, in-
cluding the inter-
nal hubs. Among
other things, the
content of all files
with bInterface in
their names is im-
portant: They de-
scribe the kind of
USB device you
are using.

To structure this
information, the
Linux kernel (like
its Windows coun-
terpart) contains
an internal table
with correspond-
ing information.
When a device is
plugged in, the
kernel and device
exchange informa-
tion, and the
Linux kernel auto-
matically creates
the sysfs files.

However, be-
cause the Pi Zero is
now assuming the
role of the periph-
eral device, the

Figure 5: A USB gadget housing with an angled
connector ensures that the Pi Zero does not protrude
too far beyond the host after plugging in.

58 MAY 2020

ISSUE 234

process is reversed.
The Linux kernel
now provides the

information to the other side with the con-
figfs virtual filesystem (/config). Like
sysfs, configfs only exists at run time, with
very similar content. Creating the file is
not difficult, but it is tedious: You have to
create various files, directories, and links -
which looks like the kind of task ripe for
scripting.

Listing 1 shows excerpts from such a
script (complete file are available from
the GitHub project [7] or FTP [8]) and
dynamically creates the required entries
in configfs at boot time. The files differ
depending on the role you assign to the
stick. Because the USB specification al-
lows a stick to provide multiple logical
devices, you do not need to decide.

The script uses the init_start() func-
tion (lines 23-46) to create the basic
files, including things like information
about the vendor and type and maxi-
mum power consumption of the gadget.
The create_storage() and create_se-
rial() functions, on the other hand, cre-
ate specific files, directories, and links
for a mass storage device and the serial
interface.

You install the script, including the ap-
propriate system service, from the
GitHub project. The system service is
started at boot time and applies the con-
figuration once. The example is based on
a current Raspbian Lite; the Pixel version
also works, but the Pi Zero has problems
with the graphical interface.

The commands

$ git clone https://github.com/2
bablokb/raspi2go.git

$ cd raspi2go

$ sudo tools/install

install the software and adjust /boot/
config.txt. Afterward, you need to con-
figure various settings in the file /etc/
raspi2go.conf (e.g., which role the Pi as-
sumes or what name the “product” goes
by). Rebooting enables the settings.

For the installation itself, as well as
for later updates, you connect the Pi
Zero to the local network in the usual
way with an OTG adapter or access it
over a wireless network. As long as
you avoid using the soldered USB port,
everything stays the same. Once the
service is installed, the Pi Zero will dis-
play some error messages in the sys-
tem log in host mode, but you can
safely ignore them.

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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In gadget mode, tbe Pi Zero only suf— [bablokb@piBw:~] > ls -1 /sys/bus/usb/devices/usbl/1-0\:1.0/
fers one problem: Simply unplugging it total 0
does not shut the Pi down properly. The -rw-r=-r=- 1 root root 4096 Oct 5 11:07 authorized
solution is to run the Pi Zero in read -r--r--r-- 1 root root 4096 Oct 5 11:07 bAlternateSetting
. . . =r==r=-r=- 1 root root 4096 0ct 5 11:07 bInterfaceClass
only mode. You can find detailed instruc- -r=-r--r-- 1 root root 4096 Oct 5 11:07 bInterfaceNumber
tions on how to do this onlh1e[9]. -r-=-r--r-- 1 root root 4096 Oct 5 11:07 bInterfaceProtocol
-r=-r=-r-- 1 root root 4896 Oct 5 11:07 bInterfaceSubClass
-r--r--r-- 1 root root 4896 Oct 5 11:07 bNumEndpoints
Connected lrwxrwxrwx 1 root root ® Oct 5 11:07 > wifuifoif i) o). /bus/usb/dr
The default settings in /etc/raspi2go. conf vers/hub
let the Pi Zero assume three roles: It ad drwxr-xr-x 3 root root =~ 0 Oct 5 11:07 ep_81
. . . : ~r=-r--r-- 1 root root 4096 Oct 5 11:07 modalias
vertises itself as a USB drive, USB Ether- lrwxrwxrwx 1 root root ® Oct 5 11:07 > i)l oif o)./ Firmware/
net adapter, and serial USB adapter. De- evicetree/base/soc/usb@7e980000
di the host setti Wind drwxr-xr-x 2 root root B Oct 5 11:87 power
pending on the host setlings, a Windows Trwxrwxrwx 1 root root 0 Oct 5 11:07 => oo e fbusfush
or Linux system then mounts the drive =r==r=-r=- 1 root root 4096 Oct 5 11:07 supports_autosuspend
automatically. -rw-r--r-- 1 root root 4896 Oct 5 11:087 uevent
5 drwxr-xr-x 3 root root B 0ct 5 11:087 usbl-portl
It wouldn’t make much sense to go
through all this trouble for a normal Figure 6: Files on the sysfs virtual filesystem (/sys) tell you about the
USB stick, but functioning as a USB computer’s USB devices.
Listing 1: raspi2go.sh (Excerpts)
015 USBCONF_DIR="/sys/kernel/config/usb_gadget/gl" 071 echo 0 > "functions/mass_storage.$NODE/lun.0/nofua"
016 NODE="USBO" 072 echo "$USB_FILE" > "functions/mass_storage.$NODE/
017 C=1 lun.o/file"
ol8 073
021 init_start() { 074 1n -s "functions/mass_storage.$NODE" "configs/c.$C/"
022 075 }
023  echo 0x1déb > idVendor # Linux Foundation 076 [...]
o24 echo 0x0104 > idProduct # Multifunction Composite Gadget 079 create_serial() {
025 echo 0x0100 > bcdDevice # v1.0.0 080 mkdir -p "functions/acm.$NODE"
S8 SChojCE02C0R gbedUSE i Ui 081 1n -s "functions/acm.$NODE" "configs/c.$C/"
027 echo OxEF > bDeviceClass
o082 }
028 echo 0x02 > bDeviceSubClass 083 [ ]
029 echo 0x01 > bDeviceProtocol o
108 # ---- main program  -—---------—-—-——————————————————————-
030
109
031 # 0S descriptors
oER ekl = EE.CETE 110 # source configuration file
033 echo 1 > €L FEsa/ase 111 . /etc/raspi2go.conf
o34 echo Oxcd > os_desc/b_vendor_code 2
035 echo MSFT100 > os_desc/qw_sign 113 # load modules
036 114 modprobe libcomposite
037 mkdir -p strings/"$LANG_ID" 115 sleep 1
038 echo "$SERIAL_NO" > strings/"$LANG_ID"/serialnumber 116
039 echo "$MANUFACTURER" > strings/"$LANG_ID"/manufacturer 117 # initialize gadget
o40 echo "$PRODUCT" > strings/"$LANG_ID"/product 118 mkdir -p "$USBCONF_DIR"
ot 119 cd "$USBCONF_DIR"
042 mkdir -p "configs/c.$C/strings/$LANG_ID" 120 init_start
o043 echo "$DESCRIPTION" > "configs/c.$C/strings/$LANG_ID/ 120
configuration"
122 fi i
o4y 1n -s "configs/c.$C" os_desc e
045  echo 250 > "configs/c.$C/MaxPower" 123 [ "$USB_MASS_STORAGE" = 1 ] && create_storage
ous } 124 [ "$USB_SERIAL" = 1 ] && create_serial
047 [...] 125 [ "$USB_ETHERNET" = 1 ] && create_network
056 create_storage() { 126 [ "$USB_HID" = 1 ] && create_hid
065  [...] 127
066 # configure gadget 128 init_end
067 mkdir -p "functions/mass_storage.$NODE" 129
068 echo 1 > "functions/mass_storage.$NODE/stall" 130 # start additional services
069 echo 0 > "functions/mass_storage.$NODE/lun.0/cdrom" 131 [ "$USB_SERIAL" = 1 ] && systemctl start

070 echo 0 > "functions/mass_storage.$NODE/lun.0/ro"

serial-getty@ttyGSO.service
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Pi Zero USB Gadget

drive is ideal for installing drivers and
application software. For example, Win-
dows needs a suitable program to ac-
cess the serial port, and it would be
possible to provide Putty on the emu-
lated drive of the Pi Zero. This proce-
dure is familiar from commercial
UMTS/LTE sticks: When first plugged
in, they register as a CD drive with the
driver software. After installing the
driver, Windows then identifies the
stick as a WiFi dongle.

Physically, the mass storage emulated
by the Pi Zero is an image file. Do not
access it simultaneously on the host and
Raspberry Pi - it is not a network drive.
However, the Pi Zero can also serve up
this kind of drive by NFS or Samba, be-
cause it plays the role of an Ethernet
adapter with two ends.

Mini-Network

A normal USB Ethernet adapter has a
USB plug on one side and a socket for a
network cable on the other. The wire
usually leads to a router or switch but
could also be plugged directly into an-
other computer. The Pi Zero as a net-
work gadget does exactly that - the only
difference being that the cable only ex-
ists virtually and the computer on the
other side is the Zero itself.

Windows and Linux detect the adapter
as a network interface. For communica-
tion with the Pi Zero to work, both com-
puters need to have addresses on the
same subnet. The easiest way to do this
is to use Zeroconf/Avahi. If the service is
running on both sides, the participating
computers negotiate the technical pa-
rameters independently; otherwise,
manual configuration will do the trick.
Simply assign both computers a fixed IP
address in your address range.

Once configured, both devices form a
mini-network, and you can launch serv-
ers (e.g., a storage or web server) on
the Pi Zero and make them available to
the host. The transfer rates are in the
Fast Ethernet range; depending on the
direction, iperf indicates 80-120Mbps
as throughput.

Consoles and More

In the third emulation, the Pi Zero pre-
tends to be a serial interface. If the Rasp-
berry Pi starts a virtual console on the
port (the raspi2go.sh script does this au-
tomatically), you can access the Rasp-
berry Pi on the host with a terminal em-
ulator (Putty on Windows; Screen or Tio
on Linux), which is especially useful if
the network configuration is not working
correctly.

Another possible application is the
simulation of sensor data (for sensors
with a UART interface). In this case, a
program on the Pi Zero simulates the
data and sends it to the host over the se-
rial interface. This scenario is ideal for
software development because it not
only makes it very easy to process data,
but also avoid errors.

Attack Tool
The emulation of a keyboard (HID, or
human interface device) is prepared but
not activated by default, because key-
boards disguised as USB sticks are a popu-
lar tool for hackers. Lying around, appar-
ently lost in the company car park, curious
finders guilelessly plug the stick into a PC
and don’t notice that it is sending com-
mands over the keyboard interface.
Keyboard mode, as well as the emu-
lated network, makes the mobile Pi
Zero the ideal tool for pen testers, be-
cause this kind of access to PCs by-
passes all the firewalls and security
mechanisms. Admins in companies
therefore disable the USB ports on the
employees’ PCs (either in the BIOS or
in software) as a precaution. A com-
plete implementation of a toolbox is
provided by the GitHub project [10]. If
you use it, you need to know what you
are doing and be sure you have permis-
sion, wherever you may be.

Conclusions

The Pi Zero again demonstrates its uni-
versal utility value in various fields of ap-
plication. With a mobile PC you can carry
with you the server environment of your
choice, use the Pi for demonstration

purposes, or simply avoid overloading a
host with unnecessary software.

Programmers, on the other hand, ap-
preciate the genuine environment with
all the physical interfaces that the Rasp-
berry Pi offers, in contrast to an emula-
tion (e.g., with Qemu). The overhead for
modding the mini-computer, including
the software installation, is definitely
manageable. nun
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INTRODUCTION

If you survived the early PC era, you will certainly remember
a simple (but stable, for its time) operating system known as
MS-DOS. Microsoft's old command-line OS later became the
foundation for the first flaky generations of Windows, but
then, as now, the purists were perfectly happy with clear and
simple text commands.

One of the most memorable things about MS-DOS was the
vast quantity of software written for it — games, word proces-
sors, spreadsheets, and other tools that provided millions of
families with their first exciting steps into the world of per-
sonal computing.

MS-DOS was all closed source, but that didn't stop the FOSS
community from developing an
equivalent version that would
allow the world to keep running
legacy DOS software. The Free-
DOS project turned 25 this
year, and we're proud to in-
clude an article from
founder Jim Hall on how
you can get started with
FreeDOS and the gallery
of iconic DOS games and
applications.

Also, inside, we check in with
the FlightGear flight simulator
and roll out tutorials on LOVE
animation and printing in
the shell.

.

LINUXVOICED

Doghouse - Courage and Imagination
Jon ‘maddog” Hall

maddog gives his recipe for addressing
the world's perplexing problems.

FreeDOS

Jim Hall

Revive old tools and games with a free
version of DOS.

FlightGear

Peter KreulSel

This free flight simulator has improved
over the years and now offers a joystick
for maximum fun.

FOSSPicks
Graham Morrison

This month Graham reports on OpenShot,

vokoscreenNG, OpenSnitch, and more!

Tutorials - Printing in the Shell
Harald Zisler
A few commands and some simple shell

scripts make it easier to manage your printer

so that you can access print functions
quickly and automate recurring tasks.

Tutorials - LOVE Animation
Paul Brown

LOVE is an extension of the Lua language,
designed to make it easier to develop games.
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DOGHOUSE — COURAGE AND IMAGINATION FELIE Gre)[e=

MA

BY JON “"MADDOG" HALL

Shoulders to Stand On

oday | received news that Katherine Johnson, a NASA
mathematician who performed many of the calculations

used by the space program to put people on the moon,
has died at the age of 1071.

For those of you who did not see the movie Hidden Figures,
Ms. Johnson had to fight against both racial and sexual dis-
crimination to have her work accepted in the white male-domi-
nated climate of that day.

| was born in Baltimore, Maryland, in 1950. | saw the “white
persons water fountain,” the “white persons lunch counter,” and
the signs that told black people to go to the back of the bus.
Even many of our religious leaders told us that the white race
needed to “take care of our black brothers and sisters.” With all
the prejudices that were present at that time, we can appreciate
Katherine Johnson's contribution all the more knowing the ob-
stacles she had to overcome. We can also see how the space
program benefited from her presence.

In FOSS, many of us work remotely, so we often do not know
the race, age, nationality, or (in a lot of cases) sexual identity of
the people we communicate with every day. Many FOSS people
have names like “rasterman,” “maddog,” and “IT Guy,” which
masks a lot of the things that make us different.

The phrase “show me the code” was an early cry that said, ‘I
really do not care about our differences, only the code you cre-
ate and how good it is” The FOSS community is at its best when
we hold true to this ideal.

| have traveled the world, more than 100 countries, and vis-
ited most of them more than one time. For many of them, |
have spent not just a day or two in the country, but weeks or
months.

Every country | have visited has large and modern capital cit-
ies, most with rich and poor people inside of the city. Some
countries | have visited do indeed have less infrastructure than
other countries and fewer universities, but the Internet and mod-
ern technologies can bring education to places where it has
never been before. Free and Open Source Software and Hard-
ware (FOSSH) allows people with less capital and fewer re-
sources to do more.

When | started programming (around the same era as the
events described in Hidden Figures), networking was carrying

VOGS
DOGHOUSE

maddog calls for courage and imagination to overcome our
prejudices and address the world’s perplexing problems.

Jon “maddog” Hall is an author,
educator, computer scientist,
and free software pioneer
who has been a passionate
advocate for Linux since 1994
when he first met Linus Torvalds
and facilitated the port of
Linux to a 64-bit system. He
serves as president of Linux
International®.

boxes of cards down the hall, security was locking the com-
puter room door at night, and graphics were ASCll arton a
line printer (I question how many people even remember a
“line printer”).

Even the smallest computers cost hundreds of thousands of
dollars (and USD$1,000 was a lot of money back then). Not hav-
ing access to a computer at a company or university meant you
could not learn computing. Today | can simulate those “huge”
computers using SIMH running on a Raspberry Pi, and my pro-
grams run even faster than they did on the big iron.

We now have the tools; what we need is courage and imagination.

Courage to believe that if we work together we can fix some of
the problems that we see. Courage to throw out our built-in prej-
udices. Imagination to think outside the box and create solu-
tions for all, and courage again to implement those solutions.

I would like to see computer science and engineering mentors
who would encourage young people to enter the field no matter
what their race, gender, sexual orientation, or nationality. Help
them learn the things that we learned over the years. Answer
their questions. Spend time with them.

If you believe in the ways of FOSSH, then petition your
schools, governments, and employers to use FOSSH and to
help build the infrastructure in your town, state, or country to
create local jobs. Yes, you are tired at the end of the day, but if
we all work together, then “many hands make light work,” as
we know in FOSSH.

I have heard many times in my life the words “It cannot be
done.” I am sick of those words. There are many things that
‘cannot be done.” | cannot jump to the moon. | can not hold my
breath for 50 hours. However many things that people say
‘cannot be done” are simply difficult.

Years ago, an engineer told me that Unix could not config-
ure itself the way that VMS did. In two hours, | developed a
method of having our installation configure itself. | showed it
to him and said, “I did the impossible in two hours; what if it
were merely ‘hard?”

Some of you will question why, in a technical magazine, |
write about courage and imagination. It is because, at this
time, we need it more than ever.

Carpe Diem nmnm
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Reviving old tools and games with FreeDOS

What's Old Is New

The FreeDOS Project turned 25 years old this year. We'll show you why a free
version of DOS is still cool in 2020.

BY JIM HALL

64 MAY 2020

hroughout the 1980s and into the 1990s, |
I was a great fan of MS-DOS. Our family

had a PC at home, and | grew up writing
my own programs and tapping out commands
on the DOS command line. | considered myself a
DOS “power user.” | even wrote my own programs
and utilities to enhance and expand the DOS
command line.

In Spring 1994, | was finishing my junior year in
physics at the University of Wisconsin-River Falls.
It was around this time that | started to read arti-
cles in trade magazines where Microsoft an-
nounced that the next version of Windows would
do away with MS-DOS. Have you used Windows
3? I found it to be clunky and slow, no match for
MS-DOS and the stable of mature DOS applica-
tions and utilities. | decided that if Windows 4
would be anything like Windows 3 (Figure 1), |
wanted nothing to do with it.

In contrast, MS-DOS was fast and stable and
offered a mature set of applications that ranged
from spreadsheets to word processors to com-
munications systems to games (see the box,
“Memorable DOS Applications and Games”). |
used them all: Lotus 1-2-3 and As-Easy-As
spreadsheets to analyze physics lab data, Word-

= Pro/—|

ntepad
File Options Windd| File Edit Search Help

Perfect and Galaxy word processors to write
class papers, ProComm and Telix to dial into the
university’s computer lab, and Doom and TIE
Fighter to relax when not doing work.

| preferred DOS over Windows. And in 1994,
Linux wasn't ready as a full operating system re-
placement for me.

I'd already installed Linux by this point. | found
the Softlanding Linux System (SLS) the year be-
fore, on a friend’s recommendation. Linux sported
a powerful command line with the same tools that
I had already used in the university’s Unix com-
puter lab. And Linux came with the source code,
so self-taught programmers like me could study
the source code and learn from it.

| looked at Linux as a model. If programmers
from around the world could come together to
create an advanced system like Linux to replace
Unix, then surely we could do the same with
DOS. If Microsoft was abandoning MS-DOS, it
was up to us to create our own version of DOS
to replace it.

Launching an Open Source Software Project
On June 29, 1994, | made a small announcement
on comp.o0s.msdos.apps about my idea.
“Announcement of PD-DOS Project:
‘A few months ago, | posted articles

> |«

This is Windows 3.11

-jhall

Solitaire: Mine:

‘irite Pai
=t | g
&

Recorder  Med

* relating to starting a public domain ver-
sion of DOS. The general support for
this at the time was strong, and many
people agreed with the statement, ‘'start
writing!

“So, | have...

"Announcing the first effort to pro-
duce a PD-DOS. | have written up a
‘manifest’ describing the goals of
such a project and an outline of the
work, as well as a ‘task list’ that
shows exactly what needs to be writ-
ten. I'll post those here, and let dis-

5 cussion follow.”

-

et | thought “PD-DOS” was a good

Figure 1: The author found Windows 3 clunky and slow.
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name at the time. As | wrote in a
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FREEDOS

manifesto posted to the same group, PD-DOS
was short for “Public Domain DOS," because we
would create our own implementation of DOS.

‘I would like to form a group that will, eventually,
create another implementation of MS-DOS. DOS
appears to be a popular system, and there is plenty
of hardware already available that is ready to sup-
port it. Microsoft will not develop DOS forever, and
one cannot count on ‘other’ commercial program-
ming firms such as IBM or Digital to continue en-
hancing DOS. | feel it is then up to those on the In-
ternet to develop their own ‘Public Domain DOS’
(hereafter, PD-DOS) and | feel there is a lot of sup-
port for this from people on the ‘net’”

People thought this free DOS project was a
pretty neat idea, and several people contacted
me right away to volunteer their time. Like me,
they had also written their own extensions to

The DOS environment was home to many
classic applications and games. A few of my
favorites are...

WordStar

For a while in the early to mid 1980s, Word-
Star (Figure 2) was the most popular word
processor program for DOS. Its remarkably
simple user interface makes it easy for be-
ginners to get started, but its powerful
word processing features continue to sup-
port expert users.

Author George R.R. Martin famously re-
marked that he writes his books using
WordStar on DOS. And it's hard to deny the
appeal of distraction-free writing with
WordStar.

VisiCalc

DOS was popular in office environments, and
it's hard to imagine an application better
suited for the office than a spreadsheet. Writ-
ten by Dan Bricklin and Bob Frankston, Visi-
Calc (Figure 3) was the first spreadsheet for
personal computers. While it lacks features
common in modern spreadsheet programs,
VisiCalc still feels familiar.

If you're interested in trying VisiCalc for your-
self, Dan Bricklin released the original DOS
program for free via his website [1].

Doom

DOS had a ton of games, but none is so
iconic as the original Doom (Figure 4).
While not the first shooter, Doom quickly
became the metric against which other
games measured themselves. Pick up your
shotgun and prepare to gun down some
imps and demons.

MS-DOS. Soon, we had collected utilities that re-
produced much of the MS-DOS commands, and
others that introduced improved features.

But it didn't take long to realize that Public Do-
main DOS was the wrong name. Our manifesto
set the goal that “Any effort that goes into writing
a PD-DOS would ... be released under the GNU
General Public License.” This made our project
not “public domain” software, but “Free” software.
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Figure 3: Managing class grades in VisiCalc, the first spreadsheet program for personal computers.

Figure 4: Playing Doom: You got the shotgun!
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FREEDOS

We changed our name to Free-DOS about a week
after the PD-DOS announcement. We later
dropped the hyphen to just FreeDOS.

How To Get Started With FreeDOS

Installing an operating system may seem
daunting, but FreeDOS makes it easy. Like
modern Linux distributions, the install pro-
gram in FreeDOS 1.2 guides you through
each of the steps to set up your hard drive

Welcome to FreeDOS 1.2

Install to harddisk

Boot from system harddisk
Boot from diskette

FreeDDS is a trademark of Jim Hall, 2001-2017

Automatic boot in 42 seconds...

Install the FreeDDS 1.2 operating system from CD-ROM to the harddisk. For more
information, visit the FreeDOS Project website at hitp:/ www.freedos.org

Figure 5: Booting the FreeDOS install CD-ROM.

Free FDISK Version 1.2.1
Fixed Disk Setup Program
GNU GPL Copyright Brian E. Reifsnyder 1998 - 2003
FDISK Options
Current fixed disk drive: 1
Choose one of the following:
Create DOS partition or Logical DOS Drive

Set Active partition
Delete partition or Logical DOS Drive

Display partition information

Enter choice: [11

Press Esc to exit FDISK
Figure 6: Partition your hard drive with the FDISK program.

FreeDDS 1.2 - Install

Drive C: does not appear to be formatted.

Do you want to format your drive?

Yes — Please erase and format drive C:

No - Return to DO3

Figure 7: You'll be prompted to format and erase your new FreeDOS partition.
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We made our first Alpha release in September

1994, just a few months after the announce-
ment. And we released FreeDOS Alpha 2 a few

and install everything. Here is a quick break-
down to installing FreeDOS on your computer.

How do you want to run FreeDOS? Most
people use FreeDOS to play classic DOS
games or to run the occasional legacy DOS
application. If that's you, then you probably
don't want to replace your current operat-
ing system. Rather, you will likely want to
install FreeDOS inside a PC emulator or a
virtual machine. FreeDOS runs well in all
the major PC emulators, such as Virtual-
Box, Qemu, or Gnome Boxes. So to get
started, you'll want to have one of these
virtual machines ready to go.

Booting the CD-ROM installer gives you a
menu (Figure 5). You can choose to install
FreeDOS or boot from the system hard
disk or from a diskette.

Select your preferred language; then wel-
come to the FreeDOS 1.2 install program.

If your C: drive isn't partitioned for DOS,
the installer detects that. To partition your
hard drive, the installer jumps to the
FDISK program (Figure 6).

Select 7 to create a DOS partition as your
C: drive. At the next screen, select 7 to
create the primary DOS partition. FDISK
creates your C: drive partition and marks
it as “Active.” After you partition your hard
drive, you need to reboot for FreeDOS to
see the changes.

After rebooting, the installer starts up
again automatically. Select your pre-
ferred language and continue with the
installation. Since you just created your
DOS partition, the installer can format it
for you (Figure 7).

The FreeDOS 1.2 installer has two default
install modes: install only those packages
that reproduce the functionality of classic
DOS (Base) or install everything (Full). Be-
cause FreeDOS is open source software,
we give you the option to install source
code, too.

Then sit back and let FreeDOS install it-
self. This may take several minutes, espe-
cially if you installed everything (Full).
Now reboot your system to begin using
FreeDOS.

EN That's it! You are now using FreeDOS!

(Figure 8)
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months later, in December 1994. We were off to
a great start.

You may be familiar with our other milestones.
We released Alpha 3 through Alpha 5 over the
next few years, finally moving on to Beta releases
starting in 1998. Over the next several years, we
slowly made our way from Beta 1 to Beta 9 SR2.
In 2006, we finally released FreeDOS 1.0. Things
slowed down after that, with FreeDOS 1.1 in Janu-
ary 2012, and FreeDOS 1.2 in December 2016 [2]
(See the box, “How to Get Started with FreeDOS").
MS-DOS stopped being a moving target long ago,
so we didn't need to update as frequently after the
1.0 release.

It's About the Community

The FreeDOS Project has been around for over 25
years. We passed our milestone anniversary on
June 29, 2019.

FreeDOS got to where it is because developers
worked together to create something. In the spirit
of open source software, we always contribute to
each other's work by fixing bugs and adding new
features. We treat our users as codeveloper; we try
to find ways to include people according to their
talents, by writing code or writing documentation.
And we make decisions through consensus based

Discover the past
and invest in a new
year of IT solutions
at Linux New Media’s
online store.
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Figure 8: The FreeDOS 1.2 command prompt, after booting.

on merit. If that sounds familiar, it's because those
are the core values of open source software: trans-
parency, collaboration, release early and often,
meritocracy, and community.

| think FreeDOS remains active due to the number
of developers who continue to work on it. While
many of our original developers have dropped off,
we make it easy for new developers to join. You can
download the FreeDOS 1.2 distribution and immedi-
ately start coding in C, Assembly, Pascal, BASIC, or a
number of other programming languages.
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Eile |3 |aboutisplash

& a B

Home Reload Save

Weleome to Dilla 3.0

Back  Foru Stop

Dlllo Win32

Today, many people around the world install
and use FreeDOS to play classic DOS games, to
run legacy business software, to develop em-
bedded systems, or to install a BIOS update.
These days, | think that still represents most of
the usage of FreeDOS. Although I'll admit most
people probably run FreeDOS to play DOS
games, and that's okay with me. DOS had a lot
of great games.

FreeDOS has grown into a modern DOS. We've
moved beyond “classic DOS” and now FreeDOS
features a selection of open source development
tools including compilers, assemblers, and de-
buggers. We have lots of editors beyond the
plain FreeDOS EDIT editor, including Fed, Pico,
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Figure 9: The Dillo web browser
included with FreeDOS 1.2.

QUAKE
STARW
WORD <DIR>
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1 file(s)
8 dir(s)

<DIR>
<DIR>

is a simple yet functional graphical web browser. It is

11-30-2019
12-18-2019
12-01-2019
12-24-2019

M
5:36p
9:33p
10:16p

Z,450,688 bytes
243,081,216 bytes free

CINTEMP>unzip -1 dooml9s.zip

Archive:
Length

dooml19s.zip

02-03-1995

17303 02-02-1995
226 02-02-1995
1439232 02-02-1995
994588 02-02-1995

2451533
C:NTEMP>unzip dooml9s
Archive: dooml9s.zip

inflating:

inflating:
inflating:
extract
inflating:
C:NTEMP>

Name

INSTALL .BAT
DEICE.EXE
DOOMS_19.DAT
DOOMS_19.1
DOOMS_19.2

.zip -d dooml9s

doom19s~INSTALL.BAT
doom19s-DEICE .EXE
doom19s-D0O0OMS_19.DAT
g: doomi9s-DOOMS_19.1
doom19s-DO0OMS_19.2

Figure 10: Unzipping the Doom installer.
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TDE, and versions of emacs and vi. FreeDOS sup-
ports networking and provides a simple but func-
tional graphical web browser (Dillo, Figure 9).
And we have a collection of Unix-like utilities,
which should make Linux users feel at home on
the command line. (See box, “How to Install DOS
Applications.”)

But under the hood, FreeDOS is still DOS. And
that comes with a certain set of assumptions
and limitations. Like any DOS, FreeDOS will re-
main 16-bit and will retain focus on a single-
user command-line environment. While we bor-
row certain Linux utilities for the FreeDOS com-
mand line, we don't want to turn FreeDOS into a
watered-down Unix. Twenty-five years after its
inception, FreeDOS is still just DOS. And that's
cool with us. mmm

How To Install DOS Applications

On Linux, you usually install new applica-
tions by finding a package in your distribu-
tion's repository. If your preferred Linux dis-
tribution doesn't include that application,
you might have to recompile the program
from source code.

But on DOS, things were much simpler. The
original DOS didn't support a package man-
agement concept. Instead, you installed appli-
cations by downloading a ZIP file archive, and
extracting it into a new directory (Figure 10).
Other applications required you to run anin-
stall program, usually included in the ZIP file.

Don't be afraid of trying new DOS applica-
tions. Install them and try them out. If you
don't like them, you can easily remove them
by deleting the program’s directory.

(1]
(2]

VisiCalc: http://danbricklin.com/visicalc.htm
FreeDOS: https.//www.freedos.org

The Author

Jim Hall is an open source software
advocate and developer, probably best
known as the founder of FreeDOS. Jim is
also very active in usability testing for open
source software projects like Gnome.



http://danbricklin.com/visicalc.htm
https://www.freedos.org

Shop the Shogp shop.linuxnewmedia.com

DISCOVER
LibreOffic

Includes full \rerslons for

utzeoticse X
R o LI LEEEES|  Explore the FREE

office suite used by

busy professionals
around the world!

Create your own:

= Word processing docs
® Spreadsheets
® Presentations

Frée Off;ce Suite

Find out why 75 million users have
stopped paying for office software!

Edit and Save M Office Files! 3

Create your OWn: = Databases
ing docs
:":;::ael‘:\?:tss ’ \ Whether you work on a
= Presentations Windows PC, a Mac, or a
m Databases

Linux system, you have all
. you need to get started
by, with LibreOffice
today. This single-
volume special
edition will serve
as your guide!

Use open file
formats that
other programs
can read and
import!

-
U LibreOffice' 6.3
Installation files for Linux, Windows, and macOS
Lets of extras inside! @ Handbocks ® Extensions @ Videos

Also inside:
= Extensions * Macros
= Templates ™ and more!

WWW.LINUX—MAGAZiNE._CQM

Order online:

shop.linuxnewmedia.com/specials

For Windows, macOS, and Linux users!



AL aele= FLIGHTGEAR

Free FlightGear flight simulator

Above the Clouds

The free flight simulator FlightGear has improved in terms of stability and realism
in recent years and offers joystick pilots massive potential for fun.

the veterans of the Linux gaming world.

More than 20 years after its initial release,
the program has matured into complex simulation
software that brings many aspects of flying to the
screen in a realistic way. For this article, we used
FlightGear v2018.3.

The images in this article were taken with
the best possible graphic settings (see box,
“Graphics Settings”). At a screen resolution of
2540x1440 pixels, this only utilized about half
of an AMD RX 580 card’s capacity (Figure 1).
Even with slower cards, FlightGear remains
playable, because after switching off rendering
options like 3D clouds the simulator’s resource
requirements drop significantly.

BY PETER KREUREL T he FlightGear flight simulator [1] is one of

Artificial World
FlightGear features numerous aircraft types
whose cockpits and exterior views the program
renders as 3D models. This means that the air-
craft appear realistic from different angles and in
different lighting conditions. A huge
amount of work was also put into

representing the landscape. It is based on a model
of the entire Earth's surface that processes data
from the space shuttle program, the global coast-
line database GSHHG [2], and data from the Euro-
pean Environment Agency and OpenStreetMap. In
addition, around 180 contributors have designed
local features, such as airports or cities.

FlightGear renders landscapes around the world
with natural-looking vegetation, including impres-
sive mountain scenes from the North American
Blue Ridge Mountains to the Himalayas (Figure 4).
Compared to the brilliant nature scenes, low over-
flights over cities are somewhat disappointing. For
example, in Nuremberg, Germany, the castle looks
a bit different in reality than on the screen (Figure
5), which is only to be expected. While landscapes
automatically generated from elevation data look
quite realistic, the scenery developers have to de-
sign recognizable buildings by hand. From a nor-
mal overflight altitude of about 6,000 to 7,000 feet,
the city views generated from OpenStreetMap data
look at least halfway realistic.

Rendering Options

peter@gloria5: - — Konsole

File Edit View Bookmarks
radeontop

Seftings  Help
on POLARIS18, 120 samples/sec

running

Figure 1: The RadeonTop graphics performance monitor shows that with
an AMD RX 580 graphics card, even at maximum rendering quality in Flight-
Gear, there is still plenty of capacity.

Figure 2: The Rendering Options allow you to adapt FlightGear's resource
consumption to an acceptable frame rate on your system.
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Figure 3: After selecting
Custom Settings, all Shader
options were set to the max-
imum for the best possible
graphics here.

There are also differ-
ences in the degree of
realism in the interiors
of the aircraft models: The cockpit surfaces of the
Cessna 172P almost look as if you could touch
them. The soft reflections in the instrument

Graphics Settings

In the graphics settings below View | Rendering Op-

tions (Figure 2), you can adapt the graphics to suit
your graphics adapter’s performance. Use point
sprites for runway lights is enabled in General,
which means you have three-dimensional ren-
dered runway lights. Throttle frame rate restricts
the frame rate to a maximum of 50 frames per
second, helping the game to run more evenly.
Compensate field of view for wider screens is an-
other helpful setting.

In the Scenery Layers section you can decide
whether FlightGear shows you Pylons and Power

lines and objects such as barns (Scenery Objects),

based on a database, and also adds Random
Scenery Objects to the landscape. The dialog
warns you about the memory consumption,
which can climb to 8GB. You can also choose
the vegetation density, and decide whether or
not trees and bushes should throw shadows.

The Region-specific option for Terrain Textures
colors the terrain and vegetation to match the re-
gion, for example, the Blue Ridge Mountains ac-
tually look blue instead of green.

The Shader Effects have a noticeable influence
on the frame rate. You would normally see a
simple slide control here, but if the Custom Set-
tings option is enabled, then the Shader options
button opens a dialog for detailed settings (Fig-
ure 3) that govern the rendering quality of scen-
ery display. Experience shows that the 3D
clouds option consumes the most graphics ca-
pacity. Without 3D clouds, the FlightGear world
appears far less vivid, but it is often sufficient to
just reduce the density of the clouds or the dis-
tance at which they become visible.

Atmospheric Light Scattering computes the light
color on the basis of the light scatter in the at-
mosphere. Without it, the FlightGear world is far
paler at typical altitudes.

glasses may impair readability, but this is no dif-
ferent in reality. The cockpits of the Boeing 777-
300 (Figure 6) and MDD F-15C do not look quite
as fresh, although they are still
above-average FlightGear models
that make flying fun.

Flight Machine
FlightGear not only simulates the

A‘;” U

Figure 4: You can fly above the Himalayas in FlightGear, for example, on a
flight through Nepal from the Tenzing-Hillary Airport in Lukla (VNLK) to
Kathmandu (VNKT).

Figure 5: This is the degree of realism you can expect in a low-level flight
(which would be prohibited in real life) over a major city in Germany. If you
are familiar with Nuremberg, you will not recognize it in FlightGear.

landscape and the appearance of the
aircraft, but also many technical con-
ditions (Figure 7). Navigation instru-
ments like the VHF Omnidirectional
Range (VOR) actually work. (Thisis a
rotary radio beacon that emits angle
information. In combination with a ra-
dio-based rangefinder, the aircraft po-
sition can be precisely determined.)
You are confronted with a dreaded
stall scenario, where the aircraft stalls

3 - 75|
Figure 6: The cockpit of a Boeing 777 (first flight in 1995) is now based
almost entirely on screens. The analog dials are only backup instruments.
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after dropping below the minimum speed with the
resulting need to permanently monitor the air-
speed, just like a real pilot.

Time to launch the flight simulator and a
Cessna 172P: This veteran aircraft has been one
of the best maintained models in FlightGear from
the outset. In recent versions, the developers have
once again polished its cockpit. The single-engine
high wing aircraft is not only relatively easy to fly
in reality, but also in FlightGear. It is a good model
with which to learn flying skills.

If you run FlightGear with the --1auncher param-
eter, a friendly dialog appears to let you select the
aircraft, the starting airport, the weather, and
other FlightGear settings (Figure 8). In the Aircraft
section, click on the Cessna 7172P Skyhawk (1982)
that I mentioned earlier.

How about an afternoon flight over the beautiful
scenery of the Blue Ridge Mountains in South Car-
olina? Enter ICAQ Identifier 33A in the Location
category and select the picturesque Fairview air-
field. ICAQ stands for The International Civil Avia-
tion Organization, which — among other things —
assigns globally unique codes to airports. In the
next screen, select Runway 32. This runway
points, as its name indicates, in the direction of
320 degrees (northwest) that is straight to the
Blue Ridge Mountains.

You can choose the weather in FlightGear. We
ordered a summer afternoon in the Environment
section below Time & Date (Time of day: After-
noon, Season: Summer). In Weather, owners of
newer computers can enable Advanced weather
modeling. We disabled the Real-world weather
option — it evaluates the weather data of a
METAR report, a standardized weather report
for airports. Instead we chose fair weather as
the
) Weather
scenario,

to avoid cloud cover blocking our view of the
landscape.

If you have an Internet connection with at least
one megabit bandwidth, you can select the de-
fault Download scenery automatically [3] setting in
the Settings section. In Multiplayer, you can also
enable a connection to a FlightGear multiplayer
server, which integrates other players’ planes into
your simulated world.

The simulator is normally launched in full
screen mode (Start full screen). The Renderer |
would recommend is Atmospheric Light Scatter-
ing. This method calculates the light scattering in
the atmosphere, which makes the simulation look
far more realistic for the large visibility ranges of
high-altitude flights. Owners of more-or-less up-
to-date graphics cards can treat themselves to
Anti-Aliasing 4x, which completely irons out the
ugly jagged diagonal lines that otherwise appear.

If you enter the --http=8680 option in Addi-
tional Settings, you can retrieve an OpenStreet-
Map-based moving map from the IP address of
the FlightGear computer on port 8080
(http://<FlightGear-1P>:8080) via web browser
(Figure 9). This lets you turn a tablet into a GPS
device with a map display, like the one many ama-
teur pilots take with them to facilitate navigation
in their Cessnas.

Getting Airborne

Now press Fly! This launches the simulation, which
will take a number of seconds. The first task is to
start the aircraft's engine. Fortunately, a Cessna
172 is easy to start. First zoom out (Shift+X) until
you can see the whole of the Cessna cockpit.
Ctrl+X switches back to the default zoom level later
on. Pressing Ctrl+C highlights all the mouse-con-
trollable cockpit elements in yellow and also shows
you the names of the instruments (Figure 10).
Pressing the same shortcut again disables this

1317
(4

Aireralt  Cotal 1730 Siyhawk (1

I L e =

=

e pe——

AT ra—,
o R By O P i

Location: Asheviie Regicral (KAVLE on rumeay 34
Settings: scenery downloads, full-screen, ALS, ant-siasing noon, advanced wesher

Figure 7: Navigation instruments in the Cessna model look and work just
like the real thing.

Figure 8: The --1auncher start option opens a convenient wizard that lets
you select the airport, aircraft, and many other FlightGear settings.
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help feature. Press Y'to hide the yoke, which is just
annoying in this view. You can press the same key
again later, if so desired, to display it again.

Then click on the two red toggle switches
bottom left (MASTER ) and additionally the shift
lever right next to the ignition key (AVIONICS
POWER). Then click six times on the Primer pull
to the left below the red toggle switches to
pump some fuel into the carburetor. Next, set
the black throttle lever (THROT PUSH OPEN) bot-
tom center to 25 percent. To do this, mouse
over it and adjust the lever with the mouse
wheel; a small pop-up shows you the percent-
age. Then push the adjacent red lever for MIX
PULL LEAN all the way in (100 percent). Finally,
press S for the starter for a few seconds to
wake up the engine. In the menu with the air-
craft name, there is usually an Autostart entry
that handles all of these steps, but experienced
pilots would never use it.

Theoretically, FlightGear can be controlled com-
pletely by keyboard, but serious flying is only pos-
sible with a joystick (see “Joystick” box). For con-
trol functions for which you cannot use the joy-
stick buttons, there are also the FlightGear key-
board shortcuts, which you will find in the Help
menu. An introduction to flying itself is given in the
official FlightGear manual [4], chapter 8, A Basic
Flight Simulator Tutorial.

All you have to do now is accelerate to take
off. But will you find your way back to the airport
of departure? Although our simple airfield does
not have its own radio beacon for the approach
to land, an antenna station nearby can be used
to navigate to a position within sight of the run-
way. Equipment | Map lets you open the flight
map, without which a pilot would never take off.

Joystick

For FlightGear, we recommend a three-axis
stick, whose lever can not only be tilted, but
also rotated around a third axis. In this way
you can control the elevator, aileron, and rud-
der. In addition, the joystick should have a
slider for thrust; push buttons for other air-
craft functions are usually available anyway.
A joystick like this is okay for convenient con-
trol, even if it does not realistically reproduce
the aircraft yoke and rudder pedals. In the
Joystick Configuration dialog, you will ideally
want to assign axes 0 to 2 to the elevator, ai-
leron, and rudder, and axis 3 to the thrust con-
troller. In addition, you will want to have the
Elevator Trim and Rudder Trim easily avail-
able; this is the zero position correction to
compensate for air currents. For the Cessna,
the remaining two pairs of keys are used to
adjust the fuel mixture and flaps.

2 Phi (FI)- The

@ 192.168.178.4:8080/#Map

mL W 81% N 18:36

But thanks to FlightGear's Map feature, you
don't have to have it on paper. The shortcut for
this is Ctrl+J, even if the Equipment menu tells
you it is Ctrl+M.

If you check the Navaids (navigation aids) box
on the left side of the map, then the SPA VOR in
Spartanburg appears on the right side below the
aircraft. If you also enable the Data option, then
you will see its frequency 775.7 MHz on the map.
F12 opens the radio settings, where you can enter
this frequency in Selected for NAV1, the first navi-
gation device. The SPA station will then turn light
blue on the map. A light blue line also appears
through the aircraft location, the line is known as
the radial.

Now mouse over the dial of the NAV 1 display,
and adjust it with the mouse wheel until the hori-
zontal pointer moves to the center and the display
TO appears to the right of it at the same time. The
pointer may first move to the center in the case of
an FR display (“from”). Then turn 180 degrees fur-
ther, in our example up to 130 degrees.

AVOR always guides an aircraft along the set ra-
dial line, which now also runs through the current

Figure 9: As a web server,
FlightGear delivers an
HTTP-based map view that
you can open on a laptop or
atablet.

Figure 10: Pressing Ctrl+C
highlights all the clickable
points in the cockpit in yel-
low and (in the Cessna)
additionally shows you the
names of the elements.
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aircraft location on the map. To determine the posi-
tion, combine the radial with the Distance Measur-
ing Equipment (DME) display. This is a radio-based
distance measuring device, often used in combina-
tion with a VOR (VOR/DME). In Fairview, the DME
shows a distance of 12 miles to the Spartanburg
station. VOR and DME together define a traceable
position. If you center the needle of the VOR instru-
ment at Radial 130 and move 12 miles away from
SPA on Radial, you will fly over Fairview.

Now you can press Shift+B to release the park-
ing brake, open up the throttle, and fly off to the
northwest into the Blue Ridge Mountains.

Finding Your Way Home

Once you have had your fill of the scenery, or if the
tank fill level (Equipment | Fuel and Payload) starts
to drop towards the 50 percent mark, it's time to
turn the plane southeast. What now follows is the
procedure which is sometimes jokingly referred to
as "Chasing the needle”: If the vertical needle in
the VOR instrument points to the right, then steer
the plane past the 130 degree angle on the com-
pass on the right. If it points to the left, then you
steer to the left (Figure 11).

You may want to watch the autopilot first to see
how it does this. A Cessna 172P from 1982 only
comes with a simple version that cannot be pro-
grammed with a route consisting of waypoints.
But the KAP-140 autopilot by Bendix [5] can fly
along the radial of the active VOR. In the Cessna
model, the autopilot cannot be activated using the
FlightGear autopilot menu, but only by clicking on
its control buttons in the cockpit.

If you switch it on by selecting AP, then it first
holds the course and pitch of the aircraft. Click

Figure 11: If the vertical VOR needle is to the left of the
center, then you fly slightly to the left of the 130 degree
course you actually planned (pink). If it deflects to the right,
turn in the same direction (blue). If the needle is in the mid-
dle, simply follow the planned course (white).

on UP or DN until the number on the right in the
autopilot reads 0000 - this stands for a climb
rate of zero feet per minute. In other words, the
aircraft will maintain its current altitude. Then,
using the left-hand dial (marked red in Fig-

ure 11), turn the heading indicator to the 130 de-
gree radial of the home course determined be-
fore takeoff, and click on the HDG (heading) au-
topilot button.

The Cessna now turns to 130 degrees, but does
not yet compensate for the probable lateral shift
in the course (vertical pointer in the VOR, also visi-
ble on the chart display). This only happens when
you click NAV on the autopilot. Now the autopilot
will take you back to the starting airport, but will
stubbornly maintain altitude. You have to initiate
the descent yourself, at the right time, by pressing
the UP and DN buttons.

You also have to manually keep the speed at
around 100 knots with the throttle stick. At a
ground speed of 120 knots, the aircraft will
travel two nautical miles per minute. You can
read this off on the DME unit as long as you fol-
low the radial. The mile is the unit commonly
used in aviation, which is why the DME also
measures in this unit.

If you are flying at 7,000 feet, it will take you
10 minutes to descend to roughly 1,000 feet at
a sink rate of 600 feet per minute. This is equiv-
alent to a flight distance of 20 miles. The dis-
tance to the VOR is shown by the DME. In our
case, you still have to compensate for the 12
miles that the VOR is located behind our home
airfield. In other words, you need to start de-
scending 32 miles before the VOR by setting a
sink rate of -600 feet on the autopilot with the
UP and DN buttons.

As soon as you see the runway (on the map in
the browser or on the map display in the Flight-
Gear window), you need to approach manually at
about 60 knots. As you will now see, a successful
manual landing requires some practice.

Jet Power

Once you have mastered the art of manual flying,
the good old Cessna may seem too boring for
you. Why not fly a real airliner like the Boeing 777-
300, another quality FlightGear model? Its wiki
page [6] explains how to launch the triple-seven if
you do not want to use the shortcut via the Auto-
start menu entry. Aircraft-specific operating de-
tails can also always be accessed in FlightGear
using the Shift+? shortcut.

Itis clear that such a large aircraft’s response to
the controls is a little slower than that of the small
Cessna. On the whole though, it's not a massive
difference when using a three-axis joystick. The
fact that flying the 777 still feels completely differ-
ent is more due to the screen-based instruments
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and the digital flight management computer that
can automatically fly the aircraft along the entire
route — if necessary, up to a few meters before
touchdown.

You have already seen the cockpit of the Boeing
777 in Figure 6. The left screen combines air-
speed indicator (left), altimeter (right), and com-
pass (below). In the middle is the artificial horizon,
which shows the horizontal and vertical position
of the airplane even without a view to the outside.
The navigation screen to the right with the flight
management computer display (Autopilot | Route
Manager) shows the planned course.

If the Boeing 777 with a top speed of 513 knots
(950km/h) is not fast enough for you, try a Mach
2 fighter. The McDonnell Douglas F-15C “Eagle”
(Figure 12) is recommended in FlightGear. The jet,
designed as an air superiority fighter, will knock
you clean out of your gaming chair even without
G-force simulation.

Technical Problems
However, the first test with the F-15C was fol-
lowed by disillusionment. This had nothing to do
with the virtual aircraft, but with the technology of
the PC on which the simulation was running: The
game only managed disappointingly low frame
rates of around 16 frames per second, and the
rate also fluctuated strongly. This made it impos-
sible to play FlightGear meaningfully.

Troubleshooting revealed that the load on the
graphics card, like with other flight models, hardly
exceeded 50 percent. However, one of the four
CPU cores was running almost permanently at
100 percent load. Even switching off CPU-inten-
sive simulation elements like the Advanced
Weather system or Al Traffic hardly improved the
situation. Was it really impossible to play Flight-
Gear on a powerful AMD Ryzen 1800X CPU with-
out any restrictions?

The solution was to add the sparsely docu-
mented and experimental startup option:

--prop:/sim/rendering/?2

multithreading-mode=DrawThreadPerContext

It distributed the load over all four cores, keeping
them well away from a full load scenario that
would slow down the simulation. The simulation

Figure 12: The F-15C
“Eagle” - shown with full
afterburner here — is an

then ran smoothly at frame rates of around 50 fps.
Only the head-up display of the F-15C did not
move as fast as the aircraft itself.

agile fighter that can make

you dizzy even in the simu-

Conclusions lator.
FlightGear is an impressive simulation game that
allows computer pilots to experience the feeling
of flying over a beautiful landscape. Many techni-
cal features, such as VOR navigation or — in com-
mercial aircraft — even an instrument-based ap-
proach, can captivate geeks for hours. But you
should not expect models, especially jets, to feel
exactly like they do in reality, since the flight dy-
namics model is obviously too simple for that. The
commercial X-Plane [7] flight simulator, which is
also available for Linux, offers an alternative for
this purpose. mum

[1]  FlightGear: http./flightgear.org
[2] GSHHG database:
https://en.wikipedia.org/wiki/GSHHG

[3] Manual scenery download:
http://ns334561.ip-5-196-65.eu/~fgscenery/
WS2.0/scenery-2.0.1.html

[4]  FlightGear manual: http://flightgear.source-
forge.net/getstart-en/getstart-en.html|

[5] Bendix King autopilot: http:/wiki.FlightGear.
org/Bendix/King_KAP140_Autopilot

[6] Boeing 777 in the FlightGear wiki:
http://wiki.flightgear.org/Boeing_777

[71 X-Plane: https://www.x-plane.com
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Graham recently found the perfect use for his old Nintendo DS Lite.
Thanks to having exactly the same screen resolution, it now runs the
brilliant ZXDS Sinclair ZX Spectrum emulator. By GrRaHAM MORRISON

Video editor

OpenShot 2.5

penShot is one of those
applications that has
been around for such a

long time you forget how far it's
come. Way back in 2008, when
it was first released, video edit-
ing on Linux was almost nonex-
istent. Back then, it was good
enough to simply have some-
thing that could stitch a couple
of clips together without run-
ning out of memory. Over a de-
cade later, open source video
editing has come a long way,
and so too has OpenShot.
Whether it's from your phone or

an online gaming session,
video has become ubiquitous,
and an application that helps
you get the most from your re-
cordings is now a cornerstone
of any operating system. Open-
Shot has become one of those
cornerstone applications and is
a strong candidate for being
the Linux equivalent to Apple’s
iMovie, with elements from the
truly professional FinalCut Pro
thrown in for good measure. It's
a nonlinear video editor that
lets you drop various clips and
recordings into a pool before

1. Dynamic Ul: The Qt-based interface can be modified to disable, shrink, detach,
and reorder its various panels. 2. Clip view: Collate everything you might need into
a single location from which you clip elements into the time line. 3. Preview: See
the potential output of your video rendered as you make changes. 4. Time line:
Layer, cut, and blend between clips. 5. Audio: Detach the audio tracks from the
video to add different sounds, or to resync the audio you recorded. 6. Effects: Drag
and drop effects onto clips and see the results in real time. 7. Properties: Use key-
frames to move between different sets of property values.
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Sparkling gems and new
releases from the world of
Free and Open Source Software

dragging them onto a visual timeline where they can
be cut against one another, blended, and otherwise
made into a coherent whole.

OpenShot 2.5 has been described by the OpenShot
team as “our largest release yet," and it's amazing how
much progress has been made in the two years be-
tween this and the last major update. The two flagship
features for this release, however, both deal with per-
formance. This might not seem that exciting, but if
you've ever tried to process and edit large video files,
you'll know the difference between how often you use a
powerful but slow application, versus one that gets the
job done with as little delay as possible. OpenShot
started off as the former and is quickly becoming the
latter. The first performance feature is hardware en-
coding and decoding support. This does have the “ex-
perimental” caveat, but it means that if you're using any
of the supported graphics hardware, you can benefit
from a performance increase of 30-40 percent without
putting any more strain on your CPU. Similarly, key-
frame performance has also improved. Keyframes are
a snapshot of values at a specific frame, and these val-
ues are interpolated between one keyframe and the
next to create smooth transitions, blending, transfor-
mations, and many other kinds of animation within
your videos. Calculating these values as you skip be-
tween clips has been slow, but this release promises to
make them “magnitudes” faster.

Another significant new feature that will help OpenShot
take over the world is its new ability to import and export
EDL and XML files, as used by Adobe Premiere and Ap-
ple’s Final Cut Pro. Both of these formats are close to
being industry standards on Windows and macQS, syn-
onymous with Word documents in the world of video edit-
ing. EDL, in particular, is used across a huge range of
broadcast products, and its support in OpenShot means
you can work with different people on the same project
across different software platforms, which is what often
happens in video production. Finally, the Blender support
for title rendering has been aligned with the major 2.8 up-
date to Blender. This allows animated titles to be ren-
dered directly from OpenShot for the best possible quality
and flexibility.

Project Website
https://www.openshot.org
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Screen recorder

vokoscreenNG

he mighty OBS Studio is
the master of live desk-
top and game streaming,

having become a huge part of the
culture driving screencast popu-
larity on YouTube. But that
shouldn't stop alternatives from
being developed, especially for
those of us who don't have the
ambition of becoming super-in-
fluencers. SimpleScreenRecorder
is a great choice for situations
where you don't need a huge ap-
plication to make a simple re-
cording. So too is vokoscreenNG,
especially if you need a little
more control. VokoscreenNG
uses Qt and GStreamer and
looks very much like a standard
Qt or KDE desktop application,
but it actually hides an impres-
sive number of features for such
a young project.

One of its best features is ap-
parent from the start, and that’s
the elastic-edged window you
use to select which part of the
screen you want to capture. This
is clear and accurate, and ideal
for only grabbing a section of
your display. You can also cap-
ture either a single window or the
entire screen, with or without
magpnification, and with a set du-
ration if you want to limit record-
ing time. There's even a movie-
themed countdown to help ease
you into the recording. Another
brilliant feature is the built-in
webcam viewer. This opens a
window showing the view from
an embedded or connected cam-
era so that you can manually
move it into the capture area to
show some live input. It's not the
multi-input you get on OBS, but

If you're looking for a lightweight but powerful alternative to OBS for
screen recording, vokoscreenNG is a great option.

it's quick and easy to use. Frame rate is dependent on
your hardware, but can theoretically go right up to
144fps. x264 and the MKV container are the default
codec and container formats for whatever resolution you
choose. Despite the application being in the early stages
of (re)development, it already works well and can feel like
an integrated part of your desktop — which can't be said
for the sometimes overwhelming OBS.

Project Website
https://github.com/vkohaupt/vokoscreenNG

Music tracker

ft2-clone

here's more to the amaz-
ing popularity of retro
computing than pure

nostalgia. While it's certainly fun
to revisit your misspent youth
playing old 8- and 16-bit games,
there's another reason why
many of those old genres live on.
The limitations in that old hard-
ware meant game developers
had to be more imaginative,
whether it was color palette
hacks, implementing music like
code, or repeating tiles in the
gameplay mechanic. Many of
those techniques have survived
the limitations that created
them, simply because they made
games more enjoyable. The
same can also be said for cer-
tain types of old applications,
and in particular, old applications
that created music like code.

The most infamous of these
was Ultimate Soundtracker on
the Commodore Amiga. It al-
lowed a composer to create
four-channel music by entering
note data into a kind of scroll-
ing spreadsheet. Each row
would represent important pa-
rameters such as note, instru-
ment, amplitude, and effect.
This data could often be used
directly within a game and
stored alongside all other
game data. The repetitive and
algorithmic nature of working
like this created a very distinc-
tive sound that you can still
hear today, not just in retro
gaming titles, but in wider elec-
tronic music, IDM, and dance
genres. Soundtracker begat
ProTracker on the Amiga, and
then FastTracker on the
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While Amiga ProTracker clones often grab the limelight, the PC
FastTracker became equally dominant and is worthy of its own
modern interpretation.

quickly dominating PC in the early ‘90s. Fasttracker |l
clone (ft2-clone) is a highly accurate recreation of
this specific tracker, without needing you to worry
about IRQ assignments or DMA access. It comes
complete with chunky DOS graphics, pumping visual-
izers, and an awesome low-fi sound. It will load most
of the thousands of XM and MOD music files you can
find and let you create music like it's 1999.

Project Website
https://github.com/8bitbubsy/ft2-clone
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GitHub client

GitHub CLI

any of us use GitHub
for our day-to-day
work. It is closed

source, and it's now owned by
Microsoft, but its CEO is also
Nat Friedman of Gnome, Ximian
SUSE Studio fame, and it’s still
used by thousands of open
source projects. The way most
of us interact with GitHub is via
its excellent web interface. The
web Ul is where you typically
create a pull request, review and
merge other pull requests, and
manage issues. But we also still
use the git command to inter-
act with the typical git pro-
cesses of cloning projects,
checking out branches, and up-
dating the code. This can create
an interruption in you workflow
as you need to shift from the
command line to a web browser,

also adding to the temptation of
opening Reddit or YouTube. Which
is perhaps why GitHub has
launched its own official, and open
source, command-line client.
After installation, ghis the de-
fault command to launch the cli-
ent. When you first use it, a
browser session will be
spawned to authenticate your
account with GitHub and conse-
quently allow the command ac-
cess to your public and private
repositories, as well as general
access to other GitHub reposito-
ries. Hopefully, this will be the
last time you'll need to use the
browser, because from the com-
mand you can create a pull re-
quest (gh pr create), check out
pull requests (gh pr checkout
<number>), list issues (gh issue
list) and view the details for a

iBrew

graham

The GitHub CLI makes you more productive by removing a web
browser - and all its time-wasting temptations - from your workflow.

specific issue (gh issue view <number>). You can also
check the status of both issues and pull requests.
These commands are a huge help if you're already
working on the command line, and the checkout func-
tionality in particular lets you skip a whole chunk of
copy and pasting from the web interface.

Project Website
https://github.com/cli/cli

Application firewall

OpenSnitch

ow that almost every pro-
Ccess you run requires
some kind of network

connectivity, whether it asks for it
or not, it's become more important
than ever to try to monitor what
comes in and out of your network.
Unfortunately, this user demand
hasn't translated into a glut of op-
tions. Unless you're prepared to
learn the intricacies of a monitor-
ing tool like Wireshark, there has
been very little ordinary users can
do without resorting to a crude
firewall to block entire devices. On
macOS, there is a popular option
called Little Snitch. This brilliant,
proprietary, and paid-for tool will
pop-up whenever some wayward
application is trying to access
some destination without prior ap-
proval, letting the user enable or
disable network connections on a
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per-use, per-application basis. It's
a utility that's become known as
an application firewall.
OpenSnitch is an application
firewall that covers much of the
same functionality. We even
looked at it a couple of years ago,
but it has since iterated quickly
and become a much more capa-
ble, and easier to install, applica-
tion. Like Little Snitch, whenever a
new application requests a new
connection in the background,
OpenSnitch will show you a small
panel that tells you exactly which
process is asking for what net-
work resource. You can then
choose to allow it through tempo-
rarily or permanently. If you don't
do anything, a timer will eventually
allow access, unless disabled, so
that unattended essential pro-
cesses can send their diagnostics

firefox

for this sessic-

Allow connectic  from this prece -

Apply (4)

Enable or disable every connection for every application or process
on your machine with the wonderful OpenSnitch.

back to base. Alongside these simple Python-drawn panels
is an effective Ul that shows you every terrifying connection
made by your applications. You'll quickly see hundreds, but
it's better to know what's happening with your own data
than remain in ignorance. When first installed, it does take a
while to go through your essential services and applica-
tions, but when saved, you can soon forget about them and
focus on new and unpredictable connections.

Project Website
https://github.com/evilsocket/opensnitch
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Video converter

MystiQ

here are so many differ-
ent media converter ap-
plications. And yet, none

have ever quite perfected the
process of transforming a video
file from one format to another
without having to make so many
compromises you usually end up
going back to ffmpeg on the com-
mand line. It's complicated, but
it's better than trying to work out
what a developer thought was
important in their GUI. MystiQ
doesn't have this problem be-
cause, while its still using ffmpeg
in the background, it presents
very few options to the user, pre-
ferring instead to use a preset to
cover the broad conversion op-
tions. One of the best things
about MystiQ is that you can eas-
ily queue up files you want to
convert, tweak their settings,

configure where you want the
output to go, and then start the
conversion process. The entire
batch will be converted accord-
ing to your wishes.

There are some settings you
can change, and these are ac-
cessed by right-clicking on a file
in your queue and opening Con-
version Parameters. Audio con-
version is actually handled by
the sox utility, and you can
change the sample rate, bit rate,
number of channels, and overall
volume in the output. The extra
video options contain an excel-
lent cropping tool, complete
with real-time preview. With this,
you can see your video playing
and see where you want to cut
the edges. You can also add
subtitles, convert to black and
white, and flip horizontally or

Even in the age of binge streaming, a little video file conversion is
usually a necessity.

vertically. A time tab even lets you adjust the start and

end points, as well as the overall playback speed, which

is ideal for learning Jimmy Page guitar solos. And if all

else fails, an Advanced tab enables you to enter the raw

ffmpeg arguments, for when you really can't dial in the
best conversion.

Project Website
https://github.com/llamaret/MystiQ

Unofficial Spotify client

Spotifyd

or those of us cynical
about proprietary 10T de-
vices, there was some

schadenfreude to enjoy re-
cently. The expensive music
streaming speaker manufac-
turer, Sonos, bribed its users
with a 30 percent discount if
they went through the process
of enabling recycling mode on
their old equipment. Enabling
this effectively disabled per-
fectly usable devices, prohibit-
ing their resale and secondhand
use and effectively condemning
them to the landfill. Disabling
perfectly usable hardware is au-
dacious, but yet another exam-
ple of us having no control over
the hardware we're effectively
licensing the use of (see Logi-
tech Harmony, Philips Hue, and
Google Nest for other prime

contenders). Which is why it's
so important to find alterna-
tives that don't compromise on
quality or convenience.
Fortunately, when it comes to
streaming music, there are
plenty of options. There are sim-
ple Bluetooth devices you can
wire into your preexisting sys-
tem, and something like a Rasp-
berry Pi with a decent USB
audio interface or DAC is an-
other good option. But when it
comes to software, there's noth-
ing that can really compete with
Spotify, which is why it's one of
the best reasons for using a pro-
prietary piece of hardware.
There is an official Linux client,
and in the past you could use a
plugin with Logitech’'s Squeeze-
Box platform, but spotifyd is an
even better option. Spotifyd is a

Connect to a device
ringing N
Panorama

—  This Computer

- Amazen FireTV Gon 3 &

LEARN MORE

Turn any embedded Linux system into a high-quality streaming
server with unlimited access to music.

background daemon that can run on any Linux box, ef-
fectively turning it into a sink for your Spotify client.
After it's installed, it requires no further configuration if
you're on the same network. It appears as a playback
device from your official Spotify app, just like a Sonos
speaker or other official destination. You can then re-
motely control the music streaming to your Linux box,
or turn any Raspberry Piinto a superior smart speaker.

Project Website
https://github.com/Spotifyd
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Music platform

norns

n Norse mythology, the
I Norns are female entities

who control the destinies of
gods and men, and their associ-
ation with fate and destiny is
perhaps why this project shares
the same name. Norns is a com-
pletely open platform for music
performance and abstract audio
composition that also teaches
you how to code. It's open
source and built around Rasp-
berry Pi hardware. While there's
a commercial version that you
can spend a lot of money on,
there are affordable shields for
your own Raspberry Pi and cir-
cuits you can easily build your-
self. One of them is even called
Fates. This hardware takes a
specific form factor — an OLED
display, three switches, and
three rotary controllers, all run-
ning on a specific stack of soft-
ware that provides audio input
and output, MIDI and OSC com-
munication, an audio mixer, and
built-in effects, as well as a web-
based coding, library, and devel-
opment platform.

The norns platform is difficult
to summarize, because itisnta
single thing. If you run the soft-
ware, you can effortlessly install
and run a huge variety of open
source synths, sound effects,
loopers, sequencers, and control-
lers, all built around a beautifully
minimal input aesthetic. Many
replicate the functionality of spe-
cific Eurorack modules, or previ-
ously bespoke software, such as
MLR, which live samples and se-
guences loops of audio. If you
own, or have built, accompany-
ing grids and rotary controllers,
these can often be used to ex-
pand on the small screen and
limited input, and the project is
expanding to include generic
Linux platforms and Raspbian-
based installations. You can do
all this without touching the
code, and many people do.
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While the project itself was ini-
tiated and designed primarily by
Brian Crabtree of Monome fame
(also known as tehn), it's the
community that has shaped and
expanded upon the original idea
to create the current flourishing
ecosystem. This community,
known as “lines,” can be found at
https:/Illll.co, and it's here that
many of the scripts, engines,
and experiments that run on
norns originate. These are in-
stalled and run on your hard-
ware using a built-in package
manager called Maiden that
also acts as an IDE for modify-
ing these scripts or creating
your own. There's a brilliant on-
boarding guide that steps you
through coding your own proj-
ects, and the hardware itself
hosts the interactive shell and
editing environment where you
can create projects, edit those
already installed, and see and
hear the effects instantly. The
default scripting engine is Lua,
which is both easy to get started
with and ideal for processing
audio and music-related data.
The online editor has syntax
highlighting and an interactive

While norns is a Raspberry Pi-based hardware platform, it also
runs on Linux.

interpreter so you can experiment with the API, which is
both well designed and well documented.

The background DSP engine is written using SuperCol-
lider. Because the entire stack is modular, you can swap-
out one module for another, or swap a module with your
own libraries and DSP code. There are polyphonic and
mono synth engines, samplers, and compressors, all of
which can be imported into your own project with just a
line or two of code. You can then easily write your own
routines for sequencing notes, or for setting your own
scales and intervals or hardware modifier. It's an amazing
system that offers unlimited possibilities and almost sin-
glehandedly proves that Linux is finally good for music
production.

Project Website
https://github.com/monome/norns

maiden - M

foulplay
greyhole
loom

molly the poly
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otis

rebound

reels

tuner

uhf

vials
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01 hello.lua

untitled.lua
data

' ®

st

-- patterning
-- nerns study 2 M

engine.name = "PolyPerc”

4

2

3

4

5

6~ function init()

7 engine.release(3)

8 notes = {}

9 selected = {}

18 -- build a scale, clear selected notes
11~ for m = 1,5 do

12 notes[m] = {3}

13 selected[m] = {}

14 ~ for n = 1,5 do

15 notes[m][n] = 55 * 2~((m*12+n*2)/12)
16 selected[m][n] = @

17 end

18 end

19
20

light = @
number = 3
21 end
22
23~ function redraw()
24 screen.clear()
25~ for m = 1,5 do
26~ for n = 1,5 do
27 screen. rect(0.5+m*9,8.5+n*9,6,6)
28 1=2
29~ if selected[m][n] == 1 then
30 1 =1+ 3+ light
31 end
32 screen. level(l)
33 screen.stroke()
34 end
35 end
matron Q)
>>

The best thing about norns is that you can use the interactive Maiden package manager to install apps and edit

their source code.
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Console space shooter

Terminal Phase

ometimes, the simplest
S games are still the best. A

great example of this is
Scramble, which is an early ar-
cade classic developed by Kon-
ami way back in 1981. [t was a
shoot-em-up, where the player
flew across a horizontal land-
scape that morphed from a city,
to mountains, and back through
a cave system. You needed to
shoot the baddies whilst simul-
taneously dropping bombs on
the land-based threats and col-
lecting fuel to keep your ship fly-
ing. The best part was when you
were in the cave system and you
needed to move up and down,
left and right, at the same time.
The arcade version wasn't sim-
ple, for the time, but its gameplay
successfully made it to 8-bit
home computers almost un-

touched. Most impressive was
the LCD handheld version of the
game. At a time when Nintendo
was creating LCD games with
fixed shapes and configurations
for each level, Scramble’s scroll-
ing landscape was built from a
never-ending grid that effectively
gave you an infinite amount of
variety, and an infinite challenge.
If it's the right game, simple
playability can also survive a
move to the command line. Ascii
Patrol is a brilliant example be-
cause it successfully recreates
the arcade classic Moon Patrol
in your terminal with simple
character-based graphics. Ter-
minal Phase has just become
another great example, with a
gameplay mechanic that's best
described as a blend between
Galaxians and Scramble. In true

.-"[ TERMINAL P

If you're a beleaguered sys admin, you can play terminal games like
Terminal Phase within tmux to quickly switch panes if you need to
look like you're working.

command-line style, your spacecraft is nothing more
than the greater-than symbol, and you fly across a land-
scape made from hashes — much like the squares in that
early LCD interpretation of Scramble. There are even the
same tunnels, although the enemies seem to move con-
siderably faster than the original. Either way, it's addic-
tive, and a great way of taking a break from your normal
terminal processes without having to switch context to
the desktop.

Project Website
https://gitlab.com/dustyweb/terminal-phase

Isleward

here arent too many open
source, online, massive
multiplayer games for

Linux. But Isleward is one. With
some wonderfully enticing 16-bit
style graphics, and a top-down
retro Rogue-like exploration game-
play style, it's a difficult game to re-
sist. And you can instantly play it,
for free, because the developer
hosts a server (https:/play.
isleward.com/) where you can
simply create an account and start
playing. However, unlike almost
every other game we can think of
with an enticingly free account cre-
ation and play portal, you're also
completely free to download the
code to Isleward and run it your-
self from your own Linux machine.
It might be a little harder to get
friends to join, but you'll stay in
control of your own data, and of

course, you're free to make and
contribute whatever modifications
you wish to the game engine.

Like nearly every RPG, you start
the game by creating a charac-
ter — first by giving it a name, and
then a “spirit” There are currently
three to choose from: an owl for
spellcasters, a bear for physical
types, and a lynx for the nimble
and dextrous. After this, you enter
the game world, and there's a
small introductory tutorial to ease
you into the controls and principle
mechanics. You move with the
WASD keys, and you can map out
a path quickly while your charac-
teris in motion. Certain locations,
such as the inside of an Inn, are
occluded until you enter them. A
pane in the lower part of the game
window gives you a “nethack” like
description of your surroundings,

nakos 1 Hermra Snac Vit L+

Isleward can be played online, through a browser on hosted on your
local machine, and even with an Android app. And it's open source!

which is helpful as you often can't work out what the pixels
represent. If you need to attack anything, you select it with
the cursor and press Space to auto-attack when the target
is in range, which usually means when it's in the adjacent
square. All of this is played out with other people also in the
game, which adds to that old-school feeling, familiar to any-
one who played early Ultima games. There's still a lot of de-
velopment needed, but it's already a lot of fun, and thanks to
being open source, anyone can contribute.

Project Website
https://gitlab.com/Isleward/isleward
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From disk to paper

Scripted Printing

A few commands and some simple shell scripts make it easier to manage your
printer so that you can access print functions quickly and automate recurring tasks.

cessing program like Gimp, you don't have

BY HARALD ZISLER I f you work with LibreOffice or an image pro-
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to look too hard for the print function. The
printicon is usually located in the upper left
corner of the buttonbar; alternatively, you can
press Ctrl+P. In many situations, however, it
would be more practical to print without the
help of an application — for example, if you want
to print from a script.

Complex printing commands can also be trans-
ferred as shell commands. There are instructions
to fit several pages on one sheet, for duplex print-
ing, for cover sheets to make sorting easier, or for
options to change the page orientation.

Table 1: Print Commands

Linux basically comes with two commands for
controlling printers at the command line, 1p and
1pr. Table 1 shows some important options, while
Table 2 lists some helpful variants for everyday
use. For additional options and settings, check out
the extensive man pages for 1p [1] and 1pr [2].

Displaying the Queue

The status of the currently pending print tasks can
be displayed using the 1pq or 1pstat commands. If
executed without any further options, both com-
mands display the queue for the default printer.
Optionally, use the -P <printer> option to specify
the desired printer.

Action
Output to default printer Ip <file> Tpr <file>
Output with printer definition Ip -d <printer> <file> Ipr -P <printer> <file>

Number of copies (max. 100)

Ip -n <count> [...]

Tpr -# <count> [...]

Print without filter

Ip -orauw [..

] Ipr -oraw [...]

Pages to print

1p -P <Pages> [...]

Table 2: Print Options

Action Input

Note

Paper size -0 media=<format> For example, a3, a4, a5 ...
Landscape -0 landscape

Single-sided printing -0 sides=one-sided

Duplex printing -0 sides=two-sided-long-edge Flip on long edge
Duplex printing -0 sides=two-sided-short-edge Flip on short edge

Fit to page -0 fit-to-page

Group multiple pages onone sheet -0 number-up=<number>

Supported values: 2, 4,6, 9, 16
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dd@ubuntu: ~

dd@ubuntu:~$ # print queue default printer (1lp)
dd@ubuntu:~$ Llpg

Brother HL 5456DN series is ready

no entries

dd@ubuntu:~% lpg -PBrother HL 545@DN_series

Brother HL 5456DN series is ready

no entries

dd@ubuntu:-$%

dd@ubuntu:~$ # show all print queues

dd@ubuntu:~$ lpg -a

no entries

dd@ubuntu:~$ lpstat -p

printer Brother HL 5450DN series is idle.
Waiting for job to complete.

printer Brother HL L8250CDN series is idle.

dd@ubuntu:~$ ||

dd@ubuntu:~$% # print queue of a specific printer (BROTHER HL 5450ND series)

enabled since Mon 10 Feb 2020 02:40:32 AM PST

enabled since Mon 10 Feb 2020 ©2:19:15 AM PST

Figure 1: There are many approaches for displaying the queued jobs.

dd@ubuntu: ~

dd@ubuntu:~$ #all print queues, print job exists
dd@ubuntu:~$ 1lpg -a

Rank Owner  Job File(s)

active dd 2 Test Page

active dd 3 Test Page

dd@ubuntu:~$ lpstat

Brother HL 5450DN_series-2 dd 1024
Brother HL L8250CDN series-3 dd

dd@ubuntu:~$ J]

1024

Total Size

1024 bytes
1024 bytes

Mon 10 Feb 2020 02:51:18 AM PST
Mon 10 Feb 2020 02:51:51 AM PST I

Figure 2: The number appended to the printer name with a hyphen corresponds to the number of the print job.

All printers and their current status can be ob-
tained by typing 1pstat -a, 1pstat -o, or 1pq -a (Fig-
ure 1). The 1pstat -t command provides a compre-
hensive overview of printers, queues, and jobs.

If print jobs are available, you will see output like
that shown in Figure 2. Among other things, you
will find the job number with which you can man-
age a print job in the queue, if needed. For various
actions you have to extract the print job number
from the output.

You can use the command from Listing 1 to filter
the number of the current print job from the status
report and then use the number to obtain additional
information about the print request, delete the asso-
ciated request, or move it to another printer.

Managing Print Jobs

To cancel a print job, type 1prm <job number> or can-
cel <job number>.You can extract the job number
from the queue display by typing 1pq -a. To cancel a
print job, you either have to be the owner of the print
job or have appropriate administrative rights. Re-
gardless of which printer, cancel -adeletes all the
current print jobs. This is why it makes more sense
to specify the printer with the option. In Figure 3, 1prn
is used to delete one of the existing print jobs.

If a printer fails during operation, but you do not
want to interrupt the print job, you can move it to
another device using 1pmove — provided you have
the appropriate rights. You can use this command
in the form 1pmove <Job number> <Neuw printer> or
for all print jobs of a printer with 1pmove <01d

Listing 1: Print Job Number

$ 1lpg -al | grep job | cut -d\[ -f2 | cut -4 ' ' -f2

Figure 3: If you send your 100-page master’s thesis to the wrong printer, you can cancel the
job at the command line.

dd@ubuntu: ~

dd@ubuntu:~$ #show all print queues

dd@ubuntu:~$% lpg -a

Rank Owner  Job File(s) Total Size
active dd 2 Test Page 1024 bytes
active dd 3 Test Page 1024 bytes
dd@ubuntu:-~$

dd@ubuntu:~$ # remove print job

dd@ubuntu:~$ lprm 3

dd@ubuntu:~$

dd@ubuntu:~$ # show all print queues again

dd@ubuntu:-~$

dd@ubuntu:~$ lpg -a

Rank Owner  Job File(s) Total Size
active dd 2 Test Page 1024 bytes
dd@ubuntu:~$ ]

Figure 4: If a printer unexpectedly fails, you can reroute the print jobs to a working printer.

dd@ubuntu: ~

dd@ubuntu:~$ # list all print jobs for BROTHER HL 5458DN series
dd@ubuntu:~$ lpg -PBROTHER HL_5456DN_series
BROTHER HL 5450DN series is ready and printing

Rank Owner  Job File(s) Total Size
active dd 2 Test Page 1024 bytes
dd@ubuntu:~$

dd@ubuntu:~$ # move print jobs to printer BROTHER HL L825@CDN series

dd@ubuntu:~$ lpmove BROTHER HL 5456DN series BROTHER HL L8258CDN series
dd@ubuntu:~$%

dd@ubuntu:~$ lpg -P BROTHER HL L8250CDN series

BROTHER HL L8250CDN series is ready and printing

Rank Owner  Job File(s) Total Size

active dd 2 Test Page 1024 bytes

dd@ubuntu:~$ | |
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Listing 2: Print Job Details
01 #!/bin/bash
02

03 djobs () {

o4 clear

05 echo "Current print jobs:"

G O I e e e C e
o7 1pg -a

B GNP TocmcococomcoscrsoososeescasossosersooeonemscnsEEEEEeEEEo
09 echo "Select print job: "

10 dj=$(lpqg -al | grep job | cut -d\[ -f2 | cut -d ' ' -f2 | smenu
11

12  echo "Selected print job: $dj"

13 1lpg -a $dj

1B  @EE TocmoccccocosooccoscmomseosoneomemecmscmomeemscoemEEeemeee
15 action=$(echo "Nothing cancel" | smenu -m "Select action" )
16

17  if [ "$action" = "Cancel" ]; then

18 lprm $dj

19 if [ $? -eq 0 ]; then

20 echo "Print job $dj deleted"

21 fi

22 sleep 2

23 fi

24 exit 0

25 }

26 djobs

Listing 3: Select Printer
#! /bin/bash
prin () {

clear

target=$(/usr/sbin/lpc status all | grep \: | tr -d \:

-m "Select a printer:")
# Example: Queue output
1pg -Ps$target
exit O
}

prin

Figure 5: Thedjobs() function from Listing 2 wraps what are often cryptic
printing commands in simple dialogs.

1 dd@ubuntu: ~

Current print jobs:

Rank Owner Job File(s) Total Size
active dd 5] Test Page 1024 bytes
1st dd 6 Test Page 1024 bytes
Select print job:

6

Selected print job: 5

Rank Owner  Job File(s) Total Size
active dd 5] Test Page 1024 bytes

Select action

Nothing

84

-nlo

| smenu -n3 -c

printer> <New printer>. Figure 4 shows how to
move print jobs from one printer to another.

Scripted Jobs

Together with some other shell functions, the com-
mands presented here can be assembled to create a
script that prints details about a print job and deletes

77777 " it at the push of a button if necessary (Listing 2). If

you want to use the routine as a function in your

_____ " own shell scripts, cut the djobs () { [...] }func-

tion and paste it at the start of your own program.

With a little help from the smenu [3] and YAD
tools, it is quite easy to implement selection dia-
logs. The smenu command-line tool is recom-
mended for command-line wizards and users who
need to work on a remote computer via SSH. YAD
on the other hand is an option for users who pre-
fer the comfort of the desktop environment. The
program displays windows on the screen with
simple instructions.

Smenu and YAD are missing from the default soft-
ware selection in most distributions. But, thanks to
the smenu and yad packages, the two programs can
be installed quickly from the package sources.

In smenu, the -m <Tit1e> option shows the user
what they are selecting and, if necessary, why.
Without further options, you would select the de-
sired entry word by word within a line. -n <number>
limits the selection lines; t1 tells smenu to display
the selection line by line in a single column. Figure
5 shows the flow of the script.

The script from Listing 3 is recommended for a
terminal session. It selects the printer for the print
output, the queue display, or a queue you want to
move. The example in Figure 6 lists the print jobs
for a specific printer.

YAD is a good choice if you are looking for a
graphic alternative. Without too much program-
ming work, you can use this tool to create simple
applications based on a shell script. The example
in Listing 4 shows how to select a printer and the
file to be printed.

The yad calls in lines 12, 22, and 23 first ask for
the desired printer (Figure 7), then open a dialog
for file selection (Figure 8), and finally show a
confirmation.

1)

Figure 6: The prin() function from Listing 3 lists all the available printers
and outputs the print queue for the selected device.

dd@ubuntu: ~

Select printer:

Brother HL 5458DN series
Brother HL L8250CDN series h
ICUPS-BRF-Printer v

Brother HL_L8250CDN_series is ready and printing

Owner  Jaob File(s) Total Size
5 Test Page 1024 bytes
6 Test Page 1024 bytes
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Figure 7: A Bash script can also be used to implement pro-
grams with graphical dialogs as in Listing 4.

PRINT PROGRAM -
Select printer

Printer

Brother_HL_5450DN_series

Cancel Next

Scripted Printing
Constantly recurring tasks, such as a database
query, can be easily automated using a shell
script. However, the command-line tools usually
output the results without printable formatting.

With a little help from the enscript command,
the output can be processed quite easily. enscript
writes the result directly to a PostScript (PS) file
and also supports printing the output content.
This is used in the sample script from Listing 5.

However, it is important to note that Enscript can-
not handle UTF-8 encoded files and pipes. You need
to convert the data to the desired character set in ad-
vance using recode. Both programs work both in a
pipe and with files. If necessary, the PS files can also
be converted to PDF format using Ps2pdf14.

The sample script in Listing 5 still offers plenty of
scope for improvements and your own ideas. The

Figure 8: The YAD command-line tool supports selection
lists, file dialogs, and simple buttons.

PRINT PROGRAM - o b3
0 Recent 1 {4idd | scripts
{3 Home
B djobs.txt 0 bytes Text 01:37
O Desktop listing2.sh 655bytes Program  01:09
B Documents listing3.sh 182 bytes Program  01:30
listing4.sh 630 bytes Program 01:34
¥ Downloads
J1 Music
[&] Pictures
Cancel OK

Figure 9: Listing 5 automates querying a PostgreSQL data-
base. The script first prints the results directly and then
writes a PDF file.

dd@ubuntu:~/scripts$ # query with printout
dd@ubuntu:~/scripts$ ./listing5.sh

PDF

Select printer:

Brother HL 5458DN series h

Brother HL L8250CDN series
CUPS-BRF-Printer v

[ © pages * 1 copy ] sent to Brother_HL_5450DN_series
dd@ubuntu:~/scripts$

dd@ubuntu:~/scripts$ # query with PDF file
dd@ubuntu:~/scripts$ ./listing5.sh

Print

[ © pages * 1 copy ] left in partlist.ps
removed 'partlist.ps’

Query stored in partlist.pdf
dd@ubuntu:~/scripts$

Listing 4: Select Printer and File

0l #! /bin/sh

02 prin {

03 clear

o4 # Read printers

05 z=0

06 pline=""

07 for i in $(/usr/sbin/lpc status all | grep : | tr -d \: ); do
08 pline=$(echo $pline$i!)

09  done

10

11  # Menu item with Yad

12  printer=$(yad --title="PRINT PROGRAM" --text="Select printer" --form \
13 --field="Printer":CB $pline \

14  --button="Cancel":1 \

15  --button="Next":2)

16 if [ $? -eq 1 ]; then

17 exit

18 fi

19 printer=$(echo $printer | tr -d \| )

20

21 # Print sample file

22 file=$(yad --title="PRINT PROGRAM" --file)

23 yad --title="PRINT PROGRAM" --text="Print selected file $file?" --yesno
24 if [ $? -eq O ]; then

25 lpr -P$printer $file

26 fi

27 exit O

28 }

29 prin

Listing 5: Process Output

01
02
03

09

10

12
13

14
15
16
17
18
19

#! /bin/bash

# Database query (PostgreSQL) with print preparation

# Select PDF file or print

approach=$(echo "Print PDF" | smenu )
if [ "s$approach" = "Print" ]; then
# Select printer
target=$(/usr/sbin/lpc status all | grep \: | tr -d \: |
smenu -n3 -c -m "Choose a printer:")
# Database query, character set conversion, print preparation and
printing
psqgl -P border=3 -c "select * from parts;" |
recode UTF8..IS0-8859-15 | enscript -H1 --highlight-bar-gray=0.8
-fCourierBoldl0 -Ps$target
elif [ "$approach" = "PDF" ]; then
# Database query, character set conversion, generate PS
psql -P border=3 -c "select * from parts;" |
recode UTF8..IS0-8859-15 | enscript -H1 --highlight-bar-gray=0.8
-fCourierBoldl0 -o partlist.ps
# Convert to PDF file
ps2pdfld partlist.ps
# Delete PS file
rm -v partlist.ps
echo "Query saved in partlist.pdf"
fi
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Source Code in Color

Text editors intended for programming usually color highlight commands, variables, or instruc-
tions; this makes it far easier to keep track of the source code. enscript also offers this kind of
function with the -E<Language> option. A list of all supported schemas can be obtained with the
enscript --help-highlight or enscript --help-pretty-print commands, depending on the ver-

sion. For example, the command

enscript -H1 --highlight-bar-gray=08 -fCourierBoldl0 --color -Ebash -o Source.sh.ps Source.sh

creates a colored image of the Source. sh shell script (Figure 11). Before doing this, the correct
character set again had to be set with recode.

process flow is shown in Figure 9, and the database
query’s output is shown in Figure 10. The script is
primarily intended to demonstrate how little effort it
takes to solve even very complex tasks. Compared
to the clicks required with a database client from an
office package, the terminal script saves a huge
amount of work.

Preparing the Output

The callto enscript (lines 10 and 13 of Listing 5) can
be adapted to suit your own needs, if required. For
example, you can opt to print in landscape format,

Figure 10: This is how the database query leaves the printer.
The enscript command-line tool prepares the results.

specify the type and size of the font, and even out-
put source code with syntax highlighting (see the
“Source Code in Color” box). Some of the corre-
sponding options are listed in Table 3.

For example, it is often necessary to avoid
line breaks. If the lines are too long, it helps to
use a smaller font or print in landscape format.
This problem can also be solved by scripting.
The uc -L command lets you determine the
length of the longest occurring line. You can
then use the value obtained in this way as a

Figure 11: Optionally, the Enscript output can also use syn-
tax highlighting, to improve the source code printout.

Quelltext.sh Wed Oct 30 22:45:16 2019 1
Wed Oct 30 19:02:15 2019 1 #! /bin/bash
. . . . name=5USER
£ : X clear
I des I type | number I
* * . * * # Data entry
2N3055 | Transistor 5.00 read —ei $name —-p 'Name: ' name
BC1l07A | Transistor 20.00
IES00 Diode ring mixer 2.00 # Evaluation
ERAD TS W0 Loct - =0E00 if [ ! "Sname" = "SUSER" 1;
. TCA440 | IC AM receiver | 3.00 ! then
. . . echo
(5 Rows) £i
Listing 6: Choose Page Orientation
01 #!/bin/bash
02
03 # File selection
o4 file=$(1ls -1 | smenu -n 10 -t 4)
05
06 # maximum line length
07 mz=$(cat $file | wec -L)
08
09 # Portrait up to 80 characters, landscape above this
10 if [ $mz -1t 80 ]; then
11 cat $file | recode UTF8..IS0-8859-15 | enscript -H1 --highlight-bar-gray=0.8
-fCourierBoldl0 -o $file.ps
12 elif [ $mz -gt 80 ]; then
13 cat $file | recode UTF8..IS0-8859-15 | enscript -r -H1 --highlight-bar-gray=0.8
-fCourierBoldl0 -o $file.ps
14 fi
15
16 [... Print commands, PDF conversion ...]
ISSUE 234 LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM
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criterion for determining the font size and page ~ Conclusions

orientation: Even in the shell and in scripts, you do not have
-+ Upto 80 characters: 10/12pt font size to do without the convenience that graphical in-
+ 80-132 characters: 8pt font size or 10/12ptand  terfaces offer when printing. Printer selection,
landscape format. gueue management, and the creation of attrac-
+ 132 characters or more: 8/10pt font size and tive print output can be easily integrated into
landscape orientation. your shell scripts. And you don't have to reinvent
Listing 6 shows a sub-script that uses uc to de- the wheel or learn programming. Simple shell
termine the longest line (Line 7) and then tells scripts and practical command line tools take

enscript to print in landscape mode or leave it in much of the work off your hands. mum
portrait mode with the conventional orientation

(if loop starting at line 10). m

[1] Ip manpage: http://manpages.org/Ip

2] Ipr manpage: http://manpages.org/Ipr
Harald Zisler has been working with FreeBSD 2l lp bad g pad ap

and Linux since the early 1990s. He writes [3] “Create a select menu with smenu” by Harald

Zisler, Linux Magazine, Issue 205, December
2017, p. 32, http://www.linux-magazine.com/
Issues/2017/205/smenu

Table 3: enscript Options

magazine articles and books on technical
and IT topics.

Action Option

Column specification -<Number>

Specification of the pages to be -acFirstPage>-<LastPage>

printed

Print odd pages -a odd

Print even pages -a even

Suppress page header -B

Suppress job header -h

Curtail over-length lines -c

Specify printer -d <printer> Also possible, -P <printer>

Duplex printing -DDuplex

Syntax highlighting -E<Tanguage> Output overview with enscript --help-highlight (in
newer versions also enscript --help-pretty-print)

Text font -f<font size>

Header font -F<font size>

Reading lines -H<number> <number> outputs the frequency of reading lines; -H1 results
in a “zebra crossing” with alternating light and dark lines

Specify grayscale for reading lines ~ --highlight-bar-gray=<value>

Title -t

Multiple copy -n <number>

Output file -0 <file> -p <file> also possible

Landscape format -r

Footer -u<Text>

Multiple logical pages per page -U <number> <number> must be 2 or a multiple of it
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A LOVE animation primer

[ <3 Animation

LOVE is an extension of the Lua language, designed to make developing games
easy. In this tutorial, we'll explore this framework by creating some animated
Sprites. sy pAUL BROWN

Listing 1: Basic LOVE

01
02
03
o4
05
[o]4]
07
08

09

88

function love.load ()

o4 reel =
love.graphics.setBackgroundColor (0.5, 0.8, 1, 1) 05 end
end 06
function love.update () 08 end
end

function love.draw ()

end

MAY 2020

he topic of game design can (and does)
I fill entire books, so we aren't going to

tackle all of that today. Instead, we'll
focus on a specific project, creating animated
sprites in LOVE [1], a Lua-based [2] framework
that provides you with hundreds of tools and a
coherent template for creating 2D games. By
creating a simple animation cycle and having
LOVE show it in a window, we will explore the
fundamentals of LOVE and help you start think-
ing of the games you can create with the plat-
form.

Running LOVE

You can download LOVE from the project's main
page or use your software manager, as it is in-
cluded with most mainstream distros. The cur-
rent version is LOVE 11.3.

When you run the LOVE interpreter for the first
time from the command line with Tove, you will ini-
tially see a screen that says “no game.”

To actually see a game, you can feed the Tove
command a directory like:

love path/to/love/project/
The directory must contain a file

called main. 1ua, which is what the
interpreter will try to run.

Anatomy of LOVE

As the wiki [3] explains in the documentation, a
LOVE program typically consists of three parts:
the Toad, update, and drauw functions, as seen in
Listing 1.

The Tove. Toad function (lines 1 through 3) is
where you set up things. You load images, set the
background, calculate the frames in each anima-
tion, set the initial values of variables, create ob-
jects, and so on. In this case, all we're doing is
changing the background color of the playing field
from the default black to a lighter blue to make it
easier to see our animation.

The setBackgroundColor () methodis a LOVE
graphics function that takes four parameters be-
tween @ and ! indicating the degree of red, green,
blue, and opacity of the background. So e, @, @,
@ would be completely transparent black, 8.5, 8,
8.5, 0.5would be a semi-transparent purple, and
1, 1, 1, 1 would be a pure opague white. As
mentioned above, 8.5, 8.8, 1, 1isanopaque
light blue.

love.update (lines 5 through 6) is the main loop
of the game, and where things change as the
game progresses. Here you calculate the new co-
ordinates for sprites; read in keystrokes, mouse

Listing 2: All Frames

01 function love.load ()

02 love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)

03

love.graphics.newImage ("images/cmcf.png")

07 function love.update ()

09

10 function love.draw ()

11 love.graphics.draw (reel, 100, 100)

12 end
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movements, or other player-generated input;
modify the playing field, and so on. When animat-
ing a character as we are doing today, this is
where you would calculate which animation
frame to show at each moment.

love.drau (lines 8 through 9) is where you draw
what will be seen on the screen after each itera-
tionin Tove.update. In today’s project, that will be
the actual frame of the animation we calculated.

Loaded LOVE

For today'’s project, we will first load the image
with the animation frames. | made a simple char-
acter called Cubey McCubeFace and gave him a
simple (and probably anatomically incorrect) walk
cycle for my animation (Figure 1), which is saved
as cmcf.png.

As you can seg, there are six frames in the ani-
mation and each frame is a 64x64 pixel square.
Listing 2 shows how you would display the whole
image in a LOVE game window.

On line 4, you use LOVE's newimage () function
to load an image from the filesystem. I'm calling
the object reel, because it is like a reel of film from
the olden days, containing multiple frames. On
line 11, we use LOVE's drau () function to draw
the image at the 106, 100 position in the game
window. Easy.

Run the program and it will show what you see
in Figure 2.

Fortunately, grabbing cropped parts from an
image and displaying them is not much harder in
LOVE thanks to something called quads.

A quad stores the coordinates of a chunk of a
larger image, so it can be displayed. Listing 3 is an
example of how to use a quad.

As you can see on line 5, you make a quad by
passing LOVE's neuQuad () function the coordi-
nates of the upper left hand corner of the quad
you want and then the width and height of the
chunk you want to cut out. In this case, we are
taking the first 64x64 square from our reel (Fig-
ure 3). The newQuad () function also needs the di-
mensions of the whole image as a reference.

A quad is only the coordinates and dimensions
of part of a drawable, that is, something that can
be drawn in the drau section of your program.

When you go to draw the cropped image (line 12),
you need to tell the interpreter what drawable (in
this case reel) the quad is referring to.

Alsoin Listing 3, notice the colon on line 5. A
colon tells the function to use the object before
the colon as the argument, much like the keyword
self is used in object-oriented languages. In other
words, it tells getDimensions () that it must return
reel’s width and height.

You could have hard-coded the image's dimen-
sions in here like so:

frame = love.graphics.newQuad 2

(0, 0, 64, 64, 384, 64)

But then the code would only work for images of
that exact size.

Splitting Up

What you want to do is not only show one frame,
but split the reel into its individual frames and
store each frame (or, to be precise the quads that

Listing 3: One Quad

01 function love.load ()

02 love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)

03

oy reel = love.graphics.newImage ("images/cmcf.png")

05 frame = love.graphics.newQuad (0, O, 64, 64, reel:getDimensions())

06 end

07

08 function love.update ()

09 end

10

11 function love.draw ()

12 love.graphics.draw (reel, frame, 100, 100)

13 end

EENERY

Figure 2: Drawing an image in the game’s window is simple.

Figure 3: Use quads to cut out chunks from larger images.
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Listing 4: Separate Frames

01
02
03
o4
05
o6
o7
o8

09
10
11
12
13
14
18
16

17

function love.load ()

love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)
reel = love.graphics.newImage ("images/cmcf.png")
frames = {}
for i = 0, reel:getWidth() - 64, 64 do
table.insert (frames, love.graphics.newQuad
(i, 0, 64, 64, reel:getDimensions ()))
end
end
function love.update ()
end
function love.draw ()
love.graphics.draw (reel, frames[5], 100, 100)
end

Listing 5: Cubey McCubeFace Walks

o1
02

03

05
06
07
08
09

10

11
12
13

14

17
18
19
20
21
22

23

90

local framecounter = 1

function love.load ()

love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)

reel = love.graphics.newImage ("images/cmcf.png")

frames = {}

for i = 0, reel:getWidth() - 64, 64 do

table.insert (frames, love.graphics.newQuad (i, O, 64,

64, reel:getDimensions()))
end

end

function love.update ()
framecounter = framecounter + 1
if framecounter > 6 then
framecounter = 1
end

end

function love.draw ()

love.graphics.draw (reel, frames|[framecounter], 100, 100)

end

describe each frame) in some sort of array. This
will let you pick the one you want at each moment.
Fortunately, arrays, or, more specifically, tables, are
a cornerstone of the Lua programming language.

Look at Listing 4 and notice how you read each
frame/quad into the frames table on lines 6 t0 9.

On line 6 you make frames a table by assigning it
an empty array. Then on line 7, you start a for loop
to fill up the table. In a similar way to C/C++ and
JavaScript, for loops in Lua take three arguments:
the initial value for the iterator (8), the end value for
the iterator (reel:getWidth () - é4) and the incre-
ment (64) you add to the iterator after each loop.

Here's how this goes: i starts out as 8, and on
line 8 you use the Lua table method insert to
dump the quad that goes from (8, 8) to (63, 63)
into the frames table. Next time around, i's value
is 64 and the quad you dump is from (64, 8) to
(127, 63). This goes on until you reach the left
side of the last frame at (328, 8) and you dump
from there to (383, 63) into the quad table, cov-
ering all six frames.

Listing 6: Cubey McCubeFace Walks Slow

01 local framecounter = 1

02 local time = 0O

03
o4 function love.load ()
05 love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)
06
07 reel = love.graphics.newImage ("images/cmcf.png")
08
09 frames = {}
10 for i = 0, reel:getWidth() - 64, 64 do
11 table.insert (frames, love.graphics.newQuad
(i, o0, 64, 64, reel:getDimensions()))
12 end
13 end
14
15 function love.update (dt)
16 time = time + dt
17 if time >= 0.5 then
18 time = 0
19 end
20
21 framecounter = math.floor ((time/0.5) * #frames) + 1
22 end
23
24 function love.draw ()
25 love.graphics.draw (reel, frames[framecounter], 100,
100)
26 end
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You can now use an index to refer to any of the
frames and show it in the game window, which is
exactly what you do on line 16.

To run through the frames and animate your
sprite, you now use the update part of your pro-
gram — see Listing 5.

processors or the power of the machine it is
running on.

Game time is implemented in LOVE via the dt
variable. The idea behind dt is simple: It con-
tains the time that has passed since the last
time update was called. Just with that informa-

The new thing here
is that we have a vari-
able, framecounter, that
does what it says on 01 require 'animation'
the tin: It starts out as 02 local time = 0
1 (line 1) and incre-
ments to 6 on each it-
eration of update ()
(lines 15t0 18). You
canthenuseitto
show each of the

Listing 7: main.lua

03

o4 function love.load ()

05 love.graphics.setBackgroundColor(0.5, 0.8, 1, 1)
06

07 cmef = {}

frames in the drau 0O 08 cmef.walk = animation ("images/cmcf.png", {64, 64}, 0.5, {100, 100})

section (line 22). 09 end
Run the program and 10

Cubey McCubeFace 11 function love.update (dt)

walks ... but badly 12 cmef.walk.frame, cmcf.walk.time = framecounter (cmcf.walk.time + dt, cmef.walk.duration)
. 13 end

LOVE in Time

14
When you run Listing

5, Cubey “walks," but
the movement is jittery
and way too fast to ap-
preciate as a smooth
animation.

That is because you

15 function love.draw ()
16 love.graphics.draw (cmcf.walk.reel, cmcf.walk.frames[cmcf.walk.frame], unpack (cmcf.walk.pos))

17 end

Listing 8: animation.lua

are using the speed of 01 function animation (reel, framesize, duration, pos)
your processors to run 02  local animation = {}

the animation. De-
pending on the load of
your CPU, the execu-
tion of your program
will be faster or slower
and, in consequence,
so will your animation.
The speed of your ani-
mation will also vary
depending on the
speed of the device
you use. This is not
good. You cannot have 13 animation.time = 0O

03

o4 animation.reel = love.graphics.newImage (reel)

05

06 animation.frames = {}

07 for i = 0, animation.reel:getWidth() - framesize[1l], framesize [1] do

08 table.insert (animation.frames, love.graphics.newQuad (i, 0, framesize[l], framesize[2],
animation.reel:getDimensions()))

09 end
10
11 animation.duration = duration

12 animation.frame = 1

your game run so fast 14
that it's unplayable or 15 animation.pos = pos
so slow that it's slug- 16
gISh and boring. 17  return animation
What you need is to 18 end
run the animation in 19
game time. Game 20 function framecounter (time, duration)

time means that, if
you want an action to
take half a second to
complete, it will take
half a second regard-
less of the load of the

21 if time >= duration then

22 time = 0

23 end

24 return math.floor ((time / cmcf.walk.duration) * #cmcf.walk.frames) + 1, time

25 end
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tion you can make actions last exactly as long

as intended.

Say you want a full walk cycle of Cubey Mc-

Run the program, and you will see that Cubey
McCubeFace runs through one walk cycle every
half a second.

CubeFace to last exactly half a second. You could
modify your program to look like Listing 6.

You set a new variable time to 8 (line 2), and each
time you enter update () you add dt to time (notice
you need to make dt a parameter of Tove.update ()
for this to work). Then, if you divide time by the dura-
tion you want for your animation (8.5 seconds, in
this case) as shown on line 21, you will have the
stage in the animation counting from when time
was 0. For example, if time is 8. 25, a quarter of a sec-

ond has passed since the animation started:

0.25 / 0.5 = 0.5

This tells your program you are halfway through

the animation.

Now multiply that by the number of frames
(#frames — you use # to get the number of items

Clean LOVE

To keep things nice and tidy, you can take all the
initiation and calculations out to separate func-
tions. To make your main. 1ua file even cleaner,
you can then separate those functions into a
different file.

In this example, Listing 7 is your main file, and
Listing 8 is where all the gory stuff goes.

To include the contents of Listing 8 in your
main. 1ua file, all you need is the require com-
mand (line 1).

Most of what is going on in Listing 8 should be
self-explanatory, but it is worth pointing out how
Lua tables can act like pseudo-classes that will
allow you to create a cmcf (Cubey McCubeFace)
walk cycle type-object, a jump cycle type-object,
a run cycle type-object, and so on.

in any table), and you will get a number between

zero and five. Get rid of the decimals using

Lua's math.floor () function, add one and

you've got a number between one and six, the

number of the frame you need to show.

As soon as the time reaches the duration of the
animation, you reset time to @ (line 17 through 19)

and start all over again.

User Libraries

That is how you can create an animation from
scratch using LOVE's built-in tools. But you could
also use anim8 [4], a LOVE library that takes the
drudgery out of animating sprites and lets you have
the different frames on a grid (as opposed to just on
aline) and pick what frames to use in an animation.

ZeroBrane Studio

ome/paul/Documen

File Edit Search View Project Help

end
function love.update (dt)
end

function love.draw ()

end

EEEEE==—————— >

Markers |

Program starting as '"/usr/bin/love" 2

" /home/paul /Documents/Servicios_Editoriales/LNMUS/LM/234/Resources/Animationa
" -debug".

Program 'love' started in a

' /home/paul/Documents/Servicios Editoriales/LNMUS/LM/234/Resources/Animationa
' (pid: 9431).

Program completed in 87.19 seconds (pid: 9431).

| Output | Local console

Saved auto-recover at 13:02:17.

rvicios_Editoriales/LNMUS

cmcf.walk.frame, cmcf.walk.time =

| stack

A/234/Resources/Animation/main.lua

[ FEE-BA » o E =N =N == & B
Project | Outline main.lua | animation.lua L
v~ [=] animation.lua ]- local time = L .
= animation(reel, framesize, duration, pg ; require ‘animation’
= framecounter{time, duration) 4 [(Hfunction love.load ()
« [ mainlua 5 love.graphics.setBackgroundColor(0.5, .8, 1, 1)
» : love.window.setTitle ("Cubey McCubeFace goes Walkies")
= |ove.update(dt) 8 cmef = {}
& love.draw() 9 cmcf.walk = animation ("images/cmcf.png”, {64, 64}, 0.7, {1080, 100})

framecounter (cmcf.walk.time + dt, cmcf.walk.duration)

love.graphics.draw (cmcf.walk.reel, cmcf.walk.frames[cmcf.walk.frame], unpack (cmcf.walk.pos))

INS R/W Ln:4Col:10 LOVE

Figure 4: ZeroBrane Studio is probably the best IDE for programming in Lua.
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Like anim8, there are many other libraries for
LOVE, that apart from making animation easy,
cover physics, isometric 3D tiles, collision de-
tection, and much more. Before putting yourself
through the hassle of programming a whole su-
per-framework from scratch, check that some-
one hasn't already done it for you [5] — unless
you are doing so to learn the basics. (Also, for a
brief word about the editor you use for pro-
gramming, see the box “Ideal IDE.")

LOVE Platforms

Your LOVE games can be ported to other plat-
forms, including Windows, i0OS, and Android
(Figure 5), and the LOVE wiki explains in detail
how to do that [7]. However, you can test-run
your program on Android before you go to all
the trouble of compiling or pushing it through a
toolchain to get a native APK.

On your computer, you have to create a file
called conf. 1ua, like the one in Listing 9.

"XX.X" is the version of the LOVE interpreter
on your computer. You can find this out by run-
ning the LOVE interpreter from the command
line with Tove. The version of LOVE is shown in
the titlebar.

Put conf. l1ua in the same directory as your
main. lua file, enter the directory and zip every-
thing up with

zip -9 -r YourGame.love .

Listing 9: conf.lua

01 function love.conf(t)
02 t.version = "XX.X"

03 end

Ideal IDE

Although your regular, favorite text editor
will do just fine, there is some merit in
going with ZeroBrane Studio [6] (Figure 4).
Not only is it an efficient little editor with all
the bells and whistles you need for Lua pro-
gramming (syntax highlighting, text com-
pletion, file management, etc.), it also
comes with hooks to a bunch of the most

popular Lua interpreters, including LOVE
and Moai, another framework for gaming
development.

Go to Project | Lua Interpreter in the menu, pick
LOVE from the list, and you'll be able to run
and debug your game directly from the IDE.

LINUX-MAGAZINE.COM | LINUXPROMAGAZINE.COM

You can choose a different name from YourGanme,
of course, but your zipped file must have the ex-
tension . love.

On your phone, download the LOVE interpreter
for Android from Google Play [8] and then copy
the . 1ove file from your computer over to your An-
droid device. You'll be able to run it with your
newly installed LOVE interpreter.

Conclusions

We have only touched on one of the many su-
perficial tasks you will have to carry out when
creating your own game. However, my hope is
to tempt you to get your toes wet and to help
you get your head round the most basic princi-
ples of programming with LOVE. As a fan of old-
school, casual gaming, | can’'t wait to see what
you do with it. mmm

[1] LOVE game framework: https:/love2d.org

[2] Lua programming language:
https://www.lua.org/

[3] LOVE wiki: https://love2d.org/wiki/
Tutorial:Callback_Functions

[4] Theanim8 library for LOVE: https://love2d.
org/forums/viewtopic.php?f=5&t=8281

[5] List of LOVE libraries: https:/www.love2d.
org/wiki/Category:Libraries

[6] ZeroBrane Studio:
https://studio.zerobrane.com/

[7] How to port your games to other platforms:
https://love2d.org/wiki/Game_Distribution

[8] LOVE interpreter for Android:
https://play.google.com/store/apps/details?
id=org.love2d.android
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www.hetzner.com
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