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LOOPS AND CONDITIONALS2
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10 Look at byte in string

20 Is it a zero?

30 If yes, exit the loop

40 If not, increment the counter and string position

50 Goto 10
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In the next couple of issues, we’ll prepare for running 
code on bare hardware – no OS required!
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Do the math

So far we’ve focused on moving numbers into registers, but we 
can also perform mathematical operations on registers as 
well. For example, here’s some addition:
mov eax, 10
mov ebx, 15
add eax, ebx
add eax, 7

Remember that operations go from right to left in assembly 
language (at least, in NASM syntax). So what does eax contain 
by the end? First of all we place 10 into it, and then 15 into 
ebx. We add ebx on to eax, so the latter now contains 25. Then 
we add a number (7) so the result is 32. Subtraction can also 
use registers and numbers:
mov eax, 100
sub eax, 99

Now eax just contains 1. Multiplication and division work in 
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x86 programming, due to the long history of the architecture! 
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then you multiply it using another register. For instance:
mov eax, 10
mov ebx, 5
mul ebx

After this, eax contains 50. Division works in a similar way, 
with the remainder being stored in the edx register:
mov eax, 10
mov ebx, 4
div ebx

After this, eax contains 2 (as there are two fours in 10), and 
edx contains 2 as well, as that’s the remainder.

Note that you can’t use lib_print_string to print the contents 
of registers directly, as they need to be converted into ASCII 
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if you download www.linuxvoice.com/code/lv013/lib.asm 
you’ll see there are two extra routines: lib_int_to_string (which 
takes a number in eax, and returns the location of a string with 
the converted form in ecx), along with lib_print_registers, 
which simply shows the contents of all registers. So, try doing 
some maths and then:
call lib_print_registers
to see what the results are.

Use lib_print_registers from our lib.asm to quickly view 
the contents of the main registers.
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Mike Saunders has written a whole OS in assembly  
(http://mikeos.sf.net) and is contemplating a Pi version.

Early CPUs with tiny sets of instructions could still do a 
lot – look at Elite on the 6502 for instance.

under each parent label.
So, we have the string position in eax. The first thing 

we do is to get a byte from the string like so:
cmp byte [eax], 0

The cmp instruction means “compare one number 
(or register) with another”, and the square brackets are 
extremely important here. They mean: don’t compare 
the number inside eax to zero, but the byte inside the 
memory location that eax points to. You see, eax will 
contain a big number pointing to a string somewhere 
in memory, like 2187612. We’re not interested in that 
location, but we’re interested in the exact byte stored 
inside that location, which is why we’re using the 
square brackets. So here we’re comparing a byte in 
the string to zero. The next line, je .done, is a 
conditional jump operation: it says, “if the numbers are 
equal, jump to the specified point in the code”. There 
are other conditional jump operations that you can do 
after a cmp, such as jg (jump if first number is greater 
than second), which works with signed numbers, or ja 
(jump if above) which works with unsigned ones. We’ll 
look at these in more detail next month.

Back to the code: if the byte from the current 
position in the string (pointed to by eax) is zero, it 
means it’s the end of the string, so jump ahead to the 
.done label. But if it’s not zero, the lines ahead of the je 
instruction are executed instead. First we increment 
edx, our counter, by one byte, and then we increment 
eax so that it points to the next character in the string. 
Then we jump back up to our .loop label, and perform 
the next comparison.

Do more with less
As we’ve mentioned before, this is exactly how CPUs 
work: they move numbers around between memory 
and registers, perform calculations on them, and then 
jump to different parts of the code accordingly. 
Assembly language is actually very simple in some 
ways – it just takes time to build up advanced 
functionality from a relatively small set of instructions. 
Look at Elite, the 8-bit space trading classic, for 
instance: it was originally written for a CPU (the 6502) 
that had only 56 instructions. Yet with this small range 
of instructions, it’s possible to create a complete 3D 
engine and an absorbing game around it!

Anyway, at the .done label in our code, we have 
everything we need to call the kernel. We need to put 
the value 4 into eax to specify the sys_write kernel 
routine, and 1 into ebx to print the string to standard 
output, but we’ve already populated the other registers 
accordingly. We left ecx alone since the start of the 
routine, and our loop has calculated the length of the 
string in edx, so the kernel can use that too! So all we 
need to do is call int 80h and the job’s a good ’un, as 
they say.

Then we pop the registers back off the stack, as 
described earlier, and use ret to return to the calling 
program. There’s something important to note here: 
when you “call” a different piece of code, the current 
location is placed onto the stack for later retrieval. The 

ret instruction then retrieves that location from the 
stack and places it inside the eip (instruction pointer) 
register, so execution continues from the previous 
point. This is why you 
have to be careful 
when managing the 
stack: if you pop off 
more numbers than 
you’ve pushed on, you 
could end up popping 
off the return address from a call instruction, and your 
program will end up executing somewhere else!

You can assemble and link the program with the 
same instruction as last month:
nasm -f elf -o test.o test.asm
ld -m elf_i386 -o test test.o
Then run the program in place with ./test. Yes, it prints 
a string, just like last month! But it does much more 
under the hood, and will prepare you for building up a 
library of useful routines in the future. 

You now know how to repeat operations using 
loops, which is vital in more advanced programs, and 
you can also perform conditional operations 
depending on the contents of a register. You can also 
create your own subroutines to handle common 
tasks, and make them sufficiently modular that they 
won’t interfere with the workings of the calling code. 
(This is why it’s a good idea to use pusha at the start 
and popa at the end of a subroutine, when the 
subroutine works with several registers – you can 
guarantee the calling code that everything will be in 
the same state when you ret back to it.

Next issue we’ll look at input and handling files, so 
you’ll be ready to write proper, functional (and 
blisteringly fast) programs. And we’ll get even closer 
to the ultimate goal of running code on the bare metal 
of your PC. See you then…  

“Assembly language is very 
simple – it just takes time to 
build up advanced functionality.”
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A firewall is a security system that gives you 
control over data that applications running on 
your computer may send and receive across 

any networks it’s connected to. This network traffic is 
sent and received in chunks called “data packets” that 
can be inspected and filtered according to rules, a 
technique known as “packet filtering”.

The Linux kernel has, since its early versions, had a 
built-in packet filter. The current implementation, 
introduced with version 2.4 of the kernel, is called 
Netfilter and, along with its command-line iptables 
tool, provides the foundation for firewalls on Linux. 
Earlier kernels used now-superseded tools called 
ipfwadm and ipchains.

The easiest way to protect your computer is to use 
a firewall application. These sit above and use iptables 
so you don’t have to. They provide a more user-
friendly way to create and maintain firewall rules, 
often through a GUI interface. There are several such 
applications and, in this month’s Masterclass, we’ll 
take a look at a few of them.

FIREWALLING MADE EASY
Use the kernel’s network filter to block unwanted network traffic.

A good way to get started is to keep things simple 
– something that ufw (the Uncomplicated Firewall), 
and its GTK application Gufw aims to do. In its own 
words, it’s “an uncomplicated way to manage your 
firewall”. It’s part of the default Ubuntu installation but 
it’s in other distributions’ repositories too. You can 
head over to gufw.org for the latest.

You need privileged access to use iptables, so Gufw 
requires you to enter the root password. You can 
instead start it with sudo or while logged in as root.

The firewall is initially disabled and all network 
traffic is permitted. Switching the status to ‘on’ on the 
main screen enables a basic firewall that allows 
outbound network traffic but blocks anything coming 
in. You can change this behaviour using the ‘incoming’ 
and ‘ouggoing’ options at the top of the Gufw window. 
As firewalls go, it isn’t really get any much simpler 
than that.

Let me in
You probably won’t want to be quite that black-and-
white, however, and this is where rules come in. Rules 
enable you customise the firewall’s configuration. As 
an example, imagine we have another machine and 
want to use SSH to connect from it. With the firewall 
enabled, that’s no longer possible – not until we add a 
rule to allow it.

Click on the ‘Rules’ button to display the rules page 
and then click on the plus sign to add a new rule. 
There are preset configurations for many applications 
and system services – use the available drop-downs 
to locate what you want or type a name in the 
Application Filter box. In our case, we want to allow 
SSH, so search for that. Also choose the appropriate 
direction and policy – one of “Allow”, “Deny”, “Reject” or 
“Limit” – we want to allow inbound SSH.

You’ll see a warning that using a default Allow policy 
is a security risk. These helpful messages make Gufw 
a good choice for beginners. The default Allow policy 
accepts all connections, but it’s more secure to 
restrict access to the machine that we’ll SSH from. To 
do this, click on either the Advanced tab or the 

BEN EVERARD
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Flick the status switch to 
on to start your firewall. It 
doesn’t get much easier 
than Gufw.

You wouldn’t want other people coming into your machine 
and poking around – so set up a firewall!

MASTERCLASS
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PRO TIP
KDE users may wish to try 
kcm-ufw as an alternative 
to Gufw. It’s a KDE control 
centre module for 
configuring and 
controlling ufw.

right-arrow button next to the search box to view the 
advanced options. Here you can specify the IP 
addresses to allow. Once you have your firewall 
configured, you can use the Listening Report to 
monitor it. This is on the Report tab and shows 
listening TCP and open UDP ports.

Beyond the basics
If you want a little more control, fwbuilder (the Firewall 
Builder), is another option that you can use to 
configure and manage iptables as well as firewalls on 
other platforms such as BSD, OS X and Windows as 
well as some dedicated firewall hardware appliances. 
It’s a Qt application and is therefore a little heavier than 
Gufw. You should find it in your package repositories 
and you can go to www.fwbuilder.org for more 
information.

A key difference between Firewall Builder and Gufw is 
that you can use it to prepare firewalls to be installed 
on other computers or devices. You don’t need 
privileged access to use it, so regular users can build 
firewall configurations; however, installing them does 
require such access to wherever they will be installed.

This build and install paradigm is one way that 
fwbuilder differs from Gufw, where changes take  
effect immediately.

When you launch fwbuilder you’re offered the online 
quick start guide, which opens in your browser and 
introduces the main concepts. It’s a much more 
comprehensive application than Gufw, so it’s worth 
working through the guide. There’s also a 
comprehensive user manual and tutorial videos on 
the website.

Firewall Builder uses “Objects” to represent the 
things you’ll write rules for. They’re grouped into 
libraries and there are two of these object libraries by 
default: one is called “User” and is where user-created 
objects are stored; the other one is called “Standard” 
and is a read-only library that contains predefined 
objects such as common TCP and UDP services.

You create a policy containing your firewall rules 
and compile this to convert your rules from the 
Firewall Builder syntax into the command syntax used 
by the target firewall platform (on Linux, that’s 
iptables). The policy needs to be compiled and 
re-installed whenever any changes are made to it. You 
begin by creating a new firewall – click the button for 

this (it’s got a picture of a  brick wall on it). Give it a 
name, choose the iptables firewall software and 
(obviously) the Linux operating system. There’s a 
checkbox that you can enable if you want to start with 
a preconfigured firewall; this is a good way to get 
started because the basic rules will be added for you.

When you’re happy with your configuration, press 
the “install” button to compile and install it. This 
generates a shell script containing the iptables 
commands that implement your configuration and 
then uses SSH to copy the generated script to the 
firewall host and execute it (you’ll need to enter 
credentials for SSH when requested).

Be persistent
The kernel’s netfilter state doesn’t survive reboots, so 
you’ll probably want your system to configure it each 
time it boots. How you do this will depend on your 
distribution and choice of firewall. ufw has a service 
that takes care of this for you – Ubuntu users can 
enable it with Upstart:
$ sudo ufw enable

A similar service is provided for Systemd. 
Distributions that use Systemd also have generic 
iptables services that load its configuration from a file 
stored in /etc/iptables. Firewall Builder makes it easy 
to use this without having to open a command-
prompt. Double-click the firewall entry and then press 
“Firewall Settings” and select the “Prolog/Epilog” tab. 
Enter the following commands into the lower box; 
they will be added verbatim to the generated 
configuration to save and restore your settings:
systemctl enable iptables ip6tables
iptables-save > /etc/iptables/iptables.rules
ip6tables-save > /etc/iptables/ip6tables.rules

These tools make it easy to implement a firewall 
without needing to understand the inner workings of 
netfilter and iptables. Gufw is sufficient to protect your 
own computer but if you if you have many machines 
or just want more control, fwbuilder is the way to go.

Starting Firewall Builder with a preconfigured firewall is a good place to begin, and the 
drag-and-drop interface makes customising easy.

Firewall policies

The firewall policies determine the action when a packet 
matches a rule. A packet may be accepted, which lets it 
through, or not. In the latter case, the netfilter may or  
may not send a rejection message to the source; such 
packets are said to be dropped and the port appears  
closed to the source.

Unfortunately the firewall applications use different 
terminology. Gufw has ‘policies’ called Accept, Reject and 
Drop. In fwbuilder the so-called “Actions” are Accept, Reject 
and Deny as well as a few others for logging and custom 
functionality. 
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The “Uncomplicated Firewall” is the easiest way 
to create a firewall on your computer. We’ve 
looked at its GUI application, but that’s just a 

wrapper around its command line tool, ufw, which you 
can use directly from the command line to quickly 
establish a firewall.
$ ufw enable
Firewall is active and enabled on system startup

The default behaviour is to allow outbound 
connections and block inbound ones. You can 
explicitly set these or other behaviours:
$ ufw default deny incoming
$ ufw default allow outgoing

Writing custom rules is also straightforward. We 
can allow inbound ssh like this:
$ ufw allow ssh

You’ll want to list your rules. You can list them with 
their numeric ID, which makes deleting them easier:
$ ufw status numbered
Status: active
     To  Action    From
  1  22  ALLOW IN  Anywhere

You can then delete rules:
$ ufw delete 1

Writing more specific rules follows a 
straightforward syntax that is described on the 
manual page (see man ufw for a complete 
description). You can, for example, add a rule for a 
specific host:
$ ufw allow from 192.168.5.10 to any port ssh

Although ufw presents a very simple command line 
interface, it is capable of doing anything that netfilter 
can do because it uses the standard iptables 
configuration underneath, and you can modify this to 
meet your needs. Before we can do this, it’s worth 
understanding iptables a little. 

A LOOK AT COMMAND-LINE 
TOOLS FOR NETWORK SECURITY

The kernel’s netfilter configuration is a collection of 
“tables” comprising “chains” of “rules”. There are four 
built-in tables: the Filter table is the default table for 
packet filtering rules and is what we’ll focus on. The 
other tables are NAT and Mangle for packet alteration, 
and a Raw table exists for configuration exemptions:

  INPUT for inbound packets.
  OUTPUT for outbound packets.
  FORWARD for packets routed through the local 
server.
Each chain can contain zero or more rules and has 

a default policy that defines what to do with packets 
that don’t match any of the chain’s rules. The default 
policy is to accept.

Chains contain rules that are basically a condition 
and a “target” that describes what happens when the 
condition is matched. The main targets are ACCEPT 
and DROP, and only the first matching rule is applied. 
Rules should be ordered so that less-specific ones 
come first, and rules in a chain oppose the chain’s 
default policy – a chain with a default DROP policy 
usually contains ACCEPT rules. Rules should be 
considered as exceptions to the default policy.

A good place to start getting to know the netfilter is 
to use iptables to list the current rules. A clean netfilter 
with no configuration would look like this:
$ iptables -L
Chain INPUT (policy ACCEPT)
target     prot opt source               destination         
Chain FORWARD (policy ACCEPT)
target     prot opt source               destination         
Chain OUTPUT (policy ACCEPT)

JOHN LANE

Factory reset

To reset netfilter to its default state, you have to delete all 
custom rules and chains and return the built-in chains’ 
default policies to “Accept”. You can also reset its built-in 
counters to zero. There isn’t a single reset command, but 
here is a short script that you can use:
#!/bin/sh
 [ $EUID == 0 ] || { sudo $0 “$@”; exit; }
for iptables in iptables ip6tables; do
  echo --flush --delete-chain --zero | xargs -n1 $iptables
  echo -n INPUT OUTPUT FORWARD | xargs -n1 -I% -d\  
$iptables --policy % ACCEPT
done

It must be run while logged in as root.

Build an uncomplicated firewall and pimp it up with iptables…

PRO TIP
Using ufw or iptables 
requires root privileges, 
so log in as root or use 
sudo.

PRO TIP
Use ufw show added to 
list your rules when the 
firewall is stopped.

The Shorewall firewall is well documented and contains all 
the information you’ll need to produce your ultimate 
firewall without having to learn iptables.
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target     prot opt source
You can see the three chains we previously 

described, each with a default ACCEPT policy but no 
rules. We’ll add some rules to prevent inbound 
connections except for SSH; it goes like this:
$ iptables -A INPUT -i lo -j ACCEPT
$ iptables -A INPUT -m conntrack --ctstate 
ESTABLISHED,RELATED -j ACCEPT
$ iptables -A INPUT -p tcp --dport 22 -j ACCEPT
$ iptables -P INPUT DROP

This illustrates the more complex nature of iptables. 
We begin with some generic rules that are necessary 
for the general operation of the system. The first 
accepts any traffic on the loopback interface that 
processes use to talk to other processes on the same 
system. The next rule accepts packets that are part of 
an already established session. It uses a netfilter 
module called “conntrack” that inspects packets to 
identify those associated with such sessions (the 
netfilter architecture is extendable through modules in 
a similar fashion to the kernel and stateful packet 
inspection is implemented as a module). The third rule 
is what accepts new SSH connections, and the final 
thing we do is change the input chain’s default policy 
so that it drops packets unmatched by our rules.

With these rules, the input chain now looks like this 
(iptables -vL for more verbose output):
Chain INPUT (policy DROP 0 packets, 0 bytes)
 pkts bytes target     prot opt in  out  source    destination         
    0     0 ACCEPT     all  --  lo  any  anywhere  anywhere            
    0     0 ACCEPT     all  --  any any  anywhere  anywhere     ctstate 
RELATED,ESTABLISHED
    0     0 ACCEPT     tcp  --  any any  anywhere  anywhere     tcp 
dpt:ssh

Any configuration that you perform using iptables is 
lost when you shut down or restart your system. 
These means that your firewall configuration needs to 
be applied each time your system boots. There are 
two tools provided to help you persist your netfilter 
configuration; one saves and another restores:
$ iptables-save > /etc/iptables/iptables.rules
$ iptables-restore < /etc/iptables/iptables.rules

You still need to perform the restore process during 
reboot, and there isn’t a consistent way to achieve 
this. Ubuntu users can look at the iptables-persistent 
packagem and those using Systemd can use its 
iptables service (this loads rules from the file we used 
in the iptables-save example):
$ systemctl enable iptables

Hacking ufw
If you look at the output of iptables-save, you’ll see 
that it contains the command line arguments we used 
to create our rules. You can use this knowledge to 
write rule files directly, and this brings us back to ufw: 
its configuration files use the same iptables-save 
format and are stored in the /etc/ufw directory.

Like iptables, ufw has separate configurations for 
IPv4 and IPv6. Each has before.rules and after.rules 

files that are applied before and after your own ufw 
rules, which are stored in the same format at /lib/ufw/
user.rules – look there to see the iptables arguments 
generated by your ufw commands.

As your knowledge of iptables develops, you can 
use it to customise your ufw rules while also retaining 
the benefits of its easy-to-use command line tool. You 
win both ways.

The ultimate Linux firewall?
If you need more than what ufw offers yet see iptables 
as a step too far, or if you need to configure firewalls 
for multiple computers, another popular choice is the 
Shorewall, command-line netfilter configuration tool 
that can meet the needs of users with more complex 
requirements. It has a comprehensive website (http://
shorewall.net) where there’s lots of documentation 
including a Getting Started guide. There’s 
documentation for various scenarios, and its 
“Universal Configuration” provides a default firewall 
similar to ufw. To use this basic Shorewall firewall 
configuration, after installing the package from your 
distro’s repository, copy the configuration into place 
and start it:
$ cp -a /usr/share/doc/shorewall/Samples/Universal/* /etc/
shorewall
$ shorewall start

The lowdown
All the firewall tools that we have looked at are built on 
top of iptables. They all create netfilter rules and apply 
them using iptables, but they present a higher level of 
abstraction to the user that hides its complexity. While 
the intention is to simplify things for the user, a 
disadvantage of this approach is that some netfilter 
capabilities may not be available.

Whichever of these tools you eventually adopt, you’ll 
be better placed to implement secure systems.  

John Lane provides technical solutions to business 
problems. He has yet to find something that Linux can’t 
solve.

PRO TIP
There are completely 
separate netfilters for 
IPv4 and IPv6, and 
separate iptables and 
ip6tables commands to 
manage them. Remember 
to use the appropriate 
tools when using either or 
both protocols.

You can use a probing 
service such as 
ShieldsUP!! to check your 
firewall from outside your 
network.
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I have fallen out with my phone. I was never 
really that much into phones to be honest. I 
reluctantly joined the mobile-toting brigade 

when I was travelling for work a lot and 
apparently I had to have one in case I was 
needed for something. It seemed to upset people 
that I rarely turned it on. As far as I was 
concerned, the phone was for my convenience, 
not theirs.

I only really started using a mobile phone 
when I got my first smartphone. Well, I say 
smart, it was I recall running some version of 
Windows. But it had a slide-out keyboard, and 
that made it infinitely more useful.

Grumpiness amplifier
These days I work from home. I don’t need a 
phone, and even when I travel, I am more likely to 
be carrying a laptop or tablet, or both. They are 
just so much more useful (although they do 
make more of a racket if you forget to turn them 
off in the cinema). SMS messages are annoying 
(not to mention unreliable – do you know how 
they work? Don’t bother finding out, it will just 
scare you). And if I really want to actually ‘talk’ to 
someone (which means it is a personal call) then 
I generally like to see them as well, which leaves 
the phone as the worst option. The things it does 
well are things I don’t actually want to do. I 
sometimes check what the time is on it…

So, really, the relationship is over. I don’t want a 
phone, I want a computer. I want to do the things 
a computer can do, I don’t care about the things 
a phone can do. I think ‘phones’ should go the 
way of fax machines – only used by people you 
are better off avoiding. Someone should make a 
computer that is sort of phone-sized for 
portability, then I might be interested again. And 
could they do it soon? My contract is almost up…

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Software consultant, mainly with civil aviation software,  
part-time kernel hacker and kernel maintainer, tinkerer.

Eee PC – great 
robust PC for 
travelling.

Speccy 128k. 

PCIe cards for 
which I maintain 
the kernel driver.

Old Dell 9150 tower 
PC, with audio 
breakout panel

Self-built RepRap 
3D printer. Works 
great with Linux!

Lots of books on random subjects 
– these cover the entire wall, and
 includes the obligatory collection 
of Linux Voices.

What version of Linux are you 
using now?
Left to right – Debian Wheezy on 
the tower, along with many VMs –

CentOS, Arch and whatever else I’m 
playing with. Wheezy on the Eee PC,
Wheezy on the battered i7 laptop. To 
summarise: Debian Wheezy. I also
have two RasPi’s in a cupboard, one 
running an email server and the
other irrsi/tmux, so I can keep up to date 
with the #LinuxVoice channel.

Oh, also The Kernel on the VIC-20, 
Kickstart on the Amiga A600 with a CF
card hardware mod.

And what desktop are using on 
these machines?
Xfce for less capable machines, 
otherwise the default Gnome. I’m 

not a big desktop user, preferring a 
terminal running tmux; with Mutt, Vim,
Taskwarrior, SSH etc, the setup for which I 
keep on GitHub and pull down when 
needed to any machine.

What was the first Linux 
distribution you used?
Fedora Core sometime around 
2004, which I dumped when it got 

harder to install your own kernels and I 
swapped to Ubuntu. Ubuntu was always 
troublesome to do kernel development on 
due to their random frequent userspace 
changes, so I later moved to Debian which 
is lovely, transparent and stable, and have 
been using it ever since.

What Free Software/open source 
can’t you live without?
The bread-and-butter of the Linux 
kernel. Everything else on top is jam.

What do other people love but 
you can’t get on with?
This newfangled internet thing – 
particularly social media sites and

their quest to monetise you. It’s very 
useful but can also be a waste of time. I 
stopped using Twitter as it became more 
wasteful than useful. G+ is OK though.  
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