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COBOL is the last of the big four late-1950s 
languages we’ve been looking at in this series. 
Like ALGOL, it was designed by a committee; 

but COBOL’s main distinction was that it was aimed at 
businesses, and the design priority was to make it 
English-like and easy to understand. It’s often seen as 
an outdated language, but there are billions of lines of 
COBOL still running on computers across the world, 
and the language is still being actively developed. 

One of the problems computer users faced in 
the late 1950s was that programming was not only 
very expensive, but also non-transferable. Programs 
written for one computer couldn’t in general be run 
on another computer, so your expensive program 
was limited to one machine. Programming languages 
that were semi-portable (like Fortran) were appearing, 
but these weren’t aimed at business so much as 
at academics, and computer programming was of 
increasing interest to large businesses.

Mary Hawes, a programmer at Burroughs 
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COBOL. She wanted a cross-platform language 
that could run payroll, inventory, and other similar 
tasks: the sort of data processing that businesses 
wanted. Fortran simply wasn’t set up to do this. Later 
in 1959, a group of people from various interested 

organisations – academics, computer users, and 
computer manufacturers – met, and persuaded the 
US Department of Defense to sponsor the creation 
of a common business language. The DoD had 
a vested interest in the matter: owning over 200 
computers already with another 175 on order, they 
were understandably keen to be able to run the same 
programs on all of them.

Design by committee
The initial meeting of the group, in May 1959, 
saw the participants describing a language that 
would be cross-platform; easy to use, maintain, 
and alter; English-based; and work across multiple 
environments. Various committees were set up, 
including a short-range committee which was to 
assess the currently available languages and begin to 
specify an interim new language. Grace Hopper was 
an advisor to this committee, and various computer 
manufacturers and government agencies were 
represented. Members included Jean Sammet (later 
creator of algebra system FORMAC), Betty Holberton 
�
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The committee was chiefly considering FLOW-
MATIC, an English-based language invented by 
Grace Hopper and her team; AIMACO, a derivative of 
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Bemer. Jean Sammet, remembering it later, described 
a certain amount of anti-IBM bias, and certainly 

COBOL: THE LANGUAGE OF 
BUSINESS
COBOL wasn’t necessarily the best language, but as a tool aimed at 
non-specialists it was ahead of its time.
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COBOL report, from 1960.

As it turns out, the reports of COBOL’s demise were 
greatly exaggerated. It’s old, not dead.
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Grace Hopper seems to have pushed FLOW-MATIC’s 
features quite heavily. Much later, in 1980, she claimed 
that COBOL was “95% FLOW-MATIC”. However, while 
FLOW-MATIC’s English language naming and many 
other features were included in the new COBOL spec, 
COMTRAN features were also included, such as some 
mathematical formulas, the picture clause (allowing 
data items to have both type and formatting defi ned), 
and a much better IF statement. What COBOL didn’t 
have were functions with parameters, which would be 
criticised later.

The size of the short-range committee made 
for slow progress; at one point Howard Bromberg 
bought a tombstone with “COBOL” engraved on it 
and sent it to the data systems director at the DoD. 
A further sub-committee was formed, which created 
the COBOL spec. COBOL 60 was signed off by the 
steering committee in January 1960, which meant 
that computer manufacturers could begin to create 
COBOL compilers. An RCA 501 was the fi rst machine 
to successfully run a COBOL program, on 17 August 
1960. The fi rst cross-platform program was run in 
December, on a UNIVAC and another RCA machine. 
COBOL had achieved its aim: same program, different 
machines.

These fi rst compilers were very slow, although by 
1964, speeds were increasing. Various improvements 
were also made to the specifi cation, in 1961, 1963, 
and 1965. (In particular, COBOL 60 included several 
logical flaws which were cleared up in the 1963 
version.) By 1970, COBOL was the most-used 
programming language in the world.

However, in the 1970s it came in for a certain 
amount of criticism as ideas of structured 
programming were developed. COBOL can be written 
in a structured way, but COBOL programs of the time 
often relied heavily on the GO TO statement. Attempts 
to rewrite code used the PERFORM statement (as 
used in the tutorial code below), but this didn’t always 
work as clearly as it might. There was also no way to 
pass parameters into a procedure/function, which 

in retrospect looks like a very bad design decision. 
COBOL was also hard to modularise (in particular it 
was impossible to limit data access) at a time when 
modularisation was becoming popular. Further COBOL 
updates improved some of this, and in 2002 object-
oriented programming was included in the spec.

Installation and Hello World
COBOL is still actively maintained, with COBOL 2014 
the most recent release, and COBOL programs are still 
used globally across many different operating 
systems. Although some managers of these systems 
say they would like to migrate to another language, 
the bottom line is that migrating the billions of lines of 
actively-used COBOL is expensive, time-consuming, 
and risky. An expensive rewrite of an operational 
system purely to achieve the same thing in a different 
language is a hard sell, in budgetary terms, especially 
when the old code can instead just be migrated off 
aging mainframes onto modern kit. Not only that, but 
plenty of people would argue that the other 
mainstream languages simply don’t replace the 

101

It works! Our Hello World program in GnuCOBOL.

Y2K
You may remember, in the years before 2000, a lot of talk 
about the “Y2K problem”. This boils down to the fact that, 
back in the 1960s and 1970s, when program space was at 
a premium, programmers chose to store dates as 6 fi gures: 
YYMMDD. So 1-Jan-1900 was 000101, and 1-Jan-1999 was 
990101. The latter was larger than the former, and thus the 
second date was later than the fi rst date. Even once space 
became less expensive, this continued to be the norm. 
Programmers simply weren’t expecting the code they were 
writing in 1975 or even 1985 to last until 2000.

As it turned out, lots of this code was indeed still running 
come the 1990s. Which meant that 1-Jan-2000 would be 
stored as 000101 and the whole thing would (or might) break. 
The consequences of this would depend on the particular 
piece of code in question (is it comparing, or just displaying, or 
something else again?); which is to say, in any given case, no 
one knew without going to look. (And if you’re going to look, 
you might as well crack on and fi x it.)

This wasn’t a COBOL-specifi c problem; it just happened 
that since COBOL was the most-used language in the 1960s 
and 1970s, most of the surviving code (ie the problem 
code) was COBOL. So, coming up to 2000, lots of COBOL 
programmers had many lucrative contracts to fi x up all those 
6-fi gure dates, either by changing them to 8-fi gure dates (ideal 
but expensive), or with a cheaper fi x such as changing the 
100-year ‘window’ to allow for the century change). This ran 
alongside a lot of media hysteria about planes falling out of 
the sky and so forth.

The date flipped round, nothing much happened, and there 
was a new round of media hysteria about how over-hyped the 
whole thing had been. On the other hand, you could see the 
fact that everything went smoothly as a credit to all those 
coders who put the effort in to make the changes in time.

(For another take on this, see www.exit109.com/~ghealton/
y2k/y2k_humor/Cobol.html).
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business logic that COBOL does very well. COBOL is 
unlikely to be going anywhere in the near future.

The best bet for running COBOL on Linux is GNU 
Cobol, formerly known as Open COBOL and still 
often packaged under that name. Get it from http://
sourceforge.net/projects/open-cobol or via your 
distro’s package manager (in Debian the package is 
open-cobol).

Once you’ve installed it, here’s a Hello World 
program to save as hello:
IDENTIFICATION DIVISION.
PROGRAM-ID. HELLO.
PROCEDURE DIVISION.
  DISPLAY ‘Hello World!’.
  STOP RUN.

Compile it with cobc -free -x -o hello-exe hello. The 
-free argument indicates you are using free source 
code format (see boxout). -x tells the compiler to 
build an executable program, and -o NAME saves the 
executable as the given name. Execute with ./hello.

Entering and displaying information
Since COBOL is designed to handle data well, a 
database-type program seems like a good fi t to try it 
out. We’ll try a book database, storing book title, 
author, whether or not you’ve read the book, and date 
fi nished if so.

Here’s a fi rst iteration, which defi nes the data 
formats, asks for information, and prints it:
IDENTIFICATION DIVISION.
PROGRAM-ID. Books.
AUTHOR. Juliet Kemp.

DATA DIVISION.
WORKING-STORAGE SECTION.
01 BookDetails.
  02 BookId         PIC 9(7).
  02 BookTitle      PIC X(100).
  02 BookAuthor     PIC X(50).
  02 BookRead       PIC X(1).
  02 BookFinishDate PIC 9(8).

PROCEDURE DIVISION.
Begin.
  DISPLAY “Enter title”.
  ACCEPT BookTitle.
  DISPLAY “Enter author”.
  ACCEPT BookAuthor.
  DISPLAY “Have you read the book? (Y or N)”
  ACCEPT BookRead.
  ACCEPT BookFinishDate FROM DATE YYYYMMDD.
  DISPLAY “Title is “ BookTitle “ author is “ BookAuthor.
  DISPLAY “Date is “ BookFinishDate.
  STOP RUN.

COBOL programs have four divisions:
1   Identifi cation Division Identifi es the code, and in OO 

type COBOL, contains the class/interface defi nition.
2   Environment Division Contains confi guration and 

input/output setup.
3   Data Division Sets up all program data, in multiple 

sections (fi les, working-storage, local-storage, 
linkage, report, and screen).

4   Procedure Division Contains the working code, in 
sections and paragraphs.
The WORKING-STORAGE SECTION of the DATA 

DIVISION contains any program-internal data; here, 
the fi elds that describe each book. ID will be auto-
generated; title and author will need to be supplied for 
each book; as will whether the book has been read 
or not; and the date that it was fi nished on will also 
be stored. Note that each fi eld has a PIC (picture) 
clause. This gives the type and length of the fi eld. X 
stands for a character and 9 for a digit, and the length 
of the variable is given in brackets. So X(100) is a 
100-character string.

The PROCEDURE DIVISION is the actual code of 
the program. DISPLAY displays text to the screen, and 
ACCEPT accepts user input and stores it in the given 
variable. ACCEPT name FROM DATE YYYYMMDD 
uses a built-in function to get today’s date and store 
it in the specifi ed variable, in the given format (eg 
20150324 for 24 March 2015). We’ll then display the 
stored data again before fi nishing the program with 
STOP RUN.. Note that all COBOL statements in any 
section of the program end with a full stop.

Compile and run with cobc -free -x -o book-
exe books; ./book-exe. On running it, you’ll see an 
unattractive space between the end of the book title 
and the “author is” output. This is because the book 
title is saved as a 100-character string, and COBOL 
automatically pads the string to that length with 
spaces. To avoid outputting those spaces, you can 
use OpenCOBOL’s TRIM function:
  DISPLAY “Title is “ FUNCTION TRIM(BookTitle) “ author is “ 
FUNCTION TRIM(BookAuthor).

The code so far just takes a single entry and 
outputs it; it doesn’t store it. Let’s write it to a fi le:
ENVIRONMENT DIVISION.
INPUT-OUTPUT SECTION.
FILE-CONTROL.
  SELECT BookFile ASSIGN TO “books.dat” 

Writing to fi le – Note that 
odd spacing, which you 
can fi x with the TRIM 
function.
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  ORGANIZATION IS LINE SEQUENTIAL.

DATA DIVISION.
FILE SECTION.
FD BookFile.
01 BookDetails.
  * remaining sections of BookDetails as above

WORKING-STORAGE SECTION.
01 IdCount PIC 9(5) GLOBAL.

PROCEDURE DIVISION.
Begin.
  OPEN OUTPUT BookFile.
  DISPLAY “Enter each book as requested below. Enter no data to 
end.”.
  PERFORM GetBookDetails.
  PERFORM UNTIL BookTitle = SPACES
    WRITE BookDetails
    PERFORM GetBookDetails
  END-PERFORM.
  CLOSE BookFile.
  STOP RUN.
GetBookDetails.
  DISPLAY “Enter title”.
  * get title, whether or not read, and fi nish date as before
  ADD 1 TO IdCount.
  SET BookId TO IdCount.

This time there is an INPUT-OUTPUT SECTION, 
which controls the fi les used. The label BookFile 
is assigned to a specifi c fi lename, and the fi le 
organisation is line sequential, which means that it 
must be read line by line in the given order. (Files can 
also be indexed, which allows random access by key.)

The data fi elds are the same, but under the FILE 
SECTION instead of the WORKING-STORAGE 
SECTION, which just contains a global variable to 
act as a counter. The FILE SECTION describes the 
records of any fi les used by the program, whereas 
the WORKING-STORAGE SECTION defi nes program-
internal variables, which will not be written out to a fi le.

The fi le is opened for output, and the initial user 
information given. Then we use the PERFORM 
keyword to call the GetBookDetails paragraph. 
PERFORM UNTIL provides a loop in which the 
program continues to ask for input until it gets 
an empty title fi eld. WRITE writes the information 

to fi le, then PERFORM again asks for a new set 
of information. Note that the fi rst PERFORM call 
is outside the loop, so the fi rst WRITE call has 
something to write. This avoids writing a blank line 
at the end of the fi le. Note too that there is no full 
stop until after END-PERFORM; PERFORM...END-
PERFORM is a single statement. Finally, remember to 
close the fi le at the end before stopping the program.

In COBOL, a paragraph is a block of code, of one 
or more sentences, labelled with either a language-
defi ned or a programmer-defi ned name. It continues 
until the next section or paragraph is encountered 
(or the end of the code). So FILE-CONTROL. above 
labels a paragraph, and so does GetBookDetails., 
which comes after the main body of the program. 
This paragraph mostly does the same as in the fi rst 
version of the code. However we also use the global 
counter to set the BookId fi eld. (Add one to it fi rst to 
start at one.) In effect this is a lot like a function, but 
unlike functions in most other languages, you can’t 
pass parameters into it; instead it just has access to 
the global program variables.

If you compile this and run it a couple of times, 
you’ll see that as stands, it overwrites the books.dat 
fi le each time. You can use OPEN EXTEND BookFile 
to add to the end of the fi le, but this will fail if the fi le 
doesn’t already exist. It isn’t perfect; we’ll leave it in as 
an exercise for the reader to see if you can fi x this.

A great resource to fi nd more code to look at and 
experiment with is the University of Limerick’s sample 
programs (www.csis.ul.ie/cobol/examples), which 
were a great help to us when writing the tutorial 
code. There are also useful links at the University of 
Michigan COBOL page (http://groups.engin.umd.
umich.edu/CIS/course.des/cis400/cobol/cobol.
html). It may have a slightly elderly feel to it, but 
COBOL is still an interesting, robust, and surprisingly 
common language.  

Juliet Kemp is a scary polymath, and is the author of 
Apress’s Linux System Administration Recipes.

Outputting and entering 
information. You need to 
hit return through all three 
fi elds to fi nish, which is 
something else that could 
be improved.

Free vs fi xed format

As with other languages of a similar age, COBOL originally 
had a fi xed format structure, in which source code was 
written in lines of 72 characters, consisting of a sequence 
number, an indicator area, area A (in which section or 
paragraph names begin), and area B (in which other 
code sentences begin; so code is indented). By default, 
OpenCOBOL still expects this format.

However, modern COBOL (since 2002) also accepts, with 
the -free flag, free-format source code, which does not have 
the same limitations. The code here all uses free format.
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WHY DO THIS?
•  Install a cutting edge 

IDE with a wonderful UI
•  Create your own GTK+ 

and Gnome apps

Many people consider Gnome the closest 
thing to a default desktop for Linux, but 
Gnome and its toolkit, GTK, have never had 

a great set of developer tools, nor a modern integrated 
developer environment (unless you include Vim and 
Emacs). Glade is still an excellent tool for user interface 
design, but it doesn’t help developers take the next 
step. Anjuta isn’t bad either, and it does integrate well 
with Glade. But Anjuta hasn’t been developed for a 
while and can be intimidating. 

GET STARTED WITH  
GNOME BUILDER
We take a look at a new, clean and particularly awesome  
integrated development environment for Gnome.

 TUTORIAL
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GRAHAM MORRISON

1  Installation
Gnome Builder is the brainchild of Christian Hergert, 
and the product of a phenomenally successful 
Indiegogo crowdfunding campaign. Launched in 
December 2014, the campaign asked for $40,000 to 
enable Christian to work full time on the project, after 
he’d already quit his job and put four months into the 
prototype. The campaign reached its target by raising 
$55,204, and the rate of development since the 
campaign’s conclusion has been incredible – so 
much so that Gnome Builder has had several releases 
and is already functional. It’s got a few rough edges 
and many features yet to be implemented, but it’s 
great fun to work with, especially with its inspired 
design. It’s the perfect excuse to try a bit of Gnome 
development, which is exactly what Christian wanted 
to achieve. Installation can be tricky if you don’t want 
to compile it yourself, which is fair enough for an 
application designed for developers. The simplest 
solution is to use the shiny new Fedora 22, where 
Builder is already in the repositories. 

Step by step: Manage your projects with Builder
2  Open a project

For non-Fedora users, there’s also a PPA for Ubuntu 
and Gnome Builder is easily installed through Arch. We 
installed version 3.16.3, and while Builder’s user 
interface is already well thought out, it’s also being 
rapidly developed, so it’s possible that features may 
have changed slightly by the time you read this. The 
best way to get a taste of what Builder can already do 
is to use its text editor because we think it’s already 
one of the best we’ve seen. 

Builder is a strict adherent to Gnome’s minimalism, 
which you’ll notice when you launch the application 
for the first time. Before you’ve even said hello it lists 
any automake projects it finds within your home 
folders, and you can simply click on one of these to 
open a project. Alternatively, you can click on ‘New’ in 
the top-left. Here you get to select an existing folder, 
empty or not, and call that a new project, or enter the 
Git URL of a project you’d like to download. We started 
with an empty folder, which will then give you an 
empty editor view on the right.

Meanwhile, Qt and KDE developers get both 
KDevelop and the wonderful Qt Creator, and there’s 
Eclipse for everyone else, although we admit that 
Eclipse would easily win any competition for the most 
intimidating IDE. But with Gnome’s current focus on 
usability and user experience, it seems fitting that 
there should be a better option, and one that’s more in 
tune with Gnome’s new principled user interface. And 
now there is – Gnome Builder. Let’s take a look at the 
future of Gnome development…
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6  Change the preferences
You can press F4 to switch between the source and 
the header file, but there are more options in the 
preferences panel if you need to change the keyboard 
layout, including both Emacs and Vim emulation. 
There are options for all of the programming 
languages that the editor supports. Each can have its 
own margins and indentation. But our favourite 
feature is the night mode, which can be enabled from 
the ‘Theme’ page of the preferences panel. The Builder 
Dark theme is perfect for late-night coding sessions, 
which are something Builder has inspired us to look 
into. Builder may still be at only an early stage of 
development, but the small team has already 
produced an excellent IDE with a lovely, minimal and 
deceptively comprehensive user interface.  

5  Get coding!
The easiest way to get a build environment working 
and start playing is to download a simple Gnome 
project with an environment in place. We went with 
gnome-calculator, which can be grabbed as a tarball 
from download.gnome.org. From a command line in 
the untarred calculator folder, type ./configure to 
generate the autotools scripts. You can then type 
make to build the project, or use the side panel in 
Builder. You can now take advantage of all the features 
currently implemented, including error highlighting, 
auto-completion for C and C++ and the global search. 
This will list everything related to the project and let 
you skip between search hits within your files, but it 
also links to API references which will appear in a new 
panel to the right of your code. 

3  User-interface tour
There are three ways to configure what you see. Click 
on the top-right menu, and the View option listed 
enables and disables the left-hand panel, which is 
used to navigate files of a project folder. Beneath this, 
labelled ‘Plain Text’ by default, is a button that enables 
you to specify the type of the file you’re editing. 

There are more options here too, for adding things 
like line numbers or the excellent auto-indentation. 
Finally, our favourite features are hidden beneath 
the filename of the file you’re editing, just above the 
editing window. Click on this and another small panel 
appears. The top row of icons lets you split the view 
horizontally or vertically, allowing you to have more 
than one file open at a time, or the same file but 
different locations. You can use the arrows beneath to 
move between open files. 

4  Get editing!
Another of Builder’s nicest features is a built-in real 

time preview for HTML and markdown documents – 
the latter being especially impressive, as there isn’t a 
decent native open source Markdown editor for Linux 
we know of. Markdown is an incredibly useful way to 
add formatting information to pure text files by using 
a variety of simple and intuitive symbols that don’t get 
in the way of the legibility of the original text. 

To see the preview in action, start a document 
like this in the editor. If Builder doesn’t automatically 
change the file type, make sure you change it to read 
‘Markdown’, or HTML if you’d rather preview that. Now 
click on the filename to open the split window view 
and add a vertical or horizontal split. Select the panel 
you want to be the preview and use the same menu to 
enable the ‘Preview’ option. 
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This month we’re looking at privacy online, and 
to help with this we’re going to create a web 
chatroom with end-to-end encryption and 

anonymity. To keep things simple, we’ll do everything 
in a single language: JavaScript. This language has 
traditionally been used to add small functions to 
websites, but it’s grown considerably and is becoming 
popular on the server thanks to Node.js.

Node.js is an event-driven non-blocking platform. 
This makes it particularly suitable for interactive web 
apps that have two-way communication between the 
browser and the server. There are two bits of software 
you’ll need to install before you can get started, 
Node.js itself and npm (the Node Package Manager) 
for installing the additional modules we’ll need. 
You should find both in your distro’s repositories, 
though make sure that you’re installing the right 
node software as there’s also a radio application 
called Node. On Ubuntu-based distros, Node.js is in a 
package called nodejs, and you can install everything 
you need with:
sudo apt-get install nodejs npm

Node is based on the JavaScript engine from 
the Chrome browser, so the basic structure of the 
language is identical. However, it also comes with 
additional features to let it do things like run a web 
server and read the filesystem.

Node.js does come with a web server that you can 
use without any additional modules, but to make 

everything a little cleaner, we’re going to use the 
Express.js framework. You’ll need to install that with:
sudo npm install express --save

As is tradition, we’ll start our journey into Node.js 
with ‘Hello World’. To do this, we’ll need to start up a 
server in Node.js that serves a single page which just 
contains the words ‘Hello World’.

The Node.js code for this is in a file called app.js:
var app = require(‘express’)();
var server = app.listen(9999);
app.get(‘/’, function (req, res) {
  res.sendFile(__dirname + ‘/index.html’);
});

The first line imports and initialises the  
Express.js framework. The second line creates a 
server that’s listening on port 9999 (you can use a 
different port if you prefer, but our test machine is 
running other servers on the normal web ports).

In Express.js, you have to tell the server what to 
return for each path using app.get (there’s also app.
post, but we won’t be using that in this tutorial). app.
get() takes two parameters: the first is the path that 
the browser requests; the second is the function 
that is used to process this request. As you can 
see, this is an anonymous function that itself takes 
two parameters: the request and the response. The 
request can be used to get more information about 
the HTTP request, and the response is used to 
formulate what is sent back to the browser. In this 
case, we just send the file index.html that’s located in 
the same directory that Node is being run from.

JavaScript code often uses functions passed 
as parameters like this, known as callbacks. When 
they’re used well, it can make it easy to write event-

JAVASCRIPT: CREATE A SECURE, 
ANONYMOUS CHATROOM
Build a fully functional web app with enterprise-level  
security using just one language.

 TUTORIAL

106

BEN EVERARD

A triple hello world using Node.js, Express.js and  
Socket.IO all in a single web app.

If you want to learn more 
about Node.js, NodeSchool 
has online tutorials, and 
real-world workshops to 
help you get started:  
http://nodeschool.io.

WHY DO THIS?
•  Get started with Node.js, 

the trendiest web tech 
of 2015

•  Learn to use web 
sockets for two-way 
communication in a web 
browser

•  Develop a secure 
messaging service and 
keep your chats private
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driven code. When they’re used badly, they can lead to 
unreadable spaghetti code.

That’s the Node.js code sorted. We just need the 
HTML file called index.html, which in this case is 
really simple.
<html>
<head>
<title>Hello World</title>
</head>
<body>
<h1>Hello World!</h1>
</body>
With those two files created, you can start Node with:
nodejs app.js

Then, if you point your web browser to http://
localhost:9999, you’ll see the Hello World web page.

Going both ways
Now, let’s move on to our chat application. The web 
has a client–server model where a client (a web 
browser) requests some data (a web page) from a 
server. That content is sent, and the connection 
finishes. For a chat session, though, we need to keep 
a line of communication open between the browser 
and the server, and have some way of pushing data 
back and forth between the two in a manner that’s 
more like peer-peer software than client–server 
software. For this we’ll use Socket.IO, a JavaScript 
framework with components for both the browser 
and the server.

First, you need to install Socket.IO for Node.js with:
sudo npm install socket.io

Now we need to add both the server and the 
browser parts of Socket.IO to our Hello World app. 
First the server part. Change app.js to:
var app = require(‘express’)();
var server = app.listen(9999);
var io = require(‘socket.io’)(server);
app.get(‘/’, function (req, res) {
  res.sendFile(__dirname + ‘/index.html’);
});
io.on(‘connection’, function (socket) {
  socket.emit(‘news’, { hello: ‘world’ });
  socket.on(‘reply’, function (data) {
 console.log(data);
  });
});

Socket.IO, like Express, uses callbacks to set 
functions that should run on certain events. The io.on 
line (‘connection’, … is used to set callbacks that 
happen to every single browser that connects to the 
server. In this case, the line:
io.on(‘connection’, function (socket) {
creates an anonymous callback function that runs 
every time a new client connects to the server. When 
a client connects, it creates a new socket, and it’s this 
socket object that’s passed as a parameter to this 
callback function.

The callback function does two things. First, it sends 
(or emits) a chunk of data that will trigger a ‘news’ 

event in the connected client (more on that later), and 
second, it creates another callback event specific to 
this socket. In this callback, every time a reply event 
is triggered, it logs the output. This logged data will 
appear in the terminal where Node.js is running.

The code in index.html should be changed to:
<html>
<head>
<title>Hello World</title>
<script src=”/socket.io/socket.io.js”></script>
<script>
  var socket = io.connect(‘http://localhost:9999’);
  socket.on(‘news’, function (data) {
 console.log(data);
 socket.emit(‘reply’, { my: ‘Hello World!’ });
  });
</script>
</head>
<body>
<h1>Hello World</h1>
</body>

This loads the Socket.IO JavaScript library from 
the server (this path is automatically set up when 
you initialise Socket.IO in Node.js). This connects to 
the server, and creates a callback for the news event. 
This is the news event that’s triggered by the socket.
emit line in our code. In the server code, we sent some 
JSON data ({hello: ‘world’}). This is the data that’s 
the parameter of the callback function. The callback 
sends this data to the console log, and then calls emit 
to trigger a reply even in the socket on the server.

The console log in the browser can be viewed in 
the developer tools.You can enable these in Firefox or 
Chrome by pressing Ctrl+Shift+I.

You can run this code exactly as before. You’ll need 
to end (with Ctrl+C) and re-run nodejs app.js, and then 
reload http://localhost:9999 in your browser. This 
time, though, you’ll get triple Hello World. You should 
see the greeting in the main browser window, in the 
browser console and in the terminal where you’re 
running Node.js.s

We now have all the pieces we need to build our 
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The Open Source Web 
Applications Security 
Project (OWASP) has some 
resources to get you find 
and stop XSS attacks: 
www.owasp.org/index.
php/Cross-site_Scripting_
(XSS).
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chat application. There’s a method for serving the 
HTML page and a method for sending data back and 
forth between the server and the browser.

Pulling it together
The server side of our chat program is really simple 
– all we need to do is receive data from a client, and 
then send it out to all clients. This is done by replacing 
the io.on connection callback with the following:
io.on(‘connection’, function (socket) {
  socket.on(‘news’, function (data) {
 io.emit(‘news’, data);
  });
});

The browser code is a little more complex. This 
has to accept user input to forward to the server, and 
receive other users’ chat data and display it on the 
screen. We’ll look at this in two parts. First, the HTML 
for the web page <body> section is used for the user 
interface. This should be:
<body>
<h1>Chat!</h1>
<p>Welcome to Linux Voice’s anonymous encrypted chat. </p>
<div id=”chat”>
</div>
<input id=”msg” type=”text”>
<input type=”button” value=”Send” onClick=”send();”>

This has a <div> with the ID chat. We’ll use this to 
display the messages that we get from the server. 
There are also two inputs: a text field and a button. 
The text field is where the user enters their message, 
and the button runs the send function when it’s 
clicked to send this message to the server.

The <head> section of the page then contains 
the JavaScript code to control these (nb this comes 
before the body section in the index.html file):
<head>
<title>Linux Voice anonymous chat</title>
<script src=”/socket.io/socket.io.js”></script>
<script>    

var socket = io.connect(‘http://localhost:9999’);
socket.on(‘news’, function (data) {
 document.getElementById(“chat”).innerHTML +=  
data.data + “</br>”;
});
function send() {
  socket.emit(‘news’, {data:document.getElementById(“msg”).
value});
}
</script>
</head>

The two parts to this are setting a callback for 
news events and the send function. When this page 
receives a news event, it just adds the content of the 
data portion of the JSON object to the chat <div>, and 
appends a line break. The send function creates a 
news event on the server, and attaches a JSON object 
that includes a data element which contains the 
content of the msg text input.

That’s all you need to create a simple chat server. 
If you make these changes, and restart nodejs app.
js, you’ll be able to chat between two people using the 
web page. To test this out, open two web browsers 
(such as Firefox and Chrome), and connect both of 
them to http://localhost:9999, and you should be 
able to send messages between them.

Securing the data
What we’ve just created is probably the least secure 
chat tool ever. Not only can the server see every 
message that’s being sent, so too can anyone else on 
the network and anyone else who happens to connect 
to the server. What’s more, there’s no authentication, 
so you’ve no idea who’s sending messages.

We said at the start that we would implement end-
to-end encryption to guarantee user’s privacy, and that 
means that we have to encrypt the messages in the 
web browser, and not decrypt them again until they 
reach to the destination browser. Since the server just 
passes data around, it doesn’t matter if this data is 
plaintext or ciphertext, so we can add this client-side 
encryption without changing the server at all.

For the encryption, we’ll use CryptoJS. This is 
a library that implements a number of standard 
encryption techniques. The project is hosted on 
Google Code (https://code.google.com/p/crypto-js) 
however, Google Code is shutting down, and there’s 

The final app sending 
encrypted messages 
between Chrome and 
Firefox. Take that NSA!

Express.JS Getting to grips with a Node.js web framework.

We’ve barely touched on the power of the Express.js 
framework, which can do far more than just serve up HTML 
pages. It’s based on the concept of middleware. In Express.
js, middleware is a series of functions that run one after the 
other that can all access the request and response objects. 
One could, for example, log the request, while another 
could make a decision based on the device that sent the 
request. At the end of the middleware stack, the response 
object should be fully formed and can be sent. There’s more 
information, and a guide to help get you started, on the 
express.js website: http://expressjs.com. 
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a mirror on GitHub (https://github.com/sytelus/
CryptoJS).

First we need to add a text box for the user to enter 
the encryption key into the <body> section of the 
HTML. You can add this directly under the <h1> line:
<p>Encryption Key: <input id=”key” type=”text”></input>

Then you need to include the JavaScript library by 
adding the following script line just below the <title> 
line in index.html:
<script src=”http://crypto-js.googlecode.com/svn/tags/3.1.2/
build/rollups/aes.js”></script>

Then you can change the contents of the main 
<script> tag to;
<script>    
var socket = io.connect(‘http://localhost:9999’);
socket.on(‘news’, function (data) {
  console.log(data);
  var decrypted = CryptoJS.AES.decrypt(data.data, document.
getElementById(“key”).value);
  if (decrypted.toString(CryptoJS.enc.Utf8) != “”) {
 document.getElementById(“chat”).innerHTML +=  
decrypted.toString(CryptoJS.enc.Utf8) + “</br>”;
  }
});
function send() {
  var encrypted = CryptoJS.AES.encrypt(document.
getElementById(“msg”).value, document.getElementById(“key”).
value);
  socket.emit(‘news’, {data:encrypted.toString()});
}
</script>

As you can see, this works in exactly the same 
way as the unencrypted chat, but it uses CryptoJS’s 
encrypt and decrypt functions to protect the 
messages using AES encryption before sending 
them. This is a highly secure encryption standard and 
should keep your messages safe from prying eyes.

Note that we’ve made no attempt to organise key 
exchange – this has to happen offline. Before two 
people can start chatting, they have to first agree on a 
key, then both go to this website at the same time (it 
doesn’t store messages, so if two users aren’t online 
at the same time, the message is lost).

What about security?
The server will send all messages to all the browsers 
connected; however, there’s no guarantee that all 
browsers are using the same key to communicate. 
This is deliberate, and enables several groups of 
people to communicate anonymously on the same 
board. You will only be able to see the messages of 
people using the same key as you, but since all 
messages are sent to everyone, anyone monitoring 
the board can’t prove who is chatting with whom. In 
fact, a spy can’t even prove that you’re chatting with 
anyone (even if there’s data leaving your machine, 
they don’t know if it’s ever being decrypted).

There’s a problem with this board. It will insert 
whatever a user types in the text box directly into the 
HTML of every other connecting client that’s using 

the same encryption key. In normal usage, this would 
be text, but a malicious user could enter some HTML 
code, or even JavaScript, that attacks the other users. 

For example, if someone enters:
<b onmouseover=alert(‘helloworld’)>click me!</b>

They can inject a JavaScript alert (or potentially any 
other code) into the other client’s browsers. This is 
known as a Cross Site Scripting (XSS) attack. In order 
to prevent them, we need to encode the contents of 
the textbox so that it shows as text, rather than HTML. 
To do this we need an encoder. We’ll use the one at 
www.strictly-software.com/scripts/downloads/
encoder.js rather than creating one ourselves. To use 
this, you need to change the socket.on callback in 
index.html to:
socket.on(‘news’, function (data) {
  console.log(data);
  var decrypted = CryptoJS.AES.decrypt(data.data, document.
getElementById(“key”).value);
  if (decrypted.toString(CryptoJS.enc.Utf8) != “”) {
 var safeString = Encoder.htmlEncode(decrypted.
toString(CryptoJS.enc.Utf8));
 document.getElementById(“chat”).innerHTML +=  
safeString + “</br>”;
  }
});

If you do this, whatever the users enter (special 
characters and all) will appear in the window, and any 
code won’t be executed. If you make these changes, 
and restart your app, you should find that the XSS 
attack no longer works.

We set out to create a private and anonymous chat 
system. Our simple app hasn’t been fully vetted by 
security experts, but we think that it fulfils this role 
well. It’s private because it has end-to-end encryption 
that’s supplied by (what we believe to be) a secure 
cryptographic library. It’s 
anonymous because 
if you connect through 
Tor, no-one can tell 
if you’re connected 
to it, and anyone 
monitoring the server 
(even the server operators themselves) can’t tell who 
is speaking with whom. They only see encrypted text 
go back and forth, and have no way on knowing who’s 
decrypting which messages. Because it’s limited to 
text, it should scale well, but it won’t scale indefinitely. 
It requires each user to have enough bandwidth to 
receive every message, and the server to be able to 
send every message to every connected person.

We should point out at this point that we’re relying 
on CryptoJS and the Encoder for security, and we 
haven’t fully vetted them for high security. If you want 
to test out this app, or make any changes, you can 
find the full code for the finished web app on GitHub 
at https://github.com/linux-voice/issue17-node.  

Ben Everard isn’t paranoid – they really are all out to get him.

“Our simple app hasn’t been 
fully vetted by security, but  
we think it fulfils its role well.”
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PRO TIP
If you have dozens of 
albums you may want to 
break the process down 
into several runs, at least 
until you’re comfortable 
with Picard.

W ho doesn’t love the sound of DRM-free 
music, or the gigabytes of music you’ve 
legally ripped from CDs and perhaps even 

LPs for your own listening pleasure? However, the one 
side-effect of owning so much music is 
disorganisation. Picard is a nifty little app that can help 
you get your music files back in shape. The app is 
designed to sort your music library and fill in missing 
tags, rename oddly named files and easily identify 
incomplete albums. Picard is developed by the 
MusicBrainz project, which is an online database that 
captures and hosts various information about artists 
and their recordings including track titles, album titles, 
length of each track, cover art, and more. According to 
statistics published by the project, their database 
contains information about 950,000 artists, 1.5 million 
releases, and 14.8 million recordings.

Picard to the bridge
The software has a simple layout, though you’ll have 
to use it a couple of time to inculcate its methodology. 
Start by adding a handful of 
music files. Picard supports all 
popular formats including 
Ogg, Speex, Opus, Flac, MP3, 
WMA and WAV. You can drag 
the files from the file manager 
into the left-hand pane of 
Picard’s main interface, or head to View > File Browser 
to search your filesystem from within Picard itself.

Any new files you add will initially be added under 
the Unmatched Files folder. Click on one of these files 
to view its current metadata in the bottom panel. You 
can right-click on any of the fields and select Edit to 
manually modify the tags.

The first step to get your music organised is to 
cluster all files from the same album under one 
heading. For this, select the Unmatched Files folder or 
any of the files you’ve just added and click the Cluster 

TAKE CHARGE OF THE UNRULY 
LIBRARY WITH PICARD
If your music’s grown like the Borg, you need a Picard to control it.

button on the toolbar. Depending on the album 
metadata present for each of the files, Picard will 
group all songs from the same album together. Files 
that don’t belong in a clustered album will be listed as 
Unmatched Files. 

Review the clusters, and if a file has been wrongly 
added, you can drag it to another cluster or back into 
the Unmatched Files folder. Similarly, you can 

manually drag any 
unmatched files into the 
correct cluster if you know 
they belong there.

Once you’ve clustered the 
files based on the existing 
metadata, you can either click 

Lookup or Scan for matching the files with the online 
database. The difference between the two options is 
that a lookup is done on an entire cluster at once, and 
uses whatever existing metadata is already in the files 
to query the database. It’s quite fast and usually gets 
the job done. If Picard’s lookup doesn’t work, you’ll 
have to scan the files. Scanning is done on a file-by-file 
process, and uses each file’s audio fingerprint. It takes 
much longer, but it works well.

After fetching the relevant information, Picard 
displays the name of the album that every song 

BEN EVERARD

MAYANK SHARMA

The idea with Picard is to get all your tracks into the 
right-most pane.

Undo the wrongs of your 90s self by tagging your anarchic 
music collection correctly.

MASTERCLASS

“Picard is a nifty little app 
that can help you get your 
music files back in shape.”
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PRO TIP
Drag a directory from the 
file browser to an album 
– this attempts to match 
all the files from the 
directory to the album.

PRO TIP
Here’s a list of Picard’s 
internal tag name and 
their equivalents in other 
tagging formats (http://
picard.musicbrainz.org/
docs/mappings).

belongs to in the panel on the right. The app makes 
intelligent guesses to pair the track with an album. It 
also removes these songs from the Unmatched Files 
list and moves them into this new album entry in the 
panel on the right. Expand each album to view your 
track (or tracks), which will be marked with a small 
colour-coded rectangular icon. Green is a good match; 
yellow, orange and red represent increasing degrees 
of uncertainty. It also uses a colour-coded scheme to 
point to album completeness. Complete albums are 
shown with a golden icon. The ones with a silver icon 
are missing some tracks, which is clearly noted next 
to the album’s name. 

Inspect each album and track. If the software has 
identified it correctly, click on the Save button. This 
tells Picard to attach the new metadata to this song. 
As a visual indicator, the coloured rectangle changes 
to a green checkmark to show the track information 
has been saved.

Disengage autopilot
For songs that are matched incorrectly, you may find 
they’ve been confused with another track in the same 
album. In this case, you can manually rearrange the 
tracks into the correct order by dragging and dropping 
them. If the data is completely wrong, however, select 
the song and drag it back to the Unmatched Files 
folder. To improve the chances of detection, add some 
information to the song yourself (the artist’s name, 
track length or album name are helpful). After that, 
click on the Lookup icon in the toolbar at the top again 
and Picard is more likely to find an appropriate match.

If the program can’t find the data automatically, you 
can also find track information manually by right-
clicking the file and selecting the Lookup in Browser 
option. This will fire up your browser and point you in 
the direction of the MusicBrainz database, which 
shows you a list of all possible matches. You can also 
query this database by visiting the MusicBrainz 
website at musicbrainz.org. When you find an entry 
matching your track, click the Tag button adjacent to 
the album name and a new folder should pop up in 
the right-hand side of the Picard window. 

When you’re done, hit the Save button in the toolbar 
to associate the new metadata with the files.

You don’t need to tweak Picard in any way to fill in 
the tags for your music collection. However, once you 

get the hang of its basic operations, you might want 
to tweak some its options for a better experience. 

Head to Option > Options to access all of Picard’s 
settings under various tabs. The Automatically Scan 
All New Files option under the General tab will save 
you a click by automatically looking up tracks as soon 
as you add them in Picard. Then there’s the Metadata 
tab, which has an option to translate foreign artists’ 
names into English. If you shuttle your tracks between 
devices, switch to the Tags tab and make sure you set 
the Tag Compatibility to 2.3, which has a broader 
support that the newer v2.4.

The most interesting option is under the File 
Naming tab. Although Picard uses the metadata to 
update each file’s tags, you can also have it rename 
the files and place them in folders according to the 
naming scheme you see fit. This functionality is 
disabled by default. You can enable it by toggling the 
Rename Files When Saving option under the File 
Naming tab.

Furthermore you can also customise how Picard 
formats the file name by specifying a pattern in 
Picard’s own scripting language.If you use the 
%artist% - %title% pattern, Picard will format the name 
as The Beatles – Ticket to Ride.mp3. When you 
specify a pattern, Picard will preview how it will name 
the files using sample tracks in the Examples section 
below the pattern window.

Here’s an interesting naming pattern adapted from 
an example we found on the web:
$replace($if($eq($left(%albumartist%,4),The),%albumartistsort
%,%albumartist%)/%albumartist%-$left(%date%,4)-
%album%$if(%discnumber%,-CD %discnumber%,)/$num(%track
number%,2)-%title%,:,)

This string will first generate a folder per artist using 
the Album Artist tag. If the tag begins with the word  
“The” it’ll strip that string and stick it at the end. This 
means “The Rolling Stones” will be filed under “Rolling 
Stones, The” which makes it easy to sort the library in 
the regular folder browser.

Underneath the artist’s folder we ask Picard to 
create one folder for each album. This folder will be 
named in the format <Album Artist>-<Year>-<Album 
Title>. If the album has multiple discs, the disc 
number will be inserted into the folder name, such as 
The Rolling Stones-1971-Sticky Fingers-CD 1. 

When you hit the Save button after enabling the file 
renaming option, Picard will save the tags and also 
rename your tracks as per the naming pattern. You 
can find various examples of Picard’s renaming 
patterns on its wiki; it does take some getting used to. 
but will help you better sort and organise your music.

Head to the AcoustID 
website and get an API key 
to contribute signatures of 
new tracks to its database.

You can extend Picard’s already impressive functionality 
by enabling a variety of plugins.
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Beets resolves conflicts between settings in the config file 
and the CLI by going with the latter.

Picard is a fabulous application. But its biggest 
shortcoming is that it’s a graphical app! If you 
want to fix the incomplete tags in your music 

library from the confines of the familiar, versatile and 
venerable command line interface, you need Beets, 
which bills itself as the music geek’s media organiser.

Beets is available in the repositories of most popular 
distributions. However, the version in your distro’s 
repository might not be the latest. The recommended 
way to install Beets is via PIP, which is a package 
management system used exclusively for installing 
packages written in Python. On Deb-based systems 
such as Ubuntu, install PIP and its dependencies with 
sudo apt-get install python-pip 
and on RPM-based distros with 
sudo yum install python-pip 

Once installed, you can use PIP to install Beets with
sudo pip install beets 

Configure Beets
Unlike most command line tools that ship with a 
working configuration file, you have to manually 
create the configuration file for Beets. The 
configuration is stored in a text file called config.yaml 
that’s placed under the ~/.config/beets/ directory. 
The configuration file will grow with time as you 
become more familiar with Beets. To begin with, start 
with the following entries:
directory: ~/Music/beets-music
library: ~/Music/beets-music/musiclibrary.blb

Make sure you create the ~/Music/beets-music/ 
directory beforehand. The directory option points to 
the directory where you wish to store your music 
collection. Remember, this isn’t the path to your 
existing music collection. Rather, this is the directory 
where Beets will store your music after the tool has 
imported and reorganised it. The library path is where 
Beets will store the database file that stores the index 
metadata of your music files. 

FIX THE TUNES FROM THE CLI

After creating the config file, we need to import our 
music collection into Beets. By default, the tool 
assumes that we’ll organise all our music under the 
directory specified in the configuration file. You can 
either copy the music from where it resides currently, 
or you can move the music to save disk space.

If you wish to move the files into the specified 
directory, add these lines to the configuration file:
import:
      move: yes

On the other hand, if you don’t wish to change the 
location of your music files, you can specify the path 
to your music files in the directory option and use the 
following lines to inform Beets that you don’t wish to 
copy or move files from the current location:
import:
      copy: no
      move: no

Make note of the indents. The configuration file is in 
the YAML language, which accepts spaces (and not 
tabs) to indent some lines. Refer to the official 
documentation for more configuration options 
(http://beets.readthedocs.org/en/v1.3.13/reference/
config.html)

Import music
With the configuration file in place, you’re finally ready 
to import files. The command 
beet import /path/to/music/files 
will import your music. The command also copies or 
moves the files into your specified directory 
depending on the import options you’ve specified in 
the configuration file. As the import command brings 
in your music, it’ll also fix and fill any gaps in the 
metadata from the MusicBrainz database.

If it finds multiple choices for a track, Beets will let 
you select the one that matches the track. If none of 
the candidates match your album, press U, which tells 
Beets to import files as it is. Note that the import 
process does not produce any output on the screen, 

Beat your library into shape with Beets.

MAYANK SHARMA

PRO TIP
The tool is called Beets 
but you interact with it 
using the beet command.

Use the beet fields 
command for a complete 
list of items and album 
fields that you can use in 
your queries.
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Mayank Sharma has been finding productive new ways to 
mess about with free software for years now.

except for when it lists the possible candidates based 
on metadata. The process can take a long time, so if 
you wish to import a large selection of files in one go, 
and don’t want to be prompted again and again for 
the metadata information, use the -A option, such as 
beet import -A /path/to/many/music/files/ 
which asks Beets not to auto-tag the files and is much 
faster.

If you haven’t modified the configuration file to 
instruct Beets on how to handle the imported music, 
it’ll stick to its default behaviour and copy the music. 
Use the -C option when importing music to ask Beets 
to update the tags without copying the music. 

Browse the library
After importing the files, you can use the beet ls 
command to query the music library. This command 
expects a query string, and if you don’t specify any 
delimiters, it will search all the metadata files for the 
supplied query string. So for example, if you use the 
beet ls Rocky II command, Beets will list all songs 
where both the words Rocky and II appear in the 
metadata, whether in the title, album, artist, and so on.

When you supply multiple keywords as the query 
string, the words are automatically joined with a 
Boolean AND operator. That is, Beets will only display 
results where both the words appear.

You can also restrict the searches to specific fields 
such as artist, album and year, such as  beet ls 
artist:Beatles or beet ls year:2004. You can also 
specify a numeric range as a query, and combine it 
with other list options. For example,  
beet ls -a year:2004..2005 
will list all albums released between 2004 and 2005. 
The -a option queries albums instead of individual 
tracks. The command  
beet ls format:MP3 bitrate:128000 
will list all MP3s where the bitrate is more than 128k. 
Refer to the official online documentation (https://
beets.readthedocs.org/en/v1.3.13/reference/query.
html) for more query options.

Extend Beets
You can extend the core functionality of Beets with 
plugins. Beets ships with several plugins by default, 
but they need to be enabled before you can use them.

If you’d like to fetch lyrics for songs, retrieve cover 
art for albums, and provide new metadata sources, 
and more, while Beets imports your music, you can 
enable the concerned plugins by editing the config file.
$ nano ~/.config/beets/config.yaml
plugins: lyrics fetchart scrub

The plugins: line expects a space-separated list of 
all the plugins you wish to enable. In the above 
example, the Lyrics, FetchArt and the Scrub plugin are 
enabled. You can also use the  
beet lyrics <song name>  
command to manually search for lyrics for a song. 
Beets will automatically store the lyrics in the 
database. You can then use the  
beet lyrics -p <song name>  
command to print the lyrics on the screen. Beets will 
first search for the lyrics in the database, and if it 
doesn’t find a match, it’ll fetch the lyrics from the 
online sources.

Beets also has a simple web UI. To use the web 
interface you need the Flask framework, which you 
can install with  
sudo pip install flask 

Then put web in the plugins line in the configuration 
file and start the web server with  
beet web

Now launch your web browser and head to http://
localhost:8337 to access the interface. Using the web 
interface you can search through your imported 
music collection. Click on a song from the results to 
view its metadata including the lyrics if you’ve enabled 
the plugin and fetched them. The web interface also 
has basic controls to play and pause music.

Beets can also fingerprint your music and query the 
AcoustID database to find a match. First grab the 
Chromaprint library (https://acoustid.org/
chromaprint) for your computer’s architecture and 
extract it to reveal the fpcalc binary, which you should 
place in /usr/local/bin/ with  
sudo mv ~/Downloads/fpcalc /usr/local/bin/ 

Then install the dependencies for the plugin with  
sudo apt-get install python-gst0.10-dev 
and then install the plugin using PIP with  
sudo pip install pyacoustid 

Once you have installed the dependencies, enable 
the plugin by adding the word chroma and rerun the 
import command to generate and match the 
signatures for the music in your library. 

Both Beets and Picard are feature-rich tools that you 
can use to organise your dishevelled music library. 
Even though we’ve covered some of their most useful 
and interesting plugins, they offer a lot more options 
than what’s mentioned here. You can use either tool 
based on the level of comfort of their respective 
operational environments, though Beets can do 
everything Picard can and more.  

The web interface is pretty basic but gets the job done.

PRO TIP
Use beet stats to get 
statistics about your 
collection including the 
total number of tracks, 
total number of artists, 
the total play time and 
more.

PRO TIP
Use beet ? import to list 
all the import options that 
you can use.
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Recently on Twitter I congratulated the 
Linux Voice readership on their prescient 
choice to donate some of the LV profit 

hoard towards the Open Rights Group (www.
openrightsgroup.org), an organisation dedicated 
to protecting the digital rights of the individual.

It was prescient, because the UK has elected a 
new government, one which, unfettered by any 
sort of liberal conscience, wishes to pursue a 
new “Investigatory Powers Bill”, or the “Snooper’s 
Charter” as some have dubbed it.

It remains to be seen what specific Orwellian 
fantasy will manifest itself through such a bill, 
but based on previous efforts, it seems likely it 
will embody the right of the state to basically 
read and spy on absolutely everything you do 
online, with no accountability or justification. 
Mandatory state-controlled backdoors in 
messaging systems may seem like a grand idea 
to combat terrorists, but quis, as ever, custodiet?

We can’t even rely on the age-old defence 
against government meddling – their own 
incompetence. When David Cameron 
announced he was going to clean up the internet 
by blocking things he considered undesirable, 
the result was the predicted catastrophe. But 
where a set of skeleton keys for encryption tech 
is concerned, the foreknowledge that it will be 
bungled isn’t much compensation – if I were to 
bet on who would get my bank details first, I’m 
pretty sure I’d rate the hacker skills of global 
terrorists over those of the cabinet office.

So, if you didn’t vote to donate to ORG, there’s 
still time to take a look at the website linked 
above and get involved with some very sensible 
campaigns. But gosh, only if you believe in 
freedom, openness and transparency of course. 
And if you are a terrorist, I would like to point out 
that David Cameron has more money than I do.

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Professional tech dabbler, Juju Charms wrangler and more.

Bitwig Studio – the native 
Linux DAW to get your 
pro audio work done. 
Great for everything from 
composing to podcasting 
(but expensive).

Hercules DJ Control Instinct 
USB Midi Controller. Great 
for the DJ on the go.

Juju Deployments – automating 
all the major data centres.

Samson C01u condenser 
mic. Great warm tones for 
podcasting and announcing.

What version of Linux are you 
currently using?
Ubuntu 14.04 – I love how 
ubiquitous Ubuntu is, on all 

hardware, everywhere. Most everything 
‘just works’ these days with it, and I value 
that above the enablement story, above 
anything else in terms of eye candy.

And what desktop do you 
currently use?
Unity. I’m a very keyboard-focused 
user. Every day I’m flying in and out 

of contexts between servers, my desktop 
apps, and appliances. Having a keyboard-
centric environment is crucial, especially 
when doing live streaming shows. 
Reaching for the mouse can mean I miss 
a critical transition.

What was the first Linux setup 
you ever used?

In the mid to late 90s I received a 
SAMS Linux admin guide with three 

distros. It’s hard to remember whether it 
was Red Hat 5.1, Slackware 6, or Corel 
Linux – but one of those three.

What Free Software/open source 
can’t you live without?
Internet DJ Console and Icecast - 
between these two tech’s I’ve 

managed to reach over 400 thousand 
listeners. As an indie DJ, these tools are 
reliable and pro grade. 

What do other people love but 
you can’t get on with?
I’m going to have to go there… but 
Emacs. I’m a Vim user, through and 

through – but I don’t openly hate on 
Emacs, to each their own.  
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