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main() function is where we set up our variables. int 
and double are fairly normal variables; value_mem 
is how many bytes we will allow for each number 
entered (an integer), and total is the running total (a 
double precision variable). *value, however, is not a 
character, as you might expect from the type char: 
that * at the front makes it instead a pointer to a 
character. See the boxout for more on pointers.

The next important 
line allocates a chunk 
of memory to that 
character pointer. 
malloc() (from 
“memory allocation”) 
assigns a chunk 

of memory. It takes one argument, the size of the 
memory to allocate, and returns a void pointer. So 
here, malloc() assigns a block of memory that is one 
byte longer than our longest allowable entry (the extra 
byte is for the null at the end of the entry), and returns 
a void pointer to this memory block. We turn that into 
a char pointer, with the (char *) cast, and assign it to 
value. (To ‘cast’ a variable is to turn it into a different 
type of variable. Not all variable types can be cast to 
all other variable types.)

Now we have a block of memory for each entry to 
our calculator, and we can get to the functional part. 
getline() takes three arguments: the address of the 
start of the character memory buffer, the address of 
the size of that buffer, and where to get the input from 
(in this case, stdin). Then we add this integer input to 
total, and print the current value of total. Note that to 
perform the addition, we have to turn our character 
array (string) value input into an integer, using the 
atof() function from the standard library. This simply 
turns strings into doubles.

Note: getline() is a very new function, introduced 
around 2010. GCC supports it, but for maximum 
portability you might not want to use it. There’s a 
DIY getline() function in K&R (available from various 
places online) if you want to have a look at it.

If the program didn’t end here, we might want 
to free up the memory used by malloc() by calling 
free(value), but there’s no need here as all memory is 
automatically freed up at the end of a program.

Compile it with 
gcc -o calc calc.c 

and try running it.

More complicated
Now let’s improve our calculator so we can specify 
the required operation. We’ll enter operations as x + y 
or x - y, hitting return between each element, so each 
operation will have three elements to collect. Here’s 
the code:
#include <stdio.h>
#include <stdlib.h>
/* Calculator program */

main()
{
  int value_mem = 50;
  char *value;
  char type[1];
  type[0] = ‘\0’;
  double first = 0;
  double second = 0;
  double result = 0;

  value = (char *) malloc(value_mem + 1);

  while (getline(&value, &value_mem, stdin) > 0) {
    if ((*value == ‘+’) || (*value == ‘-’)) { type[0] = *value; }
    else if (type[0] == ‘\0’) { first = atof(value); }
    else { 
      second = atof(value); 
      if (type[0] == ‘+’) { printf(“Result: %g\n”, first + second); }
      else if (type[0] == ‘-’) { printf(“Result: %g\n”, first - second); } 
      else { printf(“Something odd happened; try again\n”); }
      first = second = 0;
      type[0] = ‘\0’;
      }
  }
  return 0;
}

Adding numbers. Hit Ctrl+C 
to stop and return to the 
command line.

C compiling
There are several steps to compiling a C program, although 
all you really need to know is which command to issue. But 
here’s what happens when you hand your file.c source code 
file to the compiler:

The preprocessor cpp runs through it. This looks for 
commands beginning with #. The most common ones are 
#define, which defines a constant, and #include, which 
includes extra function libraries. With a #define directive, 
the preprocessor substitutes each example of the constant 
name with the constant value, throughout the file. With an 
#include directive, the preprocessor basically pastes the 
included file at the top of your source code file.

The compiler compiles the pre-processed source code, 
by turning it into an object code file, file.o, with the binary 
version of the code.

The linker links together your code’s object file with any 
object files required from the pre-compiled library files – 
such as the I/O library file. (The header files, dealt with by 
the pre-processor, only have function declarations, not the 
actual function code; the library object files have the binary 
code.) It links them all into a binary file, called either a.out, 
or whatever you’ve told it on the command line.

“C is fast, it’s flexible, and it’s 
suprisingly small for a language 
with that much power.”
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As well as a character pointer for the input, our 
variables now include some new doubles, and a set-
length character array to contain the type of operation. 
This is 1 characters long, and we set that character 
to the null character \0. Note that the character 
array is indexed from 0: so a single-character array 
has length 1, but that single character is referred to 
with characterarray[0]. An array containing the word 
HELLO would need to have length 6 (5 characters plus 
the null character to mark the end of the string), so 
would be declared and set up like this:
char hello[6];
hello[0] = ‘H’;
hello[1] = ‘E’;
...
hello[5] = ‘\0’;

The while() loop still revolves around getline(). 
This time, though, we’re expecting three elements: 
a number, an operation, and another number, in that 
order, and we need to work out which is which. This is 
what the if/else if/else structure does:

  Check to see whether the input is + or -. In this case, 
we set type to the type of operation we want.
  Otherwise, the input is a number, and it is either the 
first number in the operation, or the second number 
in the operation.
  If the type is still null, this must be the first number, 

so we allocate it to first.
  Otherwise, this must be the second number. We 
allocate it to second, then we perform either an 
addition or a subtraction as type indicates (with a 
little bit of error-checking), and print the total. We 
reset all the variables to zero/null, and start over.
It might be tidier to use functions to add or subtract, 

and pass first and second in:
main()
{
  ...
      if      (type[0] == ‘+’) { add(first, second); }
      else if (type[0] == ‘+’) { subtract(first, second); }
  ...
}
add(double first, double second) 
{
  printf(“Result: %g\n”, first + second);  
}
subtract(double first, double second) 
{
  printf(“Result: %g\n”, first - second);  
}

As you can see, functions in C are straightforward. 
If you wish to return something from a function, 
you have to start with a return, type in the function 
header (eg int add(int first, int second) might add two 
integers and return their total as an integer). Here, with 
no return type, void is assumed.

If you’re used to newer, higher-level languages, 
C can feel a bit daunting; but it’s still a vital part of 
modern software on all sorts of hardware. It’s fast, it’s 
flexible, and it’s surprisingly small for a language with 
that much power. At the very least, a little knowledge 
of C means you can take a look at utility and kernel 
code and have some chance of working out what’s 
going on; and it’s always nice to be able to take a look 
at the guts of the system you’re using.  

Juliet Kemp is a scary polymath, and is the author of  
Apress’s Linux System Administration Recipes.

In the code, you’ll see some extra printf lines commented 
out; those were for bugfixing.

Pointers and addresses
Pointers are ubiquitous in C. Once you have the hang of 
them they’re straightforward, but they can initially be a bit 
confusing for newbies. 

Let’s create a variable:
int my_integer;

my_integer is a variable of type int, and it occupies a 
specific memory address. Let’s say the address is 2000. Now, 
let’s create a pointer:
int *my_pointer = &my_integer;

my_pointer is a variable of type int *, which means that it is 
a pointer to an int. As well as declaring it, we’ve also assigned 
it: &my_integer means the memory address of my_integer 
(the & symbol is known as the address-of operator). If the 
address of my_integer is 2000, the contents of my_pointer will 
be 2000. You can think of a pointer as a box, storing a Post-It 
note which tells you where the thing it points to can be found.
int integer_a = 6;
int *pointer_a = &integer_a;

int integer_b = *pointer_a;
int *pointer_b = pointer_a;
*pointer_a = 8;
printf(“integer_b: %d, integer_a: %d”, integer_b, integer_a);
printf(“pointer_b: %d, pointer_a: %d”, pointer_b, pointer_a);
printf(“*pointer_b: %d, *pointer_a: %d”, *pointer_b, *pointer_a);

If you run this, you’ll get output something like this below 
(your pointers will differ each time you run it):
integer_b: 6, integer_a: 8
pointer_b: -1074985552, pointer_a: -1074985552
*pointer_b: 8, *pointer_a: 8

integer_b is set to the value that pointer_a points to, which 
at the time is 6 (the initial value of integer_a). pointer_b is 
an int pointer, and is set to the actual address contained in 
pointer_a, not to what it points to. *pointer_a = 8 alters the 
value at the address pointed to, which is integer_a. Since 
pointer_b and pointer_a contain the same memory address, 
they both point to the same value, which is now 8.

LV018 100 Tutorial Olde Code.indd   103 03/07/2015   09:46



CODING NINJA

www.linuxvoice.com

WHY DO THIS?
•  Improve the structure of 

your code
•  Make it easier to work 

on large projects
•  Get the most out of 

object-based modules

Rather than waving our hands around trying to 
explain what objects are, we’re going to jump 
right in to some example code for a student 

database. It’s going to do nothing more than store 
students’ results and print them out. This can be done 
in Python with the following code:
students = [[“Ben”, [[“Maths”, 80], [“Science”, 70], [“English”, 
60]]],
    [“Andrew”, [[“Maths”, 60], [“Science”, 70], [“English”, 80]]]]

def report():
    for student in students:
     print student[0]
     for subject in student[1]:
                          print subject[0] + “: “ + str(subject[1]) + “%”
report()

This code contains two parts: the data (which is 
defined in the first line), and an operation on it (which 
is contained in the function report). These two bits of 
the program are intimately connected. The data is 
useless without some function to perform an 
operation on it, and the operation is useless without 
the data to perform it on. 

They’re also connected at a technical level. The data 
is set out in a particular format. It’s a list of lists. The 
inner list always contains two items, the first of which 
is the student’s name, the second is a list of his or her 
grades. The idea behind objects is that whenever you 
have data and code that are intimately connected like 
this, you should combine them to create an object. 
Python enables us to use objects, so we could rewrite 
the above as:

class Student:
    def __init__(self, name, scores):
     self.name = name
     self.scores = scores

    def report(self):
     print self.name
     for score in self.scores:
      print score[0] + “: “ + str(score[1]) + “%”

students = [Student(“Ben”, [[“Maths”, 80], [“Science”, 70], 
[“English”, 60]]),
    Student(“Andrew”, [[“Maths”, 60], [“Science”, 70], [“English”, 
80]])]

for student in students:
    student.report()

Here, the keyword class is used to create an object 
definition. By convention, class names always start 
with a capital letter so they’re easy to distinguish. Our 
class, student, contains two methods that are defined 
in a very similar way to functions. They have to have 
at least one parameter (self). 

The class is a little like the blueprint for the object. 
By itself, it does nothing until an object is created from 
the blueprint. Objects are created as follows:
Student(“Ben”, [[“Maths”, 80], [“Science”, 70], [“English”, 60]])

This returns an object of the type Student (which is 
similar to the way a variable may have a type of string 
or integer). The things that can be done to this object 
depend on the methods that are included in the class. 
The __init__() method is called when the class is 
created, so when you create an object with the 
parameters Student(“Ben”, list), it passes “Ben” and 
list to the __init__ method. Whenever you call a 
method in a class, Python also passes another 
parameter first that’s used to define the namespace. 
We’ve called this self, and it’s used to create variables 
that are local to just one object.

In this example, each Student object has two 
variables that are local to just one particular instance 
of the object, name and scores. If you create two 
different Student objects, they will have two different 
variables for name and scores. This is why, when we 
call the report() method, it prints the variable self.
name, and this always prints the right name for the 
student. Likewise with self.scores.

At this point, you may well be wondering what the 
whole point of objects is. After all, we’ve taken a 

CODE NINJA: ENCAPSULATE 
YOUR CODE IN OBJECTS
Objectify your code and make it cleaner to write and read,  
easier to share and easier to maintain.

 TUTORIAL

104

BEN EVERARD

Which version of the code 
is this? There’s no way to 
tell because despite the 
structural differences, they 
all work.
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simple program that was easily understandable, and 
turned it into a more confusing one that’s 50% longer.

We mentioned earlier that objects enabled us to 
encapsulate data and the functions that operate on 
that data. When your entire program fits onto your 
screen at once, there’s not that much point in 
encapsulation because it’s always easy to see what’s 
going on. However, as your code becomes more 
complex, the structure of your program becomes 
more important, and the main reason for objects is to 
make your code clean, readable and easy to maintain. 
The bigger your codebase, the more important this 
structure is.

Adding to the database
Let’s extend our simple databases with the ability to 
add a new student to the list. In the non-object version 
of our code, this is done with:
students.append([“Mike”, [[“Maths”, 70], [“Science”, 70], 
[“English”, 70]]])

As you can see, this requires intimate knowledge of 
the data structure that’s storing the students. If this 
changes in any way, every bit of code that interacts 
with students in any way will have to be rewritten. 

There are a few ways we could do this in the code 
with objects. We could simply create a function that 
creates a new student object, and adds it to the list, 
however, this is building more into a data structure 
that isn’t encapsulated (the list of students). Another 
option is to encapsulate this list of students into a 
new class called Student_Body:
class Student_Body:
    def __init__(self):
     self.students = []

    def add(self, name, scores):
     self.students.append(Student(name, scores))

    def report(self):
     for student in self.students:
      student.report()

student_body = Student_Body()
student_body.add(“Ben”,  [[“Maths”, 80], [“Science”, 70], 
[“English”, 60]])
student_body.add(“Andrew”, [[“Maths”, 60], [“Science”, 70], 
[“English”, 80]])

student_body.report() 

Creating objects, as you can see, can require a few 
more lines of code (at least in very small programs), 
but the result is code that’s far easier to read and 
therefore much easier to debug.

What’s more, by encapsulating the data and the 
functions, we’re presenting a clear interface to the rest 
of our program. It can interact with objects through 
the methods defined in our class, and it will all work. 
As we develop the program, we may decide to change 
the way the class works internally, or the way it stores 

data. However, as long as methods stay the same, 
this shouldn’t affect the rest of the program.

In truly object-oriented programming languages, 
every bit of code has to be inside an object, but 
Python isn’t this fastidious about the use of objects. 

So far, we’ve only looked at interacting with objects 
through methods, but you 
can also change particular 
properties (local variables) 
directly. For example, we can 
create the following method 
in the Student_Body class to 
rename a student.
 def rename(self, old_name, new_name):
     for student in self.students:
      if student.name == old_name:
       student.name = new_name

Here, student.name is the variable name that’s local 
to just that instance of the Student class.

Inescapable objects
If you’re using Python, you’re probably using objects 
already even if you don’t realise it. The benefits of 
encapsulation that we’ve covered are particularly 
useful in modules. For example, urllib can be used to 
create objects that contain web pages:

import urllib2
page = urllib2.urlopen(“http://www.linuxvoice.com”)
print page.read()

Here, urllib2.urlopen() returns an object that we 
store in the variable page. One of the methods of this 
object is read(), which returns the HTML contents of 
the web page. Because all the data is encapsulated in 
this object, we don’t have to worry about keeping track 
of anything other than that object, and knowing what 
the available methods are. Using objects like this 
makes reusing code like this easy.  

A good text editor (like 
Atom, shown here) allows 
you to roll up objects to 
make the code easier to 
read.

“In truly object-oriented 
languages, every bit of code  
has to be inside an object.”
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Imagine a scripting language that runs 
everywhere, across all your Linux, *BSD and 
Windows machines. A language that’s clear, 

concise and gets the job done without any fluff. A 
language that saves you time, rather than having to 
deal with the foibles of each individual platform. Well, 
it exists! “Big deal”, you might be saying. “Python, Perl 
and other languages run across pretty much every 
major operating system you can name.” That’s true, 
but those are not installed as standard in every OS. 
Plus, while they’re great programming languages, for 
quick admin jobs they can be overkill.

This is where Batsh comes in. It’s a language that 
compiles to both Bash and Windows .BAT files – 
in other words, you write your script in the Batsh 
language, then a compiler generates equivalents in 
Bash and .BAT formats. In this way, if you need to do 
the same job across Linux and Windows boxes, you 
only have to write one script. You don’t need to learn 
the intricacies of Windows batch files – which is a 
blessing, as they’re not pretty at the best of times.

Batsh has its own syntax, but it’s not especially 
difficult to learn, and you can get started without 
having to install anything by visiting the project’s site 
at www.batsh.org. Type your code in the left-hand 
panel, then click the buttons on the top-right to 
compile to Bash or Windows .BAT formats. Let’s get 
started with a classic:

println(“Hello world”);
Here you can see that Batsh syntax is fairly similar 

to C and related languages: println is a function that 
takes a text string as an argument, and prints the 
string to the screen, followed by a newline character. 
(You can use print on its own to print text without 
a newline.) Statements need to be terminated with 
semi-colon characters. If you click on the Compile To 
Bash button you’ll see this output:
“echo” “-e” “Hello world”

There are a few more quotation marks here than 
you might expect, but the result is still valid code you 
can use in a Bash script in Linux. Click on Compile To 
Windows Batch, however, and you’ll get this result:
@echo off
setlocal EnableDelayedExpansion
setlocal EnableExtensions

echo Hello world
The first three lines here are boilerplate code for 

Windows, so you’ll see them in most .BAT scripts 
generated by Batsh, and the action only begins 
with the echo Hello world line. (The first @echo line 
prevents each command from being printed as it is 
executed, and ensures that you only see the output of 
the commands.)

So creating platform-independent scripts is as 
simple as that: type your code in, click the appropriate 
button, and you have a usable result on the right. You 
can download the compiler and run it offline, which 
might help if you want to automate some things, and 
we’ll look at that later. For now though, we’ll focus on 
using the website version.

Juggling numbers
Let’s delve further by looking at variables and 
conditionals. Here’s a Batsh program that assigns the 
number 15 to the variable myvar, and then performs a 
test on it. If myvar contains a number bigger than 10, 
it prints myvar is followed by the value it contains – or 
if it’s smaller than 10, it prints a different message:
myvar = 15;

if (myvar > 10) {
  println(“myvar is”, myvar);
} else {
  println(“Smaller than 10”);
}
Again, note the C-like syntax here. Code blocks are 

BATSH: WRITE PLATFORM 
INDEPENDENT SCRIPTS
Write once, run anywhere – at least, on Linux and Windows 
machines. Batsh does all the magic.

 TUTORIAL

106

MIKE SAUNDERS

The Batsh website includes 
some code examples 
showing how language 
features such as recursion 
work.

WHY DO THIS?
•  Run your scripts on 

multiple OSes
•  Save time doing admin 

chores
•  Relive the glory (or not) 

days of .BAT files
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contained within curly braces, so you could add more 
lines for the if and else sections. Also, the comparison 
(is myvar bigger than 10) is contained within 
parenthesis. Other comparisons you can do include:

  < less than.
  >= greater than or equals to.
  < less than or equals to.
  == is the same as.
The == (same as) requires two equals signs, 

because otherwise it would just be an assignment. 
Let’s look at the Bash code that this generates:
myvar=$((15))
if [ $(($myvar > 10)) == 1 ]; then
  “echo” “-e” “myvar is” “$myvar”
else
  “echo” “-e” “Smaller than 10”
fi

If you haven’t done much Bash scripting before, 
you may find the syntax rather odd – but that’s not 
a problem any more, as you can use Batsh’s more 
familiar syntax! Here’s the .BAT version:
set /a myvar=15
if !myvar! GTR 10 (
  echo myvar is !myvar!
) else (
  echo Smaller than 10
)

Arithmetic is very simple in Batsh; all of the 
following are allowed:
a = 3;
b = 10;
c = 999;

d = a + b * c;
println(d);

The result here is 9993 (10 multiplied by 999, and 
then 3 added on top.) You can use arrays in Batsh, 
specified by square brackets, and include multiple 
data types inside them:
arr = [1, “ciao”, true];
println(arr[0]);

Here we set up a three element array with a number, 
a string, and a Boolean value inside. When we print an 
element, note that the index of the array starts from 0, 
so in this case it prints the number 1. If we change the 
second line to arr[1], that refers to the second element 
in the array, which means ciao is printed instead.

Strings are easy to deal with, but note that you need 
to use ++ to join them together:
str1 = “hello”;
str2 = “world”;
str3 = str1 ++ str2;
println(str3);

Loops are also familiar in their syntax, and note 
the use of a comment here, preceded by two forward 
slash characters:
a = 1; // Set a to one

while (a <= 10)
{
    println(a);
    a = a + 1;
}

This prints the numbers 1 to 10. To make your 
scripts more modular, you can create functions that 
take numbers or strings as parameters, and return 
a value back. Consider 
this example, which 
creates a function 
called double, which 
takes a number and 
returns back the same 
number multiplied by 
two. Also note the use of global and local variables 
here – the x we create at the start is in the global 
scope, and therefore is not affected by the change to 
the local x inside the function:
x = 10;

function double(a)

107

.BAT files date back to 
the early days of MS-DOS, 
hence their rather clunky 
syntax.

Windows: the PowerShell alternative

While .BAT files are rather ugly and clumsy remnants of 
the past, they’re still occasionally useful for doing quick 
admin jobs, as we’ve mentioned. However, if you’re forced 
to spend a lot of time working on Windows machines, 
it’s worth noting that there’s an alternative in the form of 
PowerShell. In the early 2000s, Microsoft realised that .BAT 
files couldn’t be taken seriously for any large-scale jobs, so 
the company developed a new scripting language with deep 
hooks into the .NET framework and rest of the OS.

We won’t spend much time on it here, as this is a Linux 
magazine after all, but we understand that many readers 
have to deal with Windows boxes in their daily work. 
PowerShell doesn’t magically fix everything and has its 
own set of problems, but for users who spend most of their 
time at the command line, it makes life a lot simpler. See 
Microsoft’s crash course for a quick guide to the basics: 
https://technet.microsoft.com/en-us/magazine/hh551144.
aspx.

“If you need to do the same job 
on Linux and Windows you only 
have to write one script.”
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{
    x = 999;
    return a * 2;
}

ret = double(x);
println(ret);

Putting it all together
So, those are the fundamentals of the language. Batsh 
is capable of some other things as well, such as 
recursion, as you can see from the examples on the 
website. But for the most part, it’s a neat and simple 
little language to learn.

It’s time to use them it something practical! Batsh 
includes a handful 
of routines to read 
lists of files from a 
specified path, check 
if a file exists, and 
execute commands 
accordingly. For 

instance, this prints all files in the current directory, 
and then checks to see if foo.txt exists. If so, it prints 
a message:
files = readdir();
print(files);

if (exists(“foo.txt”)) {
    println(“foo.txt exists”);
}

You can check to see if a file doesn’t exist by adding 
an exclamation point before the call to the exists 
routine, eg !exists(“foo.txt”). Another way to go about 
this is to store the result as a Boolean variable, for 
instance: res = exists(“foo.txt”);.

Of course, you’ll often need to run external 
programs as well, and this is possible with the call() 
function. Obviously the method to run programs will 
often differ hugely between Linux and Windows, but 

let’s take Java as an example, as it works cross-
platform:
progname = “minecraft”;
call(“java”, “-jar”, progname ++ “.jar”);

Here we run the java binary, followed by a bunch of 
parameters including -jar and the filename minecraft.
jar. You can add as many parameters as you need, or 
omit them entirely.

Sometimes you won’t be able to avoid the 
differences between platforms, however, in which 
case Batsh has a neat solution. Using the bash() and 
batch() routines, you can specify code that should 
only appear in Bash and .BAT scripts respectively.

For instance: let’s say you want to check if the file 
foo.txt exists in the current directory, and if so, delete 
it. Linux and Windows use different commands and 
parameters for removing files, but you can make sure 
that the appropriate command for each platform is 
used with:
if (exists(“foo.txt”)) {
    bash(“rm foo.txt”);
    batch(“del foo.txt”);
}

When you translate this to Bash, you’ll get:
if [ -e “foo.txt” ]; then
  rm foo.txt  
fi

So the del command isn’t executed, as it’s specific 
to Windows. Likewise, when you convert to .BAT, 
the del command is included in the script and the 
rm is left out. With some careful coding, you can 
create Batsh scripts where the primary logic is kept 
in platform-independent code, but the bits that are 
very specific to Windows and Linux are encapsulated 
neatly within bash() or batch() calls.

Wrapping up
Batsh is in the early stages of development, and there 
are clearly lots of things still missing, but it’s already 
usable enough for doing simple scripts with loops, 
conditions, tests for file existence, calls to external 
programs, and platform-specific commands. We’d like 
to see some more inbuilt functions to handle things 
like input and Windows’ odd use of backslashes, so if 
you’re looking for a programming project to sink your 
teeth into, you could help the developer out.

Ideally, more and more of the Windows and Linux-
specific parts could be moved into generic routines, 
so instead of needing separate bash() and batch() 
calls for deleting files, there could be a single remove() 
call that works out the differences itself.

The full source for downloading Batsh (and running 
it offline) can be found on GitHub at https://github.
com/BYVoid/Batsh, although it’s written in OCaml, a 
language that not everyone is familiar with. Still, you’ve 
already gone to the effort to learn Batsh, so another 
language won’t do any harm!  

Mike Saunders is a man with many machines. He still loves 
his Amiga 1200 above everything else, though. Bless.

Want to boost Batsh with 
extra features? Learn a 
bit of OCaml and help the 
developer out!

“We’d like to see some more 
inbuilt functions to handle 
things like input.”
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F rom the beginning the web was visualised as 
both a browsable and an editable medium. In 
fact when Sir Tim Berners-Lee wrote the first 

web client it was intended as a tool for scientists to 
collaborate and put text online and to link to each 
others’ works bypassing the need for a centralised 
database of any kind. To that end, the first client could 
edit pages just as easily as it could display them.

However, the popularity of accessing content led to 
the standardisation of a HTTP protocol that lacked 
important authoring features. This changed in 1996 
when Jim Whitehead engaged the World Wide Web 
consortium (W3C) to discuss the problem of 
distributed authoring on the World Wide Web. The 
discussion led the W3C to form an IETF working 
group to design a new protocol to address the lack of 
collaboration. Their efforts led 
to RFC 2518, which defined 
the first version of the 
WebDAV protocol in 1996. 

WebDAV, which stands for 
Web-based Distributed 
Authoring and Versioning, 
builds on and extends HTTP to bring the same 
benefits to authoring that the web has already 
brought to viewing content. 

The WebDAV protocol includes a whole set of 
remote document accessing capabilities, including file 
storage, directory management, and support for 
collaborative editing. Before WebDAV it was difficult 
for people to collaborate on web-based documents 
because there was no standard way to coordinate the 

TRANSFER FILES WITH WEBDAV
The protocol can teach FTP a thing or two about file transfers.

changes. WebDAV solved this problem with the 
introduction of locks, which prevents others from 
editing the same content you’re working on. 

However, the developers 
who were working on 
WebDAV had goals that 
extended beyond simple web 
page authoring. Thanks to 
their efforts, many started 
viewing WebDAV as a 

network filesystem suitable for the internet. 
Today you can think of WebDAV as an FTP-like 

protocol that you can use to remotely access and 
share files over the internet. However, WebDAV offers 
several benefits over FTP. For starters, WebDAV works 
better through firewalls and can be password-
protected and encrypted. It’s also a bit faster than FTP, 
especially when transferring many small files, since it 
doesn’t need to make a data connection for each file. 

Extending WebDAV 
There have been several other popular extensions to 
the WebDAV protocol. There’s the Calendaring 
Extensions to WebDAV, popularly known as CalDAV, 
using which clients can access scheduling 
information on a remote server. The access protocol 
uses the iCalendar format for the calendaring data, 
which is also supported by major apps and services 
such as Google Calendar, Evolution and Thunderbird. 
Then there’s the vCard Extensions to WebDAV, more 

BEN EVERARD

MAYANK SHARMA

OwnCloud (and other 
PIMs) can import and 
export calendars and 
contacts via CalDAV and 
CardDAV.

Popular backup apps can access and backup to a remote 
WebDAV share.

Ferry files like a master with an oft-overlooked protocol that 
changed the nature of the web when it debuted.

MASTERCLASS

“WebDAV includes a whole 
set of remote document 
accessing capabilities.”
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PRO TIP
The popular proprietary 
service Dropbox doesn’t 
have built-in support for 
WebDAV but you can use 
the DropDAV service to 
access your content via 
the protocol.

PRO TIP
You can find a list of 
online backup services on 
ownCloud’s website that 
use the open source 
software and allow 
access via WebDAV.

commonly known as CardDAV. This protocol is 
designed to enable users to access and share contact 
data, stored in the vCard format, on a server. Just like 
CalDAV, the CardDAV protocol is also supported by 
virtually all popular open source and proprietary apps.

A lesser known extension of WebDAV is GroupDAV, 
which is a protocol for connecting open source 
groupware clients to groupware servers. It’s supported 
by groupware servers such as SOGo (earlier known as 
OpenGroupware.org) and Citadel as well as a host of 
clients including KDE’s Kontact and Thunderbird.

Using WebDAV
One of the most popular uses of WebDAV is for taking 
backups. To this end, the protocol has several 
advantages over other mechanisms designed for 
transferring files such as FTP. WebDAV gives you 
access control and the ability to extend reading and 
editing files to a limited list of users. This is especially 
useful for setups that have a central repository 
accessed by several users. Also, unlike FTP backups, 
using WebDAV you can back up multiple files at once. 
You can in fact simultaneously initiate several backup 
tasks using the same WebDAV server. The biggest 
advantage however is the protocol’s ability to transfer 
data securely. WebDAV is basically an extension of 
HTTP, and you can access it over HTTPS and do your 
backups over a SSL connection.

Because of these advantages, many online backup 
services support WebDAV and let you interact with 
your online account using the protocol. Once you 
enable the WebDAV extension on these services (if it 
isn’t already enabled by default), you can then mount 

the online backup drive in your filesystem and interact 
with it as any other local drive. You can drag-and-drop 
files into it and even save files directly inside it. The 
biggest convenience, however, is the ability to directly 
edit files on the remote drives mounted via WebDAV 
without downloading them first. 

If you’ve deployed your own file hosting service or a 
pooled storage server you can even access these via 
WebDAV. DIY file hosting solutions such as OwnCloud 
and Seafile both support WebDAV. After years of 
requests, the popular NAS server FreeNAS also now 
supports WebDAV, and the Debian-based 
OpenMediaVault server also allows WebDAV access 
via a plugin. 

To top it all, WebDAV lets you remotely manage 
your files from any computer or smartphone, without 
downloading any software. Linux, Microsoft Windows 
and Apple OS X all have built-in support for WebDAV. 
You can use the file managers in these operating 
systems and follow the prescribed procedure to 
mount remote WebDAV shares. 

For example, in Gnome-based distros, fire up the file 
manager and head to File > Connect To Server. Then 
key in the location of the WebDAV drive in the Server 
Address field in the following format: davs://
user:password@host.name/path. Similarly, in KDE 
fire up Dolphin and enter the WebDAV address in the 
location bar, such as webdav://myhost.mydomain.
net/webdav. Even the Firefox web browser recognises 
WebDAV folders, and you can access them simply by 
entering their location in the address bar. You can do 
the same with the Android web browser as well, which 
also has built-in support for WebDAV.

That said, while you can easily access WebDAV 
folders without any specialised tools and apps, using a 
third party WebDAV client app has some advantages. 
You’ll find several WebDAV apps in the Google Play 
store offering features such as the ability to upload 
images straight from the device’s gallery to the online 
drive and automatically sync files and folders as per a 
schedule. You’ll also need an app to sync calendars 
and contacts list between all your devices.

Now that you’re well versed with WebDAV, go ahead 
and switch all your online and offline backup and file 
transfer utilities to work their magic via this magical 
protocol. In the next section we’ll help you set up your 
own WebDAV-enabled web server. 

Specialised apps let you 
upload files to the WebDAV 
share.

Mount WebDAV from the CLI
Use your distro’s official repositories to install DAVfs, which 
is the Linux filesystem driver that enables you to mount a 
WebDAV server as a disk drive. 

Users of Debian-based distros can use sudo apt-get 
install davfs2 while Fedora-based distros can install the 
driver with yum install davfs2. Then create a folder to 
mount the WebDAV shares, such as mkdir ~/webdav. Now 
add your user to the davfs2 group with sudo usermod -a -G 
davfs2 <username>. Make sure you log out and back in after 
adding yourself to the davfs2 group. Then edit /etc/fstab 
and add the following line for each user who wants to 
mount the folder: 
<WebDAV address> /home/<username>/webdav   davfs     
rw,user,noauto 0 0

To avoid being prompted for the password every time 
you mount the remote WebDAV share, create a secrets  
file with your credentials under the ~/.davfs2 directory, 
such as:
$ nano ~/.davfs2/secrets
<WebDAV address>   <username>   <password>

Save the file and ensure it belongs to your user and 
group with
udo chown <username>:<groupname> ~/davfs2/secrets
and is only writable by you with
chmod 600 ~/.davfs2/secrets

You can now mount the remote WebDAV share with
mount ~/webdav
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If you are an admin and wish to extend the benefits 
of WebDAV to the users of your network, you can 
do so with ease. We’re assuming you’ve already 

set up the Apache web server, which is dead simple 
these days. You can then disable the default page, if 
you haven’t already, with
sudo a2dissite 000-default
and then reload the web server’s configuration with
sudo service apache2 reload

You can then configure an Apache virtual host 
called webdav.local that’ll give access to files under 
the /var/www/webdav directory. For this, head to  
/etc/apache2/sites-available/ and create a new site 
configuration file with the following content:
$ sudo nano webdav.local.conf
<VirtualHost *:80>
    Servername webdav.local
    DocumentRoot /var/www/webdav
    <Directory />
                Options FollowSymLinks
                AllowOverride None
        </Directory>
    Alias /webdav /var/www/webdav
    <Directory /var/www/webdav/>
                Options Indexes FollowSymLinks MultiViews
                AllowOverride None
                Order allow,deny
                allow from all
        </Directory>
</VirtualHost>

Now create the WebDAV share with
sudo mkdir /var/www/webdav
and give it the proper permissions and ownership with
sudo chown www-data.www-data /var/www/webdav 

Then enable the new website with
sudo a2ensite webdav.local

You can test the new website by creating a simple 

SUPERCHARGE YOUR  
WEB SERVER

index.html inside /var/www/webdav, which should be 
displayed when you point your web browser to http://
webdav.local. After you’ve set up the new directory, 
you can enable the WebDAV module with
sudo a2enmod dav_fs
and then restart Apache
sudo service apache2 restart
This lays the groundwork for a basic WebDAV server. 
To set up a share, create a directory such as /var/
www/webdav/data and hand it over to Apache with
sudo chown www-data:www-data /var/www/webdav/data/

Then edit the webdav.local.conf file and add the 
following lines to the <VirtualHost> block: 
Alias /data /var/www/webdav/data
<Location /data>
    DAV On
</Location>

The above tells Apache that the WebDAV enabled 
directory (/var/www/webdav/data) will be accessible 
via http://webdav.local/data. You can access this 
new share, after restarting Apache, from your distro’s 
file manager or even the Firefox web browser as 
shown in the previous section. You can also use the 
popular Cadaver CLI client that’s available in the repos 
of virtually all distros. Once you’ve installed it you can 
access your WebDAV: 
$ cadaver http://webdav.local/data
dav:/svn/> put somefile.gz

This will upload somefile.gz to your WebDAV share.

Abracadabra
While it doesn’t take much effort to set up a quick and 
dirty WebDAV share, you’ll probably want to add some 
basic authentication mechanism. Again this is rather 
straightforward with the htpasswd command. Begin 
by creating the WebDAV password file, like
sudo htpasswd -c /var/www/webdav/passwd.dav mayank
The command will prompt you for a password which 
will then be associated with the mayank username. 
We’ll use this username and password combo to 
connect to the WebDAV share. 

Repeat this command for creating multiple users. 
The -c switch creates the file if it does not exist, so 
make sure you omit it when using the command to 
create more users, or it will overwrite the existing file. 

When the authentication file is ready, you need to 
point to it by editing the WebDAV config file (/etc/
apache2/sites-available/webdav.local.config) like so:
<Location /data>
    DAV On

Light the LAMP with WebDAV.

MAYANK SHARMA

PRO TIP
Use sudo apache2 to test 
Apache’s configuration for 
any syntax errors.

Despite its rather morbid 
name, the command line 
Cadaver tool is a wonderful 
utility for interacting with 
WebDAV shares. 
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Mayank Sharma has been finding productive new ways to 
mess about with free software for years now.

        AuthType Basic
        AuthName “webdav”
        AuthUserFile /var/www/webdav/passwd.dav
        Require valid-user
</Location>

From now on, whenever you try to access your 
WebDAV server you’ll be asked to authenticate 
yourself first. 

To switch to HTTP Digest Authentication rather 
than transmitting unencrypted passwords, first enable 
the module with
sudo a2enmod auth_digest
Now create a digest authorisation password file with
sudo htdigest -c /var/www/webdav/digestpasswd.dav 
webdavdigest mayank

The command will prompt you for the password for 
the mayank username. The webdavdigest option is 
the name of Authorisation Realm to which the 
username belongs. Remember to give the proper 
permissions to the /var/www/webdav/digestpasswd.
dav file so that it’s only accessible by the Apache user.

Just like before, you can repeat the htdigest 
command to add authentication details for more 
users, remembering to take out the -c option to avoid 
zapping the earlier details. When you’re done, bring up 
the WebDAV configuration file (/etc/apache2/
sites-available/webdav.local.conf) and replace the 
earlier authentication details with this:
<Location /webdav>
  DAV On
  AuthType Digest
  AuthName “webdavdigest”
  AuthUserFile /var/www/webdav/digestpasswd.dav
  Require valid-user
 </Location>
If you’re providing access to private files over the 

internet, access control may not be enough. In this 
day and age, it makes sense to transfer content over 
secure encrypted channels using Secure Sockets 
Layer (SSL). Enabling this with Apache again doesn’t 
take much effort.  

Begin as usual by enabling the SSL module with
sudo a2enmod ssl
and then restart the web server. SSL requires a key 
and a certificate to validate the encrypted channel. 
First create a directory to house them with
sudo mkdir /etc/apache2/ssl

Then use the following command to create the key 
and the certificate in one go:
$ sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 
-keyout /etc/apache2/ssl/apache.key -out /etc/apache2/ssl/
apache.crt

That’s quite a terminal full. Let’s break down the 
command. Here we’re using the openssl command to 
create a certificate and the key. The req -509 option 
specifies that we’d like to create a self-signed 
certificate. The -nodes option asks Apache not to 
secure the key file with a passphrase otherwise we’d 
be forced to enter a passphrase every time we bring 
up the Apache web server. The -days 365 parameters 
define the validity period of the certificate (one year in 
this case). With -newkey rsa:2048 we ask the 
command to create us a new RSA key that’s 2048 bits 
long. Finally we have the -keyout and -out option, 
which point to the output location and name of the 
key and certificate, which in this case is the directory 
we just created.

The command will prompt you for various bits of 
information. Keep an eye out for the question 
requesting the Common Name, which you should 
respond to by entering your domain name or the IP 
address of the server. Once it’s done it’ll place the keys 
and certificate in the /etc/apache2/ssl directory.

Now that we have our certificate and key available, 
we can configure Apache to use these files in a virtual 
host file. You can either use the default SSL virtual 
host or create your own. Make sure to use port 443 in 
the VirtualHost directive and include the directives to 
turn on SSL and specify the location of the certificate. 
The easiest way is to make a copy of the default-ssl 
virtual host file (/etc/apache2/sites-available/
default-ssl.conf) and edit the names and paths as per 
your setup, namely SSLCertificateFile and 
SSLCertificateKeyFile. As per our setup these should 
point to /etc/apache2/ssl/apache.crt and /etc/
apache2/ssl/apache.key respectively.

Once you’ve configured the SSL-enabled virtual 
host, enable it with
sudo a2ensite default-ssl.conf
and restart Apache to bring it online. You’re now all set 
to serve encrypted content using the SSL certificate 
you created and can now access your site and your 
WebDAV folder over a secure https connection.  

You can use an Android app to sync data between a 
mobile device and the remote WebDAV share.

PRO TIP
If you have multiple 
directories and users, you 
can restrict access with a 
.htaccess file under each 
directory. But it’s safer to 
put all the access rules in 
the global WebDAV 
configuration file (/etc/
apache2/sites-enabled/
webdav.local.conf) .
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In some recent perusal of Linux-related news, 
I came across an item about this Linux-
powered device (http://tracking-point.com). 

To save you bandwidth, it is an intelligent 
rifle-scope that enables you to effectively paint a 
target and track it easily, controlling the trigger 
until you are sure of a hit. Apparently, from one of 
the promotional slides:  “You hold a tremendous 
advantage over an intruder. No perpetrator can 
overcome your dominant ability”

The immediate thought that sprung to my 
mind was – “Hmm, if you attach some image 
recognition to that, maybe cloud-backed (it 
already has Wi-Fi/data), and some fairly primitive 
robotics, you have a pretty good assassination 
droid”. Granted, perhaps other people don’t think 
like me. Perhaps other people think “gosh, this is 
exactly what I need to combat my rabbit/crow/
immigration problem”.

Leaving aside that in a country that tried to 
criminalise people sharing basic security 
software (https://goo.gl/431H9T), it is 
apparently OK to sell software that can help you 
shoot things better. 

Anyway, I can imagine some contributors to 
Linux not being overjoyed that they have 
contributed in some small way to this 
development (I don’t think my own text and 3D 
image munging software has been involved, so I 
will sleep like a babe), but of course, they don’t 
get to judge. The nature of a free open source 
licence means you very specifically can’t tell 
someone what they can use it for, and any 
“non-gun-toting-Texan” clause would exclude it 
from OSI approval.  

So, my question for you all this week is: is this 
agnosticism the price we have to pay for free, or 
are there some things for which freedom should 
not be an excuse? Answers on a postcard…

Nick Veitch  
was the original editor 
of Linux Format, a 
role he played until he 
got bored and went 
to work at Canonical 
instead. Splitter! 

Editor of our Gaming on Linux section.

An official XBox 360 
controller. This will 
go once the Steam 
Controller comes out. 

The fridge-like 
gaming case houses 
an FX 6300, GTX 960, 
8GB RAM and an 
underwhelming SSD.

Steam is my digital distribution 
platform of choice.

Andeor SADES gaming 
headset. It looks a bit silly, 
but has great sound quality 
and good value for money.

What version of Linux are you 
currently using? 
 Xubuntu 15.04. An Ubuntu 
distribution is the most practical for 

gaming, as it’s the only distro universally 
supported by game developers, along with 
SteamOS. It’s also really easy for devices 
and drivers (most of the time).

And what desktop do you 
currently use?
Xfce. It’s a solid workhorse of a 
desktop environment: very stable 

and not too much clutter. The only major 
change I have done to it is enable 
compositing through Compton to avoid 
screen tearing in games.

What was the first Linux setup 
you ever used?

I installed Ubuntu 8.04 back in 2008 
and got hooked on all those silly 

Compiz effects and widgets that were all 
the rage then. The effects are gone now, 
but I haven’t used another OS since.

What Free Software/open source 
can’t you live without?
Firefox is a pretty boring choice but 
has to be the obvious one. I usually 

have two windows with an average of 20 
tabs open on each and the browser 
doesn’t slow down one bit. 

What do other people love but 
you can’t get on with?
Wine. I don’t know if people love it, 
but I never got on with it. With all the 

native games on Linux these days, it’s a 
relief never having to use it again.  
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